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https://github.com/jooyunghan
https://github.com/namhyung
https://google.github.io/comprehensive-rust/es/
https://github.com/deavid
https://google.github.io/comprehensive-rust/bn/
https://github.com/raselmandol
https://google.github.io/comprehensive-rust/fr/
https://github.com/KookaS
https://github.com/vcaen
https://google.github.io/comprehensive-rust/de/
https://github.com/Throvn
https://github.com/ronaldfw
https://google.github.io/comprehensive-rust/ja/
https://github.com/CoinEZ
https://github.com/momotaro1105
https://google.github.io/comprehensive-rust/it/
https://github.com/henrythebuilder
https://github.com/detro
https://github.com/google/comprehensive-rust/blob/main/TRANSLATIONS.md
https://github.com/google/comprehensive-rust/issues/282

H2HE

ffilfl Cargo

AT fi# Rust J5, RIRELEE 28] Cargo, X2 Rust SRS H FH THEMNZIT Rust M IARIE T
H EXE, BAOTERIENH— R4 Cargo. BB ZMESRS, DRBERNTOAEARE)
hE&EHAH Cargo.

A
TR https://rustup.rs/ _ERIEIRRE,

XN RR AL Cargo & T.H (cargo) #1 Rust 4iFas (xustc), IRIEKIRTT rustup, X2 — s
TSR, VROT DAR B R 22 AR R R B iR AR

2% Rust 25, RV M ECE R gmiE g ¢ IDE DAFFUAHEF Rust, K2 EgmiEas#H T rust-analyzer,
‘BA VS Code, Emacs, Vim/Neovim N HMIFL 4B 0t T B alitb 2 5oE Bk L DI RE, RIAEL AT
PA#iF RustRover IDE,

* 1£ Debian/Ubuntu L, frtha] DUt apt %% Cargo. Rust JECHFI Rust /80 LHEHZ,
ERERGEI— DI AT Rust iA, IX AT RES SBURIMIIT . i 240 T

sudo apt install cargo rust-src rustfmt

2.1 Rust 2ERG

Rust ARG T HAMR, FEAHE:
e Tustc: Rust 4miFEay, AlK . rs AN RIS AR E A E S =

e cargo: Rust {K¥IUEHIAAIME T B, Cargo FIENA NEFEETE https://crates.io LRI
I, HAEA I H R B %3845 rustc, Cargo Bk —MAERNINRIZI TR, FHFHITHIT
N5

e rustup: Rust T EBEZEERMIEH T H, Y Rust BAAHHRAN, it THEH T2 EH rustc fl
cargo, Ah, rustup IERT A NEBRIEZER SCR, 7] PARIIN 22235 2 MR B Rust, rustup &1
PE TR B URTEIX EERR A 2 [ DT H,

KRR

* Rust G —PMPRIER AT R, 878 RS R AT — R FricA G455 THRRA 19185 A E, 7
ARIHT R
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https://doc.rust-lang.org/cargo/
https://rustup.rs/
https://rust-analyzer.github.io/
https://code.visualstudio.com/
https://rust-analyzer.github.io/manual.html#emacs
https://rust-analyzer.github.io/manual.html#vimneovim
https://www.jetbrains.com/rust/
https://github.com/rust-lang/rustfmt
https://crates.io

o HE=ZARAMHE: “FUERR (stable) ™, “MliAhk (beta) "F1“& [Hlhk (nightly) 7,
o WIThRESSEAE WA BN, “ThR S/ TR,
o KIS R R] DUBIT HAeth registry, git K SUPFREMAT,
» Rust X4 fiiiAs (edition) : 2wifkAZ Rust 2021, Z HifRASE Rust 2015 #1 Rust 2018,
— RSN IE S TG T3 A B,
— NP IR, MR 2 AER): @I Cargo. toml SCHEA crate &SRS IEIA,
- NRDBEESRSE, Rust giidas ] DUR S ATRRA GRS B,
- HERE, M8 cargo ERAEHYRIFA VG HUE 2 /0 W CRZEH P WA

- (B8 4212, Cargo A2 —MIIREsE A H 2w T A, CRESLINF 2 @A IhkE, B
EARRTF:
* TH s
* TIEX
* FERMFRISAT IR T 5% A7
% MR
% RJRAL
* BRI DA A4 (B0 cargo clippy) #4785 &,

- WEiE2H 77 Cargo Book

2.2 AP EIES RG]
FEARBEYIF, Tl 1 BB RAIRSR Rust 15, IR0 AT OB R K84 T SXREAA B (LA B
B, R ESRERT — B,

AR IR LS Cargo: EA B TURERAAM SRR S AE I G — K, BATEM— DGR, A
PRIETRAAARTBE PRI, R /R TR 222 %% Cargo.

AR HUE e 22 B

fn main() {
println!("Edit me!");
}

You can use Ctrl + Enter to execute the code when focus is in the text box.
kR, KEEARERHIER MBI DB R AT RE< R DA R IR A A R B0 :
* iR ABY Playground JoizEH 7 s el S ES & HIFAENG 2 S2F7 Playground Hr, PAE R STl

ifo
* R AM Playground X 7£ BT U G BRGNS HIt, 5 RN 68 A 2389 Rust =@
Playground f##,

2.3 {#ifl Cargo 7EAHST TS

GRERIRAEAE B GRS BT SRR, MIFRE 2% Rust, Ait, iH1%IE Rust Book F I 1%,
XM MR BE—NE R rustc Ml cargo. EFEE AN, Bt Rust F&E kg AT EIRRA S :
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https://doc.rust-lang.org/cargo/reference/registries.html
https://doc.rust-lang.org/edition-guide/
https://doc.rust-lang.org/cargo/reference/workspaces.html
https://doc.rust-lang.org/cargo/reference/build-scripts.html
https://doc.rust-lang.org/cargo/commands/cargo-install.html
https://github.com/rust-lang/rust-clippy
https://doc.rust-lang.org/cargo/
https://doc.rust-lang.org/book/ch01-01-installation.html

% rustc --version

rustc 1.69.0 (84c898d65 2023-04-16)

% cargo --version

cargo 1.69.0 (6e9a83356 2023-04-12)
PR AT DAfSE F AR AT B8 kAR, K9 Rust Cr4FA1 5 FA 1,

THEXEAE R, B SHBMNASI AR — B HAgE Rust 3

1.
2.

~

TEVREE RIRRA L s S Hl 2574 (Copy to clipboard) "%,
i cargo new exercise HfUIEHEH— exercise/ H3k:

$ cargo new exercise
Created binary (application) “exercise’ package

#%| exercise/ H{HH cargo run MEIHIBTT kIS

$ cd exercise
$ cargo run
Compiling exercise v@.1.0 (/home/mgeisler/tmp/exercise)
Finished dev [unoptimized + debuginfo] target(s) in @.75s
Running "target/debug/exercise’
Hello, woxrld!

¥ src/main.rs FRIEMRMARE EH I E AR, B, FH E—T1HpRG, &
src/main.xrs BH:

fn main() {
println! ("Edit me!");
}
fiH cargo run MEIIZATE A9 —BERISCAE:

$ cargo run
Compiling exercise v@.1.0 (/home/mgeisler/tmp/exercise)
Finished dev [unoptimized + debuginfo] target(s) in @.24s
Running "target/debug/exercise’
Edit me!

fiH cargo check triEAETIHZEFEHIR; 8 cargo build HiHTHE, MAIB1T. IR
Al DATE target/debug/ HREIHEMIEIX build . #/ cargo build --release f£
target/release/ HAERGI ALK &4 build,

AT A& Cargo . tom] I H AR EII, *4)181T cargo i, KRGS HEN NEFI G Fk
SR I

REGUH YL R 24 Cargo F6 FH A lE a5 IXRECEAAT 1A B MAUTT R IR8E, LE TAR RIS SR

=

Mo
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HIHE
IR —K

AR IE23] Comprehensive Rust 85— K, FATEW KRR LN
o Rust FAIE: 28, & (scalar) fi1E A (compound) 287! A2 (Enum) . €585/ (struct) ., 5/
F BRI T 15
* Types and type inference.
o PETRES AL IR SRIFE RS,
o FPESLIZRAL: SER RIS,
o RREICULHD: fRARCZS, Mg (R F1 4 (array) .

IS TR %

Including 10 minute breaks, this session should take about 2 hours and 5 minutes. It contains:

Segment Duration
pyel 5 minutes
Hello, World 15 minutes
HRIUFME 40 minutes

Fa il R LA 40 minutes

This slide should take about 5 minutes.
THRmEA A

o ffITR] CABEIN $2 0], 752 ¥ 2 e,

o XPNREARNIZZ AN, Bl TSR R 1L,

— As an instructor, you should try to keep the discussions relevant, i.e., keep the
discussions related to how Rust does things vs some other language. It can be hard
to find the right balance, but err on the side of allowing discussions since they
engage people much more than one-way communication.

o RS SEEAHR TR SN,

- XERRARE! EERYESIN—NEETTIR EICE, XL R — R, fRAT DLk

BEMEPk

F—RIEFR 2R Rust 115 AR TE S B HEMH LI LR “FAal" A, Rust FHE&SHFE AN
BRERR LRTBE N,
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AR RAE R BARR, WX 2 —NMFINHL, PO EREEIN RIZEA T IR IR, BT IRGE R E 2 A%
W, ARG RRE IR, ZHHER B S HG VRS ST N B HIMRE . ) T B IR IRIEAZ N IR 2RI T, IEAE R8I
XS5 TR T RIG R |
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WA
Hello, World

This segment should take about 15 minutes. It contains:

Slide Duration

4.2 Rust? 10 minutes
Rust YL 3 minutes
Playground 2 minutes

4.1 {472 Rust?

Rust 2 —[ T IZIES, B8 1.0 AT 2015 F%A:

e Rust B[ JHSHIFIES, HUREEN S C++ FH1L
— rustc #H LLVM £ ERGH,
o Rust SZHFZRE & FIZEH:

* Rust #) ?iﬂﬂ?%ﬁli&%qj:
- B S8R,
- BREERES,
- FH,
— S,
- HR%5%8.

This slide should take about 10 minutes.
Rust f1 C++ @& H T RN

o MR RIE M,

. %Eﬁg@ﬂ%ﬂﬁ%ﬁo

o REMBAERTRIE = 191 (T _LigfT.

&ﬁiﬁﬂj‘ FABI SR
« KiERRF _Jasfiﬂl;zi‘lﬁ A SR PERE,
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https://blog.rust-lang.org/2015/05/15/Rust-1.0.html
https://doc.rust-lang.org/nightly/rustc/platform-support.html

4.2 Rust L

Rust A — RS2 A
. AERE: EmENTIFTIEFTAZRAE bug
- MMEERFIBINZE &,
- PFENVERC,
- NMEERRUEHR,
— FFE NULL $5%t
- PNFEPOR IS B 81,
— PFTELAE 2 R EHE S5 4o
- PEEIERERRRN
¢ RBEXRTE BHBIT 17 & Rust IBAUMIT NEERFE X
- BAVINELRRE,
— BB A RE X (panic BLFIZE)
o £ St BE5EHIES —HFEE B ANEBIFRISHE
— BRI IERL,
- ?2?[14{0
— TCERAMT AN R 242 11 (FFD o
- BRAMS,
— SRR HIGR PR AR IR R,
- WEMRBE R
— AR N B S
- FBINES RS MY (Language Server Protocol) 7%,
This slide should take about 3 minutes.
HTEX B 5 A 2 I 8], i IX e 2 f S S 7E G T A T I AH U
7 32 0] (R 27 AR AT T I RS TE 5 o AR R 2 R 2 UH# Rust BAS[E R

o fEHE C 8¢ C++: Rust MG ENPR 7 —2K 5517 o RAT DUSENELL CFl C++ FOERE,
MR WAF AR Z A RN, 7 BARIEA] DUSEILEBRATE S 1938, LanaE=XITRCR A B AR E 2,

» ffifiXt Java. Go. Python. JavaScript......: ¥RA] DABEIRIXLETE SR EZ 25, I
AR @05 S REEZ, [N ORA] DAFRIZEAEL C F0 C++ Y& B AT il i $0 4 7P e (Tohzsi
AT , DARATE T B IR TR JE R AR R 7 [

4.3 Playground

The Rust Playground provides an easy way to run short Rust programs, and is the basis for
the examples and exercises in this course. Try running the “hello-world” program it starts
with. It comes with a few handy features:

 1£ *Tools” I, rustfmt &I LA “standard” 77 IZE kg

* Rust AW TAEMARA T2 “FESH: R G TN TN A B ML) FUk fh (5%
BT, HEAT R BRI o AT LIETIERRY “Debug” 5 HIXLEA A,

o QNSLELER, SE AT DAFERT .. REY ASM” &EE A g RS,
This slide should take about 2 minutes.
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https://play.rust-lang.org/

As students head into the break, encourage them to open up the playground and experiment
a little. Encourage them to keep the tab open and try things out during the rest of the course.

This is particularly helpful for advanced students who want to know more about Rust's
optimizations or generated assembly.
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This segment should take about 40 minutes. It contains:

Slide Duration

Hello, World 5 minutes
A 5 minutes
=l 5 minutes
BR 3 minutes
RAUHES 3 minutes

#:3: Fibonacci 15 minutes

5.1 Hello, World

IEFRATHE N BRI LAY Rust 257, — M2 Hello World #2/7:

fn main() {
println!("Hello @'");

}

PRERIRY:

o PRELLA fn 3k,

o % C Al C++ —FF, R4S S 70 B,

» main EHECEEFAIAILR,

* Rust 4% (hygienic macros), println! #2—Ml+.
* Rust FHFHR 2 UTF-8 gmidf), il ARL & £l Unicode F4¥,

This slide should take about 5 minutes.

This slide tries to make the students comfortable with Rust code. They will see a ton of it over
the next four days so we start small with something familiar.

KR

* Rust is very much like other languages in the C/C++/Java tradition. It is imperative and it
doesn't try to reinvent things unless absolutely necessary.

* Rust 2—1HRGEIES, BEEXHF Unicode FHRHE,
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* Rust uses macros for situations where you want to have a variable number of arguments
(no function overloading).

o ot AR, REWE N X FIMUR EN T EE IR AIARIATT, SEPR L, Rust F7EHZ
o A,

* Rust B2/EAGEES B, ©BEAHARRIE AN R AVHET6E, BRENRREEUES, (HEH
— IR L2,

5.2 2H

Rust provides type safety via static typing. Variable bindings are made with let:

fn main() {
let x: 132 = 10;
println!("x: {x}");
/1l x = 20;
// println!("x: {x}");
}

This slide should take about 5 minutes.
o BUHATE x = 20, DUEFAZEEINZ AT B0 mut 2T AR T,
o XEHM 132 BRI GIFN AR BERZEN T, HTEE 2RI FEE N
4), 7 A A] LRSI — 5,

53 fd
DA N2 — LB Y B2 R DR A AR A 5 T R B R TR TR

it FH=
B SEE i8. il16, i32. i64, i128. -10. 0. 1_000. 123_1i64
isize
P RAR=EAE A u8, ul6, u32, ub4, ul28. 0. 123, 10_ul6
usize
F i 32, f64 3.14, -10.0e20. 2_f32
Unicode #7&  char 'a'. 'q ', 'oo!
eyl
/R ME bool true, false
A 2R RN

o iN, uN F1 fN M N {7,

e isize Ml usize HHA—MEHAR/NIZE,
e char 5/ 32 iz,

* bool A 8 fi=[Hl,

This slide should take about 5 minutes.
bR — LR N IR

o B RIFTE ISR RS, EATRURN T 5 R i, 1_000 rTEIE N 1000 (X 10_00),
i 123_164 AJ A5 123164,
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https://veykril.github.io/tlborm/decl-macros/minutiae/hygiene.html
https://doc.rust-lang.org/book/ch17-00-oop.html
https://doc.rust-lang.org/book/ch13-00-functional-features.html

54 BA

fn interproduct(a: i32, b: 132, c: 132) -> 132 {
return a * b+ b *c+ c * a;

}

fn main() {
println!("result: {}", interproduct(120, 100, 248));
}

This slide should take about 3 minutes.

XREAME—REZIFR main ZAMNIEE, AT H S YN IZRAM: BREZ =D AGIRE— N
i, M la S iix e R BOf TR 4H

BORFMIL 355 HATE S AR AELEL

BER BT 2FER? 76 CHT C++ W, RS B I SEFr_ERARE X, AT RESTE AR & Bl dn %
EBATARRIREE, £ Rust A, 5005 H B IHIE

Change the i32's to 116 to see an integer overflow, which panics (checked) in a debug
build and wraps in a release build. There are other options, such as overflowing, saturating,
and carrying. These are accessed with method syntax, e.g., (a * b).saturating_add(b *
c).saturating_add(c * a).

HE L, FriFas I E BRIAXAR H 0, KR ANZR G T2 R R

5.5 RS

Rust S>HR4EE & A4 {5 F RafE H A

fn takes_u32(x: u32) {
println! ("u32: {x}");

}

fn takes_i8(y: 1i8) {
println!("i8: {y}");

}

fn main() {
let x = 10;
let y = 20;

takes_u32(x);

takes_i8(y);

// takes_u32(y);
}

This slide should take about 3 minutes.
IXFRZIKT R 1E/R T Rust i a2 AR iR AR & B AT Ik HE S 128,

e R SR AR XA A B AL B ARG S 22 5 P AT DLRRA AT Bs i R 837  JX A
AT A AL 2 R0 5 B e B 52 A [ G I8 EA T 28T 4k S REAS LEFRA 19w 5 S fT I O XA
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SRR T B R Z RN, Rust BRI 132, XAEMIRHETHEN RN {integer}, [FIfE, #
Ry mERINN fed,

fn main() {
let x 3.14;
let y = 20;
assert_eq!(x, y),
// ERROR: no implementation for " {float} == {integer}’

5.6 £:>): Fibonacci

The first and second Fibonacci numbers are both 1. For n>2, the n'th Fibonacci number is
calculated recursively as the sum of the n-1'th and n-2'th Fibonacci numbers.

Write a function fib (n) that calculates the n'th Fibonacci number. When will this function
panic?

fn fib(n: u32) -> u32 {
if n <= 2 {
// The base case.
todo! ("Implement this")
} else {
// The recursive case.
todo! ("Implement this")

}

fn main() {
let n = 20;
println!("fib({n}) = {}", fib(n));

5.6.1 &

fn fib(n: u32) -> u32 {
if n <=2 {
return 1;
} else {
return fib(n - 1) + fib(n - 2);
}
}

fn main() {
let n = 20;
println! ("fib({n}) = {}", fib(n));
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Pl LAk

This segment should take about 40 minutes. It contains:

Slide Duration
if Fik= 4 minutes
gl 5 minutes

break f1 continue 4 minutes
A ERAIE F I 5 minutes
PRIER 3 minutes
VN 2 minutes
23] BhizEFA 15 minutes

6.1 if Firxk

if Rl ARG HMIES W 1if IBA7EE—,
fn main() {
let x = 10;
if x == 0 {
println!("zexro!");
} else if x < 100 {
println!("biggish");
} else {
println!("huge");
}
}

BEAh, FRIERT AR 1F A E— D RIA PRI R G — D RA RO 1F RIEXE:

fn main() {
let x = 10;
let size = if x < 20 { "small" } else { "large" };
println!("number size: {}", size);

}
This slide should take about 4 minutes.
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https://doc.rust-lang.org/reference/expressions/if-expr.html#if-expressions

Because if is an expression and must have a particular type, both of its branch blocks must
have the same type. Show what happens if you add ; after "small" in the second example.

IRAEFOA AR 1F, WA RIE S ; RFEE T MEADFRITER println! AiHEAT ;
RTR &5 g 1R B 1R

6.2 THEEAFEH

Rust H#H = MEAXHF: while, loop #1 for:

while

The while keyword works much like in other languages, executing the loop body as long as
the condition is true.

fn main() {
let mut x = 200;
while x >= 10 {

X =x/ 2;
}
println!("Final x: {x}");
}
6.2.1 for

The for loop iterates over ranges of values or the items in a collection:

fn main() {
for x in 1..5 {
println!("x: {x}");
}

for elem in [1, 2, 3, 4, 5] {
println!("elem: {elem}");

}
}
* Under the hood for loops use a concept called ”iterators” to handle iterating over
different kinds of ranges/collections. Iterators will be discussed in more detail later.
o EHE, for MM RIENRE] 4, BIFERRMEM 1. . =5 IBEFR— M ELRITEH,
6.2.2 1loop

The loop statement just loops forever, until a break.

fn main() {
let mut i = 0;

loop {
i+=1;
println!("{i}");
if i > 100 {

break;
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https://doc.rust-lang.org/reference/expressions/loop-expr.html#predicate-loops
https://doc.rust-lang.org/std/keyword.for.html
https://doc.rust-lang.org/std/keyword.loop.html

6.3 break fll continue

WRFENAFE F—EK, EEH continue,

If you want to exit any kind of loop early, use break. For loop, this can take an optional
expression that becomes the value of the 1oop expression.

fn main() {
let mut i = 0;
loop {
i+=1;
if i > 5 {
break;
}
ifi%2==0¢
continue;
}
println!("{}", 1i);

6.3.1 Labels
continue fil break #8w] DUEERREZ — MRS EL, FIok KIERENEIR:

fn main() {
let s = [[5, 6, 71, [8, 9, 101, [21, 15, 3211;
let mut elements_searched = 0;
let target_value = 10;
'outer: for i in 0..=2 {
for j in 0..=2 {
elements_searched += 1;
if s[i][j] == target_value {
break 'outer;
}
}
}

print!("elements searched: {elements_searched}");

 ETER, loop /2ME—IREETE XHMERTERLEE, X2 RN ERIEE D8 A —R (5 while f1
for 1B,
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https://doc.rust-lang.org/reference/expressions/loop-expr.html#continue-expressions
https://doc.rust-lang.org/reference/expressions/loop-expr.html#break-expressions

6.4 fRRSHLAITE I
B

A block in Rust contains a sequence of expressions, enclosed by braces {}. Each block has a
value and a type, which are those of the last expression of the block:

fn main() {

let z = 13;

let x = {
let y = 10;
println!("y: {y}");
zZ -y

}

println! ("x: {x}");
}
If the last expression ends with ;, then the resulting value and type is ().
This slide and its sub-slides should take about 5 minutes.

o fRA] DAEIE R R G —AT, SRR EUE RIS L. BIAN, TRIN/ESFR > S 8] return,

6.4.1 fERAER (Shadowing)

A5 8 1 R PR T3 AR R A,
VRA] DARGEUEE &, 7 T-FMERE FH IS ZS S A0 HH IR FE F SR 22 20 ] DA
fn main() {

let a = 10;
println!("before: {a}");
{

let a = "hello";
println!("inner scope: {a}");

let a = true;
println!("shadowed in inner scope: {a}");

}

println!("after: {a}");

* Show that a variable's scope is limited by adding a b in the inner block in the last
example, and then trying to access it outside that block.

» Shadowing is different from mutation, because after shadowing both variable's memory
locations exist at the same time. Both are available under the same name, depending
where you use it in the code.

* A shadowing variable can have a different type.

 FERUEVIERR S LM, (R ERETF .unwrap () ZEHREIRIE,
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6.5 PA%L

fn gcd(a: u32, b: u32) -> u32 {

if b >0 {
gcd(b, a % b)
} else {
a
}

}

fn main() {
println!("gcd: {}", gcd(143, 52));
}

This slide should take about 3 minutes.

o RARURBETE S IS EUE (S REREIESHR), R =2IREKA,

» The last expression in a function body (or any block) becomes the return value. Simply
omit the ; at the end of the expression. The return keyword can be used for early
return, but the "bare value” form is idiomatic at the end of a function (refactor gcd to
use a return).

o FLERELAIRENE, 2R [E“RITAA (unit type)” (). NREME T -> () HNRERE, s
K= BN,

* Overloading is not supported - each function has a single implementation.

— IRZR A E R RTS8 A SR BIAS L R T TS ] R R B
— Always takes a single set of parameter types. These types can be generic, which will
be covered later.

6.6 &

ARG R Y BN Rust U, I H Al D=2 Al B2 28, BN | g5EKIHETIX 77, Rust Ax
RS 2R E AR,
* println!(format, ..) printsaline tostandard output, applying formatting described
instd: :fmt.
« format! (format, ..) MAES println! KM, HELAFREE IR ELE R,
» dbg! (expression) =idRFIXAXMEIFIRELZIE,
* todo! () HTARICHARSEIAIG R, R TIZARTER, W =fi’%Z panic,
* unreachable! () ATHRICTCIEVI R AESEL, MR HUTIZARSEL, M4 panic,
fn factorial(n: u32) -> u32 {
let mut product = 1;
for i in 1..=n {
product *= dbg!(i);
}
product
}

fn fizzbuzz(n: u32) -> u32 {
todo! ()
}
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https://doc.rust-lang.org/std/fmt/index.html

fn main() {

let n = 4;

println!("{n}! = {}", factorial(n));
}

This slide should take about 2 minutes.

X7 B 2 R T I DL RS D RE DARANAT 6 F EAT Lo T M AR EATTE O 7R AR EATTRT DAY fre
N 2R, FHFA BRI,

ARV S HUMAE SR, (BLE R SRR 2 IR ZE T,

6.7 i3 Fhizi)vy)

The Collatz Sequence is defined as follows, for an arbitrary n, greater than zero:

* If n; is 1, then the sequence terminates at n;.
* If n; is even, thenn;,, =n;/2.
* If n;is odd, thenn, , =3 *n, + 1.

For example, beginning with n, = 3:

* 3isodd,son, =3*3+1=10;

* 10iseven,song =10/2=75;

5isodd,son, =3*5+1=16;

16is even,son; =16/2=8;
8iseven,son, =8/2 =4,
4iseven,son,=4/2=2;

2is even, so ng = 1; and

FFAIZ Ik,

IS — DR, T RAENIE n KIS H2LP YK,
/// Determine the length of the collatz sequence beginning at 'n'.
fn collatz_length(mut n: i32) -> u32 {

todo! ("Implement this")
}

fn main() {
todo! ("Implement this")
}

6.7.1 W&

/// Determine the length of the collatz sequence beginning at "'n'.
fn collatz_length(mut n: i32) -> u32 {
let mut len = 1;
while n > 1 {
nN=1ifn %2 =0 {n/ 2 } else { 3 *n+ 1 };
len += 1;
}
len
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#[test]
fn test_collatz_length() {

assert_eq!(collatz_length(11l), 15);
}

fn main() {

println!("Length: {}", collatz_length(11));
}
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W7
Welcome Back

Including 10 minute breaks, this session should take about 2 hours and 35 minutes. It contains:

Segment Duration
JCAHREEA 35 minutes
51 H 55 minutes

e RZEE 50 minutes
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8 H

JCEHAIEEH

This segment should take about 35 minutes. It contains:

Slide Duration

¥4 (Arrays) 5 minutes
Jt4 (Tuples) 5 minutes
BEHIER 3 minutes
ik 5 minutes
53] #ELH 15 minutes

8.1 Hdi(Arrays)

fn main() {
let mut a: [i18; 10] = [42; 10];
a[5] = o;
println!("a: {a:?}");

}

This slide should take about 5 minutes.

» Avalue of the array type [T; N] holds N (a compile-time constant) elements of the same
type T. Note that the length of the array is part of its type, which means that [u8; 3]
and [u8; 4] are considered two different types. Slices, which have a size determined
at runtime, are covered later.

o EZERVIR BT R RAREIBTINRERAT R, Rust @ H 2@ ULTHRRIZLERE, DL
S A A2 ) Rust SRl X L2,

o FRATTAT DAE A 5 i & R M B IR E

* The println! macro asks for the debug implementation with the ? format parameter:
{} gives the default output, {:?} gives the debug output. Types such as integers and

strings implement the default output, but arrays only implement the debug output. This
means that we must use debug output here.

o TR #, Eban {a:#?}, SHHENHTE (pretty printing)” #X, XA R ATRESE 1515,
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8.2 74l (Tuples)

fn main() {
let t: (i8, bool) = (7, true);
println!("t.0: {}", t.0);
println!("t.1: {}", t.1);

}

This slide should take about 5 minutes.
o FECH —#F, ST B A EE K E,
o TEAHREAFRBPEH R — N E EHREL,
o LB ] DS S A S HER RARE TR BN : t.0, . 1,

» The empty tuple () is referred to as the ”unit type” and signifies absence of a return
value, akin to void in other languages.

8.3 HALEN

for IBA R EE A TIR R ERZF ),
fn main() {
let primes = [2, 3, 5, 7, 11, 13, 17, 19];
for prime in primes {
for i in 2. .prime {
assert_ne! (prime % i, 0);

}
}

This slide should take about 3 minutes.
WIhEE A T Intolterator trait, (EFRI TR EHEIE,

XHEBH T assert_ne! %%, ItAh, BF assert_eq! fl assert! 72, RGAER DI IX L Z T
#, mMif§ debug_assert ! iIXFEUEIRZ AT LA build H A% SUTEARD,

8.4 fHHy

When working with tuples and other structured values it's common to want to extract the
inner values into local variables. This can be done manually by directly accessing the inner
values:
fn print_tuple(tuple: (i32, 1i32)) {

let left = tuple.0;

let right = tuple.1;

println!("left: {left}, right: {right}");
}

However, Rust also supports using pattern matching to destructure a larger value into its
constituent parts:
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fn print_tuple(tuple: (i32, i32)) {
let (left, right) = tuple;
println!("left: {left}, right: {right}");
}

This slide should take about 5 minutes.

» The patterns used here are ”irrefutable”, meaning that the compiler can statically verify
that the value on the right of = has the same structure as the pattern.

» Avariable name is an irrefutable pattern that always matches any value, hence why we
can also use let to declare a single variable.

* Rust also supports using patterns in conditionals, allowing for equality comparison
and destructuring to happen at the same time. This form of pattern matching will be
discussed in more detail later.

* Edit the examples above to show the compiler error when the pattern doesn't match
the value being matched on.

8.5 &3 ixELAN

B ] DL HoAth B
let array = [[1, 2, 31, [4, 5, 61, [7, 8, 911;
What is the type of this variable?

Use an array such as the above to write a function transpose which will transpose a matrix
(turn rows into columns):

X 123K 147
"transpose"X 4 5 6[X n_=v 2 5 g
X 789K 3609

TSR ADIX PN BRI, LR BT TR 3 x 3 IR,
¥ I EMIRFSEHIE] https://play.rust-lang.org/ H3E0_EIREK K

// TODO: remove this when you're done with your implementation.
#![allow(unused_variables, dead_code)]

fn transpose(matrix: [[132; 3]; 31) -> [[132; 31; 31 {
unimplemented! ()

}

#[test]
fn test_transpose() {
let matrix = [
[101, 102, 1@3], //
[201, 202, 203],
[301, 302, 303],
1;
let transposed = transpose(matrix);
assert_eq! (
transposed,
[
[101, 201, 3011, //
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[102, 202, 302],
[103, 203, 303],

)
}

fn main() {
let matrix = [
[101, 102, 103], // <-- the comment makes rustfmt add a newline
[201, 202, 203],
[301, 302, 3031,
1,

println!("matrix: {:#7?}", matrix);
let transposed = transpose(matrix);
println!("transposed: {:#7?}", transposed);

8.5.1 fR%&

fn transpose(matrix: [[132; 3]; 31) -> [[132; 31; 31 {
let mut result = [[0; 3]1; 31;
for i in 0..3 {
for j in 0..3 {
result[j][i] = matrix[i]l[j];

}
}
result
}
#[test]

fn test_transpose() {
let matrix = [
[101, 102, 1031, //
[201, 202, 203],
[301, 302, 303],
1,
let transposed = transpose(matrix);
assert_eq!(
transposed,
[
[101, 201, 3011, //
[102, 202, 302],
[103, 203, 303],

)
}

fn main() {
let matrix = [

[101, 102, 103], // <-- the comment makes rustfmt add a newline
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[201, 202, 203],
[301, 302, 303],

1,
println!("matrix: {:#7?}", matrix);

let transposed = transpose(matrix);
println!("transposed: {:#7?}", transposed);
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HIHE

51

This segment should take about 55 minutes. It contains:

Slide Duration

HE=F|H 10 minutes
M5 H 10 minutes
Slices: &[T] 10 minutes
FrFER 10 minutes
3 JUAER 15 minutes

9.1 H=E5|H

FIRERBE T —Rim] AT 18] 55— MEETE A ZE A 5175 3K, oy “f7 st=5 I T RBURE,

B RNEIRTCIEE S,
fn main() {

let a = 'A'";

let b = 'B';

let mut r: &char = &a;
println!("xr: {}", *r);
r = &b;

println!("xr: {}", *r);

}

XA T =5 HFRN &T, A] DU & B8RRI S | HME,
%5 fE,

Rust 2 IEETES -

fn x_axis(x: 132) -> &(i32, i32) {
let point = (x, 0);
return &point;

}

This slide should take about 10 minutes.
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« SRS “MER” T HATS I HEME, XN T ARG H 124 R U — MREFAE: A aT DL
5 R RIE, (R B R ERE X IXER “FrE R0 ABRERTEE 3 RIEHNHITER

o SR DHEE AT SRR, HOCLAE T e AT AL SR N R/ ME 2, 22K C Bl C++ HY22
A2 K5 | IR RS A IRFR IS S0 448 Rust Qnarls - R6E A JRGRHE T SN 22
bug,

* Rust N2 ENERIES |, RIURLER & 755,

* Rust will auto-dereference in some cases, in particular when invoking methods (try
r.is_ascii()). There is no need for an -> operator like in C++,

o EAFIF, T 2R, R DOV HEHRE (r = &b). EER, XSEHIE 1, (HH5 | HAb
WX C++ AAl, 78 C++ Foh 5 | E = B ks | FHRME.

o 25 HARHESALRTS RBIE, BMEIZERZ T ZR B2 *r = X'

* Rust ZERERFTE 5 A4 a5 3, DARER BN FFE R AN A, 222 22 /9 Rust A HIIES
5IM. x_axis £IRERX point M5IH, {H point 2AEXEEOREINEIHE 2, FHA LSBT

.

o BANSAEHBIFTA Y (ownership) 41T 1EE FH (borrow),

9.2 M&5IH
01875 (R T 255 ) 72 VF SRRSO I smut T,

fn main() {
let mut point = (1, 2);
let x_coord = &mut point.0;
*x_cooxrd = 20;
println!("point: {point:?}");
}

This slide should take about 10 minutes.
KHER:

o CMEERTFOR GG AT T AZAE, TR & 5 | R TESIE], A R VERIN AR A S Ot
WS ISR S 51 M), 7 BV A 51 HIE, 1§22 IR1E x_coord & Tk ah IR il
&point.0@ B HEH point. 0,

» Be sure to note the difference between let mut x_coord: &i32 and let x_cooxd:
&mut 132.The first one represents a shared reference which can be bound to different
values, while the second represents an exclusive reference to a mutable value.

9.3 Uk

Yk (slice) MITEF 22N £ S (collection) BIFLE (view):

fn main() {
let mut a: [i32; 6] = [10, 20, 30, 40, 50, 60];
println!("a: {a:?}");

let s: &[132] = &a[2..4];
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println!("s: {s:?}");

« YR MBI R R A (borrow) #diE,
* Question: What happens if you modify a[3] right before printing s?

This slide should take about 10 minutes.

* We create a slice by borrowing a and specifying the starting and ending indexes in
brackets.

o If the slice starts at index 0, Rust’ s range syntax allows us to drop the starting index,
meaning that&a[0@..a.len()] and &a[..a.len()] are identical.

* The same is true for the last index, so &a[2..a.len()] and &a[2. .] are identical.
* To easily create a slice of the full array, we can therefore use &af[ . .].

» s is areference to a slice of 132s. Notice that the type of s (&[132]) no longer mentions
the array length. This allows us to perform computation on slices of different sizes.

Slices always borrow from another object. In this example, a has to remain 'alive' (in
scope) for at least as long as our slice.

* The question about modifying a[3] can spark an interesting discussion, but the answer
is that for memory safety reasons you cannot do it through a at this point in the execution,
but you can read the data from both a and s safely. It works before you created the slice,
and again after the println, when the slice is no longer used.

9.4 FIFHR

PRLEFRAT TR T DABRAR Rust HHRY PRI B3 2880 -

* &stris aslice of UTF-8 encoded bytes, similar to & [u8].
* Stringis an owned, heap-allocated buffer of UTF-8 bytes.

fn main() {
let s1: &str = "World";
println!("sl: {s1}");

let mut s2: String = String::from("Hello ");
println!("s2: {s2}");

s2.push_str(sl);

println!("s2: {s2}");

let s3: &str = &s2[s2.len() - sl.len()..];
println!("s3: {s3}");
}

This slide should take about 10 minutes.

* &str introduces a string slice, which is an immutable reference to UTF-8 encoded string
data stored in a block of memory. String literals ("Hello"), are stored in the program’
s binary.

* Rust's String type is a wrapper around a vector of bytes. As with a Vec<T>, it is owned.
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* As with many other types String::from() creates a string from a string literal;
String: :new() creates a new empty string, to which string data can be added using
the push() and push_str () methods.

The format! () macro is a convenient way to generate an owned string from dynamic
values. It accepts the same format specification as println! ().

* You can borrow &str slices from String via & and optionally range selection. If you
select a byte range that is not aligned to character boundaries, the expression will panic.
The chars iterator iterates over characters and is preferred over trying to get character
boundaries right.

» For C++ programmers: think of &str as std::string_view from C++, but the one
that always points to a valid string in memory. Rust String is a rough equivalent of
std: :string from C++ (main difference: it can only contain UTF-8 encoded bytes and
will never use a small-string optimization).

* Byte strings literals allow you to create a & [u8] value directly:
fn main() {
println!("{:?}", b"abc");
println! ("{:?}", &[97, 98, 99]);
}
o JRIEFAFERAITEOIE &str INEEHEE X 1" \n" == "\\n", AJA{ESNES S RN INAE RIE &
) #, DAEFAFERFIRANG 5

fn main() {
println! (r#"<a href="link.html">1link</a>"#);
println!("<a href=\"link.html\">1link</a>");

9.5 #3: JLEIE

TR =4 T U B AR LA S R 8, Re#on ol [T64 ;3] B A I BATHIE.

// Calculate the magnitude of a vector by summing the squares of its coordinates
// and taking the square root. Use the “sqrt() method to calculate the square
// root, like “v.sqrt() .

fn magnitude(...) -> f64 {
todo! ()
}

// Normalize a vector by calculating its magnitude and dividing all of its
// coordinates by that magnitude.

fn normalize(...) {
todo! ()
}

// Use the following "main’ to test your work.
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fn main() {
println!("Magnitude of a unit vector: {}", magnitude(&[0.0, 1.0, 0.0]1));

let mut v = [1.0, 2.0, 9.0];

println!("Magnitude of {v:?}: {}", magnitude(&v));

normalize(&mut v);

println!("Magnitude of {v:?} after normalization: {}", magnitude(&v));

9.5.1 f#%&

/// Calculate the magnitude of the given vector.
fn magnitude(vector: &[f64; 3]) -> f64 {
let mut mag_squared = 0.0;
for coord in vector {
mag_squared += coord * coord;
}
mag_squared.sqrt()

}

/// Change the magnitude of the vector to 1.0 without changing its direction.
fn normalize(vector: &mut [f64; 3]) {
let mag = magnitude(vector);
for item in vector {
*item /= mag;
}
}

fn main() {
println!("Magnitude of a unit vector: {}", magnitude(&[0.0, 1.0, ©0.0]1));

let mut v = [1.0, 2.0, 9.0];

println!("Magnitude of {v:?}: {}", magnitude(&v));

normalize(&mut v);

println!("Magnitude of {v:?} after normalization: {}", magnitude(&v));
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10 =

5 SCRRAY

This segment should take about 50 minutes. It contains:

Slide Duration
AT IALN 10 minutes
TSR 10 minutes
&S 5 minutes
static 5 minutes
PRI 2 minutes

253 HEEA 15 minutes

10.1 &5k

5 CHI C++ —FF, Rust 3285 HIE XEEA:

struct Person {
name: String,
age: u8,

}

fn describe(person: &Person) {
println!("{} is {} years old"
}

fn main() {
let mut peter =
describe (&peter);

peter.age = 28;

Person { name:

, person.name, person.age);

String

describe(&peter);

let name = String::from("Avery");
let age = 39;

let avery = Person { name, age };

48
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describe(&avery);

let jackie = Person { name: String::from("Jackie"), ..avery };
describe(&jackie);

}

This slide should take about 10 minutes.
KPR
o SREE1ET RS C B C++ AL
- AR typedef HIn]E SRR X5 C++ KL (H5 6 C A,
- S5 C++ RNEIE, Sk B A YRR R,
* This may be a good time to let people know there are different types of structs.
— Zero-sized structs (e.g. struct Foo;) might be used when implementing a trait on
some type but don’ t have any data that you want to store in the value itself.
- NIREIT R RN TR, L BRAFRA BN,
* If you already have variables with the right names, then you can create the struct using
a shorthand
* The syntax . .avery allows us to copy the majority of the fields from the old struct
without having to explicitly type it all out. It must always be the last element.

10.2 cA&iE

WS BRI S, fa5n] DU P e el g M1k -
struct Point(i32, i32);

fn main() {
let p = Point(17, 23);
printIn!("({}, {})", p.2, p.1);
}
IXIEE TR B A R (FF Y newtype)

struct PoundsOfForce(f64);
struct Newtons(f64);

fn compute_thruster_force() -> PoundsOfForce {
todo! ("Ask a rocket scientist at NASA")

}

fn set_thruster_force(force: Newtons) {
//

}

fn main() {
let force = compute_thruster_force();
set_thruster_force(force);

}

This slide should take about 10 minutes.
o WIFNETTRBIFRMERNFIME B T4, fH newtype 2 —R/HEE G772, Hilan:
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- B DIF k& RIRBIFON Newtons,
— The value passed some validation when it was created, so you no longer have to
validate it again at every use: PhoneNumber (String) or OddNumber (u32).
o JERAMIEIS ViR newtype FREYERADNFEL K F64 {HIRIIF] Newtons 24,
— Rust JEHE A ZXNAFIINE, B0 B 3 figE sek /R E A ERREL
- BEAIEAS 3 ROZED T,
o HORBITTIOHEG I T KR UEIR IS 5 BRI

10.3 B

enum XEFAVFOIERATLD NRZERRISA:

#[derive(Debug) ]
enum Direction {
Left,
Right,
}

#[derive(Debug) ]

enum PlayerMove {
Pass, // Simple variant
Run(Direction), // Tuple variant
Teleport { x: u32, y: u32 }, // Struct variant

}

fn main() {
let m: PlayerMove = PlayerMove::Run(Direction: :Left);
println!("On this turn: {:?}", m);

}

This slide should take about 5 minutes.
KPR

* Enumerations allow you to collect a set of values under one type.

* Directionisatype with variants. There are two valuesof Direction:Direction: :Left
and Direction: :Right.

* PlayerMove is a type with three variants. In addition to the payloads, Rust will store a
discriminant so that it knows at runtime which variant is in a PlayerMove value.

* This might be a good time to compare structs and enums:

- In both, you can have a simple version without fields (unit struct) or one with
different types of fields (variant payloads).

— You could even implement the different variants of an enum with separate structs
but then they wouldn’ t be the same type as they would if they were all defined in
an enum.

* Rust fif F /M2 [F R B HIAR IR,

- MR, BT RN/ INEEEL

— SR ARV R E AT 25 A LA, e R FH T3 RS 2O B AR IR A T 4t (/AR
LA™ BN, Option<&u8> fFHIkATE 2 2 MEEEAITEET, E 272 None Z2{AR) NULL fH,

- You can control the discriminant if needed (e.g., for compatibility with C):
#[repr(u32)]
enum Bar {
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A, /0D

B = 10000,

C, // 1lo001
}

fn main() {
println!("A: {}", Bar::A as u32);
println!("B: {}", Bar::B as u32);
println!("C: {}", Bar::C as u32);
}
Without repr, the discriminant type takes 2 bytes, because 10001 fits 2 bytes.

RREZ

Rust BA Z MR, 7T DAR/OACE & R A,

* Null pointer optimization: For some types, Rust guarantees that size_of: :<T>() equals
size_of::<0Option<T>>().

Example code if you want to show how the bitwise representation may look like in
practice. It's important to note that the compiler provides no guarantees regarding this
representation, therefore this is totally unsafe.

use std::mem::transmute;

macro_rules! dbg_bits {
($e:expr, $bit_type:ty) => {
println!("- {}: {:#x}", stringify!($e), transmute::<_, $bit_type>(%e));
b
}

fn main() {
unsafe {
println!("bool:");
dbg_bits!(false, u8);
dbg_bits!(true, u8);

println!("Option<bool>:"});
dbg_bits!(None: :<bool>, u8);
dbg_bits!(Some(false), u8);
dbg_bits!(Some(true), u8);

println! ("Option<Option<bool>>:");
dbg_bits! (Some(Some(false)), u8);
dbg_bits!(Some(Some(true)), u8);
dbg_bits! (Some(None: :<bool>), u8);
dbg_bits!(None: :<Option<bool>>, u8);

println!("Option<&i32>:");

dbg_bits!(None: :<&1i32>, usize);
dbg_bits!(Some(&0i32), usize);

51


https://doc.rust-lang.org/std/option/#representation

10.4 static

ST RARRNENPITEREFBERERN, Rt~ a):
static BANNER: &str = "Welcome to RustOS 3.14";

fn main() {
println! (" {BANNER}");
}
As noted in the Rust RFC Book, these are not inlined upon use and have an actual associated
memory location. This is useful for unsafe and embedded code, and the variable lives through

the entirety of the program execution. When a globally-scoped value does not have a reason
to need object identity, const is generally preferred.

This slide should take about 5 minutes.

» static is similar to mutable global variables in C++.
* static provides object identity: an address in memory and state as required by types
with interior mutability such as Mutex<T>.

RREL

Because static variables are accessible from any thread, they must be Sync. Interior muta-
bility is possible through a Mutex, atomic or similar.

Thread-local data can be created with the macro std: :thread_local.

10.5 const

Constants are evaluated at compile time and their values are inlined wherever they are used:

const DIGEST_SIZE: usize = 3;
const ZERO: Option<u8> = Some(42);

fn compute_digest(text: &str) -> [u8; DIGEST_SIZE] ({
let mut digest = [ZERO.unwrap_oxr(0); DIGEST_SIZE];
for (idx, &b) in text.as_bytes().iter().enumerate() {
digest[idx % DIGEST_SIZE] = digest[idx % DIGEST_SIZE].wrapping_add(b);
}
digest
}

fn main() {
let digest = compute_digest("Hello");
println!("digest: {digest:?}");

}

#R#E Rust RFC Book JX£E2x & £ 6 A IZ2NBE (inlined) #Y,

52


https://rust-lang.github.io/rfcs/0246-const-vs-static.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://rust-lang.github.io/rfcs/0246-const-vs-static.html

FEGRIF I HEEVE FARIC A “const” B ER AL AL “ const ™ {H, R, AIEIBFTHS I “const” BR%L,
* Mention that const behaves semantically similar to C++'s constexpr
o BARTFEMAEIZTHRENTEZIHBIOFARIRE W, B2 AT, mELERESEE
HA,

10.6 A4

HRBURN 440 7 — FhRBU G AR, IX RS AI AT DL E Hefdi A
enum CarryableConcreteltem {

Left,

Right,
}

type Item = CarryableConcreteltem;

// Aliases are more useful with long, complex types:
use std::cell::RefCell;

use std::sync::{Arc, RwLock};

type PlayerInventory = RwLock<Vec<Arc<RefCell<Item>>>>;

This slide should take about 2 minutes.
CIESEFRESNNIXELT typedef,

10.7 53] WEAHE

BATTPRF O — MRS R IR B2 H R G AU AT DA BATE S T8 S5 A AR R 2R A bR
B (/] #[derive (Debug) ] ARFFEN {:?} REIAKEA,

This exercise only requires creating and populating data structures so that main runs without
errors. The next part of the course will cover getting data out of these structures.

#[derive(Debug) ]
/// An event in the elevator system that the controller must react to.
enum Event {

// TODO: add required variants

}

/// A direction of travel.
#[derive(Debug) ]
enum Direction {

Up,

Down,

}

/// The car has arrived on the given floor.

fn car_arrived(floor: i32) -> Event {
todo! ()

}
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/// The car doors have opened.

fn car_door_opened() -> Event {
todo! ()

}

/// The car doors have closed.

fn car_door_closed() -> Event {
todo! ()

}

/// A directional button was pressed in an elevator lobby on the given floor.
fn lobby_call_button_pressed(floor: i32, dir: Direction) -> Event {

todo! ()
}

/// A floor button was pressed in the elevator car.

fn car_floor_button_pressed(floor: i32) -> Event {
todo! ()

}

fn main() {

println!(
"A ground floor passenger has pressed the up button: {:?}",
lobby_call_button_pressed(@, Direction: :Up)

),

println!("The car has arrived on the ground floor: {:?}", car_arrived(Q));

println!("The car door opened: {:?}", car_door_opened());

println!(
"A passenger has pressed the 3rd floor button: {:?}",
car_floor_button_pressed(3)

),

println!("The car door closed: {:?}", car_door_closed());

println!("The car has arrived on the 3rd floor: {:?}", car_arrived(3));

}
10.7.1 W&
#[derive(Debug) ]

/// An event in the elevator system that the controller must react to.
enum Event {

/// A button was pressed.

ButtonPressed(Button),

/// The car has arrived at the given floor.
CarArrived(Floor),

/// The car's doors have opened.
CarDoorOpened,

/// The car's doors have closed.
CarDoorClosed,
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}

/// A floor is represented as an integer.
type Floor = 132;

/// A direction of travel.
#[derive(Debug) ]
enum Direction {

Up,

Down,

}

/// A user-accessible button.

#[derive(Debug) ]

enum Button {
/// A button in the elevator lobby on the given floor.
LobbyCall(Direction, Floor),

/// A floor button within the car.
CarFloor(Floor),
}

/// The car has arrived on the given floor.

fn car_arrived(floor: i32) -> Event {
Event::CarArrived(floor)

}

/// The car doors have opened.

fn car_door_opened() -> Event {
Event: :CarDoorOpened

}

/// The car doors have closed.
fn car_door_closed() -> Event {
Event: :CarDoorClosed

}

/// A directional button was pressed in an elevator lobby on the given floor.
fn lobby_call_button_pressed(floor: i32, dir: Direction) -> Event {

Event: :ButtonPressed(Button::LobbyCall(dir, floor))
}

/// A floor button was pressed in the elevator car.
fn car_floor_button_pressed(floor: i32) -> Event {
Event::ButtonPressed(Button::CarFloor(floor))

}

fn main() {
println!(
"A ground floor passenger has pressed the up button: {:?}",
lobby_call_button_pressed(@, Direction: :Up)
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),

println!("The car has arrived on the ground floor: {:?}", car_arrived(Q));

println!("The car door opened: {:?}", car_door_opened());

println!(
"A passenger has pressed the 3rd floor button: {:?}",
car_floor_button_pressed(3)

),

println!("The car door closed: {:?}", car_door_closed());

println!("The car has arrived on the 3rd floor: {:?}", car_arrived(3));
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Now that we have seen a fair amount of Rust, today will focus on Rust's type system:

 Pattern matching: extracting data from structures.
o J7ik RS 2RISR,

o KHE: Z2DRBRHAERITN,

o JAL N HAMSHATIIUSE AL,

o PRUEZERAUHIRHIE : #RR Rust F5= AIPRIERE,

IS )%

Including 10 minute breaks, this session should take about 2 hours and 55 minutes. It contains:

Segment Duration

pyetl 3 minutes
LD 1 hour
FTENFHE 50 minutes
bpit) 40 minutes
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Bix(PLAL

This segment should take about 1 hour. It contains:

Slide Duration

Matching Values 10 minutes
] 10 minutes
let =il 10 minutes

253 FIAXKME 30 minutes

12.1 Matching Values

The match keyword lets you match a value against one or more patterns. The comparisons
are done from top to bottom and the first match wins.

1 (pattern) A DUR B AME, HAEREIT C 5 C++ WY switch,

#lrustfmt: :skip]

fn main() {
let input = 'x';
match input {

q => println!("Quitting"),
'at | ‘st | 'w' | 'd => println!("Moving around"),
'9'..='9" => println! ("Number input"),

key if key.is_lowercase() => println!("Lowercase: {key}"),
=> println!("Something else"),

}

The _ pattern is a wildcard pattern which matches any value. The expressions must be
exhaustive, meaning that it covers every possibility, so _ is often used as the final catch-all
case.

Match can be used as an expression. Just like if, each match arm must have the same type.
The type is the last expression of the block, if any. In the example above, the type is ().

BRI RGNy key) ROl — el £ EL > XN T E
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HAASKMANEN, RPIEAIA BERE 7> S IEALRRI),
This slide should take about 10 minutes.
KPR
* You might point out how some specific characters are being used when in a pattern

— | asanorx
— .. can expand as much as it needs to be
— 1. .=5represents an inclusive range
e 3 LV
o GEERRTREUAR IR B B AR VR AR L SN 2%, SR BRI 2 A B ARIRIX L AR, WU AT DL AL ~F
DAL TR IEDIRE,
o AT VLB 7 32 A 1 BRI FRIK A R e DEBC 7 S, 70 ST (FE“=>" 2 &) = IR i 3R
IR AIERIZ I SR I SR, RAA 2 BRI “match” ZaX 2 HAth 79 32,

o RERKRAERE" | "aH, ml20E H~F TE X2,

12.2 f#K

5IC —F, SRR AT DOE I DERC 7T U T g -

gitath

struct Foo {
X: (u32, u32),
y: u32,

}

#lrustfmt: :skip]
fn main() {
let foo = Foo { x: (1, 2), y: 3 };
match foo {
Foo { x: (1, b), y } => println!("x.
Foo { y: 2, x: i} => println!("y
Foo { vy, ..} => println!("y

=1, b ={b}, y={y}"),
2, x = {i:2}"),
{y}, other fields were ignored"),

nin o

}

Bezs
1A ] FH T4 28 B 40 BE I FELE R 7y IX B IR B A 1 77 7o FATTAE T B “enum” 2835
4
enum Result {
0k(i32),

Err(String),
}

fn divide_in_two(n: i32) -> Result {
ifn%2==0{
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Result::0k(n / 2)
} else {
Result: :Exr(format!("cannot divide {n} into two equal parts"))
}
}

fn main() {
let n = 100;
match divide_in_two(n) {
Result::0k(half) => println!("{n} divided in two is {half}"),
Result::Exrr(msg) => println!("sorry, an error happened: {msg}"),
}
}

FEIXE, TATME A 750 SR AL “Result™ B, £ 55 — o3 30, “half” #g0E 2“ Ok ™ 2 A I{E, 1E58 —
MIISEH, “msg TR E B IR TE R

This slide should take about 8 minutes.

Gtk

* S foo” Y Hi & {E DA S HoA AR ZUAH DL,

o [A“Foo” M — B, HARYE T 2 i o=

o HERAN R B ARIAZ A DA T REARME A Bl 2R 38 — N SR “27 BB SO — N R, AT LR
FNEJ VP TIEIBIE T S EERY “const”, AT ABEZIE X IEHIBIE T,

e

KBt

o U7 [ “else”FRIAAKIR[E— A, 122 & JE 2 “match " #A TR B,

o JER] AR E SR EINGE =D 22K, HAEIBT RSN SR E81R, fi5 AR IRTE A IELE 77 38
AVER, H U IS 2 AR ZIRE TR,

» The values in the enum variants can only be accessed after being pattern matched.

* Demonstrate what happens when the search is inexhaustive. Note the advantage the
Rust compiler provides by confirming when all cases are handled.

» Save the result of divide_in_two in the result variable and match it in a loop. That
won't compile because msg is consumed when matched. To fix it, match &result in-
stead of result. That will make msg a reference so it won't be consumed. This “match
ergonomics” appeared in Rust 2018. If you want to support older Rust, replace msg with
ref msg in the pattern.

12.3 let #xiilin

Rust AL HAMIE S AN R R Hlmas . e TR he:

o if let KKK
* while let expressions
« match Fixx
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if let FiAX

if let ZIAA GELEARARAERAME R & 5B HITER U T R HIARS :
use std::time::Duration;

fn sleep_for(secs: f32) {
if let Ok(dur) = Duration::try_from_secs_f32(secs) {
std::thread::sleep(dur);
println!("slept for {:?}", dur);

}

fn main() {
sleep_for(-10.0);
sleep_for(0.8);

let else expressions

N T ARUCEL I R BOR A1 UG, B let else, “else” 73X AT A RIAY4E o 77 20
(B, return, break =X panic, (HARREEZEHITEICRLHIKRRE)

fn hex_or_die_trying(maybe_string: Option<String>) -> Result<u32, String> {
let s = if let Some(s) = maybe_string {
S
} else {
return Err(String::from("got None"));
b

let first_byte_char = if let Some(first_byte_char) = s.chars().next() {
first_byte_char

} else {
return Err(String::from("got empty string"));

i

if let Some(digit) = first_byte_char.to_digit(16) {
Ok(digit)

} else {

Exr(String::from("not a hex digit"))
}
}

fn main() {

println!("result: {:?}", hex_or_die_trying(Some(String: :from("foo"))));
}
5if let —#f, while let ZAREIN—MEXEEMIA—ME:

fn main() {
let mut name = String::from("Comprehensive Rust £&");
while let Some(c) = name.pop() {
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println!("character: {c}");

}

// (There are more efficient ways to reverse a string!)
}
Here String: : pop returns Some (c¢) until the string is empty, after which it will return None.
The while let lets us keep iterating through all items.

This slide should take about 10 minutes.

if-let

» Unlike match,if let doesnothave to cover all branches. This can make it more concise

than match.
o {#f] Option I, & WEIME R Some fH,
« S match FRIIZE, if let ASFBNITALR guard 14,

let-else

if-lets can pile up, as shown. The let-else construct supports flattening this nested code.
Rewrite the awkward version for students, so they can see the transformation.

HEFHIMRA T :
fn hex_or_die_trying(maybe_string: Option<String>) -> Result<u32, String> {
let Some(s) = maybe_string else {
return Err(String::from("got None"));
b

let Some(first_byte_char) = s.chars().next() else {
return Err(String::from("got empty string"));

b

let Some(digit) = first_byte_char.to_digit(16) else {
return Err(String::from("not a hex digit"));

i

return Ok(digit);
}
while-let

o FR HEE ST, while let MMt —EHIT R,

* You could rewrite the while let loop as an infinite loop with an if statement that
breaks when there is no value to unwrap for name.pop (). The while let provides
syntactic sugar for the above scenario.

12.4 253 : FKAKRIMAE

Let's write a simple recursive evaluator for arithmetic expressions.
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The Box type here is a smart pointer, and will be covered in detail later in the course. An
expression can be ”boxed” with Box : : new as seen in the tests. To evaluate a boxed expression,
use the deref operator (*) to unbox” it: eval (*boxed_expr).

Some expressions cannot be evaluated and will return an error. The standard Result<Value,
String> type is an enum that represents either a successful value (Ok (Value)) or an error
(Exrr(String)). We will cover this type in detail later.

AR EHIREMGE] Rust Playground, 2R 4A5EEE eval, i 50 sEE MK, (£ todo! () ¥
FEINZEMES FTRERTRA T B, EICR] LAE A #[ignore] &I BkI I :

#[test]

#[ignore]

fn test_value() { .. }

If you finish early, try writing a test that results in division by zero or integer overflow. How
could you handle this with Result instead of a panic?

/// An operation to perform on two subexpressions.
#[derive(Debug) ]
enum Operation {

Add,

Sub,

Mul,

Div,

}

/// An expression, in tree form.
#[derive(Debug) ]
enum Expression {
/// An operation on two subexpressions.
Op { op: Operation, left: Box<Expression>, right: Box<Expression> },

/// A literal value
Value(i64),
}

fn eval(e: Expression) -> Result<i64, String> {
todo! ()
}

#[test]
fn test_value() {

assert_eq!(eval(Expression: :Value(19)), 0k(19));
}

#[test]
fn test_sum() {
assert_eq!(
eval (Expression: :0p {
op: Operation::Add,
left: Box::new(Expression::Value(10)),
right: Box::new(Expression::Value(20)),
)
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0k (30)
)
}

#[test]
fn test_recursion() {
let terml = Expression::0p {
op: Operation::Mul,
left: Box::new(Expression::Value(10)),
right: Box::new(Expression::Value(9)),
H
let term2 = Expression::0p {
op: Operation::Mul,
left: Box::new(Expression::0p {
op: Operation::Sub,
left: Box::new(Expression::Value(3)),
right: Box::new(Expression::Value(4)),
)
right: Box::new(Expression::Value(5)),
3
assert_eq! (
eval (Expression::0p {
op: Operation::Add,
left: Box::new(terml),
right: Box::new(term2),
)
0k (85)
),
}

#[test]
fn test_error() {
assert_eq! (
eval (Expression::0p {
op: Operation::Div,
left: Box::new(Expression::Value(99)),
right: Box::new(Expression::Value(0)),
).
Exrr(String::from("division by zero"))

)

12.4.1 fRE

/// An operation to perform on two subexpressions.
#[derive(Debug) ]
enum Operation {

Add,

Sub,

Mul,

Div,
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}

/// An expression, in tree form.
#[derive(Debug) ]
enum Expression {
/// An operation on two subexpressions.
Op { op: Operation, left: Box<Expression>, right: Box<Expression> },

/// A literal value
Value(i64),
}

fn eval(e: Expression) -> Result<i64, String> {
match e {
Expression::0p { op, left, right } => {
let left = match eval(*left) {
Ok(v) => v,
e @ Err(_) => return e,

b

let right = match eval(*right) ({
ok(v) => v,
e @ Exr(_) => retuxrn e,

b

Ok (match op {
Operation::Add => left + right,
Operation::Sub => left - right,
Operation::Mul => left * right,
Operation::Div => {
if right == 0 {
return Exr(String::from("division by zero"));
} else {
left / right
}

)
}
Expression::Value(v) => 0Ok(v),

}

#[test]
fn test_value() {

assert_eq! (eval(Expression: :Value(19)), 0k(19));
}

#[test]
fn test_sum() {
assert_eq! (
eval (Expression::0p {
op: Operation::Add,
left: Box::new(Expression::Value(10)),
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}

right: Box::new(Expression::Value(20)),
).
0k (30)
)

#[test]
fn test_recursion() {

}

let terml = Expression::0p {
op: Operation::Mul,
left: Box::new(Expression::Value(10)),
right: Box::new(Expression::Value(9)),
}
let term2 = Expression::0p {
op: Operation::Mul,
left: Box::new(Expression::0p {
op: Operation::Sub,
left: Box::new(Expression::Value(3)),
right: Box::new(Expression::Value(4)),
1)
right: Box::new(Expression::Value(5)),
}
assert_eq!(
eval (Expression::0p {
op: Operation::Add,
left: Box::new(terml),
right: Box::new(term2),
).
0k (85)
),

#[test]
fn test_error() {

}

assert_eq! (
eval (Expression::0p {
op: Operation::Div,
left: Box::new(Expression::Value(99)),
right: Box::new(Expression::Value(0)),
}).
Exr(String: :from("division by zero"))

)

fn main() {

let expr = Expression::0p {
op: Operation::Sub,
left: Box::new(Expression::Value(20)),
right: Box::new(Expression::Value(10)),
}
println!("expr: {:?}", expr);
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println!("result: {:?}", eval(expr));
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JiERIRHIE

This segment should take about 50 minutes. It contains:

Slide Duration
WaRiS 10 minutes
1#1F (Trait) 15 minutes
IRAERHIE 3 minutes

3 BAHE 20 minutes

13.1 Jjik

Rust F VPR R4S Hr8RUAE DSk 28T DA A “impl” PR A T LR -
#[derive(Debug) ]
struct Race {
name: String,
laps: Vec<i32>,
}

impl Race {
// No receiver, a static method
fn new(name: &str) -> Self {
Self { name: String::from(name), laps: Vec::new() }
}

// Exclusive borrowed read-write access to self

fn add_lap(&mut self, lap: i32) {
self.laps.push(lap);

}

// Shared and read-only borrowed access to self

fn print_laps(&self) {
println!("Recorded {} laps for {}:", self.laps.len(), self.name);
for (idx, lap) in self.laps.iter().enumerate() {
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println!("Lap {idx}: {lap} sec");
}

// Exclusive ownership of self
fn finish(self) {
let total: i32 = self.laps.iter().sum();
println!("Race {} is finished, total lap time: {}", self.name, total);

}

fn main() {
let mut race = Race::new("Monaco Grand Prix");
race.add_lap(70);
race.add_lap(68);
race.print_laps();
race.add_lap(71);
race.print_laps();
race.finish();
// race.add_lap(42);
}

The self arguments specify the “receiver” - the object the method acts on. There are several
common receivers for a method:

o “&self”: FEHARZRIES WA ERN R Z )5 0] R EHIZA R,
o “&mut self”: f FIME—RAT RS | FME 7 f AN R 2 5 AT AR RE FIZON &2
o “self”: FREONRHIFTABOFKE M7 1. 27T BSOS R E & BRAEBAFE I N R
HIFA R, S IAE %77 ERIR BN, X GO E 78 (BUE D) . B 72 2 FTA R, S E R T 280
2,
* mut self:same as above, but the method can mutate the object.
o TS IXRRNEERGIR L IERSTT 5 8 H T RS R, 2B IR “new”
This slide should take about 8 minutes.
ES T
o SIATIER, K7775 5 R EUAT IR SR A FE B,
— TESERPEAY (BIANSEA AR EA2E) B SEG B TTTE, 8B — D SERZ LB N “self”,
- JFRF ATRE R EBRAE 77 1%, DMER 77 IR a7 TR A 5 P i@ A 77 7%, &
A1) DUORE AT A SEER A PR A AE — 1 ] P A 2 B
o FRHIOCHET “self" MU FIE, BJR — M7 A s,
- SBoRER “self: Self" 45T Kif, BVFZ BoRg A BRI AT BE F i,
— BiAR“Self” 2 “Iimpl” S fifr g B 2K 801 44, AT DAFE SR B A B
— faH “self” B fE 75 X5 HAh &SR —A, I HL AT DA SRR BRIER BN 7B
— This might be a good time to demonstrate how the &self differs from self by
trying to run finish twice.
— Beyond variants on self, there are also special wrapper types allowed to be receiver
types, such as Box<Self>.

13.2 FHiE(Trait)
Rust 1L R] DU RHME X 2BH TR AL P RHE 5 12 T 28401
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trait Pet {
/// Return a sentence from this pet.
fn talk(&self) -> String;

/// Print a string to the terminal greeting this pet.
fn greet(&self);
}

This slide and its sub-slides should take about 15 minutes.
o trait & X T RESINZ trait AT B —L 777,

* In the ”Generics” segment, next, we will see how to build functionality that is generic
over all types implementing a trait.

13.2.1 s Unsafe Trait

trait Pet {
fn talk(&self) -> String;

fn greet(&self) {
println!("Oh you're a cutie! What's your name? {}", self.talk());
}
}

struct Dog {
name: String,
age: 18,

}

impl Pet for Dog {
fn talk(&self) -> String {
format! ("Woof, my name is {}!", self.name)
}
}

fn main() {
let fido = Dog { name: String::from("Fido"), age: 5 };
fido.greet();

* To implement Trait for Type, you use an impl Trait for Type { .. } block.

* Unlike Go interfaces, just having matching methods is not enough: a Cat type with a
talk() method would not automatically satisfy Pet unless it is in an impl Pet block.

* Traits may provide default implementations of some methods. Default implementations
can rely on all the methods of the trait. In this case, greet is provided, and relies on
talk.

13.2.2 % trait

A trait can require that types implementing it also implement other traits, called supertraits.
Here, any type implementing Pet must implement Animal.
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trait Animal {
fn leg_count(&self) -> u32;
}

trait Pet: Animal {
fn name(&self) -> String;
}

struct Dog(String);

impl Animal for Dog {
fn leg_count(&self) -> u32 {
4
}
}

impl Pet for Dog {
fn name(&self) -> String {
self.0.clone()
}
}

fn main() {

let puppy = Dog(String::from("Rex"));

println! ("{} has {} legs", puppy.name(), puppy.leg_count());
}

This is sometimes called *trait inheritance” but students should not expect this to behave like
0O inheritance. It just specifies an additional requirement on implementations of a trait.

13.2.3 R0

Associated types are placeholder types which are supplied by the trait implementation.

#[derive(Debug) ]

struct Meters(i32);
#[derive(Debug) ]

struct MetersSquared(i32);

trait Multiply {

type Output;

fn multiply(&self, other: &Self) -> Self::Output;
}

impl Multiply for Meters {
type Output = MetersSquared;
fn multiply(&self, other: &Self) -> Self::Output {
MetersSquared(self.? * other.0)
}
}

fn main() {
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println! ("{:?}", Meters(10).multiply(&Meters(20)));

* Associated types are sometimes also called ”output types”. The key observation is that
the implementer, not the caller, chooses this type.

* Many standard library traits have associated types, including arithmetic operators and
Iterator

13.3  IRZEFFIE

Fgta] DAE s NER) B E RIS SRR trait, 40 R AR:

#[derive(Debug, Clone, Default)]
struct Player {

name: String,

strength: u8,

hit_points: u8,
}

fn main() {
let pl = Player::default(); // Default trait adds “default’ constructor.
let mut p2 = pl.clone(); // Clone trait adds "clone’ method.
p2.name = String::from("EldurScrollz");
// Debug trait adds support for printing with "{:?}°
println!("{:?} vs. {:?}", pl, p2);
}

This slide should take about 3 minutes.

IRAEIDREZIEIL =N, H HIF % crate 1R FRIRA 2, DAGSINSEHIRE, 40, sexde m] LA
#[derive(Serialize)] NEEMIRIRAE FFIML T,

13.4 Exercise: Logger Trait

Let's design a simple logging utility, using a trait Logger with a 1og method. Code which
might log its progress can then take an &impl Logger. In testing, this might put messages in
the test logfile, while in a production build it would send messages to a log server.

However, the StderrLogger given below logs all messages, regardless of verbosity. Your task
is to write a VerbosityFilter type that will ignore messages above a maximum verbosity.

This is a common pattern: a struct wrapping a trait implementation and implementing that
same trait, adding behavior in the process. What other kinds of wrappers might be useful in
a logging utility?

use std::fmt::Display;
pub trait Logger {

/// Log a message at the given verbosity level.
fn log(&self, verbosity: u8, message: impl Display);
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struct StderrLogger;

impl Logger for StderrlLogger {
fn log(&self, verbosity: u8, message: impl Display) {
eprintln! ("verbosity={verbosity}: {message}");
}
}

fn do_things(logger: &impl Logger) {
logger.log(5, "FYI");
logger.log(2, "Uhoh");

}

// TODO: Define and implement "VerbosityFilter' .

fn main() {
let 1 = VerbosityFilter { max_verbosity: 3, inner: StderrlLogger };
do_things(&1);

13.4.1 f#&
use std::fmt::Display;

pub trait Logger {

/// Log a message at the given verbosity level.

fn log(&self, verbosity: u8, message: impl Display);
}

struct StderrLogger;

impl Logger for StderrlLogger {
fn log(&self, verbosity: u8, message: impl Display) {
eprintln! ("verbosity={verbosity}: {message}");
}
}

fn do_things(logger: &impl Logger) {
logger.log(5, "FYI");
logger.log(2, "Uhoh");

}

/// Only log messages up to the given verbosity level.
struct VerbosityFilter {

max_verbosity: u8,

inner: StderrlLogger,

}

impl Logger for VerbosityFilter {
fn log(&self, verbosity: u8, message: impl Display) {
if verbosity <= self.max_verbosity ({
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self.inner.log(verbosity, message);

}

fn main() {
let 1 = VerbosityFilter { max_verbosity: 3, innexr: StderrlLogger };
do_things (&1);
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This segment should take about 40 minutes. It contains:

Slide Duration
2RI R 5 minutes
P e il 10 minutes
BB R 10 minutes
impl Trait 5 minutes

253 @A min K%L 10 minutes

14.1 ZRIREL

Rust supports generics, which lets you abstract algorithms or data structures (such as sorting
or a binary tree) over the types used or stored.

/// Pick “even’ or ‘odd’ depending on the value of "n°.
fn pick<T>(n: i32, even: T, odd: T) -> T {
ifn%2==0{
even
} else {
odd
}
}

fn main() {
println!("picked a number: {:?}", pick(97, 222, 333));
println!("picked a tuple: {:?}", pick(28, ("dog", 1), ("cat", 2)));
}

This slide should take about 5 minutes.
* Rust REBSHEAIAIR OEHERH T B2,

© X5 C++ BINEEML, (H Rust 237 BG83 18 FH BRI AL, TR PR EUA AN AT B 7F & 20 R AR
RUHRA R B, iE 2B pick BEL AR n == 0, MIX[E even + odd, RIMEALfE I A5
I pick™ LBk, Rust PR HAM NI, C++ AIEEMEIZ— R,
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* Generic code is turned into non-generic code based on the call sites. This is a zero-cost
abstraction: you get exactly the same result as if you had hand-coded the data structures
without the abstraction.

14.2 R

fASAT DAfSE FH T2 AN B R 7 B R A T G A b 3
#[derive(Debug) ]
struct Point<T> {
x: T,
y: T,
}

impl<T> Point<T> {
fn coords(&self) -> (&T, &T) {
(&self.x, &self.y)
}

fn set_x(&mut self, x: T) {
self.x = Xx;
}
}

fn main() {
let integer = Point { x: 5, y: 10 };
let float = Point { x: 1.0, y: 4.0 };
println!("{integer:?} and {float:?}");
println!("coords: {:?}", integer.coords());

}
This slide should take about 10 minutes.
o ¥ *MHA T E impl<T> Point<T> {} & THWRIR? X FEZRIL?

- XRE N E R AR RS IR 73 o AT VRN AT RN A
- REWERXLETFEHNIE T 2,

— Itis possible to write impl Point<u32> { .. }.
* Point KR Z2—Niz8, H BHER DAMFEH Point<f64>, HtE I ALK IGER T
Point<u32>,

 HEXFEP-DHZR let p = Point { x: 5, y: 10.0 };. @AM E (]
G0 T AU, SRS AT RA N E AT R A,

14.3 W

Traits can also be generic, just like types and functions. A trait's parameters get concrete types
when it is used.

#[derive(Debug) ]
struct Foo(String);
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impl From<u32> for Foo {
fn from(from: u32) -> Foo {
Foo(format! ("Converted from integer: {from}"))
}
}

impl From<bool> for Foo {
fn from(from: bool) -> Foo {
Foo(format! ("Converted from bool: {from}"))
}
}

fn main() {
let from_int = Foo::from(123);
let from_bool = Foo::from(true);
println!("{from_int:?}, {from_bool:?}");

» The From trait will be covered later in the course, but its definition in the std docs is
simple.

» Implementations of the trait do not need to cover all possible type parameters. Here,
Foo::From("hello") would not compile because there is no From<&str> implemen-
tation for Foo.

* Generic traits take types as “input”, while associated types are a kind of output” type. A
trait can have multiple implementations for different input types.

 In fact, Rust requires that at most one implementation of a trait match for any type
T. Unlike some other languages, Rust has no heuristic for choosing the “most specific”
match. There is work on adding this support, called specialization.

14.4 FHEILS

{5 P T2 BN, AA0E S S A8 SR I 2R TSR S L R, SR A RE VA FH LR R 77 125
AT DA T2 Trait s( impl Trait $AfTULiR(E:

fn duplicate<T: Clone>(a: T) -> (T, T) {
(a.clone(), a.clone())
}

// stxuct NotClonable;

fn main() {
let foo = String::from("foo");
let pair = duplicate(foo);
println!("{pair:?}");
}
This slide should take about 8 minutes.
« EZIAAIE— NonClonable M &, J i HA& %4 duplicate KL,

o STEZA trait N, HER + REMTEREXR,
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» 7R where F4], % RAEFIERBN2E T,

fn duplicate<T>(a: T) -> (T, T)
where
T: Clone,
{
(a.clone(), a.clone())
}
- ERTEEAZNESHE N MRS,
- EEAHINRE, Kt E SRR,
* WA ALZI, FEEBEESNDRE R A MRS A AAEEAE, 5140 Option<T>,

* ETERE, Rust MASCHRL RGO E, FIa0, #R4E5 45 duplicate BREL, IR REOUSIAIER)
Duplicate(a: u32) BN,

14.5 impl Trait
HRABLFEERL, impl Trait iB7An] DMEREIEZ FHREHEHER :

// Syntactic sugar for:

/7 fn add_42_millions<T: Into<i32>>(x: T) -> 132 {

fn add_42_millions(x: impl Into<i32>) -> i32 {
X.into() + 42_000_000

}

fn pair_of(x: u32) -> impl std::fmt::Debug {
(x + 1, x - 1)
}

fn main() {
let many = add_42_millions(42_1i8);
println! ("{many}");
let many_more = add_42_millions(10_000_000);
println! ("{many_moxre}");
let debuggable = pair_of(27);
println!("debuggable: {debuggable:?}");

}

This slide should take about 5 minutes.

impl Trait allows you to work with types which you cannot name. The meaning of imp1l
Trait is a bhit different in the different positions.

o MEZKW, impl Trait w2 AARHBORVERZRES,

o AR [EMESRADR U, BN ERE IR [FHE R A2 TN RHE R R BARR A e iz ki m4s. i
RABARELE N T APT A TFIZ BREA (AT fif F I 7775,
FEIR (A7 B AL HEATHEWT A — & XEE, 23R A impl Foo MBS B%E B Bk AIH) BAREAY iR
ATESRTE RS H A B, 23R A 2RI (B4 collect<B>() -> B)RYEEENI AR [FIFFE B
HEAI2ETY ) iR 7 AT RE R EE SR — 1 288, BlanfE ] 1let x: Vec<_> = foo.collect()
5 LA R Turbofish: foo.collect: :<Vec<_>>(),

debuggable 2 2481? ZikHi A\ let debuggable: () = .., BESERTAEIRBEE,
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14.6 53 : B min P

In this short exercise, you will implement a generic min function that determines the minimum
of two values, using the Ord trait.

use std::cmp::0rdering;
// TODO: implement the “min’ function used in "main’.

fn main() {
assert_eq!(min(0, 10), 0);
assert_eq!(min(500, 123), 123);

assert_eq!(min('a', 'z"), 'a');

assert_eq!(min('7', '1"), '1');
assert_eq!(min("hello", "goodbye"), "goodbye");
assert_eq!(min("bat", "armadillo"), "armadillo");

}

This slide and its sub-slides should take about 10 minutes.

* Show students the Ord trait and Ordering enum.

14.6.1 &

use std::cmp::0rdering;

fn min<T: Oxd>(1: T, r: T) -> T {
match 1.cmp(&r) {
Ordering::Less | Ordering::Equal => 1,
Ordering: :Greater => r,

}

fn main() {
assert_eq!(min(0, 10), 0);
assert_eq!(min(500, 123), 123);

assert_eq!(min('a', 'z'), 'a');
assert_eq!(min('7', '1"), '1');

assert_eq! (min("hello", "goodbye"), "goodbye");
assert_eq! (min("bat", "armadillo"), "armadillo");
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15 &
Welcome Back

Including 10 minute breaks, this session should take about 3 hours and 10 minutes. It contains:

Segment  Duration

WMRUEFEZEE! 1 hour and 20 minutes
FREFERHE 1 hour and 40 minutes
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This segment should take about 1 hour and 20 minutes. It contains:

Slide Duration
FRAEE 3 minutes
A 5 minutes
Option 10 minutes
Result 10 minutes
String 10 minutes
Vec 10 minutes

HashMap 10 minutes
253 HHEES 20 minutes

T AR BV IREIKT Fr, VEACLEIN TR -2 B 35S RS D, B 1 i — 2o B BT T

16.1 FrikPE

Rust comes with a standard library which helps establish a set of common types used by Rust
libraries and programs. This way, two libraries can work together smoothly because they
both use the same String type.

In fact, Rust contains several layers of the Standard Library: core, alloc and std.

» core includes the most basic types and functions that don't depend on 1ibc, allocator
or even the presence of an operating system.

e alloc BEFELF/HETBLISAIIER FlU0 Vec, Box 1 Arc,

XA Rust MA@ JfEH core, /REMH alloc,

16.2 A
Rust comes with extensive documentation. For example:

» All of the details about loops.
o 'u8' FEITRAEY,
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» Standard library types like Option or BinaryHeap.

HL B, AT DO EH AR S SR :
/// Determine whether the first argument is divisible by the second argument.
/17
/// If the second argument is zero, the result is false.
fn is_divisible_by(lhs: u32, rhs: u32) -> bool {

if rhs == 0 {

return false;

}

lhs % rhs == 0
}

The contents are treated as Markdown. All published Rust library crates are automatically
documented at docs . rs using the rustdoc tool. It is idiomatic to document all public items in
an API using this pattern.

ANFE I (BIANLERRER PN D T 5 SCAS, BERERE 7/ 0 8 /%0 0 %/ IXFRN PR SRS TR :
//1 This module contains functionality relating to divisibility of integers.
This slide should take about 5 minutes.

* Show students the generated docs for the rand crate at https://docs.rs/rand.

16.3 Option

BMEEL T M T Option<T> By — 4L H ik, & 7T DU fiff “T7 K AU AU MH, 80& A 7 iff (% AT 15, 1
gn, ‘String::find’ ZJ&[A] Option<usize>,

fn main() {

let name = "Lowe #J% Léopard Gepardi";

let mut position: Option<usize> = name.find('é');

println!("find returned {position:?}");

assert_eq! (position.unwrap(), 14);

position = name.find('Z");

println!("find returned {position:?}");

assert_eq! (position.expect("Character not found"), 0);
}

This slide should take about 10 minutes.
* Optionis widely used, not just in the standard library.
» unwrap £J&[[ Option & panic HHI{H, expect /75 ML, HEMFHEIRER,
- H{¥H None IHEEVFRRNE, EAGE “TEH RiIdkRERZ A None HIIH L,
- FEHERIHERRIET, B H unwrap/expect TR 504 L, BAE E b ES T, i
i AR N 2 41977 XA None 1B DL,
o INRIEALEHE Option<T> EREHIIA/NEFES T HE,

16.4 Result

Result 5 Option ML, (HFRREEIER ISR, B MEIERISBIRE X RMBFRIAAL S FE X
H Res, HZ2—NZH: Result<T, E> HH THT 0k &K, E HIE Exr A,
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use std::fs::File;
use std::io::Read;

fn main() {
let file: Result<File, std::io::Error> = File::open("diary.txt");
match file {
Ok(mut file) => {
let mut contents = String::new();
if let Ok(bytes) = file.read_to_string(&mut contents) {
println!("Dear diary: {contents} ({bytes} bytes)");
} else {
println!("Could not read file content");
}
}
Exrr(err) => {
println!("The diary could not be opened: {err}");

}

}
This slide should take about 10 minutes.

« 5 Option J7iEMHE, BRIMERLT Result J7iANER, H&#FH MR RIEBURIIE, (K, 2 isGH
ITHR A (R4 N I IRAYIE LT, AT AR unwrap () B¢ expect () 771k, Xt —#f
TFEERAES,

* Result documentation is a recommended read. Not during the course, but it is worth
mentioning. It contains a lot of convenience methods and functions that help functional-
style programming.

* Result is the standard type to implement error handling as we will see on Day 4.

16.5 String
String EFRMEHEDECHTRTY A UTF-8 FAFH R IMIX :

fn main() {
let mut si String: :new();
sl.push_str("Hello");
println!("sl: len = {}, capacity = {}", sl.len(), sl.capacity());

let mut s2 = String::with_capacity(sl.len() + 1);
s2.push_str(&sl);

s2.push('!");

println!("s2: len = {}, capacity = {}", s2.len(), s2.capacity());

let s3 = String::from(" ")
pIintln!(us3: len = {}, number of chars = {}n, 53.1en(), 53.Chars().count());
}

String &M Deref<Target = str>, XEWREEAIPL N String WHATA str /7%
This slide should take about 10 minutes.
o “String:new” £IR[Al—ANHTHY S FAF L, AN RAEFIE B AR SR B AT BRSO =, 15
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https://doc.rust-lang.org/std/string/struct.String.html
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“String::with_capacity”,
« “String:len” IR [E“String”HI KN (PAF T R BAAL, ATREARF T DAFARF N AT ) o
 “String::chars” 2 SERRFAFIR A —MERES HER, B T550%, “char /]85 AMIFTA
75 A
o GAMHEEIFAT AR, ATRER 16" &str” 8" String”,
o HEANRASI“Deref<Target = T>"IN, it 1L LUATIERA 77 XM T 77 1%,
- AR IEE Dexref trait, A AAER 7> H Al 2S4S FR IO 4544,
- “String” &M “Deref<Target = str>”, J5#& Al /AT IERAHIZ T H 7 A “str” 77 AR .
— Write and compare let s3 = sl.deref(); andlet s3 = &%*s1;.
o “String” BAENFIREIEREARLINN, KRE SR L BEE String” EHZSRE, BA
—LEERIMRIIE,
o HEK“String”gm AR5 AR 7T
— ff“s3.chars().nth(i).unwrap() " ## N 75F, HP“URETZ T HI
— JEIEH “s3[0..4]" He 7T R, B Slice fEBUANEFAFILS L,
* Many types can be converted to a string with the to_string method. This trait is
automatically implemented for all types that implement Display, so anything that can
be formatted can also be converted to a string.

16.6 Vec

Vec SRFRERTA] TR/ NHE S BE SR IX

fn main() {
let mut vl = Vec: :new();
vl.push(42);
println!("vl: len = {}, capacity = {}", vl.len(), vl.capacity());

let mut v2 = Vec::with_capacity(vl.len() + 1);
v2.extend(vl.iterx());
v2.push(9999);

println!("v2: len = {}, capacity

{}", v2.1len(), v2.capacity());

// Canonical macro to initialize a vector with elements.
let mut v3 = vec![0, @, 1, 2, 3, 4];

// Retain only the even elements.
v3.retain(|x| x % 2 == 0);
println! ("{v3:?}");

// Remove consecutive duplicates.
v3.dedup();
println! ("{v3:?}");
}
Vec 239 Deref<Target = [T]>, XEMKEEA DI Vec JHH slice 7512
This slide should take about 10 minutes.
* Vec is a type of collection, along with String and HashMap. The data it contains is stored

on the heap. This means the amount of data doesn't need to be known at compile time.
It can grow or shrink at runtime.
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* Notice how Vec<T> is a generic type too, but you don't have to specify T explicitly. As
always with Rust type inference, the T was established during the first push call.

o “vec![..]”ZARAE “Vecinew () HIRITEMAZ, BSFF IR BHMAILAE TR,

s MFTRRBIMAR S, ERTLUMER D 17757k, (BN S HiL 5, K&K = panic, 1A, fEH “get”
KR [E“Option”, “pop” M B BR G — Nt H,

» Slices are covered on day 3. For now, students only need to know that a value of type
Vec gives access to all of the documented slice methods, too.

16.7 HashMap

FRUERI G, &5 HashDoS Hei il fR 5 -
use std::collections: :HashMap;

fn main() {
let mut page_counts = HashMap: :new();
page_counts.insert("Adventures of Huckleberry Finn", 207);
page_counts.insert("Grimms' Fairy Tales", 751);
page_counts.insert("Pride and Prejudice", 303);

if !page_counts.contains_key("Les Misérables") {
println!(
"We know about {} books, but not Les Misérables.",
page_counts.len()
),

}
for book in ["Pride and Prejudice", "Alice's Adventure in Wonderland"]
match page_counts.get(book) {
Some(count) => println!("{book}: {count} pages"),
None => println!("{book} is unknown."),
}
}

// Use the .entry() method to insert a value if nothing is found.

for book in ["Pride and Prejudice", "Alice's Adventure in Wonderland"]
let page_count: &mut 132 = page_counts.entry(book).or_insert(0);
*page_count += 1;

}
println!("{page_counts:#?}");
}
This slide should take about 10 minutes.
o “HashMap KRR 5 HE X, K FHFEMIANTEEAH,

o IEZIAMH A MUIBAT, F AT EBE B ESTE hashmap H; GRATE, MR EPERIE, WHEAK
HENE S, 55 =172 1/F hashmap i AEUE,
let pcl = page_counts
.get("Harry Potter and the Sorcerer's Stone")
.unwrap_or(&336);
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let pc2 = page_counts
.entry("The Hunger Games".to_string())
.or_insert(374);

o JRIEHZ, 5 “vec! " RNHE, NMEEFRER “hashmap! "2,

- A, M Rust 1.56 F44, HashMap SZ8 T “From<[(K, V); N>, iEFATTREMS SR Aait M7
THI EECEH AR L A I -

let page_counts = HashMap: :from([
("Harry Potter and the Sorcerer's Stone".to_string(), 336),
("The Hunger Games".to_string(), 374),

1),

o 5{#, HashMap thr] AT A ml 4= s - (E T4l ) “Tterator " #EA TR

o TANZE R “HashMap<String, 132>, i 5uR “&str” F1EH#E, DAEREIMRE, 4R, AT IAESE &
fE 5, HATRER T BUE & SR tHIL R 2% A,

- ZIHM ERRBIHFEER “to_string)”, BHH E 2 Ry 4%, HIA N FA TAT RE R TEMRLE 77 THIE
k]l

o MR EA JURMREE T 77 40 R [BE 22, 641 “std::collections::hash_map::Keys”, JX 23571
EE S I Rust SCRERHE R EE R, 1727 DR R R BRI SORY, PARFRTA “Keys” 77 5956 FH B
%O

16.8 i3 e

FEARGR S o, 852 S — DNEH ) SRR ERAGH, FHR 2 R, 145 std @ : collections: :HashMap
RERER 22 H B ME AR B ME LAY R EL

Counter MFIIAR AL L, (UG T u32 8, MRk H 77 kel H TR E 2R DIE
Counter HEWSEREMTI2ETURIME,

ANERAR AT TE ARAE, HEEH entry 7RI ERIEIRN:, ML count 771,
use std::collections: :HashMap;

/// Counter counts the number of times each value of type T has been seen.
struct Counter {

values: HashMap<u32, u64>,
}

impl Counter {
/// Create a new Counter.
fn new() -> Self {
Counter {
values: HashMap: :new(),
}
}

/// Count an occurrence of the given value.
fn count(&mut self, value: u32) {
if self.values.contains_key(&value) {
*self.values.get_mut(&value).unwrap() += 1;
} else {
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self.values.insert(value, 1);

}

/// Return the number of times the given value has been seen.
fn times_seen(&self, value: u32) -> u64d {
self.values.get(&value).copied().unwrap_or_default()
}
}

fn main() {

let mut ctr

ctr.count(13
ctr.count(14
ctr.count(16);
ctr.count(14);
ctr.count(14);
ctr.count(11);

Counter: :new();

)
)

for i in 10..20 {
println!("saw {} values equal to {}", ctr.times_seen(i), 1i);

}

let mut strctr = Counter::new();
strctr.count("apple");

strctr.count("orange");

strctr.count("apple");

println!("got {} apples", strctr.times_seen("apple"));

16.8.1 f#%&

use std::collections: :HashMap;
use std::hash::Hash;

/// Counter counts the number of times each value of type T has been seen.
struct Counter<T> {

values: HashMap<T, u64>,
}

impl<T: Eq + Hash> Counter<T> {
/// Create a new Counter.
fn new() -> Self {
Counter { values: HashMap::new() }

}

/// Count an occurrence of the given value.
fn count(&mut self, value: T) {
*self.values.entry(value).or_default() += 1;

}
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Return the number of times the given value has been seen.

fn times_seen(&self, value: T) -> u64d {

}
}

self.values.get(&value).copied().unwrap_or_default()

fn main() {

let

ctr.
ctr.
ctr.
ctr.
ctr.
ctr.

for

}

let

mut ctr =
count(13);
count(14);
count(16);
count(14);
count(14);
count(11);

Counter::new();

iin 10..20 {
println!("saw {} values equal to {}", ctr.times_seen(i), 1i);

mut strctr = Counter::new();

strctr.count("apple");
strctr.count("orange"),;
strctr.count("apple");
println!("got {} apples", strctr.times_seen("apple"));
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PRIEPERFIL

This segment should take about 1 hour and 40 minutes. It contains:

Slide Duration
b 10 minutes
BEAF 10 minutes
From #1 Into 10 minutes
EyiRlkac i 5 minutes
Read #1 Write 10 minutes
Default, 54K HTIEE 5 minutes
At 20 minutes
#:5]: ROT13 30 minutes

SRR R, TEAE LI R 4R B e D trait BSOR,
HEER D AR IR AR E— T

17.1 k%
XU trait SZHRFEE 2 AT ELEs, X TR S SLPX L trait AYFER, vl URAEFTEIXLE trait,

PartialEq and Eq

PartialEq faEb S kR, HHESHFEN L eq FREEIITTTE ne, == 1 | = BB/ HIXLE
T
struct Key {

id: u32,

metadata: Option<String>,
}
impl PartialEq for Key {

fn eq(&self, other: &Self) -> bool {

self.id == other.id
}
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Eq is a full equivalence relation (reflexive, symmetric, and transitive) and implies PartialEq.
Functions that require full equivalence will use Eq as a trait bound.

PartialOrd and Oxd

PartialOxd & X T partial_cmp /7iERIE M HEF BRI TR <0 <= >= 1 > B8RS,

use std::cmp::0xrdering;
#[derive(Eq, PartialEq)]
struct Citation {
author: String,
year: u32,
}
impl PartialOrd for Citation {
fn partial_cmp(&self, other: &Self) -> Option<Ordering> {
match self.author.partial_cmp(&other.author) {
Some (Ordering: :Equal) => self.year.partial_cmp(&other.year),
author_ord => author_ord,

}
Ord 25k, He cmp JR[Al Ordering.
This slide should take about 10 minutes.
PartialEq nDATEARFIZEAY Z [AISEEH, (H Eq NRE, RV EHRA B ME:
struct Key {
id: u32,
metadata: Option<String>,
}
impl PartialEqg<u32> for Key ({
fn eq(&self, other: &u32) -> bool {
self.id == *other
}
}

FESER R, IRASIXEE trait RE W, (HRD LI ENT,

17.2 B88%5F

IBRIFEFZIEL std: ops FHIRHIESLINRY:

#[derive(Debug, Copy, Clone)]
struct Point {

x: 132,

y: 132,
}

impl std::ops::Add for Point {
type Output = Self;

fn add(self, other: Self) -> Self {
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Self { x: self.x + other.x, y: self.y + other.y }

}

fn main() {
let pl = Point { x: 10, y: 20 };
let p2 = Point { x: 100, y: 200 };
printlnt("{:?} + {:?2} = {:?}", pl, p2, pl + p2);
}

This slide should take about 10 minutes.
Mg
* You could implement Add for &Point. In which situations is that useful?
— [A%: Add:add =#EH self WIRENBRFEENZR (FIZRE T) 12 Copy, BIUEH A
&T BEHIETRF, IX ARG A S AR E AR Sef2 (55
o Nt 2 Output ZREEAY? "I EREIZITTERREE 209?
— Short answer: Function type parameters are controlled by the caller, but associated
types (like Output) are controlled by the implementer of a trait.
o fEET DAEH AT AT [RIZRBUSCEL Add, fil4n, impl Add<(i32, i32)> for Point £\ Point
SR | e

17.3 From fil Into

KA From F1 Into DAANPRS YL :
fn main() {
let s = String::from("hello");
let addr = std::net::Ipv4Addr::from([127, @, @, 11);
let one = i16::from(true);
let bigger = i32::from(123_116);
println!("{s}, {addr}, {one}, {bigger}");
}

SCHL From J5, Rt HEISLH Into:

fn main() {
let s: String = "hello".into();
let addr: std::net::Ipv4Addr = [127, 0, @, 1].into();
let one: i16 = true.into();
let bigger: i32 = 123_1il16.into();
println!("{s}, {addr}, {one}, {bigger}");
}

This slide should take about 10 minutes.

o XEEE N AEE RS From, KAERREIH A5 Into,
o 5 B AR PRES S AN 2B (a0 “ATAnf rl 54k String AYZREY”) | UME 2 AH Sz, IHEAF R fif
F Into, AIREISHEZ TSI From HY2EAY DUR ARLE(NSEIE Into FYEAY,

17.4 LR
Rust 1% F kWA (B3R as 7 B\, S5 B EM CIBES NS EHE—%,
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fn main() {
let value: i64 = 1000;
println!("as ul6: {}", value as ul6);
println!("as 116: {}", value as 116);
println!("as u8: {}", value as u8);

}

fEiH as AUSSRAE Rust A 4 & W, I HAERRE 6 _LARRE— B IX AT RERI 0N T BE R A5 Uit
NN BB —F U THITES AL, 1 & SN TR

fEH as BEATRAUEUR — R BT FEA 5 AR 7T TA, WMAEARREAT AR BRI, R sets 7285k
FAEEIN 2 SFETERN Bug, SRR A2 FH T IR 2 B T e S AR (LB AL Y ued
u32, 2 & HIEUED o

M T2 AR (Fean u32 %% u64d), MHLL as, EHEF A From 5¢ Into A EZF R~
BB o XS T AT RE HBE ARG, A SRARAEDR X LA RE AR A 1R DA AN [FIALEE TS 28I, RT DA T TryFrom
M TryInto,

This slide should take about 5 minutes.

BEXKLIT R 2 iR E— T

as BT C++ ERASSA LI, (B H A EIE R REEFLBARM B NER as, 83& 2 /0N IZI IR E
SEFEIRBINE, BRSNS usize DUAEZESI,

17.5 Read fil Write

#&nl AME A Read #l BufRead X u8 RIF#HITHIZ AL H
use std::io::{BufRead, BufReader, Read, Result};

fn count_lines<R: Read>(reader: R) -> usize {
let buf_reader = BufReader: :new(reader);
buf_reader.lines().count()

}

fn main() -> Result<()> {
let slice: &[u8] = b"foo\nbar\nbaz\n";
println!("lines in slice: {}", count_lines(slice));

let file = std::fs::File::open(std::env::current_exe()?)?;
println!("lines in file: {}", count_lines(file));
ok(())

}

EFEFERT A Write X u8 U TR (L AbHE :
use std::io0::{Result, Write};
fn log<W: Write>(writer: &mut W, msg: &str) -> Result<()> {

writer.write_all(msg.as_bytes())?;
writer.write_all("\n".as_bytes())
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fn main() -> Result<()> {
let mut buffer = Vec::new();
log(&mut buffer, "Hello")?;
log(&mut buffer, "World")?;
println!("Logged: {:?}", buffer);
ok(())

17.6 Default FiF

Default RHEZNFIUA MERINME.,

#[derive(Debug, Default)]
struct Derived {

X: u32,

y: String,

z: Implemented,

}

#[derive(Debug) ]
struct Implemented(String);

impl Default for Implemented {
fn default() -> Self {
Self("John Smith".into())
}
}

fn main() {
let default_struct = Derived: :default();
println!("{default_struct:#?}");

let almost_default_struct =
Derived { y: "Y is set!".into(), ..Derived::default() };
println!("{almost_default_struct:#?}");

let nothing: Option<Derived> = None;
println! ("{:#?}", nothing.unwrap_or_default());
}

This slide should take about 5 minutes.

o RGADIEZESEIE, AT CUEE #[derive (Default) ] IRAEHE,
* A derived implementation will produce a value where all fields are set to their default
values.
- XEME, KA R R R ER A SE N Default,
PR Rust JSA0@H 2 DAEBRE (Bl 077 55) SI) Default’,
The partial struct initialization works nicely with default.
The Rust standard library is aware that types can implement Default and provides
convenience methods that use it.
* The .. syntax is called struct update syntax.
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17.7 A2

HtaEk lambda FiEXBAG TR a4 REL AN, efil= SCBRFRINT Fn, FnMut il FnOnce FHE:

fn apply_with_log(func: impl FnOnce(i32) -> i32, input: i32) -> 132 {
println!("Calling function on {input}");
func (input)

}

fn main() {
let add_3 = |x| x + 3;
println!("add_3: {}", apply_with_log(add_3, 10));
println!("add_3: {}", apply_with_log(add_3, 20));

let mut v = Vec::new();
let mut accumulate = |x: 132| {
v.push(x);
v.iter().sum::<i32>()
}
println!("accumulate: {}", apply_with_log(&mut accumulate, 4));
println!("accumulate: {}", apply_with_log(&mut accumulate, 5));

let multiply_sum = |x| x * v.into_iter().sum::<i32>();
println! ("multiply_sum: {}", apply_with_log(multiply_sum, 3));
}

This slide should take about 20 minutes.

Fn (841 add_3) BEA~SAEH A SBSARIRAIE, 30T A SHIREAME, BRI 30F R H 2R,
FnMut (140 accumulate) ATRES IR THIRAIE, BRI AZA A e, EAREHRZIAHE,
WERIESEH FnOnce (140 multiply_sum), BUF HEEE A B — R ERTRESFEA FrididkHIME,
FnMut J& FnOnce Y7285, Fn /2 FnMut 1 FnOnce A28, it /& 15, 80T DAZEE (] T2
FnOnce MY/ i FnMut, IS FEEM TR & A FnMut 88 FnOnce #9377 M Fn,

When you define a function that takes a closure, you should take FnOnce if you can (i.e. you
call it once), or FnMut else, and last Fn. This allows the most flexibility for the caller.

In contrast, when you have a closure, the most flexible you can have is Fn (it can be passed
everywhere), then FnMut, and lastly FnOnce.

GiFaS SR Copy (FlanEH% add_3)F1 Clone (fl4n multiply_sum), EAREGERT AR
g,

BOAEOLT, R SRR S | FIRIAR S (AR AT DARIE) . move S Al Lk AR ARIRIE KA IRER,

fn make_greeter(prefix: String) -> impl Fn(&str) {
return move |name| println!("{} {}", prefix, name);
}

fn main() {
let hi = make_greeter("Hi".to_string());
hi("Greg");
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17.8 £:3J: ROT13

FERGI R, B Sl 2 i “ROT137 I, b AS S #il 2] Playground, FHSEElE AR AL, 1B (N ik
ASCIIL FREFHF, AR ERES R 6 3 UTF-8 4mil 45,

use std::io::Read;

struct RotDecoder<R: Read> {
input: R,
rot: u8,

}

// Implement the "Read’ trait for "RotDecoder".

fn main() {
let mut rot =
RotDecoder { input: "Gb trg gb gur bgure fvqr!".as_bytes(), rot: 13 };
let mut result = String::new();
rot.read_to_string(&mut result).unwrap();
println!("{}", result);
}

#[cfg(test)]
mod test {
use super::*;

#[test]
fn joke() {
let mut rot =
RotDecoder { input: "Gb trg gb gur bgure fvgr!".as_bytes(), rot: 13 };
let mut result = String::new();
rot.read_to_string(&mut result).unwrap();
assert_eq! (&result, "To get to the other side!");

}

#[test]
fn binary() {
let input: Vec<u8> = (0..=255u8).collect();
let mut rot = RotDecoder::<&[u8]> { input: input.as_ref(), rot: 13 };
let mut buf = [Qu8; 256];
assert_eq!(rot.read(&mut buf).unwrap(), 256);
for i in 0..=255 {
if input[i] != buf[i] {
assert!(input[i].is_ascii_alphabetic());
assert!(buf[i].is_ascii_alphabetic());

}
QUSRS RotDecoder SERIBERAE—EE, BADSLBIIEs: 13 DIF, KA ATH?

97


https://en.wikipedia.org/wiki/ROT13

17.8.1 %

use std::io::Read;

struct RotDecoder<R: Read> {
input: R,
rot: u8,

}

impl<R: Read> Read for RotDecoder<R> {
fn read(&mut self, buf: &mut [u8]) -> std::io::Result<usize> {
let size = self.input.read(buf)?;
for b in &mut buf[..size] {
if b.is_ascii_alphabetic() {
let base = if b.is_ascii_uppercase() { 'A' } else { 'a' } as u8;
*b = (*b - base + self.rot) % 26 + base;
}

}
Ok(size)

}

fn main() {
let mut rot =
RotDecoder { input: "Gb trg gb gur bgure fvqr!".as_bytes(), rot: 13 };
let mut result = String::new();
rot.read_to_string(&mut result).unwrap();
println!("{}", result);
}

#[cfg(test)]
mod test {
use super::*;

#[test]
fn joke() {
let mut rot =
RotDecoder { input: "Gb trg gb gur bgure fvqr!".as_bytes(), rot: 13
let mut result = String::new();
rot.read_to_string(&mut result).unwrap();
assert_eq! (&result, "To get to the other side!");

}

#[test]
fn binary() {
let input: Vec<u8> = (0..=255u8).collect();
let mut rot = RotDecoder::<&[u8]> { input: input.as_ref(), rot: 13 };
let mut buf = [Qu8; 2567;
assert_eq! (rot.read(&mut buf).unwrap(), 256);
for i in 0..=255 {
if input[i] != buf[i] {
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assert!(input[i].is_ascii_alphabetic());
assert!(buf[i] .is_ascii_alphabetic());
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P18 =

MBS 3 KEHE

\

SHWNAE:

o WRER A EIAEHRER: Rust RN EZ 2,
o BREFEEE: PRIEETRERZETL,

I ) 2

Including 10 minute breaks, this session should take about 2 hours and 20 minutes. It contains:

Segment Duration

pyetl 3 minutes
MEEM  1hour
BEEfEE 55 minutes
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P19 =

WEEEE

This segment should take about 1 hour. It contains:

Slide Duration
[\ : FEFANESEL - 5 minutes
N ER T 10 minutes
[TIREE 5 minutes
BEniE X 5 minutes
Clone 2 minutes
qERM 5 minutes
Drop 10 minutes
ZR>]: HEAR A 20 minutes

19.1  [ali: PRI S C

R I DA~ A5 2T BE A
o b RIERAS B AYEESE N F XK,

— {EAEGIER B ERIEIEE RN,
— HEM: SRR — MREE
- ST EE: G BRI,
- TR R B
o HE: BREOE A ZSNIERIE K,
- [HEEAERN, B NREBTRE,
— FEARMIE: TR ARGHIEZ M,
- PRIERAE RFR

N/l

Creating a String puts fixed-sized metadata on the stack and dynamically sized data, the
actual string, on the heap:
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fn main() {
let s1 = String: :from("Hello");

}
Stack
—————————————— Heap
sl :
L o= + : : :
| capacity | 5 : : S A S
| ptr I O-+---t-----+-->| H | e [1 |1 |o | :
| len | 5 | : : 1 T
Fom e - Fom - = + . :

This slide should take about 5 minutes.

o {5t String IKEMH Vec LB, NIt T AR EMKE, RE R AR, WIA] USRS fEHE B0
1EEAS AT K

o UM RIZHAE R, IRA] IR NN TANEEMH [REoECRS] £ E o BURBENTE, aE
Allocator API S2¥ B & /B 25

RREZ

We can inspect the memory layout with unsafe Rust. However, you should point out that this
is rightfully unsafe!

fn main() {

let mut s1 = String::from("Hello");

sl.push(' ');

sl.push_str("world");

// DON'T DO THIS AT HOME! For educational purposes only.

// String provides no guarantees about its layout, so this could lead to

// undefined behavior.

unsafe {
let (capacity, ptr, len): (usize, usize, usize) = std::mem::transmute(sl);
println!("capacity = {capacity}, ptr = {ptr:#x}, len = {len}");

19.2 WIFEM)GTA

G b ES 7 IRR:

« B FIAFERLME 2R C. C++, Pascal
— T2 RORE N 5 BE OB TR N A7
- P R Fat TR e A A RN A
- WPRRI, By R 2.

o BITEE BAINFERSIE 2% 4 Java, Python, Go. Haskell
- BTN RGP AR TCIEE | F 2 |, SN2 RERZ N7,
— JEEIEIE T B E e RATT S,
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Rust #2f 7 — M 2HAHE:
B SRR P T IEF R N> E R S e 24l 5 L 2,
Bl —MAFTE R (ownership) & RSB H 1Y,
This slide should take about 10 minutes.
REIT Fr GRS B S) HAME S HY2AA B 473 T % Rust,
» CHESHHEMH malloc Ml free MEFESEMME, ¥ WA RO SICIAH free #Xf R —fa%t
Z AR, BUERBEEA R e B N S g s | e
o C++ BE®REIEH (unique_ptr, shared_ptr)% T H, o] UFIH S M R EE S E S
TRUESR R TE B BOR [N BTN A7 1IX 42 T B AAIR A BHEI A H S ES CIES £ bug,

* Java, Go 1 Python {#ibzK [ml s ge R TCiE 5 R R A7 R H & 78 X ARUE AT T B TR E
HEAT RS | %A, IMTHBR T REUE (452K bug. (B2, Bk [Ei (GC) 2 EIBfTIA, I
HARMERATIE S A 1L

TEVFZAE0L S, Rust RIFTA BRI AL AT DASEIE C 15 5 ITERE, RESSASHMTERT TR AL B HIT o BT R
TBARAE, BT A EICRBER T C++ BREFEE I LR 0N, B4R At 5 | T A0S HLMde I, EL =8
HHE=T7 crate 7] ISHRHSITINBIR B CRERIEHAENE) o

19.3 PN

FrE A8 B P &R A — AR “VERI”, A 88 L A2 2 B 1R A
struct Point(i32, i32);

fn main() {
{
let p = Point(3, 4);
println!("x: {}", p.0);
}
printIn!("y: {}", p.1);
}
We say that the variable owns the value. Every Rust value has precisely one owner at all
times.

At the end of the scope, the variable is dropped and the data is freed. A destructor can run
here to free up resources.

This slide should take about 5 minutes.

FROBBLI SR A8, B [l s M —2H “WR TR BT A AT RIN A, Rust (19 “B—frf
RS AL

19.4 BahiEg X

An assignment will transfer ownership between variables:

fn main() {
let s1: String = String::from("Hello!");
let s2: String = s1;
println!("s2: {s2}");
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/1 println!("sl: {s1}");

o B s1MRIES s2, BEFS T RTE AL
* When s1 goes out of scope, nothing happens: it does not own anything

2 s2 BRI, T4 R BUE BRI
Hah#| s2 iz f:

Stack Heap
sl
Fomm e - Fommm oo + I Ty Sy
| ptr | o-ste-ste—cte>[H o Je |11 o |t
| len | 6 | : e
| capacity | 6 | :
R i R i + :
BahE| s2 hza:
Stack Heap
sl "(inaccessible)"
R o= + : . B e i R e il s o
| ptr | O---t---t-d-—t->] H | e |1 |1 |o | ! |
| len | 6 | | R L R e et T
| capacity | 6 | |
E T ——— tommm - + |
| - - - e - o oo oo oo oo
s2 |
Fom oo - Fom oo + |
| ptr | ommtee
| len | 6 |
| capacity | 6 |
Fomm e - Fommm oo +

PREAB LA BRERT , (B SRS B S50 X EER TR E AL
fn say_hello(name: String) {

println!("Hello {name}")
}

fn main() {
let name = String::from("Alice");
say_hello(name);
// say_hello(name);

}

This slide should take about 5 minutes.

105



« FEHIX S C++ HEYERIMEM . BRAFVREER std: :move (GFEE X move #IEE%E! ), BN C+
+ R BRME R TZ E S HIH,

o HEARCELE T #IE, B G2 E LML R EdE A 5 2 — ML T E N AE, RASE
AL REIAR,

o fRIBAYME (FIaNEEE0) v AFRIC A “Copy” GE B G E24IKTH ) o

o 1F Rust H, safE 2 BN CE#H clone),

£ say_hello /=flrh:

o HIXFHMA say_hello i, main %7 1T name WIFTERL LG, main FARBEFEHH name,

* 7f say_hello BREEEHN, REZBEHCH name SMECHIHENTE,

o 1% main ¥ name fEN51H (&name) fZiEid %, H say_hello #%2/E RS 8M5 H, NI~
FrE L

o ItAh, main AT DATEE RIE L% name B52F% (name. clone()).

o HHRT C++, Rust @GR NE G NERINE, FHombilE 7 Gl T 2 Xrd b, w1 ATCRE A a2
ZKO

RREZ

Defensive Copies in Modern C++

PR C++ DU AIA 77 AR R ] 7
std::string sl "Cpp";
std::string s2 = s1; // Duplicate the data in sl.

o s1 ARHERHR R, s2 K15 H SRR,
« 3 s1 M s2 BIHERE, BNa%BRBA RN,

S Tl-TR - A -
Stack Heap
sl :
R tommee - + : : R T :
| ptr | Oometeetetete>| C o p | p |
| len | 3| : : Rk E T :
| capacity | 3 | : :
Fommmm e L ICTE + : :
Sil-EZ )5
Stack Heap
sl
Fommmm e T + : : R T
| ptr | 0---te-stecbete>| C | p | p |
| len | 3| : S SR U SR
| capacity | 3 |
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s2 :

Fomm e - Fommm oo + B S e :

| ptr | otk O p ||

| len [ 3 | : oo+ :

| capacity | 3 : :

Fommm e - +------- + : :
KEERL:

o C++ it 75 Rust B&A RFEIIES HT“=" 2 G HIEdE, Km0 7/ B EdE, a0, 4E—
FRY ER i ORI 2 IR

o C++IREH “std:imove”, B THER AN A] AR A 5 AME, W R B8 “s2 = std::move(s1)”,
MR 2R AEREDBL BHG, “s17 AT ERERIEENIRE. 5 Rust R HE, FEFF 5 AT DALKSL 6 A
“s1”,

* 5 Rust R[F, ] C++ I, “=" AT USTTERAR, BARR T ZE HlsFE a2,

19.5 Clone

A, INFE EHIFEME, Clone FHIE A BT BULERIE,

#[dexrive(Default)]

struct Backends {
hostnames: Vec<String>,
weights: Vec<f64>,

}

impl Backends {
fn set_hostnames(&mut self, hostnames: &Vec<String>) {
self.hostnames = hostnames.clone();
self .weights = hostnames.itexr().map(|_| 1.0).collect();

}
}

This slide should take about 2 minutes.
Clone MRS B IE RN R IUHE BRI B, &K . clone () FIHEfth—LEp9%, 4N Vec : :new
g Box: :new,

T HIMTRSR, SefE R SRR MR ORAE A A A P, (e S UL M PRIX 22 va B R 1

19.6 HEIV
B BITE UEERIARY, (BERINIE I = 8 il e 2 A

fn main() {
let x 42;
let y = x;
println!("x: {x}"); // would not be accessible if not Copy
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printlnt ("y: {y}");
}

XS Copy trait,
RA] AR B CLRISERBR A EH1TE

#[derive(Copy, Clone, Debug)]
struct Point(i32, i32);

fn main() {
let pl = Point(3, 4);
let p2 = pl;
println!("pl: {pl:?}");
println!("p2: {p2:?}");

s EZ)E, pl #l p2 #IHE B CHIEHE,
o BATERTLAEH pl.clone() ZEHIEHE,
This slide should take about 5 minutes.
SRR NS
o SHIZIENEFXEBIEMEH], MEH T EENS,
o BRI AN BE EECRET C++ HIEHIFERED .
o GafEE— R @A PUERME, LA FEIESEEE Clone trait 2R HE XATH.
o SiIAEH T8 Drop trait AY2RA,
1E_EIRRBI, 1522 A R 1R E

* f£ struct Point #% String . BT String & T Copy KA, K TCiZgwiE,

* Remove Copy from the derive attribute. The compiler error is now in the println!
for pl.

o FRHAURIRSON SR pl, WAl a7,

19.7 Drop HHiE

FHFSEEE Drop AER] AT E B tHYE RIS TS :
struct Droppable {
name: &'static str,

}

impl Drop for Droppable {
fn drop(&mut self) {
println!("Dropping {}", self.name);
}
}

fn main() {
let a =
{

Droppable { name: "a" };
let b = Droppable { name: "b" };

{
let ¢ = Droppable { name: "c" };
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let d = Droppable { name: "d" };
println! ("Exiting block B");

}

println! ("Exiting block A");
}
drop(a);

println! ("Exiting main");
}

This slide should take about 8 minutes.

EFEE, std::mem: :drop 5 std: :ops: :Drop: :drop I,
A AR, Rt B o R HMIER,
EFFEAMER, N EIZELI T std: :ops: :Drop, MEHHE Drop: :drop L#,
KRG, ZEETFERUSHES, TIRHZGEI T Drop,
std: :mem: :drop H2E— N RAMEMIER 2R, BERZ EIRT TEATER, FIEEER
IREE RN R SR T QLI RT DU AR ATRA It B 77, T35 ZIE IS VG BT i,
— XXM TIES drop PUTESHIN SRR A H, FIanBemt. < 4%,
MG
* Jyft% Drop: :drop F#H self?
- fIE: RIXAEWNIE, RASEREHLEERE A/ std: :mem: :drop, #fis| & H—XEH
Drop: :drop, 51 &k kit !
« 24 a.drop() &t drop(a).

19.8 53 eIy

FEITR G R, AR SEEL— A 2SR A A A B 28 BE 38, AR A a7 SR SR
AL EEHTE, 8 EE R BOR P,

AR I A

#[derive(Debug) ]
enum Language {
Rust,
Java,
Perl,
}

#[derive(Clone, Debug)]

struct Dependency {
name: String,
version_expression: String,

}

/// A representation of a software package.
#[derive(Debug) ]
struct Package {

name: String,

version: String,

authors: Vec<String>,

dependencies: Vec<Dependency>,
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language: Option<Language>,

}

impl Package {
/// Return a representation of this package as a dependency, for use in
/// building other packages.
fn as_dependency(&self) -> Dependency {
todo! ("1")
}
}

/// A builder for a Package. Use "build()  to create the "Package itself.
struct PackageBuilder(Package);

impl PackageBuilder {
fn new(name: impl Into<String>) -> Self {
todo! ("2")
}

/// Set the package version.

fn version(mut self, version: impl Into<String>) -> Self {
self.0.version = version.into();
self

}

/// Set the package authors.

fn authors(mut self, authors: Vec<String>) -> Self {
todo! ("3")

}

/// Add an additional dependency.

fn dependency(mut self, dependency: Dependency) -> Self {
todo!("4")

}

/// Set the language. If not set, language defaults to None.
fn language(mut self, language: Language) -> Self {

todo! ("5")

}

fn build(self) -> Package {
self.0

}

}

fn main() {
let base64 = PackageBuilder::new("base64").version("0.13").build();
println!("base64: {base64:?}");
let log =
PackageBuilder: :new("log").version("0.4").language(Language: :Rust).build();
println!("log: {log:?}");
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let serde = PackageBuilder: :new("serde")
.authors(vec!["djmitche".into()])
.version(String::from("4.0"))
.dependency(base64.as_dependency())
.dependency(log.as_dependency())
Lbuild();

println!("serde: {serde:?}");

19.8.1 &

#[derive(Debug) ]
enum Language {
Rust,
Java,
Perl,
}

#[derive(Clone, Debug)]

struct Dependency {
name: String,
version_expression: String,

}

/// A representation of a software package.
#[derive(Debug) ]
struct Package {
name: String,
version: String,
authors: Vec<String>,
dependencies: Vec<Dependency>,
language: Option<Language>,
}

impl Package {
/// Return a representation of this package as a dependency, for use in
/// building other packages.
fn as_dependency(&self) -> Dependency {
Dependency {
name: self.name.clone(),
version_expression: self.version.clone(),

}

/// A builder for a Package. Use "build()  to create the "Package itself.
struct PackageBuilder(Package);

impl PackageBuilder {

fn new(name: impl Into<String>) -> Self {
Self(Package {
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name: name.into(),
version: "0.1".into(),
authors: vec![],
dependencies: vec![],
language: None,
1)
}

/// Set the package version.

fn version(mut self, version: impl Into<String>) -> Self {
self.®.version = version.into();
self

}

/// Set the package authors.

fn authors(mut self, authors: Vec<String>) -> Self {
self.0.authors = authors;
self

}

/// Add an additional dependency.

fn dependency(mut self, dependency: Dependency) -> Self {
self.0.dependencies.push(dependency);
self

}

/// Set the language. If not set, language defaults to None.
fn language(mut self, language: Language) -> Self {
self.®.language = Some(language);
self
}

fn build(self) -> Package {
self.0
}
}

fn main() {

let base64 = PackageBuilder: :new("base64").version("@.13").build();

println!("base64: {base64:?}");

let log =
PackageBuilder: :new("log").version("0.4").language(Language: :Rust).build();

println!("log: {log:?}");

let serde = PackageBuilder: :new("serde")
.authors(vec!["djmitche".into()])
.version(String::from("4.0"))
.dependency(base64.as_dependency())
.dependency(log.as_dependency())
Cbuild();

println!("serde: {serde:?}");
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This segment should take about 55 minutes. It contains:

Slide Duration
Box 10 minutes
Rc 5 minutes
FHIEX % 10 minutes

253 —X#H 30 minutes

20.1 Box<T>

Box ;2ami &R B A 1EE:

fn main() {
let five = Box::new(5);
println!("five: {}", *five);

}

Stack Heap
five :
+----- + . +----- +
B e et NI
+ommm- + : +ommm- +

Box<T> 2% Deref<Target = T>, XEWRELER] PLEFEAE Box<T> sl T JHHAHN 75 %,
IR RS B SR NIRRT E M Box:

#[derive(Debug) ]

enum List<T> {
/// A non-empty list: first element and the rest of the list.
Element (T, Box<List<T>>),
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Nil,
}

fn main() {
let list: List<i32> =
List::Element(1l, Box::new(List::Element(2, Box::new(List::Nil))));
println! ("{list:?}");

}

Stack Heap
list
Fomm e - Fomm e+ . R e - N
| Element | 1 | O--#----4----- +--->| Element | 2 | 0--+--->| Ni1 | // | // |
Fomme oo Fomme oo Fomm e - S — Fomm - S ——

This slide should take about 8 minutes.
* Box islike std: :unique_ptr in C++, except that it's guaranteed to be not null.
o TEDUNIEMT, Box RIRESRSEA:
— TEG I B RNTCIRAIB A/ N AY {H Rust g 88 i ZHIER IR/,

— REEIERBHARAI AN ik e R B S HIR B EERE, H SO R BUE 75 1E Box H
HE |, DAERSBI1EE

 If Box was not used and we attempted to embed a List directly into the List, the
compiler would not be able to compute a fixed size for the struct in memory (the List
would be of infinite size).

* Box K/NG s, I H R SAEAMEHRAT R —4 List JoxR, Bita] DUROGX A,

» Remove the Box in the List definition and show the compiler error. We get the message
»recursive without indirection”, because for data recursion, we have to use indirection,
a Box or reference of some kind, instead of storing the value directly.

RREZ
INRARAL

Though Box looks like std: :unique_ptr in C++, it cannot be empty/null. This makes Box
one of the types that allow the compiler to optimize storage of some enumes.

For example, Option<Box<T>> has the same size, as just Box<T>, because compiler uses
NULL-value to discriminate variants instead of using explicit tag ("Null Pointer Optimization®):

use std::mem::size_of_val;
struct Item(String);

fn main() {
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let just_box: Box<Item> = Box::new(Item("Just box".into()));
let optional_box: Option<Box<Item>> =

Some (Box: :new(Item("Optional box".into())));
let none: Option<Box<Item>> = None;

assert_eq!(size_of_val(&just_box), size_of_val(&optional_box));
assert_eq!(size_of_val(&just_box), size_of_val(&none));

println!("Size of just_box: {}", size_of_val(&just_box));
println!("Size of optional_box: {}", size_of_val(&optional_box));
println!("Size of none: {}", size_of_val(&none));

20.2 Rc
Rc 25| FHH =15 N RIEFENZ DM E 5| AHRIREERE, E 6 e

use std::rc::Rc;

fn main() {
let a
let b

Rc::new(10);
Rc::clone(&a);

println!("a: {a}");
println!("b: {b}");

* See Arc and Mutex if you are in a multi-threaded context.
o JEATDLRAIL AR M N Weak 5%, DAEAIREZ =W EFAVIEIATIH.

This slide should take about 5 minutes.

* Rc AYHHECRTIAR REA 5T H, NS REM 2 REE R

* Rust FIfY“Re™5 C++ Hif“std::shared_ptr” 2540,

* Rc::clone HYBUARAR: XML & QI EHE mIAH F M BCAFE ST, FFI D05 | T8, A2 AR IR
BRI R, HEA RS M RE R RN X8 H AT DA,

» make_mut SEPR bR TEAEN k&N ERE (“clone-on-write”) , FFIR[EI AT AR5 | FH,

 {#if Rc: :strong_count AI&EE 5| HIH4,

* Rc: :downgrade gives you a weakly reference-counted object to create cycles that will
be dropped properly (likely in combination with RefCell).

20.3 FHEXNZ

FHIE (Trait) N R A2 AR RAE, 2R, TR G S BIXFAE:
struct Dog {
name: String,

age: 18,
}
struct Cat {
lives: 1i8,
}
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trait Pet {
fn talk(&self) -> String;
}

impl Pet for Dog {
fn talk(&self) -> String {
format! ("Woof, my name is {}!", self.name)
}
}

impl Pet for Cat {
fn talk(&self) -> String {
String: :from("Miau!")
}
}

fn main() {
let pets: Vec<Box<dyn Pet>> = vec!]
Box: :new(Cat { lives: 9 }),
Box: :new(Dog { name: String::from("Fido"), age: 5 }),
1
for pet in pets {
println!("Hello, who are you? {}", pet.talk());

}
}
PAR25HHE pets G R
Stack Heap
"pets: Vec<dyn Pet>" : : "data: Cat" e L EE T PR,
e toommo - + : T toomoo-- + | F | 1 | d | o |
| ptr | 0---+---+--. | lives | 9 | LR e TR EE T
| len | 2 | N SR tommooo- + A
| capacity | 2 | S A
e oo + S | fee--- .
S | data: "Dog" |
: | : | L R e +
—————————————— S tooo| -t - -t | name | o, 4, 4 |
--+-->] 00 | 0 O-|----- >| age | 5 |
: +-|---+-|---+ Fommm o - Fom e oo +
| |
e
| |
| | "Program text"
T
| | vtable
| | T +
| Te---- >| "<Dog as Pet>::talk" |
| oo e e oo - +
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This slide should take about 10 minutes.

o SEMILATE trait FYSRAIRTRE R/ N FL K, EFIFHAATRER A B Vec<dyn Pet> IXFEAIT,
o ANEE “dyn Pet” X7 i mIgwiEeS 5 HISLIL“Pet "B KN KA,
o 1EABIH, pets Ttk LN, REBIEMZEEM LXMW NMREILERZ e
- MR E T 2MAiEEH . CE SN FRMSElRa R TEEr, AUFRMIZ R E N L1 Pet L
WY L7754 (vtable) HUFEE!,
- Dog (#4 Fido) KEIREHEZ name fil age 7B, Cat BAIEE— lives 7B,
o PRI BIRTRBIAH RIS Y
printIn! ("{} {}", std::mem::size_of::<Dog>(), std::mem::size_of::<Cat>());
println!("{} {}", std::mem::size_of::<&Dog>(), std::mem::size_of::<&Cat>());
println!("{}", std::mem::size_of::<&dyn Pet>());
println! ("{}", std::mem::size_of::<Box<dyn Pet>>());

20.4 3 X

TR AT RR S, HoA R R A TS R CE A ) o FRATTRF B — DREIREEAY, K
PR A — NME N TAER RN, N BZEMFRE AR FTE 1 Sl &80 NOE, m N B9EMN
TR T R AR B S ORI,

SCERLAR A, DA I 5 5 A
WM XHE IR BIE R TR SEIE AR,
/// A node in the binary tree.

#[derive(Debug) ]
struct Node<T: Ord> {
value: T,

left: Subtree<T>,
right: Subtree<T>,
}

/// A possibly-empty subtree.
#[derive(Debug) ]
struct Subtree<T: Ord>(Option<Box<Node<T>>>);

/// A container storing a set of values, using a binary tree.
vy
/// If the same value is added multiple times, it is only stored once.
#[derive(Debug) ]
pub struct BinaryTree<T: Ord> {
root: Subtree<T>,

}

// Implement "new’, "insert’, "len , and "has'.
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#[cfg(test)]
mod tests {
use super::*;

#[test]

fn len() {
let mut tree = BinaryTree::new();
assert_eq!(tree.len(), 0);
tree.insert(2);
assert_eq!(tree.len(), 1);
tree.insert(1);
assert_eq!(tree.len(), 2);
tree.insert(2); // not a unique item
assert_eq! (tree.len(), 2);

}
#[test]
fn has() {
let mut tree = BinaryTree::new();
fn check_has(tree: &BinaryTree<i32>, exp: &[bool]l) {
let got: Vec<bool> =
(0..exp.len()).map(|i| tree.has(&(i as i32))).collect();
assert_eq! (&got, exp);
}
check_has(&tree, &[false, false, false, false, false]);
tree.insert (0);
check_has(&tree, &[true, false, false, false, falsel]);
tree.insert(4);
check_has (&tree, &[true, false, false, false, truel);
tree.insert(4);
check_has(&tree, &[true, false, false, false, true]);
tree.insert(3);
check_has(&tree, &[true, false, false, true, true]);
}
#[test]

fn unbalanced() {
let mut tree = BinaryTree::new();
for i in 0..100 {
tree.insert(i);

}
assert_eq!(tree.len(), 100);
assert! (tree.has(&50));

20.4.1 RE

use std::cmp::0rdering;
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/// A node in the binary tree.

#[derive(Debug) ]
struct Node<T: Ord> {
value: T,

left: Subtree<T>,
right: Subtree<T>,
}

/11 A possibly-empty subtree.
#[derive(Debug) ]
struct Subtree<T: Ord>(Option<Box<Node<T>>>);

/// A container storing a set of values, using a binary tree.
/1117
/// If the same value is added multiple times, it is only stored once.
#[derive(Debug) ]
pub struct BinaryTree<T: Ord> {
root: Subtree<T>,

}

impl<T: Ord> BinaryTree<T> {
fn new() -> Self {
Self { root: Subtree::new() }

}

fn insert(&mut self, value: T) {
self.root.insert(value);

}

fn has(&self, value: &T) -> bool {
self.root.has(value)

}

fn len(&self) -> usize {
self.root.len()
}

impl<T: Ord> Subtree<T> {
fn new() -> Self {
Self(None)

fn insert(&mut self, value: T) {
match &mut self.0 {

None => self.0® = Some(Box::new(Node: :new(value))),

Some(n) => match value.cmp(&n.value) {
Ordering::Less => n.left.insert(value),
Ordering::Equal => {}
Ordering: :Greater => n.right.insert(value),

b
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}

fn has(&self, value: &T) -> bool {
match &self.0 {

None => false,

Some(n) => match value.cmp(&n.value) {
Ordering::Less => n.left.has(value),
Ordering::Equal => true,

Ordering: :Greater => n.right.has(value),

b

}

fn len(&self) -> usize {
match &self.0 {
None => 0,
Some(n) => 1 + n.left.len() + n.right.len(),

}

impl<T: Ord> Node<T> ({
fn new(value: T) -> Self {
Self { value, left: Subtree::new(), right: Subtree::new() }
}
}

fn main() {
let mut tree = BinaryTree::new();
tree.insert("foo");
assert_eq! (tree.len(), 1);
tree.insert("bar");
assert!(tree.has(&"foo"));

}

#[cfg(test)]
mod tests {
use super::*;

#[test]

fn len() {
let mut tree = BinaryTree::new();
assert_eq!(tree.len(), 0);
tree.insert(2);
assert_eq! (tree.len(), 1);
tree.insert(1);
assert_eq! (tree.len(), 2);
tree.insert(2); // not a unique item
assert_eq!(tree.len(), 2);

120



#[test]
fn has() {
let mut tree = BinaryTree::new();
fn check_has(tree: &BinaryTree<i32>, exp: &[bool]l) {
let got: Vec<bool> =
(0..exp.len()).map(|i| tree.has(&(i as i32))).collect();
assert_eq! (&got, exp);
}

check_has(&tree, &[false, false, false, false, false]);
tree.insert (0);

check_has (&tree, &[true, false, false, false, false]);
tree.insert(4);

check_has (&tree, &[true, false, false, false, truel);
tree.insert (4);

check_has(&tree, &[true, false, false, false, truel]);
tree.insert(3);

check_has(&tree, &[true, false, false, true, truel);

}

#[test]
fn unbalanced() {
let mut tree = BinaryTree::new();
for i in 0..100 {
tree.insert(i);
}
assert_eq!(tree.len(), 100);
assert! (tree.has(&50));
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A
Welcome Back

Including 10 minute breaks, this session should take about 1 hour and 50 minutes. It contains:

Segment Duration

f&H 50 minutes
g4 m AR 50 minutes
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22 5=

fi

This segment should take about 50 minutes. It contains:

Slide Duration

& F{E 10 minutes
R 10 minutes
AR AT A 10 minutes

2535 HEESTE 20 minutes

22.1 fEAE

As we saw before, instead of transferring ownership when calling a function, you can let a
function borrow the value:

#[derive(Debug) ]
struct Point(i32, i32);

fn add(pl: &Point, p2: &Point) -> Point {
Point(pl1.0 + p2.0, pl.1 + p2.1)

}

fn main() {
let pl = Point(3, 4);
let p2 = Point(10, 20);
let p3 = add(&pl, &p2);

println! ("{pl:?} + {p2:?} = {p3:?}");

* add BRECMEHT A ROFIR B — TR
« HHTT ERERMA TR

This slide should take about 10 minutes.
BELIET At s8 1 K5 | AR, RS TR, BT RS AR [EHE,
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Demonstrate that the return from add is cheap because the compiler can eliminate
the copy operation. Change the above code to print stack addresses and run it on the
Playground or look at the assembly in Godbolt. In the ”"DEBUG” optimization level, the
addresses should change, while they stay the same when changing to the "RELEASE”
setting:

#[derive(Debug) ]
struct Point(i32, i32);

fn add(pl: &Point, p2: &Point) -> Point {
let p = Point(pl1.0 + p2.0, pl1.1 + p2.1);
println!("&p.0: {:p}", &p.0);

p

}

pub fn main() {
let pl = Point(3, 4);
let p2 = Point(10, 20);
let p3 = add(&pl, &p2);

println!("&p3.0: {:p}", &p3.0);
println! ("{pl:?} + {p2:?} = {p3:?}");
}

Rust g iF¥as REFHUTIREE L (RVO),

In C++, copy elision has to be defined in the language specification because constructors
can have side effects. In Rust, this is not an issue at all. If RVO did not happen, Rust will
always perform a simple and efficient memcpy copy.

22.2 KA

Rust's borrow checker puts constraints on the ways you can borrow values. For a given value,
at any time:

You can have one or more shared references to the value, or
You can have exactly one exclusive reference to the value.

fn main() {

let mut a: i32 = 10;
let b: &i32 = &a;

{
let c: &mut i32 = &mut a;
*c = 20;

}

println!("a: {a}");
println!("b: {b}");
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This slide should take about 10 minutes.

o ETE, EREHMRISIHARE B F1E. Mo IS | A B TR R,

o BB TCIEGIE, KDY a RN A ZE GEld o A m]Z2E Gt b) #UE .

* Kby println! IEABEISIA ¢ FIMERECZ AT, IXEACRRERT PAGR %,

o XFEHKE, WIFSR LI b RAEEE ¢ Xf a EATH A2 EH Z A, X2 E AR &R —1
TR, 4409 “ARIATEAE A an A

» The exclusive reference constraint is quite strong. Rust uses it to ensure that data races
do not occur. Rust also relies on this constraint to optimize code. For example, a value
behind a shared reference can be safely cached in a register for the lifetime of that
reference.

o (KA LT H TP 25 WL, G0 RN S5 A (R rh B AR = BOEA T & 5 T (BAERE SR
BN, B TREE R U7 ENEE, XEFES SR “SEARER T &7,

22.3 WERn 2

In some situations, it's necessary to modify data behind a shared (read-only) reference. For
example, a shared data structure might have an internal cache, and wish to update that cache
from read-only methods.

The ”interior mutability” pattern allows exclusive (mutable) access behind a shared reference.
The standard library provides several ways to do this, all while still ensuring safety, typically
by performing a runtime check.

RefCell

use std::cell::RefCell;
use std::rc::Rc;

#[derive(Debug, Default)]
struct Node {
value: i64,
children: Vec<Rc<RefCell<Node>>>,

}
impl Node {
fn new(value: i64) -> Rc<RefCell<Node>> {
Rc::new(RefCell: :new(Node { value, ..Node::default() }))
}
fn sum(&self) -> i64 {
self.value + self.children.iter().map(|c| c.borrow().sum()).sum::<i64>()
}
}

fn main() {
let root = Node::new(1);
root.borrow_mut().children.push(Node: :new(5));
let subtree = Node::new(10);
subtree.borrow_mut().children.push(Node: :new(11));
subtree.borrow_mut().children.push(Node: :new(12));
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root.borrow_mut().children.push(subtree);

println!("graph: {root:#?}");
println!("graph sum: {}", root.borrow().sum());

Cell

Cell wraps a value and allows getting or setting the value, even with a shared reference to
the Cell. However, it does not allow any references to the value. Since there are no references,
borrowing rules cannot be broken.

This slide should take about 10 minutes.

The main thing to take away from this slide is that Rust provides safe ways to modify data
behind a shared reference. There are a variety of ways to ensure that safety, and RefCell
and Cell are two of them.

* RefCell enforces Rust's usual borrowing rules (either multiple shared references or
a single exclusive reference) with a runtime check. In this case, all borrows are very
short and never overlap, so the checks always succeed.

* Rc only allows shared (read-only) access to its contents, since its purpose is to allow
(and count) many references. But we want to modify the value, so we need interior
mutability.

* Cell is a simpler means to ensure safety: it has a set method that takes &self. This
needs no runtime check, but requires moving values, which can have its own cost.

* Demonstrate that reference loops can be created by adding root to subtree.children.

o N T BURIBITN panic, BRI — 218 “self.value”F DUHF 77 128 A E 71 “fn inc(&mut
self)”, WNSR171E 5 | FTEIR, #<> panic, J H “thread”“main”£:[X“already borrowed: Borrow-
MutError”ffi panic,

22.4 83 RS

YRIEESEEL— MR I R G N Hh i — 8803, VR Z P R RSt R A TIB R

You'll start with a stubbed function in an imp1 block as well as a User struct definition. Your
goal is to implement the stubbed out method on the User struct defined in the impl block.

Copy the code below to https://play.rust-lang.org/ and fill in the missing method:

TODO
#![allow(unused_variables, dead_code)]

#![allow(dead_code) ]
pub struct User {
name: String,
age: u32,
height: 32,
visit_count: usize,
last_blood_pressure: Option<(u32, u32)>,
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}

pub struct Measurements {
height: 32,
blood_pressure: (u32, u32),

pub struct HealthReport<'a> {
patient_name: &'a str,
visit_count: u32,
height_change: 32,
blood_pressure_change: Option<(i32, 1i32)>,

}
impl User {
pub fn new(name: String, age: u32, height: f32) -> Self {
Self { name, age, height, visit_count: 0, last_blood_pressure: None }
}
pub fn visit_doctor(&mut self, measurements: Measurements) -> HealthReport {
todo! ("Update a user's statistics based on measurements from a visit to the doc
}
}

fn main() {
let bob = User::new(String::from("Bob"), 32, 155.2);
println!("I'm {} and my age is {}", bob.name, bob.age);
}

#[test]
fn test_visit() {
let mut bob = User::new(String::from("Bob"), 32, 155.2);
assert_eq! (bob.visit_count, 0);
let report =
bob.visit_doctor(Measurements { height: 156.1, blood_pressure: (120, 80) });
assert_eq! (report.patient_name, "Bob");
assert_eq! (report.visit_count, 1);
assert_eq! (report.blood_pressure_change, None);

let report =
bob.visit_doctor(Measurements { height: 156.1, blood_pressure: (115, 76) });

assert_eq! (report.visit_count, 2);
assert_eq! (report.blood_pressure_change, Some( (-5, -4)));

2241 fRE

#![allow(dead_code) ]
pub struct User {
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name: String,

age: u32,

height: 32,

visit_count: usize,

last_blood_pressure: Option<(u32, u32)>,

}
pub struct Measurements {
height: 32,
blood_pressure: (u32, u32),
}
pub struct HealthReport<'a> {
patient_name: &'a str,
visit_count: u32,
height_change: 32,
blood_pressure_change: Option<(i32, 1i32)>,
}
impl User {
pub fn new(name: String, age: u32, height: f32) -> Self {
Self { name, age, height, visit_count: @, last_blood_pressure: None }
}
pub fn visit_doctor(&mut self, measurements: Measurements) -> HealthReport {
self.visit_count += 1;
let bp = measurements.blood_pressure;
let report = HealthReport {
patient_name: &self.name,
visit_count: self.visit_count as u32,
height_change: measurements.height - self.height,
blood_pressure_change: match self.last_blood_pressure {
Some(lbp) => {
Some((bp.? as 132 - 1lbp.? as 132, bp.1 as 132 - lbp.1 as i32))
}
None => None,
|
b
self.height = measurements.height;
self.last_blood_pressure = Some(bp);
report
}
}

fn main() {

}

let bob = User::new(String::from("Bob"), 32, 155.2);
println!("I'm {} and my age is {}", bob.name, bob.age);

#[test]
fn test_visit() {
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let mut bob = User::new(String::from("Bob"), 32, 155.2);
assert_eq! (bob.visit_count, 0);
let report =
bob.visit_doctor(Measurements { height: 156.1, blood_pressure: (120, 80) });
assert_eq! (report.patient_name, "Bob");
assert_eq! (report.visit_count, 1);
assert_eq! (report.blood_pressure_change, None);

let report =
bob.visit_doctor(Measurements { height: 156.1, blood_pressure: (115, 76) });

assert_eq! (report.visit_count, 2);
assert_eq! (report.blood_pressure_change, Some((-5, -4)));
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This segment should take about 50 minutes. It contains:

Slide Duration

A i B B 10 minutes
A B HA A 5 minutes
SRR A HH 5 minutes

#:.3J: Protobuf f@##t 30 minutes

23.1 AR

A reference has a lifetime, which must not “outlive” the value it refers to. This is verified by
the borrow checker.

The lifetime can be implicit - this is what we have seen so far. Lifetimes can also be explicit:
&'a Point, &'document str. Lifetimes start with ' and 'a is a typical default name. Read
&'a Point as ”a borrowed Point which is valid for at least the lifetime a”.

Lifetimes are always inferred by the compiler: you cannot assign a lifetime yourself. Explicit
lifetime annotations create constraints where there is ambiguity; the compiler verifies that
there is a valid solution.

478 R 7] R A8 (BN M BRI SO [MELIN, 2B il B 2 2R 1S S IR 2%,

#[derive(Debug) ]
struct Point(i32, i32);

fn left_most(pl: &Point, p2: &Point) -> &Point {
if pl.0 < p2.0 {
pl
} else {
p2
}
}

fn main() {
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let pl: Point Point (10, 10);

let p2: Point Point (20, 20);

let p3 = left_most(&pl, &p2); // What is the lifetime of p3?
println!("p3: {p3:?}");

}

This slide should take about 10 minutes.

In this example, the compiler does not know what lifetime to infer for p3. Looking inside the
function body shows that it can only safely assume that p3's lifetime is the shorter of p1 and
p2. But just like types, Rust requires explicit annotations of lifetimes on function arguments
and return values.

¥ ral@YmmEl left_most H:

fn left_most<'a>(pl: &'a Point, p2: &'a Point) -> &'a Point {
XFR., “IRi% pl # p2 IETERTEIERLE "a B, MRENEZR/DE 'a NERL,.
TE—RRIEOCT, Al LA AE an B, 4R —3k 2047 Fr R ik,

23.2  PRECUR R i A i R B0

Lifetimes for function arguments and return values must be fully specified, but Rust allows
lifetimes to be elided in most cases with a few simple rules. This is not inference - it is just a
syntactic shorthand.

o B A T ARRT S BER S U — A A R T A
o MRS ECE A, WK E T FrA RO RIR FHE,
o MRBAZNSEEGEW, BE—NERT self (1, MK ZA: av EIAR T FE A NTERRTIR BIE,

#[derive(Debug) ]
struct Point(i32, i32);

fn cab_distance(pl: &Point, p2: &Point) -> 132 {
(p1.0 - p2.0).abs() + (pl.1 - p2.1).abs()
}

fn nearest<'a>(points: &'a [Point], query: &Point) -> Option<&'a Point> {
let mut nearest = None;
for p in points {
if let Some((_, nearest_dist)) = nearest {
let dist = cab_distance(p, query);
if dist < nearest_dist {
nearest = Some((p, dist));
}
} else {
nearest = Some((p, cab_distance(p, query)));
b
}
nearest.map(|(p, _)| p)
}

fn main() {
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println!(
II{:?}H’
nearest(
&[Point (1, @), Point(1, @), Point(-1, @), Point(o, -1),1],
&Point (0, 2)

)
}

This slide should take about 5 minutes.

fEHREIF, cab_distance #i2Z AIEH T,

nearest HEHRML T 55— DEREURH, ZE B ZSHHEE 251 H, FEEXTM.

TH R R TR T I |14 A i JE

fn nearest<'a, 'g>(points: &'a [Point], query: &'q Point) -> Option<&'q Point> {

This won't compile, demonstrating that the annotations are checked for validity by the
compiler. Note that this is not the case for raw pointers (unsafe), and this is a common source
of errors with unsafe Rust.

Students may ask when to use lifetimes. Rust borrows always have lifetimes. Most of the time,
elision and type inference mean these don't need to be written out. In more complicated
cases, lifetime annotations can help resolve ambiguity. Often, especially when prototyping,
it's easier to just work with owned data by cloning values where necessary.

23.3  BaRSH a5 R

QRSREHE SR 1 5 FH AR, R0t LR 2 o SR R -

#[derive(Debug) ]
struct Highlight<'doc>(&'doc str);

fn erase(text: String) {
println!("Bye {text}!");
}

fn main() {
let text = String::from("The quick brown fox jumps over the lazy dog.");
let fox = Highlight(&text[4..19]);
let dog = Highlight(&text[35..43]);
// erase(text);
println! ("{fox:?}");
println!("{dog:?}");
}

This slide should take about 5 minutes.

« 7E EORBIF, Highlight FREREMHIEE &str KRELHRN A a8 20 58 28RN
fEfiT Highlight SEBil—FEK,

« WA text £ fox (2 dog) WYL an AL RATHANAL, f AR EA I H — DR,

o fEFEERRISI I8 6 P AR B JER BdE. XN TR R BRI EIRE H, (HIE 5 2 e e
JEHO

WA ATRE, IEBURGSH EIENA B CHVEERE,
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23.4 #:.3]: Protobuf @b

TEAZRS T, {550 protobuf 2% AL — g 8% BIHED, HSTIRH R KRR T — M I

AT, RIMEIEEERE slice. JIKBEEHEA B KIZ R 2R il

gnEEse AT protobuf HE, FFEANEF BV (a7 BRI S AR I . Xl 2L proto X

TRAE ARG S h, AT TRHEIX L5 (5 B G BRAL B 17 BT FH Y R 5P Y match 1841,

FATREH LT proto:

message PhoneNumber {
optional string number =
optional string type = 2;

}

1;

message Person {
optional string name = 1;
optional int32 id = 2;
repeated PhoneNumber phones = 3;

}

proto {HEBERIG N ESH — 257 B B FEAR B PR’ o R ERE A TE SRS AR & —
B s (Bl Person AR id FBAVED 2) FnLe (T SOMANMA 15 Tt g 8efei) o

R (HSARSE) A 440 VARINT BRI K E RIS RR, sEiaf)2, NN EdR#t 1 parse_varint
FRITE S o IZAEE FRSIEE LT — L, T4 Person #1 PhoneNumber 5B, HR iH S @M o xtix
2L [ml AR — RS o

What remains for you is to implement the parse_field function and the ProtoMessage
trait for Person and PhoneNumber.

use std::convert: :TryFrom;
use thiserror::Error;

#[derive(Debug, Error)]

enum Error {
#lerroxr("Invalid varint")]
InvalidVarint,
#[error("Invalid wire-type")]
InvalidWireType,
#[exror("Unexpected EOF")]
UnexpectedEOF,
#[exrror("Invalid length")]
InvalidSize(#[from] std::num::TryFromIntError),
#[error("Unexpected wire-type)")]
UnexpectedWireType,
#[exror("Invalid string (not UTF-8)")]
InvalidString,

}

/// A wire type as seen on the wire.
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enum WireType {

}

/// Varint WireType RHAZ(ENHAD VARINT,

Varint,

/71164, -- not needed for this exercise

/// The Len WireType indicates that the value is a length represented as a
/// VARINT followed by exactly that number of bytes.

Len,

/// The 132 WireType indicates that the value is precisely 4 bytes in

/// little-endian order containing a 32-bit signed integer.

132,

#[derive(Debug) ]
/// A field's value, typed based on the wire type.
enum FieldValue<'a> {

Varint (u64),
//164(i64), -- not needed for this exercise
Len(&"'a [u8]),
132(i32),
}
#[derive(Debug) ]

/// A field, containing the field number and its value.
struct Field<'a> {

}

field_num: u64,
value: FieldValue<'a>,

trait ProtoMessage<'a>: Default + 'a {

}

fn add_field(&mut self, field: Field<'a>) -> Result<(), Error>;

impl TryFrom<u64> for WireType {

}

type Error = Exrror;

fn try_from(value: u64) -> Result<WireType, Error> {
Ok (match value {
0 => WireType::Varint,
//1 => WireType::164, -- not needed for this exercise
2 => WireType: :Len,
5 => WireType::I132,
_ => return Exrr(Error::InvalidWireType),

)

impl<'a> FieldValue<'a> {

fn as_string(&self) -> Result<&'a str, Error> {
let FieldValue::Len(data) = self else {
return Exrr(Error: :UnexpectedWireType);

},
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std::str::from_utf8(data).map_err(|_| Error::InvalidString)
}

fn as_bytes(&self) -> Result<&'a [u8], Error> {
let FieldValue::Len(data) = self else {
return Err(Error: :UnexpectedWireType);
}
Ok(data)
}

fn as_u64(&self) -> Result<ub4, Error> {
let FieldValue: :Varint(value) = self else {
return Err(Error: :UnexpectedWireType);
},
Ok(*value)

}

/// Parse a VARINT, returning the parsed value and the remaining bytes.
fn parse_varint(data: &[u8]) -> Result<(u64, &[u8]), Error> {
for i in 0..7 {
let Some(b) = data.get(i) else {
return Err(Error::InvalidVarint);
}
if b & 0x80 == 0 {
// This is the last byte of the VARINT, so convert it to
// a u64 and return it.
let mut value = 0Qu64;
for b in data[..=i].itex().rev() {
value = (value << 7) | (b & 0x7f) as ub4;

}
return Ok((value, &data[i + 1..]));

}

// More than 7 bytes is invalid.
Exrr(Exror: :InvalidVarint)

}

/// Convert a tag into a field number and a WireType.

fn unpack_tag(tag: u64) -> Result<(u64, WireType), Error> {
let field_num = tag >> 3;
let wire_type = WireType::try_from(tag & 0x7)?;
Ok((field_num, wire_type))

/// Parse a field, returning the remaining bytes

fn parse_field(data: &[u8]) -> Result<(Field, &[u8]), Error> {
let (tag, remainder) = parse_varint(data)?;
let (field_num, wire_type) = unpack_tag(tag)?;
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let (fieldvalue, remainder) = match wire_type {

_ => todo!("Based on the wire type, build a Field, consuming as many bytes as n
b
todo! ("Return the field, and any un-consumed bytes.")

}

/// Parse a message in the given data, calling 'T::add_field®  for each field in
/// the message.
Iy
/// The entire input is consumed.
fn parse_message<'a, T: ProtoMessage<'a>>(mut data: &'a [u8]) -> Result<T, Error> {
let mut result = T::default();
while !data.is_empty() {
let parsed = parse_field(data)?;
result.add_field(parsed.0)?;
data = parsed.l;
}
Ok (result)
}

#[derive(Debug, Default)]
struct PhoneNumber<'a> {
number: &'a str,

type_: &'a str,
}

#[derive(Debug, Default)]
struct Person<'a> {
name: &'a str,
id: u6b4,
phone: Vec<PhoneNumber<'a>>,

}
// TODO: Implement ProtoMessage for Person and PhoneNumber.

fn main() {

let person: Person = parse_message(&[
0x0a, ©0x07, oxe6d, @Ox61, 0Xx78, ©0x77, ©OXx65, OX6C, OX6C, OX10Q, OX2a, 0X1la,
0x16, @Ox@a, 0x0e, Ox2b, 0x31, @Ox32, 0x30, ©0x32, ©0x2d, 0x35, 0x35, 0x35,
0x2d, ©0x31, ©Ox32, Ox31, 0x32, 0x12, 0x04, 0x68, Ox6f, Ox6d, Ox65, Oxla,
0x18, 0Ox0a, Ox0e, Ox2b, Ox31, 0x38, 0x30, 0x30, 0x2d, @x38, @Ox36, 0x37,
0x2d, ©x35, ©0x33, 0x30, 0x38, 0x12, 0x06, Ox6d, Ox6f, 0x62, 0x69, 0Ox6¢C,
@x65,

1)

.unwrap();

println!("{:#?}", pexrson);
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23.4.1 &

use std::convert::TryFrom;
use thiserror::Error;

#[derive(Debug, Error)]

enum Error {
#lerroxr("Invalid varint")]
InvalidVarint,
#[error("Invalid wire-type")]
InvalidWireType,
#[error("Unexpected EOF")]
UnexpectedEOF,
#[exror("Invalid length")]
InvalidSize(#[from] std::num::TryFromIntError),
#[error("Unexpected wire-type)")]
UnexpectedWireType,
#[error("Invalid string (not UTF-8)")]
InvalidString,

}

/// A wire type as seen on the wire.
enum WireType {
/17 Varint WireType EIHZENHAD VARINT,
Varint,
//164, -- not needed for this exercise
/// The Len WireType indicates that the value is a length represented as a
/// VARINT followed by exactly that number of bytes.
Len,
/// The 132 WireType indicates that the value is precisely 4 bytes in
/// little-endian order containing a 32-bit signed integer.
132,
}

#[derive(Debug) ]
/// A field's value, typed based on the wire type.
enum FieldValue<'a> {

Varint (u64),
//164(i64), -- not needed for this exercise
Len(&"'a [u8]),
132(i32),
}
#[derive(Debug) ]

/// A field, containing the field number and its value.
struct Field<'a> {

field_num: u64,

value: FieldValue<'a>,
}

trait ProtoMessage<'a>: Default + 'a {
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fn add_field(&mut self, field: Field<'a>) -> Result<(), Error>;
}

impl TryFrom<u64> for WireType {
type Error = Error,

fn try_from(value: u64) -> Result<WireType, Error> {

Ok (match value {
0 => WireType::Varint,
//1 => WireType::164, -- not needed for this exercise
2 => WireType::Len,
5 => WireType::132,
_ => return Exr(Error::InvalidWireType),

1)

}

impl<'a> FieldValue<'a> {
fn as_string(&self) -> Result<&'a str, Error> {
let FieldValue::Len(data) = self else {
return Err(Error: :UnexpectedWireType);
}
std::str::from_utf8(data).map_err(|_| Error::InvalidString)

}

fn as_bytes(&self) -> Result<&'a [u8], Error> {
let FieldValue::Len(data) = self else {
return Err(Error: :UnexpectedWireType);
b
Ok(data)
}

fn as_u6b4(&self) -> Result<u64, Error> {
let FieldValue: :Varint(value) = self else {
return Err(Error::UnexpectedWireType);
3,
Ok(*value)

}

/// Parse a VARINT, returning the parsed value and the remaining bytes.
fn parse_varint(data: &[u8]) -> Result<(u64, &[u8]), Error> {
for i in 0..7 {
let Some(b) = data.get(i) else {
return Exr(Exrror::InvalidVarint);
b
if b & 0x80 == 0 {
// This is the last byte of the VARINT, so convert it to
// a ub4 and return it.
let mut value = 0u64;
for b in data[..=i].itexr().rev() {
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value = (value << 7) | (b & 0x7f) as ub4;

}
return Ok((value, &data[i + 1..]));

}

// More than 7 bytes is invalid.
Err(Error::InvalidVarint)
}

/// Convert a tag into a field number and a WireType.

fn unpack_tag(tag: u64) -> Result<(u64, WireType), Error> {
let field_num tag >> 3;
let wire_type = WireType::try_from(tag & 0x7)?;
Ok((field_num, wire_type))

}

/// Parse a field, returning the remaining bytes
fn parse_field(data: &[u8]) -> Result<(Field, &[u8]), Error> {
let (tag, remainder) = parse_varint(data)?;
let (field_num, wire_type) = unpack_tag(tag)?;
let (fieldvalue, remainder) = match wire_type {
WireType::Varint => {
let (value, remainder) = parse_varint(remainder)?;
(FieldValue: :Varint(value), remainder)
}
WireType::Len => {
let (len, remainder) = parse_varint(remainder)?;
let len: usize = len.try_into()?;
if remainder.len() < len {
return Err(Error: :UnexpectedEOF);
}
let (value, remainder) = remainder.split_at(len);
(FieldValue: :Len(value), remainder)
}
WireType::132 => {
if remainder.len() < 4 {
return Err(Error: :UnexpectedEOF);
}
let (value, remainder) = remainder.split_at(4);
// Unwrap error because ‘value  1is definitely 4 bytes long.
let value = i32::from_le_bytes(value.try_into().unwrap());
(FieldValue: :132(value), remainder)
}
}i
Ok((Field { field_num, value: fieldvalue }, remainder))
}

/// Parse a message in the given data, calling 'T::add_field® for each field i

/// the message.
/117
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/// The entire input is consumed.
fn parse_message<'a, T: ProtoMessage<'a>>(mut data: &'a [u8]) -> Result<T, Error> {
let mut result = T::default();
while !data.is_empty() {
let parsed = parse_field(data)?;
result.add_field(parsed.0)?;
data = parsed.l;
}
Ok(result)
}

#[derive(Debug, Default)]
struct PhoneNumber<'a> {
number: &'a str,

type_: &'a str,
}

#[derive(Debug, Default)]
struct Person<'a> {
name: &'a str,
id: u64,
phone: Vec<PhoneNumber<'a>>,

}

impl<'a> ProtoMessage<'a> for Person<'a> {
fn add_field(&mut self, field: Field<'a>) -> Result<(), Error> {
match field.field_num {
1 => self.name = field.value.as_string()?,
2 => self.id = field.value.as_u64()?,
3 => self.phone.push(parse_message(field.value.as_bytes()?)?),
=> {} // skip everything else

impl<'a> ProtoMessage<'a> for PhoneNumber<'a> {
fn add_field(&mut self, field: Field<'a>) -> Result<(), Error> {
match field.field_num {
1 => self.number = field.value.as_string()?,
2 => self.type_ = field.value.as_string()?,
=> {} // skip everything else

fn main() {
let person: Person = parse_message(&[
0x0a, 0x07, 0x6d, Ox61, 0Xx78, ©0x77, Ox65, Ox6C, OX6C, 0X10, OXx2a, 0x1la,
0x16, 0x0a, Ox0e, Ox2b, 0x31, 0x32, 0x30, 0x32, 0x2d, @x35, @x35, 0x35,
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0x2d, ©0x31, ©x32, ©0x31, ©0x32, ©0x12, 0x04, 0x68, Ox6f, Ox6d, OX65, OX1la,
0x18, Ox0a, 0x0e, Ox2b, ©0x31, ©0x38, 0x30, 0x30, 0x2d, ©0x38, 0x36, 0x37,
0x2d, ©0x35, @Ox33, Ox30, 0x38, 0x12, 0x06, 0x6d, Ox6f, Ox62, Ox69, 0Ox6¢C,

0x65,
1)
.unwrap (),
println! ("{:#?}", person);
}
#[cfg(test)]
mod test {
use super::*;
#[test]
fn as_string() {
assert!(FieldValue: :Varint(10).as_string().is_err());
assert!(FieldValue::132(10).as_string().is_err());
assert_eq!(FieldValue::Len(b"hello").as_string().unwrap(), "hello");
}
#[test]
fn as_bytes() {
assert!(FieldValue: :Varint(10).as_bytes().1is_err());
assert!(FieldValue::I32(10).as_bytes().is_erx());
assert_eq!(FieldValue::Len(b"hello").as_bytes().unwrap(), b"hello");
}
#[test]
fn as_ub4() {
assert_eq! (FieldValue: :Varint(10).as_u64().unwrap(), 10u64);
assert! (FieldValue::I132(10).as_u64().is_erxr());
assert! (FieldValue: :Len(b"hello").as_u64().is_exr());
}
}
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245

Welcome to Day 4

Today we will cover topics relating to building large-scale software in Rust:

o AR IRA T Iterator FFfik,

o ARPLATAT WE,

* Testing.

o FH1RA0FEE: panic, “Result”f try i85 F“?7,

« 224 Rust: HIEIEH %42 Rust RIKERRIEI, W AlR AR RE2T5 7.

RS

Including 10 minute breaks, this session should take about 2 hours and 40 minutes. It contains:

Segment Duration

pyetll 3 minutes

B 45 minutes
izhey 40 minutes
N5 45 minutes
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This segment should take about 45 minutes. It contains:

Slide Duration

Iterator 5 minutes
Intolterator 5 minutes
FromlIterator 5 minutes

2.5 EAREERE 30 minutes

25.1 Iterator

Tterator' trait ZEHENRES FIE, EEEH | next /7%, FHRMR 2 751k, U SRk FESR A RESL
I Iterator, &tha] DAE A TIHE:

struct Fibonacci {
curxr: u32,
next: u32,

}

impl Iterator for Fibonacci {
type Item = u32;

fn next(&mut self) -> Option<Self::Item> {
let new_next = self.curr + self.next;
self.curr = self.next;
self.next = new_next;
Some(self.curr)

}

fn main() {
let fib = Fibonacci { curr: @, next: 1 };
for (i, n) in fib.enumerate().take(5) {
println! ("fib({i}): {n}");
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}
This slide should take about 5 minutes.

» The Iterator trait implements many common functional programming operations
over collections (e.g. map, filter, reduce, etc). This is the trait where you can find all
the documentation about them. In Rust these functions should produce the code as
efficient as equivalent imperative implementations.

* Intolterator ZIEfE for fEINIBIEIIRHIL, ML HE SR (FIAN Vec<T>) fMHHX5| H
(N &Vec<T> 1 &[T]) MisLE, ke Ak, Jo & SLBUX WURHE, [KIitt, &a] DU#EA for i in
some_vec { .. }REJIHKE,{H some_vec.next () FNElE,

25.2 IntoIterator

The Iterator trait tells you how to iterate once you have created an iterator. The related
trait IntoIterator defines how to create an iterator for a type. It is used automatically by
the for loop.

struct Grid {
X_coords: Vec<u32>,
y_coords: Vec<u32>,
}

impl IntoIterator for Grid ({
type Item = (u32, u32),;
type Intolter = GridIter;
fn into_iter(self) -> GridIter {
GridIter { grid: self, i: 0, j: 0 }

}

}

struct GridIter {
grid: Grid,
i: usize,
j: usize,

}

impl Iterator for GridIter {
type Item = (u32, u32),

fn next(&mut self) -> Option<(u32, u32)> {
if self.i >= self.grid.x_coords.len() {
self.i = 0;
self.j += 1;
if self.j >= self.grid.y_coords.len() {
return None;
}
}
let res = Some((self.grid.x_coords[self.i], self.grid.y_coords[self.j]));
self.i += 1;
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res

}

fn main() {
let grid = Grid { x_coords: vec![3, 5, 7, 9], y_cooxds: vec![10, 20, 30, 40] };
for (x, y) in grid {
println! ("point = {x}, {y}");
}
}

This slide should take about 5 minutes.

Click through to the docs for IntoIterator. Every implementation of IntoIterator must
declare two types:

* Item: the type to iterate over, such as 18,
« “Intolter”: “into_iter” /5{%iR [AIf¥ “Iterator 2%,

Note that IntoIter and Item are linked: the iterator must have the same Item type, which
means that it returns Option<Item>

RGBS X AEFRAT y ARG & T T

BZAE main FXFPIRSEATRIOER NP 22K M2 1R, Intolterator: :into_iter #K1§
T self WIATEHL,

TR RS &8 &Grid Sl Intolterator, H7E GridIter HF7EfiEx Grid K51/,

FTFFRIEZERA AIRES HIERERRIE: for e in some_vector K3kf8 some_vector WA
W, HIERIZEBFHEEICE, EXH for e in &some_vector K% some_vector RIITER
51,

25.3 Fromlterator

FromIterator ib#&rET Iterator WE—IMES,

fn main() {
let primes = vec![2, 3, 5, 7];
let prime_squares = primes.into_iter().map(|p| p * p).collect::<Vec<_>>();
println!("prime_squares: {prime_squares:?}");

}

This slide should take about 5 minutes.

Iterator implements

fn collect<B>(self) -> B

where
B: FromIterator<Self: :Item>,
Self: Sized

Al LB PR RO 74FEE B
» With the ”turbofish”: some_iterator.collect: :<COLLECTION_TYPE>(), as shown.
The _ shorthand used here lets Rust infer the type of the Vec elements.

o [HFRAIMERITHAER: 1let prime_squares: Vec<_> = some_iterator.collect(),
KB E S il X AT
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There are basic implementations of FromIterator for Vec, HashMap, etc. There are also more
specialized implementations which let you do cool things like convert an Iterator<Item =
Result<V, E>>intoaResult<Vec<V>, E>.

25.4 3 BB STk

In this exercise, you will need to find and use some of the provided methods in the Iterator
trait to implement a complex calculation.

Copy the following code to https://play.rust-lang.org/ and make the tests pass. Use an iterator
expression and collect the result to construct the return value.

/// Calculate the differences between elements of “values  offset by “offset’,
/// wrapping around from the end of ‘values  to the beginning.
vy
/// Element "n° of the result is ‘values[(n+offset)%len] - values[n]’.
fn offset_differences<N>(offset: usize, values: Vec<N>) -> Vec<N>
where
N: Copy + std::ops::Sub<Output = N>,

{

unimplemented! ()
}
#[test]

fn test_offset_one() {
assert_eq! (offset_differences(1, vec![1, 3, 5, 71), vec![2, 2, 2, -6]);
assert_eq! (offset_differences(1, vec![1, 3, 51), vec![2, 2, -41);
assert_eq! (offset_differences(1l, vec![1l, 3]1), vec![2, -21);

}

#[test]
fn test_larger_offsets() {

assert_eq! (offset_differences(2, vec![1, 3, 5, 71), vec![4, 4, -4, -41);
assert_eq! (offset_differences(3, vec![1l, 3, 5, 71), vec![6, -2, -2, -21);
assert_eq! (offset_differences(4, vec![1, 3, 5, 71), vec![0, @, 0, 0]);
assert_eq! (offset_differences(5, vec![1, 3, 5, 71), vec![2, 2, 2, -6]);

}

#[test]

fn test_custom_type() {
assert_eq!(
offset_differences(1, vec![1.0, 11.0, 5.0, 0.0]),
vec![10.0, -6.0, -5.0, 1.0]
),
}

#[test]

fn test_degenerate_cases() {
assert_eq! (offset_differences(1l, vec![0]), vec![0]);
assert_eq! (offset_differences(1l, vec![1]), vec![0]);
let empty: Vec<i32> = vec![];
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assert_eq! (offset_differences(1l, empty), vec![]);

25.4.1 fR%&

/// Calculate the differences between elements of “values® offset by ‘offset’,
/// wrapping around from the end of “values® to the beginning.
/17
/// Element "n° of the result is ‘values[(n+offset)%len] - values[n]’.
fn offset_differences<N>(offset: usize, values: Vec<N>) -> Vec<N>
where
N: Copy + std::ops::Sub<Output = N>,

{
let a = (&values).into_iter();
let b = (&values).into_iter().cycle().skip(offset);
a.zip(b).map(|(a, b)| *b - *a).collect()

}

#[test]

fn test_offset_one() {
assert_eq! (offset_differences(1, vec![1, 3, 5, 71), vec![2, 2, 2, -6]);
assert_eq! (offset_differences(1, vec![1, 3, 51), vec![2, 2, -4]1);
assert_eq! (offset_differences(1, vec![1, 3]), vec![2, -21);

}

#[test]
fn test_larger_ offsets() {

assert_eq! (offset_differences(2, vec![1, 3, 5, 71), vec![4, 4, -4, -4]1);
assert_eq! (offset_differences(3, vec![1l, 3, 5, 71), vec![6, -2, -2, -21);
assert_eq! (offset_differences(4, vec![1, 3, 5, 71), vec![0, @, 0, 0]);
assert_eq! (offset_differences(5, vec![1, 3, 5, 71), vec![2, 2, 2, -6]);

}

#[test]

fn test_custom_type() {
assert_eq!(
offset_differences(1, vec![1.0, 11.0, 5.0, 0.0]),
vec![10.0, -6.0, -5.0, 1.0]
),
}

#[test]

fn test_degenerate_cases() {
assert_eq! (offset_differences(1l, vec![0]), vec![0]);
assert_eq! (offset_differences(1l, vec![1]), vec![0]);
let empty: Vec<i32> = vec![];
assert_eq! (offset_differences(1l, empty), vec![]);

}

fn main() {}
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This segment should take about 40 minutes. It contains:

Slide Duration
ishes 3 minutes
X RGIZH 5 minutes
Ay g 5 minutes
use. super, self 10 minutes

253 Eilm GUI JERREEL 15 minutes

26.1 Bt

BATEE 7 “Ioapl” UMl AT TR BRI B v 44 23 (Rl Eoh — Fh 287,
[EIAE, “mod” LEFATTRT A 2R BRI R U N dn 44 23 1) -
mod foo {

pub fn do_something() {
println!("In the foo module");

}
}
mod bar {
pub fn do_something() {
println!("In the bar module");
}
}

fn main() {
foo: :do_something() ;
bar::do_something();
}

This slide should take about 3 minutes.
o fUERMEIIRE, A E— MR AR E 1 DAL crate FHRZEELHY“Cargo.toml” X
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* crate 2R, A 3] crate 20— DNATHUTXE, TE crate 29wIFNE,
o MEHLE X T HAFNTER, I H 2RI E R

26.2 XVERGERE

WNRAMRBRNZ, MRHER Rust 725 — S E:
mod garden;

X250 Rust 7] DAfE“src/garden.rs” HikEl“garden B A2, [FIFE, £87] DAfE“src/garden/vegeta-
bles.rs”H1#k | “garden::vegetables ik,

“crate”tRH RN T :

o “src/lib.rs” (& crate)

o “src/main.rs” G+ it < £ crate)
o m] DAfEE FH PR SRS R S SR R o AR BRI T IR %, IX A T IC SR S B AT TRY I (FE AR 3 Ry A
B,

//! This module implements the garden, including a highly performant germination
//! implementation.

// Re-export types from this module.
pub use garden::Garden;
pub use seeds::SeedPacket;

/// Sow the given seed packets.
pub fn sow(seeds: Vec<SeedPacket>) {
todo! ()

}

/// Harvest the produce in the garden that is ready.
pub fn harvest(garden: &mut Garden) {
todo! ()

}
This slide should take about 5 minutes.

* 1f Rust 2018 Z B A, B EE AT “module/mod.rs”MiIE“module.rs”H, X+ 2018 4
ZIEHRRART S, X E SR %,
» 5| \“filename.rs”}&F X “filename/mod.rs” I EEF K E, 24 N “mod.rs” X 1 IDE
HHATREME DAIX 736
o B FRIPUE SO, EIRERHRE AT DAE SRk
src/
F—— main.zrs
—— top_module.rs
—— top_module/
L—— sub_module.rs
o Rust S-HRIEHLTIA B A EId w1 as e 2 ik

#[path = "some/path.rs"]
mod some_module;
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i, an SRAEARR S M A UK AE 44 9 “some_module_test.rs”#YSC A CEELT Go HHATHER
), IXFEARA

26.3 WM

PR — R RAL SR
o BB, BURITUZAAE 1Y (BEAEUSEINETS) o
o IR F Tiga 2 n] W,
o HE 2, RFEANTHEB“foo” ] UL, AR 41X IRAE “foo” AR A IG5 AT i,
mod outer {
fn private() {
println!("outer::private");

}

pub fn public() {
println!("outer: :public");

}

mod inner {
fn private() {
println!("outer::inner::private");

}

pub fn public() {
println!("outer::innex: :public");
super: :private();

}

fn main() {
outer: :public();

}
This slide should take about 5 minutes.
o i “pub” KBTI AT,
LEAR, 13T DA A 2 “pub (...) " B BHAF R BR il 22 AT DLAYTE L

« IEZH Rust 2%,

o BE “pub(crate)” vy WA SE — R DA,

o JER] DUNRHE FEARE2 T 0] AL, IX PR A K8 s

o TEAEMIEHLT, EBRAZR AAH oAb R H B 5 ) #5277 W,

26.4 use. super, self

— ML A] DU “use™ R 5 — MELBR TS 2 NS08 H R B MR TR 2 B 24 R AR

use std::collections: :HashSet;
use std::process: :abort;
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https://doc.rust-lang.org/reference/visibility-and-privacy.html#pubin-path-pubcrate-pubsuper-and-pubself

R
BRI T
1. (RN B2

» foo 5 self: : foo ZHEYHIEHAH foo,
o “super::foo” BIE B HH“foo”,

2. VE 4Rt BRI%
» crate::foo Zf54Hi crate HFIARHHY foo,

9 5 fbn e

+ “bar::foo”/2f5“bar” crate #1“foo”,
This slide should take about 8 minutes.
o JEEEARERRER “EiS S A, crate FIYTE 1ib. rs XAATRES
mod storage;

pub use storage::disk::DiskStorage;
pub use storage::network::NetworkStorage;

B EREN 1R, (415 DiskStorage #1 NetworkStorage Al fitHAth crate fHF,

o ERZHEIEI T, RAM P B/ RIIA FET use 51 A, i, BI#ESZEZ trait (IR BT
YERIERAN, AN ZE F % trait BUERIT A, D F44 1% trait 51 AZIVE BN, fla, an X sCil Read
trait BB read_to_string 71k, BFHZEH use std::io::Read 5| A,

e use IBMA DAREIERIST: use std: :io::* (HARHEFEIXFMIE, FARER S A T RLLEDR, 3
HIXEE N ] RES B AT AR,

26.5 &5 1A GUI FERELE

In this exercise, you will reorganize a small GUI Library implementation. This library defines
a Widget trait and a few implementations of that trait, as well as a main function.

It is typical to put each type or set of closely-related types into its own module, so each widget
type should get its own module.

Cargo Setup

Rust Playground X3 — 3, BRI TR EAE AR S 245 L OlEE—4 Cargo TiH :

cargo init gui-modules
cd gui-modules
cargo run

Edit the resulting src/main.rs to add mod statements, and add additional files in the src
directory.

Source

Here's the single-module implementation of the GUI library:

pub trait Widget {
/// Natural width of “self’.
fn width(&self) -> usize;
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/// Draw the widget into a buffer.
fn draw_into(&self, buffer: &mut dyn std::fmt::Write);

/// Draw the widget on standard output.
fn draw(&self) {
let mut buffer = String::new();
self.draw_into(&mut buffer);
println! ("{buffer}");

}

pub struct Label {
label: String,

}

impl Label {
fn new(label: &str) -> Label {
Label { label: label.to_owned() }
}
}

pub struct Button {
label: Label,

}

impl Button {
fn new(label: &str) -> Button {
Button { label: Label::new(label) }
}
}

pub struct Window {

title: String,

widgets: Vec<Box<dyn Widget>>,
}

impl Window {
fn new(title: &str) -> Window {
Window { title: title.to_owned(), widgets: Vec::new() }

}

fn add_widget(&mut self, widget: Box<dyn Widget>) {
self.widgets.push(widget);
}

fn inner_width(&self) -> usize {
std::cmp: :max(
self.title.chars().count(),
self.widgets.iter().map(|w| w.width()).max().unwrap_or(0),
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}

impl Widget for Window {
fn width(&self) -> usize {
// Add 4 paddings for borders
self.inner_width() + 4

}

fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
let mut inner = String::new();
for widget in &self.widgets {
widget.draw_into(&mut inner);
}

let inner_width = self.inner_width();

// TODO: Change draw_into to return Result<(), std::fmt::Error>. Then use the

// ?-operator here instead of .unwrap().

writeln! (buffer, "+-{:-<inner_width$}-+", "").unwrap();
writeln! (buffer, "| {:Ainner_width$} |", &self.title).unwrap();
writeln! (buffer, "+={:=<inner_width$}=+", "").unwrap();
for line in inner.lines() {

writeln! (buffer, "| {:inner_width$} |", line).unwrap();
}
writeln! (buffer, "+-{:-<inner_width$}-+", "").unwrap();

}

impl Widget for Button {
fn width(&self) -> usize {
self.label.width() + 8 // add a bit of padding

}

fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
let width = self.width();
let mut label = String::new();
self.label.draw_into(&mut label);

writeln! (buffer, "+{:-<width$}+", "").unwrap();
for line in label.lines() {

writeln! (buffer, "|{:Awidth$}|", &line).unwrap();
}

writeln! (buffer, "+{:-<width$}+", "").unwrap();

}

impl Widget for Label {
fn width(&self) -> usize {
self.label.lines().map(|line| line.chars().count()).max().unwrap_ox(0)

}
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fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
writeln! (buffer, "{}", &self.label).unwrap();
}
}

fn main() {
let mut window = Window: :new("Rust GUI Demo 1.23");
window.add_widget(Box: :new(Label: :new("This is a small text GUI demo.")));
window.add_widget(Box: :new(Button: :new("Click me!")));
window.draw() ;

}
This slide and its sub-slides should take about 15 minutes.
Sl AR B AN EIER 7T N, HRZERL TR mod, use Fl pub FHA, ZJ5, 1T IRMFLEH 4N
F R E R,
26.5.1 fRE
srC
F—— main.rs
—— widgets
| —— button.rs
| F—— label.rs

| L—— window.rs
L—— widgets.xrs

// ---- src/widgets.rs ----
mod button;
mod label;
mod window;

pub trait Widget {
/// Natural width of “self’.
fn width(&self) -> usize;

/// Draw the widget into a buffer.
fn draw_into(&self, buffer: &mut dyn std::fmt::Write);

/// Draw the widget on standard output.
fn draw(&self) {
let mut buffer = String::new();
self.draw_into(&mut buffer);
println! ("{buffer}");

}

pub use button::Button;
pub use label::Label;
pub use window: :Window;

/! ---- src/widgets/label.rs ----
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use super::Widget;

pub struct Label {
label: String,

}

impl Label {
pub fn new(label: &str) -> Label {
Label { label: label.to_owned() }
}
}

impl Widget for Label {
fn width(&self) -> usize {
// ANCHOR_END: Label-width
self.label.lines().map(|line| line.chars().count()).max().unwrap_oxr(0)

}

// ANCHOR: Label-draw_into

fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
// ANCHOR_END: Label-draw_into
writeln! (buffer, "{}", &self.label).unwrap();

}

// ---- src/widgets/button.rs ----
use super::{Label, Widget};

pub struct Button {
label: Label,

}

impl Button {
pub fn new(label: &str) -> Button {
Button { label: Label::new(label) }
}
}

impl Widget for Button {
fn width(&self) -> usize {
// ANCHOR_END: Button-width
self.label.width() + 8 // add a bit of padding

}

// ANCHOR: Button-draw_into

fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
// ANCHOR_END: Button-draw_into
let width = self.width();
let mut label = String::new();
self.label.draw_into(&mut label);
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writeln! (buffer, "+{:-<width$}+", "").unwrap();
for line in label.lines() {
writeln! (buffer, "|{:Awidth$}|", &line).unwrap();

}
writeln! (buffer, "+{:-<width$}+", "").unwrap();
}
}
// ---- src/widgets/window.rs ----

use super::Widget;

pub struct Window {

title: String,

widgets: Vec<Box<dyn Widget>>,
}

impl Window {
pub fn new(title: &str) -> Window {
Window { title: title.to_owned(), widgets: Vec::new() }
}

pub fn add_widget(&mut self, widget: Box<dyn Widget>) {
self.widgets.push(widget);
}

fn inner_width(&self) -> usize {
std::cmp: :max(
self.title.chars().count(),
self .widgets.iter().map(|w| w.width()).max().unwrap_or(0),

}

impl Widget for Window {
fn width(&self) -> usize {
// ANCHOR_END: Window-width
// Add 4 paddings for borders
self.inner_width() + 4

}

// ANCHOR: Window-draw_into
fn draw_into(&self, buffer: &mut dyn std::fmt::Write) {
// ANCHOR_END: Window-draw_into
let mut inner = String::new();
for widget in &self.widgets {
widget.draw_into(&mut inner);

}
let inner_width = self.inner_width();

// TODO: after learning about error handling, you can change
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// draw_into to return Result<(), std::fmt::Exror>. Then use
// the ?-operator here instead of .unwrap().

writeln! (buffer, "+-{:-<inner_width$}-+", "").unwrap();
writeln! (buffer, "| {:Ainner_width$} |", &self.title).unwrap();
writeln! (buffer, "+={:=<inner_width$}=+", "").unwrap();
for line in inner.lines() {
writeln! (buffer, "| {:inner_width$} |", line).unwrap();
}
writeln! (buffer, "+-{:-<inner_width$}-+", "").unwrap();
}
}
// ---- src/main.rs ----

mod widgets;
use widgets::Widget;

fn main() {
let mut window = widgets::Window: :new("Rust GUI Demo 1.23");

window
.add_widget(Box: :new(widgets::Label: :new("This is a small text GUI demo.")));

window.add_widget(Box: :new(widgets: :Button: :new("Click me!")));
window.draw() ;
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5

This segment should take about 45 minutes. It contains:

Slide Duration
TR 5 minutes
HAth 2T 5 minutes
ZiF¥e% Lint A1 Clippy 3 minutes
&3] FREE 30 minutes

27.1  Hoeifik

Rust 1 Cargo Rk 7 — M B A STl HESE -

o FOTINRAE R EE MRS PRS2SR

o ERTLAEIT tests/ HFRFFEMMIA,
Tests are marked with #[test]. Unit tests are often put in a nested tests module, using
#[cfg(test)] to conditionally compile them only when building tests.

fn first_word(text: &str) -> &str {
match text.find(' ') {
Some(idx) => &text[..idx],
None => &text,

}

#[cfg(test)]
mod tests {
use super::*;

#[test]
fn test_empty() {

assert_eq! (first_woxrd(""), "");
}

160



#[test]
fn test_single_word() {

assert_eq! (first_word("Hello"), "Hello");
}

#[test]
fn test_multiple_words() {

assert_eq! (first_word("Hello World"), "Hello");
}

o XFE—3R, SR DU £ RS B AR it A T B Tl
o (WY #i21T cargo test i, #[cfg(test)] BHEAB.

This slide should take about 5 minutes.
£ Playground Hiaf7 i BoRimiALE R,

27.2  HAWIRRIL

R RIIA

U SRAR AR DL ) B A R SR A 2, 3 (o P B ARt
1£ tests/ RAAIE— .rs XfF:

// tests/my_library.rs
use my_library::init;

#[test]
fn test_init() {
assert!(init().is_ok());

}
XA REREFHERYT crate HIA 3L APL

ORI
Rust A B3¢ St -
/// Shortens a string to the given length.
/17
/17"
/// # use playground::shorten_string;
/// assert_eq!(shorten_string("Hello World", 5), "Hello");
/// assert_eq! (shorten_string("Hello World", 20), "Hello World");
TS
pub fn shorten_string(s: &str, length: usize) -> &str {
&s[..std::cmp::min(length, s.len())]
}
o [/ FERPRRIEIRE BN Rust K5,
« [RE&EN cargo test [—E0 HEATHIFAAT,
* Adding # in the code will hide it from the docs, but will still compile/run it.
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* {£ Rust Playground B iR A,

27.3 #iEas Lint fil Clippy

Rust fiiEds =AM GAHHRTH R, HIR S AINE lint 288, Clippy 24t T8 2 lint JigE, RAHZ
Hor75 3K, FHalHIE RiE B W

#[deny(clippy::cast_possible_truncation)]
fn main() {

let x = 3

while (X

X *=

< 70000) {

2;

}

println! ("X probably fits in a ul6, right? {}", x as ul6);

}
This slide should take about 3 minutes.

BT RBIIFAG A IR T B AR 2 BoR—2E lint, (B2 — B 52 s RS SR 1%, i A2 EorRiX 2 lint,
P3| Playground Wk PAURE RIXEE lint,

fietroe lint 25, EAE Playground Myl FizfT clippy, AR R clippy %45, Clippy #2447 K&K
lint A%, 3 BAERWIARAETY lint (E4EEAIAEL lint),

EER, WA help: ... WERSESTRUED cargo Fix sigmiEeRit i TIEE,

27.4 3 FREE

i R

PR TRIEER RS BRI RN ANE, F T RERRIEER RS
* Ignore all spaces. Reject number with fewer than two digits.
o WAEEIA, R B ARy 3l — 0 TR 12347, TATPR“37MI“ 173k —; X TH(57987657, ¥“6”
*D“S”ﬁ:o
o Ke— N EF IR T)E, MRGERKT 9, PR A EFHI, Ft, K77k —159147, RIE“1 + 4 =57
o REFTA AR R T3 —AYEFAR I,
o GNEREFILLU07 SR, NIE A <5 AR,
RS AL T — MABFERT Luhn SRS, MM D EEA BT, A TIRIERE 2 F 202 A5 B
DN
Copy the code below to https://play.rust-lang.org/ and write additional tests to uncover bugs
in the provided implementation, fixing any bugs you find.

pub fn luhn(cc_number: &str) -> bool {
let mut sum = 0;
let mut double = false;

for ¢ in cc_number.chars().rev() {

if let Some(digit) = c.to_digit(10) {
if double {
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https://play.rust-lang.org/

let double_digit = digit * 2;

sum +=
if double_digit > 9 { double_digit - 9 } else { double_digit };
} else {
sum += digit;
}
double = !double;
} else {
continue;
}
}
sum % 10 ==
}
#[cfg(test)]
mod test {
use super::*;
#[test]
fn test_valid_cc_number() {
assert! (luhn("4263 9826 4026 9299"));
assert! (luhn("4539 3195 0343 6467"));
assert!(luhn("7992 7398 713"));
}
#[test]
fn test_invalid_cc_number() {
assert!(!luhn("4223 9826 4026 9299"));
assert! (!1luhn("4539 3195 0343 6476"));
assert! (!luhn("8273 1232 7352 0569"));
}
}
27.4.1 RE

// This is the buggy version that appears in the problem.
#[cfg(never)]
pub fn luhn(cc_numbexr: &str) -> bool {

let mut sum = 0;

let mut double = false;

for c in cc_numbexr.chars().rev() {
if let Some(digit) = c.to_digit(10) {

if double {
let double_digit = digit * 2;
sum +=
if double_digit > 9 { double_digit - 9 } else { double_digit };
} else {

sum += digit;

}
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double = !double;

1} else {
continue;
}
}
sum % 10 ==

}

// This is the solution and passes all of the tests below.
pub fn luhn(cc_numbexr: &str) -> bool {
let mut sum = 0;
let mut double
let mut digits

false;
0;

for ¢ in cc_number.chars().rev() {
if let Some(digit) = c.to_digit(10) {

digits += 1;
if double {
let double_digit = digit * 2;
sum +=
if double_digit > 9 { double_digit - 9 } else { double_digit };
} else {

sum += digit;

}
double = !double;

} else if c.is_whitespace() {
continue;

} else {
return false;

}

}

digits >= 2 && sum % 10 == 0
}

fn main() {
let cc_number = "1234 5678 1234 5670";
println!(
"Is {cc_number} a valid credit card numbexr? {}",
if luhn(cc_number) { "yes" } else { "no" }
),
}

#[cfg(test)]
mod test {
use super::*;

#[test]

fn test_valid_cc_number() {
assert! (luhn("4263 9826 4026 9299"));
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assert!(luhn("4539 3195 0343 6467"));
assert! (luhn("7992 7398 713"));

}

#[test]

fn test_invalid_cc_number() {
assert! (!luhn("4223 9826 4026 9299"));
assert! (!1uhn("4539 3195 0343 6476"));
assert! (!1uhn("8273 1232 7352 0569"));

}

#[test]

fn test_non_digit_cc_number() {
assert! (!luhn("foo"));
assert! (!luhn("foo @ 0"));

}

#[test]

fn test_empty_cc_number() {
assert! (!1uhn(""));
assert! (!'Iuhn(" "));
assert! (!Iuhn(" "));
assert! (!1luhn(" "))

}

#[test]

fn test_single_digit_cc_number() {
assert! (!1uhn("0"));

}

#[test]
fn test_two_digit_cc_number() {
assert! (luhn(" 0 0 "));

}
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28 =
Welcome Back

Including 10 minute breaks, this session should take about 2 hours and 10 minutes. It contains:

Segment Duration

FEIRAL T 55 minutes
A4 Rust 1 hour and 5 minutes
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29 &

iR

This segment should take about 55 minutes. It contains:

Slide Duration

Panics 3 minutes
HRIBERT 5 minutes
E=gnk i 5 minutes
Error Rk 5 minutes
thiserror 1 anyhow 5 minutes

253§ Result #17#EE 30 minutes

29.1 Panics

Rust j#id “panic” HLHIALEE™ EEE 1R,
WMFIBATI &R BT EHIR, Rust 2fii&Z panic:
fn main() {

let v = vec![10, 20, 30];
println!("v[100]: {}", v[100]);

* Panic H TR Al IRE U ESME R,
— Panic kit 7 #FHHT bug [A]#,
— BTN R (AN b S e & 20 FTRE S fil % panic
- WS (a0 assert ) fERMN 2% panic
— EHAREE IS panic ATDAER panic! %2,
o i panic & “RBFF"Hitk, HEFN M AVE, SE R TSR E—F,
o WRERRARI R, G A2k panic 9 API (40 Vec: :get),
This slide should take about 3 minutes.
ERATENLS, panic & SBOEALRIT AT DR EAE R

use std::panic;

fn main() {
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let result = panic::catch_unwind(|| "No problem here!");
println! ("{result:?}");

let result = panic::catch_unwind(|| {
panic!("oh no!");

1)

println! ("{result:?}");

o HIRRE; EZRAMH catch_unwind SEEIRHE !
o GNERARSS 8RR AT (BRI R A BB ), ik t+aa M.
o WRMETE Cargo.toml HIZET panic = 'abort', WAEARSAER

29.2 ZiAiaHAT

Runtime errors like connection-refused or file-not-found are handled with the Result type,
but matching this type on every call can be cumbersome. The try-operator ? is used to return
errors to the caller. It lets you turn the common

match some_expression {
Ok(value) => value,
Exrr(err) => return Err(err),

}

AN T T PR

some_expression?

We can use this to simplify our error handling code:

use std::io::Read;
use std::{fs, io};

fn read_username(path: &str) -> Result<String, io::Error> {
let username_file_result = fs::File::open(path);
let mut username_file = match username_file result {
Ok(file) => file,
Exrr(err) => return Err(err),
i

let mut username = String::new();

match username_file.read_to_string(&mut username) {
Ok(_) => Ok(username),
Exrr(err) => Err(err),

}

fn main() {
//fs::write("config.dat", "alice").unwrap();
let username = read_username("config.dat");
println!("username or error: {username:?}");

}
This slide should take about 5 minutes.
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faifk. read_username EEECAME A 2,
KR
* username ZEA]LUE Ok (string) 8¢ Exrr(error),
o AJDUMEA fs::write WEHRMIARFE R BA S 22X B85 H P A,
* NotethatmaincanreturnaResult<(), E>aslongasitimplementsstd: :process::Termination.

In practice, this means that E implements Debug. The executable will print the Exrr
variant and return a nonzero exit status on error.

29.3 e

? AT LLRTTHAN T AR N AR Y Fe— L
expression?
RRE AT

match expression {
Ok(value) => value,
Err(err) => return Exr(From::from(errxr)),

}

The From: : from call here means we attempt to convert the error type to the type returned
by the function. This makes it easy to encapsulate errors into higher-level errors.

Rl

use std::error: :Error;

use std::fmt::{self, Display, Formatter};
use std::fs::File;

use std::io::{self, Read};

#[derive(Debug) ]

enum ReadUsernameError {
IoError(io: :Error),
EmptyUsername(String),

}

impl Error for ReadUsernameError {}

impl Display for ReadUsernameError {
fn fmt(&self, f: &mut Formatter) -> fmt::Result {
match self {
Self: :IoExror(e) => write!(f, "IO error: {e}"),
Self: :EmptyUsername(path) => write!(f, "Found no username in {path}"),

}

impl From<io::Error> for ReadUsernameError {
fn from(err: io::Error) -> Self {
Self::IoError(err)
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}

fn read_username(path: &str) -> Result<String, ReadUsernameError> {
let mut username = String::with_capacity(100);
File::open(path)?.read_to_string(&mut username)?;
if username.is_empty() {
return Err(ReadUsernameError: :EmptyUsername(String: :from(path)));
}
Ok (username)

}

fn main() {
//fs::write("config.dat", "").unwrap();
let username = read_username('"config.dat");
println!("username or error: {username:?}");

}
This slide should take about 5 minutes.

The ? operator must return a value compatible with the return type of the function. For
Result, it means that the error types have to be compatible. A function that returns
Result<T, ErrorOuter> can only use ? on a value of type Result<U, ErrorInner>
if ErrorOuter and ErrorInner are the same type or if ErrorOuter implements
From<ErrorInner>

From sCBLfH W7 R/E Result: (map_err, i HZE RAE— M B TR,

There is no compatibility requirement for Option. A function returning Option<T> can use
the ? operator on Option<U> for arbitrary T and U types.

A function that returns Result cannot use ? on Option and vice versa. However,
Option::ok_or converts Option to Result whereas Result::ok turns Result into
Option.

29.4 ZhASEDRRA

Sometimes we want to allow any type of error to be returned without writing our own enum
covering all the different possibilities. The std: :error: :Error trait makes it easy to create
a trait object that can contain any error.

use std::error::Error;
use std::fs;
use std::io::Read;

fn read_count(path: &str) -> Result<i32, Box<dyn Error>> {
let mut count_str = String::new();
fs::File::open(path)?.read_to_string(&mut count_str)?;
let count: i32 = count_str.parse()?;
Ok(count)

}

fn main() {
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fs::write("count.dat", "1i3").unwrap();
match read_count("count.dat") {
Ok(count) => println!("Count: {count}"),
Err(err) => println!("Error: {err}"),

}
This slide should take about 5 minutes.

read_count FEEAIPURIE std: :io: :Error (OB ##fE)sK std: :num: :ParseIntError
(&}t String: :parse).

Boxing errors saves on code, but gives up the ability to cleanly handle different error cases
differently in the program. As such it's generally not a good idea to use Box<dyn Error>in
the public API of a library, but it can be a good option in a program where you just want to
display the error message somewhere.

Make sure to implement the std: :error: :Error trait when defining a custom error type
so it can be boxed. But if you need to support the no_std attribute, keep in mind that the
std::exrror: :Error trait is currently compatible with no_std in nightly only.

29.5 thiserror fil anyhow

The thiserror and anyhow crates are widely used to simplify error handling.

* thiserror is often used in libraries to create custom error types that implement
From<T>.

* anyhow is often used by applications to help with error handling in functions, including
adding contextual information to your errors.

use anyhow::{bail, Context, Result};
use std::fs;

use std::io::Read;

use thiserror::Error;

#[derive(Clone, Debug, Eq, Error, PartialEq)]
#[erroxr("Found no username in {@}")]
struct EmptyUsernameError(String);

fn read_username(path: &str) -> Result<String> {
let mut username = String::with_capacity(100);
fs::File: :open(path)
.with_context(|| format!("Failed to open {path}"))?
.read_to_string(&mut username)
.context("Failed to read")?;
if username.is_empty() {
bail! (EmptyUsernameError(path.to_string()));
}
Ok (username)

}

fn main() {
//fs::write("config.dat", "").unwrap();
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match read_username("config.dat") {
Ok(username) => println!("Username: {username}"),
Err(err) => println!("Error: {err:?}"),

}

This slide should take about 5 minutes.

thiserror

* The Error derive macro is provided by thiserroz, and has lots of useful attributes to
help define error types in a compact way.

* The std: :error: :Exrror trait is derived automatically.

* The message from #[error] is used to derive the Display trait.

anyhow

* anyhow: :Exrror is essentially a wrapper around Box<dyn Error>. As such it's again
generally not a good choice for the public API of a library, but is widely used in applica-
tions.

* anyhow: :Result<V> is a type alias for Result<V, anyhow: :Error>

* Actual error type inside of it can be extracted for examination if necessary.

* Functionality provided by anyhow: : Result<T> may be familiar to Go developers, as it
provides similar usage patterns and ergonomics to (T, error) from Go.

* anyhow: :Context is a trait implemented for the standard Result and Option types.
use anyhow: :Context is necessary to enable . context() and .with_context() on
those types.

29.6 23 fiifH] Result J#{7HE

PAN AR SEEE T — DR B s i RIAIE 5 @i 48 A2, Bl panic HLHIRANEEE IR, 15 E 5 %R
5, SRR A IR AL R 5 R, HE RS IR LR ) madin PRETIR [BME, 5 A] DAREZ i F thiserror Al
anyhow,

e7n: 1B E parse PRECH B 45 12 4 B BB % 58 9 1E 1217 )5, 16 E# Tokenizer DASCEA
Iterator<Item=Result<Token, TokenizerError>>, FF1Ef@HTesrhiE TAH N ALR,

use std::iter::Peekable;

use std::stxr::Chars;

/// An arithmetic operator.
#[derive(Debug, PartialkEq, Clone, Copy)]

enum Op {
Add,
Sub,
}

/// A token in the expression language.
#[derive(Debug, PartialEq)]
enum Token {

Number (String),
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Identifier(String),
Operator(0Op),
}

/// An expression in the expression language.
#[derive(Debug, PartialEq)]
enum Expression {
/// A reference to a variable.
Var(String),
/// A literal number.
Number (u32),
/// A binary operation.
Operation(Box<Expression>, Op, Box<Expression>),

}

fn tokenize(input: &str) -> Tokenizer {
return Tokenizer(input.chars().peekable());

}

struct Tokenizer<'a>(Peekable<Chars<'a>>);

impl<'a> Iterator for Tokenizer<'a> {
type Item = Token;

fn next(&mut self) -> Option<Token> {
let c = self.0.next()?;
match c {
'9'..='9" => {
let mut num = String::from(c);
while let Some(c @ '0'..='9") = self.0.peek() {
num.push(*c);
self.?.next();
}

Some (Token: :Numbex (num))

'a'..="z"'" => {
let mut ident = String::from(c);
while let Some(c @ ('a'..="z" | '_" | '0'..='9")) = self.0.peek() {
ident.push(*c);
self.0.next();

}
Some(Token: :Identifier(ident))

+' => Some(Token: :0Operator(Op::Add)),

"-'" => Some(Token: :0perator(Op::Sub)),
_ => panic!("Unexpected character {c}"),

}

fn parse(input: &str) -> Expression {
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let mut tokens = tokenize(input);

fn parse_expr<'a>(tokens: &mut Tokenizer<'a>) -> Expression {
let Some(tok) = tokens.next() else {
panic! ("Unexpected end of input");
I
let expr = match tok {
Token: :Number (num) =>
let v = num.parse

{
().expect("Invalid 32-bit integer'");
Expression: :Number (

V)
}
Token: :Identifier(ident) => Expression::Var(ident),
Token: :0Operator(_) => panic!("Unexpected token {tok:?}"),
Y
// Look ahead to parse a binary operation if present.
match tokens.next() {
None => expr,
Some(Token: :Operator(op)) => Expression::Operation(
Box: :new(expr),
op,
Box: :new(parse_expr(tokens)),

).
Some(tok) => panic!("Unexpected token {tok:?}"),

}

parse_expr(&mut tokens)

}

fn main() {
let expr = parse("1l0+foo+20-30");
println! ("{expr:?}");

29.6.1 fRE

use thiserror::Error;
use std::iter::Peekable;
use std::stxr::Chars;

/// An arithmetic operator.
#[derive(Debug, PartialEq, Clone, Copy)]

enum Op {
Add,
Sub,
}

/// A token in the expression language.
#[derive(Debug, PartialEq)]
enum Token {

Number (String),
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Identifier(String),
Operator(Op),
}

/// An expression in the expression language.
#[derive(Debug, PartialEq)]
enum Expression {
/// A reference to a variable.
Var(String),
/// A literal number.
Number (u32),
/// A binary operation.
Operation(Box<Expression>, Op, Box<Expression>),

}

fn tokenize(input: &str) -> Tokenizer {
return Tokenizer(input.chars().peekable());

}

#[derive(Debug, Error)]

enum TokenizerError {
#[exror("Unexpected character '{@}' in input")]
UnexpectedCharacter(char),

}

struct Tokenizer<'a>(Peekable<Chars<'a>>);

impl<'a> Iterator for Tokenizer<'a> {
type Item = Result<Token, TokenizerError>;

fn next(&mut self) -> Option<Result<Token, TokenizerError>> {
let ¢ = self.0.next()?;

match c {
'9'..="'9"' => {
let mut num = String::from(c);
while let Some(c @ '0'..='9") = self.0.peek() {
num.push(*c);
self.0.next();
}
Some (Ok(Token: :Number(num)))
}
la|..=lzl =>
let mut ident = String::from(c);
while let Some(c @ ('a'..="z" | '_" | '0'..='9")) = self.0.peek() {
ident.push(*c);
self.0.next();
}
Some (Ok(Token: :Identifier(ident)))

+' => Some(Ok(Token: :Operator(Op::Add))),
'-'" => Some(Ok(Token: :Operator(Op: :Sub))),
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_ => Some(Err(TokenizerError::UnexpectedCharacter(c))),

}

#[derive(Debug, Error)]

enum ParserError {
#[erroxr("Tokenizer exrror: {0}")]
TokenizerError (#[from] TokenizerError),
#[error("Unexpected end of input")]
UnexpectedEOF,
#[exror("Unexpected token {0:?}")]
UnexpectedToken(Token),
#[error("Invalid number")]
InvalidNumber (#[from] std::num::ParseIntError),

}

fn parse(input: &str) -> Result<Expression, ParserError> {
let mut tokens = tokenize(input);

fn parse_expr<'a>(
tokens: &mut Tokenizer<'a>,
) -> Result<Expression, ParserError> {
let tok = tokens.next().ok_or(ParserError::UnexpectedEOF)??;
let expr = match tok {
Token: :Number(num) => {
let v = num.parse()?;
Expression: :Number(v)
}
Token: :Identifier(ident) => Expression::Var(ident),
Token: :Operator(_) => return Err(ParserError::UnexpectedToken(tok)),
b
// Look ahead to parse a binary operation if present.
Ok (match tokens.next() {
None => expr,
Some (Ok (Token: :Operator(op))) => Expression::Operation(
Box: :new(expr),
op,
Box: :new(parse_expr(tokens)?),
).
Some(Err(e)) => return Err(e.into()),
Some (Ok (tok)) => return Err(ParserError::UnexpectedToken(tok)),
1)
}

parse_expr(&mut tokens)
}

fn main() -> anyhow: :Result<()> {
let expr = parse("10+foo+20-30")7?;
println! ("{expr:?}");
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Ok(())
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%30 %

%4 Rust

This segment should take about 1 hour and 5 minutes. It contains:

Slide Duration
Unsafe 5 minutes
S| s 10 minutes
AN & 5 minutes
BREIR 5 minutes
Unsafe 5 minutes
Unsafe FFfF 5 minutes

#53): FFI #%5%48% 30 minutes

30.1 A%4% Rust

Rust iB5 &M
o MRZ 4 Rust: F*NELER, WHIBTERIARE XITHN,
o BORZEE Rust: MNRGER T HITRSA, FTRER il ARE LT N,
We saw mostly safe Rust in this course, but it's important to know what Unsafe Rust is.
A2 IEE N AR MBS H RS, HIEmME NSS40 R, X AU E B e
ERHRER,
224 Rust $efft 7 Ui oRE :
figts | R GRS
B GRS =
Vilal union FE,
VA unsafe KL, BLIE extern KL
o SZ¥f unsafe trait,
T H, FATT R A AN X R L R I TR T B TES, 15215 (Rust FH)E 19.1 & #1 Rusto-
nomicon,

This slide should take about 5 minutes.
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Unsafe Rust does not mean the code is incorrect. It means that developers have turned off
some compiler safety features and have to write correct code by themselves. It means the
compiler no longer enforces Rust's memory-safety rules.

30.2 fEsDHPREE
QIR EHR L IR, (B3| R TN unsafe J7ik:

fn main() {
let mut s = String::from("careful!");

let r1
let 12

&mut s as *mut String;
rl as *const String;

// SAFETY: rl and r2 were obtained from references and so are guaranteed to
// be non-null and properly aligned, the objects underlying the references
// from which they were obtained are live throughout the whole unsafe
// block, and they are not accessed either through the references or
// concurrently through any other pointers.
unsafe {

println!("r1l is: {}", *rl);

*r1 = String::from("uhoh");

println!("xr2 is: {}", *r2);

}

// NOT SAFE. DO NOT DO THIS.

/*

let r3: &String = unsafe { &*rl };
drop(s);

println!("r3 is: {}", *13);

*/

}
This slide should take about 10 minutes.

FATEW (M B Android Rust #E(EFTER) M1 unsafe RAHGHE — 2118, ATIZAEH AR
AR AL R H P A TR 22 2R IERT Z2EK,

XFHREHARERS |, IXERE TR0 valid, B]:

o $BECRTE null,

o fREMAUZ dereferenceable (TEBAANENELA BB,

o MNEAMGCHUH L

o REIERVIFMEFES B,

o QNERIEIT RS | FBORIREHE S, WK EXN R TIEBIRE, 1M AR A5 ki
Mo

FERZBAROUT, 18R IERIX 5

The ”NOT SAFE” section gives an example of a common kind of UB bug: *r1 has the 'static
lifetime, so r3 has type &' static String, and thus outlives s. Creating a reference from a
pointer requires great care.
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30.3 AIERERESER

BEECR AT AR S A B R L R
static HELLO_WORLD: &str = "Hello, world!";

fn main() {
println! ("HELLO_WORLD: {HELLO_WORLD}");

}
{22, BERIE A R ERST & 2 AW, RONIX Al gE 2 RS
static mut COUNTER: u32 = 0;

fn add_to_counter(inc: u32) {
// SAFETY: There are no other threads which could be accessing "COUNTER.
unsafe {
COUNTER += inc;
}
}

fn main() {
add_to_counter(42);

// SAFETY: There are no other threads which could be accessing "COUNTER.
unsafe {
println! ("COUNTER: {COUNTER}");
}
}

This slide should take about 5 minutes.
o R 2R 2N, FAERBEIEN, AT, Rust fmiFss bR, SMHEEIRIIRIEL 152
Ik unsafe, BEERIFISUMERMNZNEEPBRESE R R —MRE XITH,
o JEE, BAMTAEINER TR ESTE, HEFREER T, Z£1KREHR no_std {RESH AT REFEIXFE
i, a0 SEERHE 5> B A8 ak {5 F R4 C APL

30.4 WG

DA R GRS, BEFREBITREG R 7B
#[repxr(C)]
union MyUnion {
i: us8,
b: bool,
}

fn main() {
let u = MyUnion { i: 42 };
println!("int: {}", unsafe { u.i });
println!("bool: {}", unsafe { u.b }); // Undefined behavior!
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This slide should take about 5 minutes.
1£ Rust FR/DFEH BB K, RUEGE ] DAEHES SR R 2/RAT 5 C E API 1T H,

WIS SR AR i BT R N AR A WA RERRZ(EH std: imem: : transmute B ZRHIEER
#%, filan zerocopy crate,

30.5 Unsafe P&%x

P Unsafe Hi%x

U SRR BB T 1A B BAMN R S5 1, IR A B ST IX L HTHR S A SR G R 1 AT, AT DUKR 12 R 5L
w75 EFRICA unsaTfe:

extern "C" {
fn abs(input: i32) -> i32;
}

fn main() {
let emojis = "« ©@";

// SAFETY: The indices are in the correct order, within the bounds of the
// string slice, and lie on UTF-8 sequence boundaries.
unsafe {

println!("emoji: {}", emojis.get_unchecked(0..4));

println!("emoji: {}", emojis.get_unchecked(4..7));

println!("emoji: {}", emojis.get_unchecked(7..11));

}
println!("char count: {}", count_chars(unsafe { emojis.get_unchecked(0..7)

// SAFETY: “abs’ doesn't deal with pointers and doesn't have any safety
// requirements.
unsafe {
println! ("Absolute value of -3 according to C: {}", abs(-3));
}

// Not upholding the UTF-8 encoding requirement breaks memory safety!
// println!("emoji: {}", unsafe { emojis.get_unchecked(0..3) });
// println!("char count: {}", count_chars(unsafe {
// emojis.get_unchecked(@..3) }));
}

fn count_chars(s: &str) -> usize {
s.chars().count()
}

YWE Unsafe F%
WNERREH O 9n5 B R BRI R R B SR DUBF e R B AT R, 180] DUB X LR EbRiC N unsafe,
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/// Swaps the values pointed to by the given pointers.
vy
/11 # Safety
vy
/// The pointers must be valid and properly aligned.
unsafe fn swap(a: *mut u8, b: *mut u8) {
let temp = *a;
*b,‘
temp;

*a
*b
}

fn main() {
let mut a
let mut b

66;

// SAFETY:
unsafe {

swap(&mut a, &mut b);
}

println!("a = {}, b = {}", a, b);
}

This slide should take about 5 minutes.

P Unsafe Hi%x

get_unchecked, like most _unchecked functions, is unsafe, because it can create UB if the
range is incorrect. abs is incorrect for a different reason: it is an external function (FFI).
Calling external functions is usually only a problem when those functions do things with
pointers which might violate Rust's memory model, but in general any C function might have
undefined behaviour under any arbitrary circumstances.

AP “C™/2 ABI; AT DA HAth ABI,

%5 Unsafe FA%L

We wouldn't actually use pointers for a swap function - it can be done safely with references.

Note that unsafe code is allowed within an unsafe function without an unsafe block. We
can prohibit this with #[deny(unsafe_op_in_unsafe_fn)]. Try adding it and see what
happens. This will likely change in a future Rust edition.

30.6 s Unsafe Trait

5 R —FE, RIS LIRS trait B R IERE S5 RIB AR E AT R, Ete] DK IZ trait FR
&N unsafe,

filtn, zerocopy crate HE—NRLEM trait, KENNE ZIXFER:

use std::mem::size_of_val;
use std::slice;
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/17 ...
/11 # Safety
/// The type must have a defined representation and no padding.
pub unsafe trait AsBytes {
fn as_bytes(&self) -> &[u8] {
unsafe {
slice::from_raw_parts/(
self as *const Self as *const u$8,
size_of_val(self),

}

// SAFETY: “u32" has a defined representation and no padding.
unsafe impl AsBytes for u32 {}

This slide should take about 5 minutes.

1t Rustdoc A% trait FET R, A — MRN8 # L2 WED N T ‘25 trait AYZHR,
SZhr b, 5 AsBytes A Z R UIRAE X B R R A BETE R EE I,

NEM Send 1 Sync trait &2 R L2,

30.7 %45 FFI Bihgyse

Rust iEid SNERsdEO (FFI) 8 KRt T a2k, Bl T #FE A E N 1ibec @B — 1IN EZ 2
RS, AT CAREEH R H sk SRR,

BWESE T TAm:

* opendir(3)
e readdir(3)
e closedir(3)

ROETHFEWNE “stdffi” B AE N7, MR EITERGIX DRI Al i 2 A 1 ER 2R

et] g fifi

“str” F1 “String” UTF-8 H Rust #AT ORI
“CStr” 1 “CString” A A4 5 C E¥uaEE
“OsStr” #1 “OsString” RE TRERSR H5®RERREE

TERKAE DL R 28 2 (A A T4
o ¥4 &str #h CString: BFHENER \0 FIFHECZEHS,
« ¥ CString ##h \*const i8: EFE—NMEH KM C HEL,
o ¥ \*const 18 il &CStr: ETRE LI ER \0 FHFHAA,
» &CStxr to &[u8]: a slice of bytes is the universal interface for ’some unknown data”,
o &\ [u8\] ##ty &0sStr: &0sStr 2A OsString EHH—, & 0sStrExt RAlgE
Y,
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o ¥ “&OsStr’ #%#th “OsString”: #8752 wi b2 “&OsStr” v Y EdE, DAE AE 1% 1R [8] & 3 B X8 F
“readdir”,

Fbtt F A —/ N3 FEI AAER SEHRIET,
B LA RRESEHIZ https://play.rust-lang.org/, FE NG/ R R 1%

// TODO: remove this when you're done with your implementation.
#![allow(unused_imports, unused_variables, dead_code)]

mod ffi {
use std::os::raw::{c_char, c_int};
#[cfg(not(target_os = "macos"))]
use std::os::raw::{c_long, c_uchar, c_ulong, c_ushort};

// Opaque type. See https://doc.rust-lang.org/nomicon/ffi.html.
#[lrepr(C)]
pub struct DIR {
_data: [u8; 01,
_marker: core::marker::PhantomData<(*mut u8, core::marker::PhantomPinned)>,

}

// Layout according to the Linux man page for readdir(3), where ino_t and
// off_t are resolved according to the definitions in
// Jusr/include/x86_64-1linux-gnu/{sys/types.h, bits/typesizes.h}.
#[cfg(not(target_os = "macos"))]
#[repr(C)]
pub struct dirent {
pub d_ino: c_ulong,
pub d_off: c_long,
pub d_reclen: c_ushort,
pub d_type: c_uchar,
pub d_name: [c_char; 256],
}

// Layout according to the macOS man page for dir(5).
#[cfg(all(target_os = "macos"))]
#[repr(C)]
pub struct dirent {

pub d_fileno: u64,

pub d_seekoff: u6b4,

pub d_reclen: ul6,

pub d_namlen: ulé6,

pub d_type: u8,

pub d_name: [c_char; 10247,
}

extern "C" {
pub fn opendir(s: *const c_char) -> *mut DIR;

#[cfg(not(all(target_os = "macos", target_arch = "x86_64")))]
pub fn readdir(s: *mut DIR) -> *const dirent;
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// See https://github.com/rust-lang/libc/issues/414 and the section on
// _DARWIN_FEATURE_64_BIT_INODE in the macOS man page for stat(2).

//

// "Platforms that existed before these updates were available" refers
// to macOS (as opposed to i0S / wearOS / etc.) on Intel and PowerPC.
#[cfg(all(target_os = "macos", target_arch = "x86_64"))]

#[1ink_name = "readdir$INODE64"]

pub fn readdir(s: *mut DIR) -> *const dirent;

pub fn closedir(s: *mut DIR) -> c_int;

}

use std::ffi::{CStr, CString, OsStr, 0sString};
use std::os::unix::ffi::0sStrExt;

#[derive(Debug) ]

struct Directorylterator {
path: CString,
dir: *mut ffi::DIR,

}

impl DirectoryIterator {
fn new(path: &str) -> Result<DirectoryIlterator, String> {
// Call opendir and return a Ok value if that worked,
// otherwise return Err with a message.
unimplemented! ()

}

impl Iterator for DirectoryIterator {
type Item = 0sString;
fn next(&mut self) -> Option<0sString> {
// Keep calling readdir until we get a NULL pointer back.
unimplemented! ()

}

impl Drop for Directorylterator {
fn drop(&mut self) {
// Call closedir as needed.
unimplemented! ()

}

fn main() -> Result<(), String> {
let iter = Directorylterator::new(".")?;
println!("files: {:#7?}", iter.collect::<Vec<_>>());
0k(())
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30.7.1 %

mod ffi {
use std::os::raw::{c_char, c_int};
#[cfg(not(target_os = "macos"))]
use std::os::raw::{c_long, c_uchar, c_ulong, c_ushort};

// Opaque type. See https://doc.rust-lang.org/nomicon/ffi.html.
#[lrepr(C)]
pub struct DIR {
_data: [u8; 01,
_marker: core::marker::PhantomData<(*mut u8, core::marker::PhantomPinned)>,

}

// Layout according to the Linux man page for readdir(3), where ino_t and
// off_t are resolved according to the definitions in
// /usr/include/x86_64-1inux-gnu/{sys/types.h, bits/typesizes.h}.
#[cfg(not(target_os = "macos"))]
#[repr(C)]
pub struct dirent {
pub d_ino: c_ulong,
pub d_off: c_long,
pub d_reclen: c_ushort,
pub d_type: c_uchar,
pub d_name: [c_char; 256],
¥

// Layout according to the macOS man page for dir(5).
#[cfg(all(target_os = "macos"))]
#[lrepr(C)]
pub struct dirent {

pub d_fileno: u64,

pub d_seekoff: u64,

pub d_reclen: ulé6,

pub d_namlen: ulé6,

pub d_type: u8,

pub d_name: [c_char; 10247,
}

extern "C" {
pub fn opendir(s: *const c_char) -> *mut DIR;

#[cfg(not(all(target_os = "macos", target_arch = "x86_64")))]
pub fn readdir(s: *mut DIR) -> *const dirent;

// See https://github.com/rust-lang/libc/issues/414 and the section on
// _DARWIN_FEATURE_64_BIT_INODE in the macOS man page for stat(2).

/7

// "Platforms that existed before these updates were available" refers
// to macOS (as opposed to i0S / wear0S / etc.) on Intel and PowexPC.
#[cfg(all(target_os = "macos", target_arch = "x86_64"))]
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#[1ink_name = "readdir$INODE64"]
pub fn readdir(s: *mut DIR) -> *const dirent;

pub fn closedir(s: *mut DIR) -> c_int;

}

use std::ffi::{CStxr, CString, OsStr, OsString};
use std::os::unix::ffi::0sStrExt;

#[derive(Debug) ]

struct Directorylterator {
path: CString,
dir: *mut ffi::DIR,

}

impl DirectoryIterator {
fn new(path: &str) -> Result<DirectorylIterator, String> {
// Call opendir and return a Ok value if that worked,
// otherwise return Err with a message.
let path =
CString: :new(path).map_err(|err| format!("Invalid path: {err}"))?;
// SAFETY: path.as_ptr() cannot be NULL.
let dir = unsafe { ffi::opendir(path.as_ptr()) };
if dir.is_null() {
Exrr(format!("Could not open {:?}", path))
} else {
Ok(Directorylterator { path, dir })

}
}

impl Iterator for Directorylterator {
type Item = 0OsString;
fn next(&mut self) -> Option<0sString> {
// Keep calling readdir until we get a NULL pointer back.
// SAFETY: self.dir is never NULL.
let dirent = unsafe { ffi::readdir(self.dir) };
if dirent.is_null() {
// We have reached the end of the directory.
return None;

}
// SAFETY: dirent is not NULL and dirent.d_name is NUL

// terminated.

let d_name = unsafe { CStr::from_ptr((*dirent).d_name.as_ptxr()) };
let os_str = OsStr::from_bytes(d_name.to_bytes());
Some(os_str.to_owned())

}

impl Drop for Directorylterator {
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fn drop(&mut self) {
// Call closedir as needed.
if !self.dir.is_null() ¢{
// SAFETY: self.dir is not NULL.
if unsafe { ffi::closedir(self.dir) } != 0 {
panic!("Could not close {:?}", self.path);
}

}

fn main() -> Result<(), String> {
let iter = Directorylterator::new(".")?;
println! ("files: {:#7?}", iter.collect::<Vec<_>>());
Ok(())

}

#[cfg(test)]
mod tests {
use super::*;
use std::error::Error;

#[test]

fn test_nonexisting_directory() {
let iter = Directorylterator::new("no-such-directory");
assert! (iter.is_erx());

}

#[test]

fn test_empty_directory() -> Result<(), Box<dyn Error>> {
let tmp = tempfile::TempDir::new()?;
let iter = Directorylterator::new(

tmp.path().to_str().ok_or("Non UTF-8 character in path")?,

)7,
let mut entries = iter.collect::<Vec<_>>();
entries.sort();
assert_eq! (entries, &[".", ".."1);
Ok(())
}

#[test]
fn test_nonempty_directory() -> Result<(), Box<dyn Error>> {
let tmp = tempfile::TempDir::new()?;

std::fs::write(tmp.path().join("foo.txt"), "The Foo Diaries\n")?;

std: :fs::write(tmp.path().join("bar.png"), "<PNG>\n")?;
std::fs::write(tmp.path().join("crab.xs"), "//! Crab\n")?;
let iter = Directorylterator: :new(

tmp.path().to_str().ok_or("Non UTF-8 character in path")?,

)7,
let mut entries = iter.collect::<Vec<_>>();
entries.sort();
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assert_eq! (entries, &[".", "..", "bar.png", "crab.rs", "foo.txt"]);

Ok(())
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Android
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H3I1E

WK% Android ¥ Rust

Rust is supported for system software on Android. This means that you can write new services,
libraries, drivers or even firmware in Rust (or improve existing code as needed).

SRBMNZZAEMRE CRIE FF A Rust, A URE EVREI RS —/NBOR L Rust,
B HE (dependencies), B/ “ ke fUSERY, BRAT, EAN — Bt IR 4G 7 AF O AU
HUREIAH,

%F Android FBEORERZ 6 B Rust, TE & ATRESTES DA T —IT:
* RS RH: DNS-over-HTTP
 Jf£: Rutabaga ERIEEHEO
o NIZEKBEF: Binder
o [EfF: pKVM [
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https://security.googleblog.com/2022/07/dns-over-http3-in-android.html
https://crosvm.dev/book/appendix/rutabaga_gfx.html
https://lore.kernel.org/rust-for-linux/20231101-rust-binder-v1-0-08ba9197f637@google.com/
https://security.googleblog.com/2023/10/bare-metal-rust-in-android.html

We will be using a Cuttlefish Android Virtual Device to test our code. Make sure you have
access to one or create a new one with:

source build/envsetup.sh

lunch aosp_cf_x86_64_phone-trunk_staging-userdebug
acloud create

HZ47182% Android Developer Codelab.
KRR

* Cuttlefish is a reference Android device designed to work on generic Linux desktops.
MacOS support is also planned.

* Cuttlefish RFMR X RFFREELZFIIRREE, BIZ1TIFZ Rust HIfIHYEARRLIES.
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https://source.android.com/docs/setup/start

H33E

eyt R

Android #5245t (Soong) J@id — R FIERAK S Rust:

Module Type

ik

rust_binary

rust_library

rust_ffi

rust_proc_macro

rust_test

rust_fuzz

rust_protobuf
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Produces a
Rust binary.
ERK—™ Rust
JE, FHR
rlib #0
dylib mifpds
1A
AR — AT
cc R AT
Rust C J&, 3
TR ALER S
ZWAPAE,
AR
“proc-macro”
Rust J#, X1t
TSR R
AL,

A A P AR I
Rust MiAMEZR
#Y Rust M=
IS

A RS
libfuzzer
19 Rust A=)
TR RIS
A RIS I
LERCREE
protobuf #2f
0 Rust
s



Module Type B3N

rust_bindgen 2B AR FF
S Rust
AEd| C EM
Rust &,

RHEFKAPREE rust_binary fil rust_library,
THFE AT RE TR R H AR A -
Cargo AEx 218 S AT, H EMEIRM R ER AL,

 For compliance and performance, Android must have crates in-tree. It must also interop
with C/C++/Java code. Soong fills that gap.

* Soong 5 Bazel AIFZ MLz, f5& 2 Blaze IR (TE google3 HfEA),
BATHKIZ W E Android, ChromeOS #1 Fuchsia 3%/ Bazel #1777 %,

« MATE Rust BIERGUTLET S, T30l Bazel FEMEIRE A,

o ERR/NATIR . CREFREATD %R Z Soong 2%/ Android,

33.1 Rust —#EHIcfk

LEFRATTM— AT BRI B FHAR 86, 7 AOSP B AR B SRR, Bl DA R S
hello_rust/Android.bp:

rust_binary {
name: "hello_rust",
crate_name: "hello_rust",
srcs: ["src/main.rs"],

}
hello_rust/src/main.rs:
//! Rust demo.

/// Prints a greeting to standard output.
fn main() {
println!("Hello from Rust!");

}
YRILAE AT DA i IR RIS T 3R S

m hello_rust
adb push "$ANDROID_PRODUCT_OUT/system/bin/hello_rust" /data/local/tmp
adb shell /data/local/tmp/hello_rust

Hello from Rust!

33.2 Rust JE

fEr] DA rust_library >4 Android @& —/NEif Rust FE,
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https://source.android.com/docs/setup/build/bazel/introduction
https://chromium.googlesource.com/chromiumos/bazel/
https://source.android.com/docs/setup/build/bazel/introduction

FEIX B, BATTAT B 17X R P2 Ao

» libgreeting, FAHE FHBT T & X,
e libtextwrap, —PMELFE external/rust/crates/ FHEH#H crate,

hello_rust/Android.bp:

rust_binary {
name: "hello_rust_with_dep",
crate_name: "hello_rust_with_dep",
srcs: ["src/main.rs"],
rustlibs: [
"libgreetings",
"libtextwrap",
1,

prefer_rlib: true, // Need this to avoid dynamic link error.

}

rust_library {
name: "libgreetings",
crate_name: "greetings",
srcs: ["src/lib.rs"],

}

hello_rust/src/main.rs:
//! Rust demo.

use greetings::greeting;
use textwrap::fill;

/// Prints a greeting to standard output.
fn main() {

println!("{}", fill(&greeting("Bob"), 24));
}

hello_rust/src/lib.rs:
//! Greeting library.

/// Greet “name’.
pub fn greeting(name: &str) -> String {
format!("Hello {name}, it is very nice to meet you!")

}
AT MG BT — AR I, HERAANISAT IS

m hello_rust_with_dep
adb push "$ANDROID_PRODUCT_OUT/system/bin/hello_rust_with_dep" /data/local/tmp
adb shell /data/local/tmp/hello_rust_with_dep

Hello Bob, it is very
nice to meet you!
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https://cs.android.com/android/platform/superproject/+/master:external/rust/crates/

H34E

AIDL

Rust 37#f Android #0% YiES (AIDL):

* Rust fXi5n] DU LA I AIDL RS54,
* S&RDAFE Rust I EIEEHTHT AIDL 55 a5,

34.1 /** Birthday service interface. */

To illustrate how to use Rust with Binder, we're going to walk through the process of creating
a Binder interface. We're then going to both implement the described service and write client
code that talks to that service.

34.1.1 AIDL #H

fERT DAME A AIDL 22 11 BRI AR S5 Y AP
birthday_service/aidl/com/example/birthdayservice/IBirthdayService.aidl:

/** Birthday service interface. */
interface IBirthdayService {

/** Generate a Happy Birthday message. */

String wishHappyBirthday(String name, int years);
}

birthday_service/aidl/Android.bp:

aidl_interface {
name: "com.example.birthdayservice",
srcs: ["com/example/birthdayservice/*.aidl"],
unstable: true,
backend: {
rust: { // Rust is not enabled by default
enabled: true,
b
I
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https://developer.android.com/guide/components/aidl

* Note that the directory structure under the aid1l/ directory needs to match the package
name used in the AIDL file, i.e. the package is com.example.birthdayservice and
the fileis at aidl/com/example/IBirthdayService.aidl

34.1.2 Generated Service API

Binder generates a trait corresponding to the interface definition. trait to talk to the service.
birthday_service/aidl/com/example/birthdayservice/IBirthdayService.aidl:

/** Birthday service interface. */
interface IBirthdayService {

/** Generate a Happy Birthday message. */

String wishHappyBirthday(String name, int years);
}

Generated trait:

trait IBirthdayService {
fn wishHappyBirthday(&self, name: &str, years: 132) -> binder::Result<String>;
}

Your service will need to implement this trait, and your client will use this trait to talk to the
service.

* The generated bindings can be found at out/soong/.intermediates/<path to
module>/.
* Point out how the generated function signature, specifically the argument and return
types, correspond the interface definition.
— String for an argument results in a different Rust type than String as a return

type.

34.1.3 JIR559EHE

FANBAERT LASEIR AIDL fR35 :
birthday_service/src/lib.rs:

use com_example_birthdayservice::aidl::com::example: :birthdayservice::IBirthdayService:
use com_example_birthdayservice: :binder;

/// The "IBirthdayService  implementation.
pub struct BirthdayService;

impl binder::Interface for BirthdayService {}

impl IBirthdayService for BirthdayService {
fn wishHappyBirthday(&self, name: &str, years: i32) -> binder::Result<String> {
Ok(format!("Happy Birthday {name}, congratulations with the {years} years!"))
}
}

birthday_service/Android.bp:

rust_library {
name: "libbirthdayservice",
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srcs: ["src/lib.rs"],

crate_name: "birthdayservice",

rustlibs: [
"com.example.birthdayservice-rust",
"libbinder_xs",

] I

» Point out the path to the generated IBirthdayService trait, and explain why each of
the segments is necessary.

* TODO: What does the binder: : Interface trait do? Are there methods to override?
Where source?

34.1.4 AIDL IR55%%

&g, Bl PAGIE — R BRIk SS 2% -
birthday_service/src/server.rs:

//1 Birthday service.
use birthdayservice: :BirthdayService;

use com_example_birthdayservice::aidl::com::example::birthdayservice: :IBirthdayService:

use com_example_birthdayservice: :binderx;
const SERVICE_IDENTIFIER: &str = "birthdayservice";

/// Entry point for birthday service.
fn main() {
let birthday_service = BirthdayService;
let birthday_service_binder = BnBirthdayService: :new_binder(
birthday_service,
binder: :BinderFeatures: :default(),
),
binder::add_service(SERVICE_IDENTIFIER, birthday_service_binder.as_binder())
.expect("Failed to register service");
binder: :ProcessState::join_thread_pool()
}

birthday_service/Android.bp:

rust_binary {

name: "birthday_server",

crate_name: "birthday_server",

srcs: ["src/server.rs'"],

rustlibs: [
"com.example.birthdayservice-rust",
"libbinder_xrs",
"libbirthdayservice",

1,

prefer_rlib: true, // To avoid dynamic link error.

}

The process for taking a user-defined service implementation (in this case the BirthdayService
type, which implements the IBirthdayService) and starting it as a Binder service has
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multiple steps, and may appear more complicated than students are used to if they've used
Binder from C++ or another language. Explain to students why each step is necessary.

1. Create an instance of your service type (BirthdayService).

2. Wrap the service object in corresponding Bn* type (BnBirthdayService in this case).
This type is generated by Binder and provides the common Binder functionality that
would be provided by the BnBinder base class in C++. We don't have inheritance in Rust,
so instead we use composition, putting our BirthdayService within the generated
BnBinderService

3. Call add_service, giving it a service identifier and your service object (the
BnBirthdayService object in the example).

4. Call join_thread_pool to add the current thread to Binder's thread pool and start
listening for connections.

34.1.5 #E

BATBLAE AT DAL HERER R 3N AR S5 -

m birthday_server

adb push "$ANDROID_PRODUCT_OUT/system/bin/birthday_server" /data/local/tmp
adb root

adb shell /data/local/tmp/birthday_server

125 — &, KBRS 2 A IEAEIB T

adb shell service check birthdayservice

Service birthdayservice: found

IR AR service call A IZRS:

adb shell service call birthdayservice 1 s16 Bob i32 24
Result: Parcel(

0x00000000: 00000000 00000036 00610048 00700070 ' .6...H.a.p.p."'
0x00000010: 00200079 ©0690042 00740072 00640068 'y. .B.i.r.t.h.d.'
0x00000020: 00790061 00420020 0062006 0020002c 'a.y. .B.o.b.,. .’
0x00000030: 006T0063 PV67006e 00610072 00750074 'c.o.n.g.r.a.t.u.’
0x00000040: 0061006Cc P0V690074 006e006T 00200073 'l.a.t.i.o.n.s. .'
0x00000050: 00690077 P0V680074 00740020 00650068 'w.i.t.h. .t.h.e.'
0x00000060: 00320020 00200034 00650079 00720061 ' .2.4. .y.e.a.r.'
0x00000070: 00210073 00000000 's.loL. ")

34.1.6 AIDL %/

w&a, BATAT U EAT TR HT AR SS Al g — 1> Rust 2 F ¥
birthday_service/src/client.rs:

use com_example_birthdayservice::aidl::com::example: :birthdayservice::IBirthdayService:
use com_example_birthdayservice: :binder;
const SERVICE_IDENTIFIER: &str = "birthdayservice";

fn main() -> Result<(), Box<dyn Error>> {
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let name = std::env::args().nth(1l).unwrap_or_else(|| String::from("Bob"));
let years = std::env::args()

.nth(2)

.and_then(|arg| arg.parse::<i32>().ok())

.unwrap_or(42),

binder: :ProcessState::start_thread_pool();
let service = binder::get_interface::<dyn IBirthdayService>(SERVICE_IDENTIFIER)
.map_err(|_| "Failed to connect to BirthdayService")?;

// Call the service.
let msg = service.wishHappyBirthday(&name, years)?;
println! ("{msg}");

}

birthday_service/Android.bp:

rust_binary {

name: "birthday_client",

crate_name: "birthday_client",

srcs: ["src/client.rs"],

rustlibs: [
"com.example.birthdayservice-rust",
"libbinder_xrs",

1,

prefer_rlib: true, // To avoid dynamic link error.

}

HER, B AKET 1ibbirthdayservice,
TEIER A8 AL R I T2 P i

m birthday_client

adb push "$ANDROID_PRODUCT_OUT/system/bin/birthday_client" /data/local/tmp
adb shell /data/local/tmp/birthday_client Charlie 60

Happy Birthday Charlie, congratulations with the 60 years!

* Strong<dyn IBirthdayService> is the trait object representing the service that the
client has connected to.

— Strong is a custom smart pointer type for Binder. It handles both an in-process ref
count for the service trait object, and the global Binder ref count that tracks how
many processes have a reference to the object.

— Note that the trait object that the client uses to talk to the service uses the exact
same trait that the server implements. For a given Binder interface, there is a single
Rust trait generated that both client and server use.

* Use the same service identifier used when registering the service. This should ideally be
defined in a common crate that both the client and server can depend on.

34.1.7 X API
LAY e APT DIRAEEE 2 T)6E : FAIAm BB R vre Fmda e 248 H 2 -RAVTHIER
package com.example.birthdayservice;
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/** Birthday service interface. */
interface IBirthdayService {

/** Generate a Happy Birthday message. */

String wishHappyBirthday(String name, int years, in String[] text);
}

This results in an updated trait definition for IBirthdayService:

trait IBirthdayService {
fn wishHappyBirthday (

&self,
name: &str,
years: 132,

text: &[String],
) -> binder::Result<String>;

* Note how the String[] in the AIDL definition is translated as a &[String] in Rust, i.e.
that idiomatic Rust types are used in the generated bindings wherever possible:
— inarray arguments are translated to slices.
— out and inout args are translated to &mut Vec<T>.
— Return values are translated to returning a Vec<T>.

34.1.8 Updating Client and Service

Update the client and server code to account for the new APL
birthday_service/src/lib.rs:

impl IBirthdayService for BirthdayService {
fn wishHappyBirthday (
&self,
name: &str,
years: 132,
text: &[String],
) -> binder::Result<String> {
let mut msg = format!(
"Happy Birthday {name}, congratulations with the {years} years!"

)

for line in text {
msg.push('\n');
msg.push_str(line);

}
Ok(msg)

}
birthday_service/src/client.rs:

let msg = service.wishHappyBirthday(
&name,
years,
&[
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String: :from("Habby birfday to yuuuuu"),
String::from("And also: many more"),
1.

)7,

* TODO: Move code snippets into project files where they'll actually be built?

34.2 Working With AIDL Types

AIDL types translate into the appropriate idiomatic Rust type:

* Primitive types map (mostly) to idiomatic Rust types.

* Collection types like slices, Vecs and string types are supported.

* References to AIDL objects and file handles can be sent between clients and services.
* File handles and parcelables are fully supported.

34.2.1 Primitive Types

Primitive types map (mostly) idiomatically:

AIDL Type RustType Note

boolean bool

byte i8 Note that bytes are signed.
char ulé Note the usage of u16, NOT u32.
int i32

long i64

float 32

double 64

String String

34.2.2 % (Arrays)

The array types (T[], byte[], and List<T>) get translated to the appropriate Rust array type
depending on how they are used in the function signature:

Position Rust Type

in argument &[T]
out/inout argument &mut Vec<T>
Return Vec<T>

* In Android 13 or higher, fixed-size arrays are supported, i.e. T[N] becomes [T; N].
Fixed-size arrays can have multiple dimensions (e.g. int[3][4]). In the Java backend,
fixed-size arrays are represented as array types.

* Arrays in parcelable fields always get translated to Vec<T>.
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34.2.3 FHIENZR

AIDL objects can be sent either as a concrete AIDL type or as the type-erased IBinder
interface:

birthday_service/aidl/com/example/birthdayservice/IBirthdayInfoProvider.aidl:
package com.example.birthdayservice;

intexface IBirthdayInfoProvider {
String name();
int years();

}
birthday_service/aidl/com/example/birthdayservice/IBirthdayService.aidl:
import com.example.birthdayservice.IBirthdayInfoProvider;

interface IBirthdayService ({
/** The same thing, but using a binder object. */
String wishWithProvider(IBirthdayInfoProvider provider);

/** The same thing, but using IBinder . */
String wishWithErasedProvider(IBinder provider);
}

birthday_service/src/client.rs:

/// Rust struct implementing the "IBirthdayInfoProvider interface.
struct InfoProvider {

name: String,

age: u8,

}
impl binder::Interface for InfoProvider {}

impl IBirthdayInfoProvider for InfoProvider {
fn name(&self) -> binder::Result<String> {
Ok (self.name.clone())
}

fn years(&self) -> binder::Result<i32> {
Ok (self.age as i32)
}
}

fn main() {
binder::ProcessState: :start_thread_pool();
let service = connect().expect("Failed to connect to BirthdayService");

// Create a binder object for the "IBirthdayInfoProvider  interface.
let provider = BnBirthdayInfoProvider::new_binder (
InfoProvider { name: name.clone(), age: years as u8 },
BinderFeatures: :default(),

)
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// Send the binder object to the service.
service.wishWithProvider (&provider)?;

// Pexform the same operation but passing the provider as an “SpIBinder".

service.wishWithErasedProvider (&provider.as_binder())?;

* Note the usage of BnBirthdayInfoProvider. This serves the same purpose as
BnBirthdayService that we saw previously.

34.24 H

Binder for Rust supports sending parcelables directly:
birthday_service/aidl/com/example/birthdayservice/BirthdayInfo.aidl:
package com.example.birthdayservice;

parcelable BirthdayInfo {

String name;

int years;
}
birthday_service/aidl/com/example/birthdayservice/IBirthdayService.aidl:

import com.example.birthdayservice.BirthdayInfo;

interface IBirthdayService {
/** The same thing, but with a parcelable. */
String wishWithInfo(in BirthdayInfo info);

}

birthday_service/src/client.rs:

fn main() {
binder::ProcessState: :start_thread_pool();
let service = connect().expect("Failed to connect to BirthdayService");

service.wishWithInfo(&BirthdayInfo { name: name.clone(), years })?;

34.2.5 Sending Files

Files can be sent between Binder clients/servers using the ParcelFileDescriptor type:
birthday_service/aidl/com/example/birthdayservice/IBirthdayService.aidl:

interface IBirthdayService {
/** The same thing, but loads info from a file. */
String wishFromFile(in ParcelFileDescriptor infoFile);

}
birthday_service/src/client.rs:

fn main() {
binder::ProcessState::start_thread_pool();
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let service = connect().expect("Failed to connect to BirthdayService");

// Open a file and put the birthday info in it.

let mut file = File::create("/data/local/tmp/birthday.info").unwrap();
writeln!(file, "{name}")?;

writeln!(file, "{years}")?;

// Create a "ParcelFileDescriptor from the file and send it.
let file = ParcelFileDescriptor::new(file);
service.wishFromFile(&file)?;

}
birthday_service/src/lib.rs:

impl IBirthdayService for BirthdayService {
fn wishFromFile(
&self,
info_file: &ParcelFileDescriptor,
) -> binder::Result<String> {

// Convert the file descriptor to a 'File" . "ParcelFileDescriptor’ wraps
// an “OwnedFd’, which can be cloned and then used to create a "File’
// object.
let mut info_file = info_file
.as_xef()

.try_clone()
.map(File::from)
.expect("Invalid file handle");

let mut contents = String::new();
info_file.read_to_string(&mut contents).unwrap();

let mut lines = contents.lines();
let name = lines.next().unwrap();
let years: 132 = lines.next().unwrap().parse().unwrap();

Ok(format! ("Happy Birthday {name}, congratulations with the {years} years!"))

* ParcelFileDescriptor wraps an OwnedFd, and so can be created from a File (or any
other type that wraps an OwnedFd), and can be used to create a new File handle on
the other side.

* Other types of file descriptors can be wrapped and sent, e.g. TCP, UDP, and UNIX sockets.
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35 &%

Testing in Android

Building on Testing, we will now look at how unit tests work in AOSP. Use the rust_test
module for your unit tests:

testing/Android.bp:

rust_library {
name: "libleftpad",
crate_name: "leftpad",
srcs: ["src/lib.rs"],

}

rust_test {
name: "libleftpad_test",
crate_name: "leftpad_test",
srcs: ["src/lib.rs"],
host_supported: true,
test_suites: ["general-tests"],

}
testing/src/lib.rs:
//1 Left-padding library.

/// Left-pad s’ to ‘width'.

pub fn leftpad(s: &str, width: usize) -> String {
format! ("{s:>width$}")

}

#[cfg(test)]
mod tests {
use super::*;

#[test]
fn short_string() {

assert_eq! (leftpad("foo", 5), " foo");
}
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#[test]
fn long_string() {
assert_eq! (leftpad("foobar", 6), "foobar");
}
}

You can now run the test with
atest --host libleftpad_test
The output looks like this:

INFO: Elapsed time: 2.666s, Critical Path: 2.40s
INFO: 3 processes: 2 internal, 1 linux-sandbox.
INFO: Build completed successfully, 3 total actions
//comprehensive-rust-android/testing:libleftpad_test_host PASSED in 2.3s
PASSED 1libleftpad_test.tests::long_string (@.0s)
PASSED 1libleftpad_test.tests::short_string (0.0s)
Test cases: finished with 2 passing and @ failing out of 2 test cases

Notice how you only mention the root of the library crate. Tests are found recursively in
nested modules.

35.1 GoogleTest

The GoogleTest crate allows for flexible test assertions using matchers:

use googletest::prelude::*;

#[googletest: :test]
fn test_elements_are() {
let value = vec!["foo", "bar", "baz"];
expect_that!(value, elements_are!(eq("foo"), 1t("xyz"), starts_with("b")));
}
WRBANTR S5 — Mo RESCN ", MR, PR R AR T R s R IR A &

---- test_elements_are stdout ----
Value of: value
Expected: has elements:
@. is equal to "foo"
1. is less than "xyz"
2. starts with prefix "!"
Actual: ["foo", "bar", "baz"],
where element #2 is "baz", which does not start with "!"
at src/testing/googletest.rs:6:5
Error: See failure output above

This slide should take about 5 minutes.

* GoogleTest /2 Rust Playground fJ—&B77, KT AL ARG HIZAT IR B, #H cargo
add googletest PLE R HEMFEMA Cargo WiH .

s use googletest::prelude::*; TS AL 5 MM,
o XHBUKIL—#, WHRZ N EILEL S,

208


https://docs.rs/googletest/
https://docs.rs/googletest/latest/googletest/prelude/index.html

* A particularly nice feature is that mismatches in multi-line strings are shown as a diff:

#[test]
fn test_multiline_string_diff() {
let haiku = "Memory safety found, \n\
Rust's strong typing guides the way, \n\
Secure code you'll write.";
assert_that!(
haiku,
eq("Memory safety found, \n\
Rust's silly humor guides the way, \n\
Secure code you'll write.")
),
}
BB EARIRR 2 5 (AR R ) -

Value of: haiku

Expected: is equal to "Memory safety found,\nRust's silly humor guides the way, \nSecure
Actual: "Memory safety found,\nRust's strong typing guides the way,\nSecure code you'll

which isn't equal to "Memory safety found,\nRust's silly humor guides the way, \nSecur
Difference(-actual / +expected):

Memory safety found,
-Rust's strong typing guides the way,
+Rust's silly humor guides the way,

Secure code you'll write.

at src/testing/googletest.rs:17:5

e crate /2 J&fI T C++ 1Y GoogleTest ffJ Rust B AHEk R

35.2 Fil

AFAERL, Mockall @2 —N 1248 F I, R ZEA RS A REME A trait, 285 (8 nl R Pt Hogk 75
oL
use std::time: :Duration;

#[mockall: :automock]
pub trait Pet {
fn is_hungry(&self, since_last_meal: Duration) -> bool;

}

#[test]

fn test_robot_dog() {
let mut mock_dog = MockPet::new();
mock_dog.expect_is_hungry().return_const(true);
assert_eq!(mock_dog.is_hungry(Duration::from_secs(10)), true);

}

This slide should take about 5 minutes.

* Mockall is the recommended mocking library in Android (AOSP). There are other mock-
ing libraries available on crates.io, in particular in the area of mocking HTTP services.
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The other mocking libraries work in a similar fashion as Mockall, meaning that they
make it easy to get a mock implementation of a given trait.

o HER, BRIPERAMEE ERA S M (EBIBHDL, ZERT DUREIN S HARHI S R B B o UL
(72, MR 2 S bR H AR E 55— 75 T, LU0 R (L B m] REHE BRI, IR (1] 5 H SR A
[ )

SRV R AT RE R FH SR, (40, 17 25 B8 2 AT SR SR B P A S o IX TR AR, AT AR K
FIRTS IEREIDIRETT N, T B SR POF = B ahig .

[FIFE, 2 Web MEZRERSCRHER B NARSS a5, xRS 290 5] localhost ERREHLIG M.
A EEARREIAE SR, TR AL LI BT 3, RONIXA B A B SEABT Fh A,

» Mockall /& Rust Playground f—&B%7, KA TR ZAE AR B T R B, i cargo
add mockall ##EH Mockall #1ZIEA Cargo WiH .

» Mockall B EZ a8, AT E, &0 DAL B TE RSO E, EiX 8, Bl 1EHIZIEEK
P — U, EAE BRI AR 3 /N RSB :
#[test]
fn test_robot_cat() {
let mut mock_cat = MockPet::new();
mock_cat
.expect_is_hungry ()
.with(mockall: :predicate::gt(Duration::from_secs(3 * 3600)))
.return_const(true);
mock_cat.expect_is_hungry().return_const(false);
assert_eq!(mock_cat.is_hungry(Duration::from_secs(1l * 3600)), false);
assert_eq!(mock_cat.is_hungry(Duration::from_secs(5 * 3600)), true);

o BEATLAMEM . times (n) KRBT EERI BRI n, QERAST 2 It 2 1, DU BRI
2xH3)) panic,
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% 36 &

H il

TRIZAE log crate K HaTIdR HEF| logeat (%% L) stdout (FALLE):
hello_rust_logs/Android.bp:

rust_binary {
name: "hello_rust_logs",
crate_name: "hello_rust_logs",
srcs: ["src/main.rs"],
rustlibs: [
"liblog_rust",
"liblogger",
1,
host_supported: true,

}
hello_rust_logs/src/main.rs:
//1 Rust logging demo.

use log::{debug, error, info};

/// Logs a greeting.
fn main() {
logger: :init(
logger: :Config: :default()
.with_tag_on_device("rust")
.with_min_level(log::Level::Trace),
)
debug! ("Starting program.");
info! ("Things are going fine.");
error! ("Something went wrong!");

}
TEVRE 75 _EATEE, HEX, FBAT ISt

m hello_rust_logs
adb push "$ANDROID_PRODUCT_OUT/system/bin/hello_rust_logs" /data/local/tmp
adb shell /data/local/tmp/hello_rust_logs
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B2 adb logcat HiEIR:

adb logcat -s rust

09-08 08:38:32.454 2420
09-08 08:38:32.454 2420
09-08 08:38:32.454 2420

2420 D rust: hello_rust_logs: Starting program.
2420 I rust: hello_rust_logs: Things are going fine.
2420 E rust: hello_rust_logs: Something went wrong!
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H3I7THE

H#5EE

Rust X 5 H AR 1E 5 1 LRI EE B ORI S0, IXEWRE KR DL

o NHAIES A Rust B,
* M Rust i I A HAMIE 5 95 1R £

A MIINERTE S VA F RN, FATTFR 2 Ja i AMiReREd% 1 (Foreign Function Interface, FFI),

37.1 5 C I HIRIErE

Rust Xt AT C Vi HIZ07E B B AR SR AL T 52 BRI SRR RRERD, /R PT BT Rust BEGEM C FriE A
efils

QNSRRI RIS, RAT AT Loe e :

extern "C" {
fn abs(x: i32) -> i32;
}

fn main() {
let x = -42;
// SAFETY: “abs’ doesn't have any safety requirements.
let abs_x = unsafe { abs(x) };
println! ("{x}, {abs_x}");
}
AL 2 FFL BEARERSITEE TR F-
KRB HARF- 2 E T8 1, ANEBUH T,

FETORTA IR S 4 I

37.1.1 {#i}] Bindgen

bindgen THA] LA B4R C KX AFRIZRE KR,
BN CIESE:
interoperability/bindgen/libbirthday.h:
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https://google.github.io/comprehensive-rust/android/interoperability/../../exercises/day-3/safe-ffi-wrapper.md
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typedef struct card {
const char* name;
int years;

} card;

void print_card(const card* caxd);
interoperability/bindgen/libbirthday.c:

#include <stdio.h>
#include "libbirthday.h"

void print_card(const card* card) {
printf("+-------------- \n");
printf("| Happy Birthday %s!\n", card->name);
printf("| Congratulations with the %i years!\n", card->years);
printf("+-------------- \n");

}
KZERIER Android . bp Seffh:
interoperability/bindgen/Android.bp:

cc_library {
name: "libbirthday",
srcs: ["libbirthday.c"],

}

MZ IR — DRSS (FE MR B 275 ) -
interoperability/bindgen/libbirthday_wrapper.h:
#include "libbirthday.h"

TEIRAE AT DA B A Rl v ARG -
interoperability/bindgen/Android.bp:

rust_bindgen {
name: "libbirthday_bindgen",
crate_name: "birthday_bindgen",
wrapper_src: "libbirthday_wrapper.h",
source_stem: "bindings",
static_libs: ["libbirthday"],

}

BJa, FATTA] LATE Rust 27 H i FIX L4 e -
interoperability/bindgen/Android.bp:

rust_binary {

name: "print_birthday_card",

srcs: ["main.rs"],

rustlibs: ["libbirthday_bindgen"],
}
interoperability/bindgen/main.rs:

//! Bindgen demo.
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use birthday_bindgen::{card, print_card};

fn main() {

}

let name std::ffi::CString: :new("Peter") .unwrap();
let card card { name: name.as_ptr(), years: 42 };
// SAFETY: The pointer we pass is valid because it came from a Rust
// reference, and the "name’ it contains refers to “name” above which also
// remains valid. “print_card doesn't store either pointer to use later
// after it returns.
unsafe {
print_card(&card as *const card);

}

FEVRITIS & LAE, HEIX, FFIafT s fF:

m print_birthday_card
adb push "$ANDROID_PRODUCT_OUT/system/bin/print_birthday_card" /data/local/tmp
adb shell /data/local/tmp/print_birthday_card

B, TATTAT LOSAT B 32 BRI R PRES E ARSI 5 TAE:
interoperability/bindgen/Android.bp:
rust_test {

}

name: "libbirthday_bindgen_test",

srcs: [":libbirthday_bindgen"],

crate_name: "libbirthday_bindgen_test",

test_suites: ["general-tests"],

auto_gen_config: true,

clippy_lints: "none", // Generated file, skip linting
lints: "none",

atest libbirthday_bindgen_test

37.1.2 ¥ Rust
¥ Rust FREFIRA G HF] C IRfA 5
interoperability/rust/libanalyze/analyze.rs

/17!

Rust FFI demo.

#! [deny (improper_ctypes_definitions) ]

use std::os::raw::c_int;

/// Analyze the numbers.
#[no_mangle]
pub extern "C" fn analyze_numbers(x: c_int, y: c_int) {

if x <y {
println!("x ({x}) is smallest!");
} else {

println!("y ({y}) is probably larger than x ({x})");
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}
interoperability/rust/libanalyze/analyze.h

#ifndef ANALYSE_H
#define ANALYSE_H

extern "C" {
void analyze_numbers(int x, int y);

}

#endif

interoperability/rust/libanalyze/Android.bp

rust_ffi {
name: "libanalyze_ffi",
crate_name: "analyze_ffi",
srcs: ["analyze.rs"],
include_dirs: ["."],

}

FATERAE AT AN —A C 3 Ahia e
interoperability/rust/analyze/main.c
#include "analyze.h"

int main() {
analyze_numbers (10, 20);
analyze_numbers (123, 123);
return 0;

}
interoperability/rust/analyze/Android.bp

cc_binary {
name: "analyze_numbers",
srcs: ["main.c"],
static_libs: ["libanalyze_ffi"],
}
TEVRII B AR, HEXE, st T — 3EHI S
m analyze_numbers
adb push "$ANDROID_PRODUCT_OUT/system/bin/analyze_numbers" /data/local/tmp
adb shell /data/local/tmp/analyze_numbers

#[no_mangle] £ T Rust J#H MM E R (KL T H RS KA bR LY 44 7R, VR IE AT DAfE
#[export_name = "some_name"] RIEE(LEIRIEEIILR,

37.2 5 C++RH

CXX crate ffS1E Rust #l C++ Z AT 2R B HIEROY AT RE,
BARTTEWR:
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#[cxx::bridge] mod
description of boundary

Macro expansion Code generation
Safe
straightforward v v Straightforward
Rust APIs — Hidden C ABI — C++ APlIs
Rust 4—»[ Rust bindings ]4— ————— >[ C++ bindings ]4—> C++
code code

37.2.1 Mg

CXX MMt T 42 L Y R £ %5 42 LB, X X 2R HIE S 2 M AT B, 87 AfEH H
#[cxx: :bridge] EMZEFMR Rust BERH{EH extern fARHER AL TERA,

#[allow(unsafe_op_in_unsafe_fn)]
#[cxx: :bridge(namespace = "org::blobstore")]
mod ffi {
// Shared structs with fields visible to both languages.
struct BlobMetadata {
size: usize,
tags: Vec<String>,

}

// Rust types and signatures exposed to C++.
extern "Rust" {
type MultiBuf;

fn next_chunk(buf: &mut MultiBuf) -> &[u8];
}

// C++ types and signatures exposed to Rust.
unsafe extern "C++" {
include! ("include/blobstore.h");

type BlobstoreClient;

fn new_blobstore_client() -> UniquePtr<BlobstoreClient>;

fn put(self: Pin<&mut BlobstoreClient>, parts: &mut MultiBuf) -> u64;
fn tag(self: Pin<&mut BlobstoreClient>, blobid: u64, tag: &str);

fn metadata(&self, blobid: u64) -> BlobMetadata;

o MFEEEEEER crate IR FF1 BRI,

o ARIBENFRASIR R TIOABH, CXX K2R RCUCEL) Rust T C++ 88 /pREUE X, PAEIFIXEENA
NIFEXMMIES,

o WNFHEAEFEMM Rust 1883, 16 H cargo-expand BEBEITEN proc %, X T RZEORH], f#EA]
DA cargo expand ::ffi RAUEH ffi B (HXFIEHT Android WiH),

o NIFAEFBENK C++ U, IE7E target/cxxbridge &,
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37.2.2 Rust Bridge Declarations

#[cxx: :bridge]
mod ffi {
extern "Rust" {
type MyType,; // Opaque type
fn foo(&self); // Method on "MyType"
fn bar() -> Box<MyType>; // Free function

}
struct MyType(i32);

impl MyType {
fn foo(&self) {
println!("{}", self.0);
}
}

fn bar() -> Box<MyType> {
Box: :new(MyType(123))
}

o extern "Rust" HEHARANASIF T RIAEHAFE NN,
o CXX fUHBE R eS#i ] extern "Rust" #84ERE SN C++ FAIHM C++ Skt b, A A Sk~
P58 EHERN Rust JEXHRIBEAE R, (B8 B4 rs.h,

37.2.3 BRI C++ 1R0Y

#[cxx: :bridge]
mod ffi {
// Rust types and signatures exposed to C++.
extern "Rust" {
type MultiBuf;

fn next_chunk(buf: &mut MultiBuf) -> &[u8];

}
RECERLAT C++:

struct MultiBuf final : public ::rust::Opaque {
~MultiBuf() = delete;

private:

friend ::rust::layout;

struct layout {
static ::std::size_t size() noexcept;
static ::std::size_t align() noexcept;
b
b

cirust::Slice<::std::uint8_t const> next_chunk(::org::blobstore: :MultiBuf &buf)
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37.2.4 C++ it

#[cxx: :bridge]
mod ffi {
// C++ types and signatures exposed to Rust.
unsafe extern "C++" {
include! ("include/blobstore.h");

type BlobstoreClient;

fn new_blobstore_client() -> UniquePtr<BlobstoreClient>;

fn put(self: Pin<&mut BlobstoreClient>, parts: &mut MultiBuf) -> u64;
fn tag(self: Pin<&mut BlobstoreClient>, blobid: u64, tag: &str);

fn metadata(&self, blobid: u64) -> BlobMetadata;

}
}
RECERLAT Rust:
#[repxr(C)]
pub struct BlobstoreClient {
_private: ::cxx::private::Opaque,
}

pub fn new_blobstore_client() -> ::cxx::UniquePtr<BlobstoreClient> {
extern "C" {
#[1ink_name = "org$blobstore$cxxbridgel$new_blobstore_client"]
fn __new_blobstore_client() -> *mut BlobstoreClient;

}

unsafe { ::cxx::UniquePtr::from_raw(__new_blobstore_client()) }

}

impl BlobstoreClient {
pub fn put(&self, parts: &mut MultiBuf) -> u64 {
extern "C" {
#[1link_name = "org$blobstore$cxxbridgel$BlobstoreClient$put”]

fn __put(
_: &BlobstoreClient,
parts: *mut ::cxx::core::ffi::c_void,
) -> ub4;
}
unsafe {
__put(self, parts as *mut MultiBuf as *mut ::cxx::core::ffi::c_void)
}
}
}
/!l ...
o B RIEFAGEMATE ANSLEFTLIR, CXX SHITESIS, IAERE5 C++ FEHMAR
TE—.

» fEBh unsafe extern fURGHL, £5A] DAFTHHAT M Rust ZZ2E Y C++ KL
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37.2.5 M

#[cxx: :bridge]
mod ffi {
#[derive(Clone, Debug, Hash)]
struct PlayingCard {
suit: Suit,
value: u8, // A=1, J=11, Q=12, K=13

}

enum Suit {
Clubs,
Diamonds,
Hearts,
Spades,

o {EZHFZRAL C BRER (BATT) RS,
o RO #[derive ()] HIFEREER trait, REUESEN C++ RS RAH R HISHEE, BIan,
WREIRAE T Hash, B HHMN I C++ RABI4RK std: thash SEFY,

37.2.6 HEPOE

#[cxx: :bridge]

mod ffi {
enum Suit {
Clubs,
Diamonds,
Hearts,
Spades,
}
}

Generated Rust:

#[derive(Copy, Clone, PartialEq, Eq)]
#[repr(transparent) ]
pub struct Suit {

pub repr: u8,

}

#[allow(non_upper_case_globals) ]

impl Suit {
pub const Clubs: Self = Suit { repr: 0 };
pub const Diamonds: Self = Suit { repr: 1 };
pub const Hearts: Self = Suit { repr: 2 };
pub const Spades: Self = Suit { repr: 3 };

}

Generated C++:

enum class Suit : uint8_t {
Clubs = 0,
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Diamonds
Hearts
Spades
},

1,

W Nl

I
I

* 1£ Rust ¥, NFZRAAE BRAI ARG SEPR_E R EREEUERIGIA JX R KN TE C++ i, MRS
Firf B8R RIFMEAE T UB, M Rust Rk ZEAMRBITHN,

37.2.7 Rust iR

#[cxx: :bridge]
mod ffi {
extern "Rust" {
fn fallible(depth: usize) -> Result<String>;
}
}

fn fallible(depth: usize) -> anyhow::Result<String> {
if depth == 0 {
return Exrr(anyhow: :Error::msg("falliblel requires depth > 0"));
}

Ok ("Success!".into())

o f£ C++ 751, IR\ Result [ Rust BB R,

o PSR EIRZOE Tust : Error 8 IZ A L T AUREGE IR IH B 2 RF R I 75 15 1R
B HEREAY Display impl $245,

* 4 panic M Rust JEFF| C++ K, 2GRS EOHFE AIZ 1E,

37.2.8 C++ HHRALHEE

#[cxx: :bridge]
mod ffi {
unsafe extern "C++" {
include! ("example/include/example.h");
fn fallible(depth: usize) -> Result<String>;

}

fn main() {
if let Exrr(exrr) = ffi::fallible(99) {
eprintln! ("Error: {}", err);
process::exit(1);

}
}
o AHHATIRIA Result i C++ PRBCEHAR C++ Ml HH AR 5%, B HAEN Exx EIRFIZAIA
H Rust %Y,

o GNERANER “C++”REEIE 1 TR, H CXX HrErh R A IHIZEEH TR E Result, MR <1E A
C++ 1Y std: : terminate, AT HER TET C++ EE nowithout i THEFEISEH,
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37.2.9 MR

Rust Type C++ Type

String rust::String

&str rust::Str
CxxString std::string
&[T]/&mut [T] 1xrust::Slice

Box<T> rust: :Box<T>
UniquePtr<T> std::unique_ptr<T>
Vec<T> rust::Vec<T>

CxxVector<T> std::vector<T>

o XS A T H =GR IR B AR SN R B 2 AR [ 25
o EIFE, Rust Y String ALEBEME] std: : string, SBOXMIEMREE LR ILAN:
- std::string NEfE String Fi#&f) UTF-8 28,
— XM AR RN, R TCE B TEIE S Z A TR,
- std::string %5 Rust RIFENE CRILACH) move Hi&EK%EL, At std: :string ¢
DML 154 Rust,

37.2.10 Building in Android

Al cc_library_static DM C++ &, f4E CXX A A Sk SHFN TR S

cc_library_static {

name: "libcxx_test_cpp",

srcs: ["cxx_test.cpp"],

generated_headers: [
"cxx-bridge-header",
"libcxx_test_bridge_header"

1,

generated_sources: ["libcxx_test_bridge_code"],

o f5H libcxx_test_bridge_header #1 libcxx_test_bridge_code /& CXX £ C++
e BRI, FA TAE R —3R 44T A BRI B 5

o TETHE, BEFEMEE cxx-bridge-header FEARESRBUE UL CXX & S,

o WIFE T AANMITE Android H (A CXX HIZe%sery, 1§20 Android S2iY, @IS 2R 225
FIZHEE, DUMEZAERE H o o] DAFEMR R EIX S

37.2.11 Building in Android

AIEMR A genrule: —PNHTFAER CXX ke, 55— MHFAERK CXX TR ARG, XENFSWHE
cc_library_static A,

// Generate a C++ header containing the C++ bindings
// to the Rust exported functions in lib.rs.
genrule {
name: "libcxx_test_bridge_header",
tools: ["cxxbridge"],
cmd: "$(location cxxbridge) $(in) --header > $(out)",
srcs: ["lib.rs"],
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out: ["lib.rs.h"],
}

// Generate the C++ code that Rust calls into.
genrule {
name: "libcxx_test_bridge_code",
tools: ["cxxbridge"],
cmd: "$(location cxxbridge) $(in) > $(out)",
srcs: ["lib.xrs"],
out: ["lib.rs.cc"],

« cxxbridge T HJE—#H TR, FITA MFHEBRELY C++ i, ©E &1 Android H, H1EH
Soong T Higf,

o FRIRH), QSN Rust AR 1ib. rs, WSkSeF a4l 1ib. rs. h, e aa
lib.rs.cc. i, RGFHHAsRMHIHIT I A A5 51,

37.2.12 Building in Android
Bl —/MEHET 1ibexx fil cc_library_static i rust_binary,

rust_binary {
name: "cxx_test",
srcs: ["lib.rs"],
rustlibs: ["libcxx"],
static_libs: ["libcxx_test_cpp"],

37.3 4 Java I HEER/EN:

Java AILAEIS Java AHZ T (NI) fEFEZ=XNR, jni crate RVFEAIE— D H#HARE,
B, TAEIE— DA AT E] Java #Y Rust B4

interoperability/java/src/lib.rs:

//1 Rust <-> Java FFI demo.

use jni::objects::{JClass, JString};
use jni::sys::jstring;
use jni::JNIEnv;

/// HelloWorld::hello method implementation.
#[no_mangle]
pub extern "system" fn Java_HelloWorld_hello(
env: JNIEnv,
_class: JClass,
name: JString,
) -> jstring {
let input: String = env.get_string(name).unwrap().into();
let greeting = format!("Hello, {input}!");
let output = env.new_string(greeting).unwrap();
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output.into_innex()

}

interoperability/java/Android.bp:

rust_ffi_shared {
name: "libhello_jni",
crate_name: "hello_jni",
srcs: ["src/lib.rs"],
rustlibs: ["libjni"],

}

We then call this function from Java:
interoperability/java/HelloWorld.java:

class HelloWorld {
private static native String hello(String name);

static {
System.loadLibrary("hello_jni");

}

public static void main(String[] args) {
String output = HelloWorld.hello("Alice");
System.out.println(output);

}
interoperability/java/Android.bp:

java_binary {
name: "helloworld_jni",
srcs: ["HelloWorld.java"],
main_class: "HelloWorld",
required: ["libhello_jni"],

}

e, AT DKL, [R2P R T kil se

m helloworld_jni
adb sync # requires adb root && adb remount
adb shell /system/bin/helloworld_jni
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% 38 W
>

X NINAGS  BATREBIRTEELSEIE 2 —, H225048 —2E Rust (REEERGHE AN E—
LRSI

* [ Rust %5 197 F o F /R AIDL iS5,
o RHORITE RIS R EOEREE] Rust FRHFIHAE,

AL A TR AR R T 5, ROMIZZ TR A T R A A —BUERT DRI ##% Rust /Y
(AR
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39 &
Welcome to Rust in Chromium

Chromium A28 =75 B2 HF Rust, FEH S — k& RE%iER: Rust 1A Chromium C++ A,

SR, BATRIEH Rust M5 BRI T — LG B A RIE, SRR B2 T A
FURR UTES 7 £, IR 2 ] ATE ACRS 2 A B9 X6 I 70 4% SIEOX N5 BRORBR AE, Th A — 8 BEAE
AT IEHIREDTER 70
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TRWERIE ] DA IF121T Chromium, HEERI IS G A E LR T 1223636, MW T 2023 £F 11
R, Wal AR & FHEM—4 build #r& NIsfT,

gn gen out/Debug
autoninja -C out/Debug chrome
out/Debug/chrome # or on Mac, out/Debug/Chromium.app/Contents/Mac0S/Chromium

(EEBUFEA AR build HE, DAgEREIERKE X ZEAE! )
WA BA5IX 55, 1525 Q0aF 7 Chromium, 7275 : % build Chromium F5EAFLEH} ],
IEAh, AR WA ZZ22E Visual Studio g,
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About the exercises

ABRERIZ — B & — RIS, EN 2 RRARRAH AR BAT TR R DN IR PP TIX R 2R S, MY
PURTER G BT BE R WERIEI A I R SE R o7, IETRAEC: AT DAFE R — [ Bt B3R,
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Ba1 =

Chromium I Cargo R4 &0 L

The Rust community typically uses cargo and libraries from crates.io. Chromium is built
using gn and ninja and a curated set of dependencies.

] Rust 45 FCRDI, ZXAT DAGERE :

{68 //build/rust/*.gni B (Bl40 rust_static_library, BAEES A HH gn
1 ninja, xIRE2 AL H M Chromium T H$%#1 crate,

o {#if] cargo, B R T H#AY Chromium T HBEF] crate

 #iH cargo, fFF T HHE f1/sk MM NEIT crate

From here on we'll be focusing on gn and ninja, because this is how Rust code can be
built into the Chromium browser. At the same time, Cargo is an important part of the Rust
ecosystem and you should keep it in your toolbox.

Mini exercise

TS NI R LU &)

o 8% cargo TEMRLE = N EANE, FHFITAGIX L 5 B9 X F IR
o WIBTEREFT gn Al ninja PANESZR cargo S50, B S EMRLe T 5, M ARE,

Ask students to avoid peeking at the speaker notes before completing the exercise. Assuming
folks taking the course are physically together, ask them to discuss in small groups of 3-4
people.

S54SR E T (“Cargo MTREEH (ESI055)

* It's fantastic that when writing a tool, or prototyping a part of Chromium, one has
access to the rich ecosystem of crates.io libraries. There is a crate for almost anything
and they are usually quite pleasant to use. (clap for command-line parsing, serde for
serializing/deserializing to/from various formats, itertools for working with iterators,
etc.).

- {&B) cargo, &R DAERAUH E (R 751 ‘Cargo.toml® Bil— TR G 4645 BIAT)
- AR CPAN Z2anfa#iBh perl BN 12 iER, 805 5 python + pip #TEEEL,

* Development experience is made really nice not only by core Rust tools (e.g. using
rustup to switch to a different rustc version when testing a crate that needs to work
on nightly, current stable, and older stable) but also by an ecosystem of third-party
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https://crates.io/
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tools (e.g. Mozilla provides cargo vet for streamlining and sharing security audits;
criterion crate gives a streamlined way to run benchmarks).

- {8h cargo, &M@ cargo install --locked cargo-vet BHAWINIT H,
- AYi5 Chrome # EFFEL VScode § iR F#t1T HL#L,

o ARR—EEATEN cargo, BRIz A A T E Rl :

— Perhaps surprisingly, Rust is becoming increasingly popular in the industry for
writing command line tools. The breadth and ergonomics of libraries is comparable
to Python, while being more robust (thanks to the rich typesystem) and running
faster (as a compiled, rather than interpreted language).

— WIEIA Rust ERRSE, HAUEM Cargo SFhrit Rust TH, (R FERIGIMNT ok, I B
REWS T B Chromium #5141 F T Bazel 8¢ Android/Soong F#EERR) BT H , W %
f#i ] Cargo.

« T cargo\ i§ Chromium AHEI7 H R Hl:

- serde_json_lenient (E.7F Google HEAMER AT 175250, 452 RE(H PR MERESFIIE
BAD,
- PRI font-types)
- gnrt THGATREAREME DRI EH clap #ATa 1T, A toml
ACFRRCE S
* Disclaimer: a unique reason for using cargo was unavailability of gn when
building and bootstrapping Rust standard library when building Rust toolchain.
* run_gnrt.py uses Chromium's copy of cargo and rustc. gnrt depends on
third-party libraries downloaded from the internet, but run_gnrt.py asks
cargo that only - -1ocked content is allowed via Cargo. lock.)

FA AP DU A IAE N R E e AR (ST

o rustc (Rust fmiEes) NKHT LLVM J&, Clang 4mi¥as. “rustc” IS (M GitHub B, 3
Rust ZriEas HIBNH %) 5 1S N EA) k] Rust Hises

o rustup (ESFEEMZE, rustup ZfE https://github.com/rust-lang/ £ FHLIF L1, 5
rustc M)

 cargo. rustfmt %

o BFPNERELALZE (T2 rustc RYIMIRALES AL A TR fi i T 2587 & 45 Chromium T2
MRS, )

* cargo Audit. cargo vet % Cargo T H

« &% //third_party/rust i Rust £ (H security@chromium.org #17H#%)

o HAth Rust J (— £/ NRABARSZ XL X H F )
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42 =

Chromium Rust BiE

Chromium - 3Z£5# 28 —77 Rust, BRIERLT XIBFR T8 HUHERRRTRIE 5.

A% Chromium 55 =77 FEBUR, 1§25 IEAL IR IZIZLEBOR, TR ZE 0T RVFR Rust (E N5 =
TIEAER, (ST R A MR 2 2 22T ), EA TR R PAR 2 3k,

ft/DA Rust EXEEATT C/C++ APL IXERE LT IR AT 2260 A D RIS — TR & R,
"CH" Rust

: Existing Chromium : :  Chromium Rust Existing Rust :
"CH+" : : "wrapper" crate :
R + I e + R +
| | | | | |
| O----- P +-t+-> O-F---mmm e +--> | :
D | : Language : | | Crate | |
e T + : boundary @ 4---------------- + API e +

eS8 =77 crate V58— 77 Rust A& RASIE H M BTE third_party/rust/<crate>/<version>/wrapper
H 3,

it S RETRAEER S H LT A:

* 5| \% =77 Rust J& (“crates”)
o TSRS, UEREW M Chromium C++ H{# FiXLE crate,

QSRR REN (R T A A2 22 Ak, WA IR B 2Rl 2 BT,
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43 &
Build rules

Rust fUASIEH #H cargo Mg, HEmAE, Chromium £ gn M ninja MATH9HE, HERSHM
WIS FF SN KRR AT, Rust AHISR,

Adding Rust code to Chromium

fE—LEPE 1 Chromium BUILD.gn X+, FBH rust_static_library:
import("//build/rust/rust_static_library.gni")
rust_static_library("my_rust_lib") {

crate_root = "lib.rs"
sources = [ "lib.rs" ]

-

e ] DAEH A Rust BAR_EEIN deps. 8 )a, TATE % B ER A 58 =75 U,

B [ H87E crate fRE X # 5eBAIRIRASSI5R, crate_root /&Mt Rust gmias i IS,
R RCARR SO, 38 9 1ib. rs, sources BMTATHRXARIZERAIR, ninja TEMHERIE
Al A T ST

(£ Rust 1, 3 & 17 1£ i I 1Y Rust source_set, & N & crate it 2 — 1 % 1% ¥ 7T
static_library E&/NUBIL,)

FERTRERRERONMIIRANTTZE gn B, TAEEA gn WER) Rust #8874 SCRr BEATHRE, R K2 AR
SR CXX HAR(EME, 20T Rust DhRE DU BTN, A IR (8 2 2 H AR —LEIhRE,

43.1 Including unsafe Rust Code
FRINTE LT, Z8IETE rust_static_library A% 4R Rust S, K28 HRACH ToiAgm 1%, 10

TR 2 Rust 0, 1% allow_unsafe = true #HMNZE| gn HirrR, (FEARER S5,
BATEANBEMEE T N AUXFEM )

import("//build/rust/rust_static_library.gni")

rust_static_library("my_rust_1ib") {
crate_root = "lib.rs"
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sources = [
"lib.rs",
"hippopotamus.rs"
1

allow_unsafe = true

}

43.2 {1£ Chromium C++ H15 A Rust {15

HFEH LR EFREIIZHELE Chromium C++ BRI deps HEIAT,
import("//build/rust/rust_static_library.gni")

rust_static_library("my_rust_1ib") {
crate_root = "lib.rs"
sources = [ "lib.rs" ]

}

# or source_set, static_library etc.
component ("preexisting_cpp") {
deps = [ ":my_rust_lib" ]
}
We'll see that this relationship only works if the Rust code exposes plain C APIs which can be
called from C++, or if we use a C++/Rust interop tool.

43.3 Visual Studio Code

£ Rust g, @ H 2B IR, X ESH AR AR IDE &2 C++ EH5H M, Visual Studio Code
JEHIEH T/E Chromium FRALEE Rust A, 075 I ILIIRE,

o IEMIRER VSCode %225 T rust-analyzer § BT, M A2 RIMARR Rust X,
* gn gen out/Debug --export-rust-project (st H I
* In -s out/Debug/rust-project.json rust-project.json
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actual_version® #76 — match me cnda vaeedanll I
pub struct QrCode {

Version::Micro 1C
Version: :Norma content: Vec<Color, Globals, ar
version: Version,
ec_level: EclLevel,
h min_version width: usize,
None => (), }
Some(min_versi /€

The encoded QR code symbol.
Some(min_versi

// If ‘act 2 implementations r

qr_code = QrCode::with_version(data, Version::
}

GRERZ AR IDE F7A MBS E, AR N rust-analyzer AR URS T ERIIR R D) RE, SUPFRELL
AT T

DA BRA] RE SO0 E0R A B Bl (Rt T DA Al — Bede M #2EHY Chromium #H2% Rust f(3) :

* fIFF components/qr_code_generator/qr_code_generator_ffi_glue.rs

« KARET ‘qr_code_generator_ffi glue.rs #1# QrCode: :new JEH CRLIEE 26 17) L

* Demo show documentation (typical bindings: vscode = ctrl k i; vim/CoC = K).

* Demo go to definition (typical bindings: vscode = F12; vim/CoC = g d). (This will take
youto //third_party/rust/.../qr_code-.../src/lib.xs.)

« j# R outline 77 QrCode: :with_bits Ak (KL% 164 17; KANM T vscode HS#F:
PR E AR Mg BURZRE . vim/CoC = space 0)

* J#/R type annotations (QrCode: :with_bits J7ikA a7 —LREeF RG]

ESEFEERZ, 8% BUILD.gn X )5, FEEWNIZIT gn gen ... --export-rust-project
(BA TR A BRI ST 2 IR TR ) o

43.4 Build rules exercise

#£ Chromium build H, [f] //ui/base/BUILD.gn FHIHHI Rust Hixk, HAus:

#[no_mangle]

pub extern "C" fn hello_from_rust() {
println!("Hello from Rust!")

}

Important: note that no_mangle here is considered a type of unsafety by the Rust compiler,
so you'll need to allow unsafe code in your gn target.

FFIXNHTHY Rust HFREINN / /ui/base :base RN £ ui/base/resource/resource_bundle.cc
TOUER A HH L R 2 (R 5, FBRATTR A 2R an a4 A2 Rk T 2R B 33T L IRAE)

extern "C" void hello_from_rust();

M ui/base/resource/resource_bundle.cc H [ A £ E JE A B
M ResourceBundle: :MaybeManglelLocalizedString f9 I ¥ 4 Al bt B
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Chromium, }##if£ 22X T/~ Hello from Rust!”,

WRAEEF VSCode, BITERLIE I E Rust, PAEEEETE VSCode H1IEH 1817, XX G448 ST R RE T,
WIS, MR A S println! LAY ”Go to definition”,

TR E RS By

o JEAT [rust_static_library gn#iifk] Hi£IH (https:/source.chromium.org/chromium/chromium/src/
+/main:build/rust/rust_static_library.gni;1=16)

o XF [#[no_mangle]] Wi¥4i{5 & (https://doc.rust-lang.org/beta/reference/abi.html#the-
no_mangle-attribute)

o XT [extern "C"]WI¥4H(EE (https://doc.rust-lang.org/std/keyword.extern.html)

* KT gn Y [--export-rust-project] FxAVIEA(ER (https:/gn.googlesource.com/gn/
+/main/docs/reference.md#compilation-database)

* ffaf{E VSCode H1%%¢ rust-analyzer

It's really important that students get this running, because future exercises will build on it.

WRBIARARERS, KDy BRGSO Bl FH A EAR1EIE S, B CTE S, C++ # Rust AS#R AT DU BAATE A
C ABI B # FEATRIZAIR S 877, TATE EHEHRE C++ F1 Rust KEKER,

AL FEZ A H allow_unsafe = true, [N #[no_mangle] AIRESSZHE Rust AL RUH NI 44 BRI EL,
ifii Rust JCiEARIUE 218 FH IE# ) B8,

W FTE AL Rust AJHAT MR, AT DA A rust_executable gn BitATILIRIE,
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44 &=
5

Rust community typically authors unit tests in a module placed in the same source file as the
code being tested. This was covered earlier in the course and looks like this:

#[cfg(test)]
mod tests {
#[test]
fn my_test() {
todo! ()
}
}

In Chromium we place unit tests in a separate source file and we continue to follow this
practice for Rust — this makes tests consistently discoverable and helps to avoid rebuilding
.rs files a second time (in the test configuration).

This results in the following options for testing Rust code in Chromium:

* Native Rust tests (i.e. #[test]). Discouraged outside of //third_party/rust.
* gtest tests authored in C++ and exercising Rust via FFI calls. Sufficient when Rust code
is just a thin FFI layer and the existing unit tests provide sufficient coverage for the

feature.
* gtest tests authored in Rust and using the crate under test through its public API (using
pub mod for_testing { ... }ifneeded). This is the subject of the next few slides.

Mention that native Rust tests of third-party crates should eventually be exercised by
Chromium bots. (Such testing is needed rarely — only after adding or updating third-party
crates.)

Some examples may help illustrate when C++ gtest vs Rust gtest should be used:

* QR has very little functionality in the first-party Rust layer (it's just a thin FFI glue)
and therefore uses the existing C++ unit tests for testing both the C++ and the Rust
implementation (parameterizing the tests so they enable or disable Rust using a
ScopedFeaturelList).

* Hypothetical/WIP PNG integration may need to implement memory-safe implementation
of pixel transformations that are provided by 1ibpng but missing in the png crate - e.g.
RGBA => BGRA, or gamma correction. Such functionality may benefit from separate
tests authored in Rust.
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44.1 rust_gtest_interop J%

The rust_gtest_interop library provides a way to:

» Use a Rust function as a gtest testcase (using the #[gtest(...)] attribute)
» Use expect_eq! and similar macros (similar to assert_eq! but not panicking and not
terminating the test when the assertion fails).

Example:

use rust_gtest_interop::prelude::*;

#[gtest(MyRustTestSuite, MyAdditionTest)]
fn test_addition() {

expect_eq! (2 + 2, 4);
}

44.2 Rust MR GN L

The simplest way to build Rust gtest tests is to add them to an existing test binary that
already contains tests authored in C++. For example:

test("ui_base_unittests") {

ééﬁrces += [ "my_rust_lib_unittest.rs" ]
deps += [ ":my_rust_lib" ]
}

Authoring Rust tests in a separate static_library also works, but requires manually declar-
ing the dependency on the support libraries:

rust_static_library("my_rust_lib_unittests") {
testonly = true
is_gtest_unittests = true

crate_root = "my_rust_1lib_unittest.rs"
sources = [ "my_rust_1lib_unittest.rs" ]
deps = [

":my_rust_lib",

"//testing/rust_gtest_interop",
1
}

test("ui_base_unittests") {
débs += [ ":my_rust_lib_unittests" ]
}
44.3 chromium: :import! %
After adding :my_rust_lib to GN deps, we still need to learn how to import and

use my_rust_lib from my_rust_lib_unittest.rs. We haven't provided an explicit
crate_name for my_rust_1ib so its crate name is computed based on the full target path
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and name. Fortunately we can avoid working with such an unwieldy name by using the
chromium: :import! macro from the automatically-imported chromium crate:

chromium: :import! {
"//ui/base:my_rust_1lib";
}
use my_rust_lib::my_function_under_test;
Under the covers the macro expands to something similar to:
extern crate ui_sbase_cmy_urust_ulib as my_rust_lib;

use my_rust_lib::my_function_under_test;

More information can be found in the doc comment of the chromium: : import macro.
rust_static_library supports specifying an explicit name via crate_name property, but
doing this is discouraged. And it is discouraged because the crate name has to be globally

unique. crates.io guarantees uniqueness of its crate names so cargo_crate GN targets (gen-
erated by the gnrt tool covered in a later section) use short crate names.

44.4 Testing exercise

Time for another exercise!
In your Chromium build:

* Add a testable function next to hello_from_rust. Some suggestions: adding two inte-
gers received as arguments, computing the nth Fibonacci number, summing integers in
a slice, etc.

» Add a separate ..._unittest.rs file with a test for the new function.

* Add the new tests to BUILD.gn.

* Build the tests, run them, and verify that the new test works.
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B 45 =

5 C++ K HHAEE

Rust # X2 7 24 C++/Rust EAR/EIRIA, 3 H—E1E AW &3 TE, HAf, Chromium {#/H—#
&N CXX T H,

&R DA A2 2 OB S (5 Rust FONAERD fiREMES AR, /G CXX THESEIAE R Rust #l C+
+ PREU ZRAIR R ,

[ #[cxx::bridge] mod ]

description of boundary

Macro expansion Code generation
Safe
straightforward v v Straightforward
Rust APls Hidden C ABI C++ APlIs
Rust «—————»{ Rust bindings |+ — - — = - > C++ bindings Je————— C++
code code

See the CXX tutorial for a full example of using this.
TR FOX A B 2R AR fo O BEAN A i P A0 72 R AE ] AR B 3 TIX — AR B DU R EFAL

o [HHIZ CERAIMRIUE C++ uiAll Rust smAHPCAC (51140, 405k # [cxx: :bridge] 55LFRAY C++ B¢ Rust
TE SCARVERE, 2 BRI 5 15 AR A RIP R34 0E, ATRE S SEURE AT H)

o ZTHIEATH3N4 L FFI thunk (RIZNEUERTHZA C-ABI #Y H HIBKE0, AMEIGE RN AR C 1B SRt
(fil4n, J5 X Rust 8¢ C++ 7775/ FEL A ; T35 E —HZE BITHRE XA B
BRI

o X T EMPER] DAL B — IO RRY, Filan:

— &[T] AJLAFS FFI JA 5T &3, BV TCiRRIE TR E R ABI BN 5 —BOCR, AT
FENEER, T ENfRM std: i span<T> [ &[T1, HRIEEEH A KERATEREE, HIX
RS i, oA EAIE S T2 slice IRR 7 g H IR

- R4 std: :unique_ptr<T>, std::shared_ptr<T> /oK Box & GEfeEH 2 4L
A2 SR AN I F a0, WAL 3 A 3 7% C-ABI (IR AATRE, IX 2B NAE & & AR N 1F
LMk,

— rust::String fl CxxString KRG IR G AN FIE S Z ML FF B RR T H
)2 5 (4N, rust::String::lossy AJ BAid i 4F UTF8 #it A4 & Rust F4F &
rust::String: :c_str AIBUNFRFE B NUL &1E5F),
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45.1 HEnpl

CXX requires that the whole C++/Rust boundary is declared in cxx: : bridge modules inside
.Ts source code.
#[cxx: :bridge]
mod ffi {
extern "Rust" {
type MultiBuf;

fn next_chunk(buf: &mut MultiBuf) -> &[u8];
}

unsafe extern "C++" {
include! ("example/include/blobstore.h");

type BlobstoreClient;

fn new_blobstore_client() -> UniquePtr<BlobstoreClient>;
fn put(self: &BlobstoreClient, buf: &mut MultiBuf) -> Result<u64>;

}

// Definitions of Rust types and functions go here
fath:

» Although this looks like a regular Rust mod, the #[cxx: :bridge] procedural macro
does complex things to it. The generated code is quite a bit more sophisticated - though
this does still result in a mod called ff1i in your code.

* Native support for C++'s std: :unique_ptr in Rust

» Native support for Rust slices in C++

* M C++ JHH] Rust, F{£EH] Rust 2 (TiFRALE)

* M Rust JAH] C++, FFEEH] C++ B (AR E)

W 1X B Rust 1EfENT C++ Lo, HSEAFIRSM. Rust AR ST iRRE, HUZ1E
AR C++ ARSHIERAN #include, DUET C++ 4widdy (HH,

45.2 CXX WP

By far the most useful page when using CXX is the type reference.
CXX EEAREHFLATNIEM:
o S Rust-C++ #2EHE & 8, A AR B A2 5N 2.
o HAL, EBRERHT CXX SRR A SRR A Fl40 std: :unique_ptxr, std: :string. &[u8]
%,

XAEEARZ RIRYE, flans/ D% Rust ) Option KRS,

T IX L ERR, FAT17E Chromium A HEERF Rust A /8 B 3R “H-15 537, T 7CiE A TEER) Rust-C+
+ M, HEFTHEAE Chromium HHRE Rust RN 7R IN, HEESCMUE X8 S 185789 CXX 405
AT, PEEZIES USRS RS RE SR T,
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In addition, right now, Rust code in one component cannot depend on Rust code in another,
due to linking details in our component build. That's another reason to restrict Rust to use in
leaf nodes.

AR, JER IR CXX I A At — LS [RIXE Z AL, Bil4n -

o HARYE C++ FE R THIRCEE CR —3KZIKT R AR AT 45)
o PREEEEEERIRA TS (.

45.3 CXX e

CXX's support for Result<T, E> relies on C++ exceptions, so we can't use that in Chromium.
Alternatives:

* The T part of Result<T, E> canbe:

— Returned via out parameters (e.g. via &mut T). This requires that T can be passed
across the FFI boundary - for example T has to be:
* A primitive type (like u32 or usize)
% A type natively supported by cxx (like UniquePtr<T>) that has a suitable de-
fault value to use in a failure case (unlike Box<T>).
— Retained on the Rust side, and exposed via reference. This may be needed when
T is a Rust type, which cannot be passed across the FFI boundary, and cannot be
stored in UniquePtr<T>.

* The E part of Result<T, E> canbe:

— Returned as a boolean (e.g. true representing success, and false representing
failure)

— Preserving error details is in theory possible, but so far hasn't been needed in
practice.

45.3.1 CXXError Handling: QR Example

The QR code generator is an example where a boolean is used to communicate success vs
failure, and where the successful result can be passed across the FFI boundary:

#[cxx: :bridge(namespace = "qr_code_generator")]
mod ffi {
extern "Rust" {
fn generate_qr_code_using_rust(
data: &[u8],
min_version: 116,
out_pixels: Pin<&mut CxxVector<u8>>,
out_qgr_size: &mut usize,
) -> bool;

}

Students may be curious about the semantics of the out_qgr_size output. This is not the size
of the vector, but the size of the QR code (and admittedly it is a bit redundant - this is the
square root of the size of the vector).

It may be worth pointing out the importance of initializing out_qr_size before calling into
the Rust function. Creation of a Rust reference that points to uninitialized memory results in
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Undefined Behavior (unlike in C++, when only the act of dereferencing such memory results
in UB).

If students ask about Pin, then explain why CXX needs it for mutable references to C++ data:
the answer is that C++ data can’ t be moved around like Rust data, because it may contain
self-referential pointers.

45.3.2 CXXError Handling: PNG Example

A prototype of a PNG decoder illustrates what can be done when the successful result cannot
be passed across the FFI boundary:

#[cxx: :bridge(namespace = "gfx::rust_bindings")]
mod ffi {
extern "Rust" {
/// This returns an FFI-friendly equivalent of "Result<PngReader<'a>,
/17 ()>
fn new_png_reader<'a>(input: &'a [u8]) -> Box<ResultOfPngReader<'a>>;

/// C++ bindings for the ‘crate::png::ResultOfPngReader” type.
type ResultOfPngReader<'a>;
fn is_err(self: &ResultOfPngReader) -> bool;
fn unwrap_as_mut<'a, 'b>(
self: &'b mut ResultOfPngReader<'a>,
) -> &'b mut PngReader<'a>;

/// C++ bindings for the ‘crate::png::PngReader’ type.

type PngReader<'a>;

fn height(self: &PngReader) -> u32;

fn width(self: &PngReader) -> u32;

fn read_rgba8(self: &mut PngReader, output: &mut [u8]) -> bool;

}

PngReader and ResultOfPngReader are Rust types — objects of these types cannot cross
the FFI boundary without indirection of a Box<T>. We can't have an out_parameter: &mut
PngReader, because CXX doesn't allow C++ to store Rust objects by value.

This example illustrates that even though CXX doesn't support arbitrary generics nor tem-
plates, we can still pass them across the FFI boundary by manually specializing / monomor-
phizing them into a non-generic type. In the example ResultOfPngReader is a non-generic
type that forwards into appropriate methods of Result<T, E> (e.g.into is_exrx, unwrap,
and/or as_mut).

45.4 Using cxx in Chromium
£ Chromium A, #-4 NFRZE A Rust B AL, FATTE ST #[cxx: :bridge] mod. i@,
A rust_static_library #EXMEYE L. RFEH

cxx_bindings = [ "my_rust_file.rs" ]
# list of files containing #[cxx::bridge], not all source files
allow_unsafe = true
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IIMEEBIAER rust_static_library PAK crate_root 1 sources I HFRH,
C++ Sk ESTRINL B A AL, RIS A TR
#include "ui/base/my_rust_file.rs.h"

M, //base HR T —LEse K%L, FIKF Chromium C++ 287845 CXX Rust 2E8UHH B 4446k, {1
i SpanToRustSlice,

ARSI AT TR allow_unsafe = true?

SRV, 2 HEE AL Rust Frils, AR C/C++ RiE2 “Z4"H. 1E Rust HREVEH C/C++ AIRESXS
WIFPATIEEIRME, 775 M Rust B S EIEA RN L 2 W C/C++ TAEHPEIM % /) unsafe
Kb, ATRE R E SRR FRUEMREL, I B A7 7RSI (B A% B, R SMER ARG 51N Rust — il
XA RES S 2L Rust R BIRSMT M,

The narrow answer lies in the diagram at the top of this page — behind the scenes, CXX

generates Rust unsafe and extern "C" functions just like we did manually in the previous
section.

45.5 Exercise: Interoperability with C++

H—akor

o RS ZRIBIER Rust SCHEHR, R0 # [cxx: :bridge] 5@ — MM C++ A HI AL (& H
hello_from_rust), ZERE A EZALMSE IR BYEAHE,

o BHCZHI hello_from_rust K%k, #Ex extern "C" #1 #[no_mangle], ifE, XHE—
MRER) Rust BRI%R,

o IEIEI gn BAR DM EIX LSS E,

o 1F C++ A%, #F% hello_from_rust M IE MR, SR G IR BT Skse i,

e Build and run!

IR 5
EIN IR E— R CXX, XH BT 47 HiFE A% Rust /£ Chromium A R iEME,
Some things to try:
o M Rust [BIJFZ] C++, EFEENIT A FIRIE:
— QIE— NIk SR, BAEFTRAM cxx: :bridge MHMAT include! #(F, BHREEXD
R SL ST A RHELRE FH Y C++ BRIEL
— i #— unsafe fRLH, FHTFIE R LR eREL, thaT DAFE # [cxx: :bridge] H457%E unsafe
K, WIHALPTIA,

- BEAIREIEFERM #include "third_party/rust/cxx/vl/crate/include/cxx.

o & C++ FFFERM C++ f£i57] Rust,

o X C++ XI5 | HFE#ES] Rust,

» ZIZiL Rust B4 5 #[cxx: :bridge] RULHAL, HBHHCRATE 2R E B

o ZIELE C++ MRS #[cxx: :bridge] AVLEL, HIENEE R IR,

o FHEAEA std: tunique_ptr M C++ {Zi£%] Rust, PAE Rust 1A HA C++ N RIWFTERL
o QIE— Rust MERIFWGEEHRF] C++, AE C++ FHEEWITER, FER: EFEZEMHH Box),

o FREAVERHEAS C++ ZRHU0Y 775, M Rust TR EAT,

o A HTAR A Rust 88U 7775, M C++ A EA,
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https://source.chromium.org/chromium/chromium/src/+/main:base/containers/span_rust.h;l=21
https://steveklabnik.com/writing/the-cxx-debate
https://cxx.rs/extern-c++.html#functions-and-member-functions

Bk

WHE, BEL TR T CXX BHREERIEFIEIR, 5 8% LD Rust /£ Chromium AR 7 5%, HA
P2 SR g iy SR A FEAZ ARl SO R

LUFEE/S:1Ee)

* The cxx binding reference
e rust_static_library gn £tk

As students explore Part Two, they're bound to have lots of questions about how to achieve
these things, and also how CXX works behind the scenes.

PETTRE 2B S DL ) -
o MERFRM Y WIAMER X RS RN, BB TRl o X R Y #R R e, IX R R I
[ C++ BRI S cxx: :bridge HRBAHREE2—E,
o FRIHGRERAER C++ 51 Rust 51 XA S UB KERIE? T CXX H_FEHH_2E
B ERNE, WA ENIRINAZ T CXX FEAIA st _HrlRE_S 8 UB, HET CXX 1Y
BT SR, TR RE S BOXFE LA 7S BB TR
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https://cxx.rs/bindings.html
https://source.chromium.org/chromium/chromium/src/+/main:build/rust/rust_static_library.gni;l=16

¥ 46 &
#WNEE =77 Crate

Rust FEWFR N crate, AJAE crates.io 4%, Rust [ crate 2 [A19EH 2 5 HE BARH, S S2UFRH, {16
Sflig!

B C++library Rust crate

Build system fR% fRfF—%: Cargo.toml
BRIZERIR/N R /N

&I R Rz

XFF Chromium TARITSR I, XA KR R HA DUTR 3

* T crate #RFEHFLRIAAE R ST, XA IR AT DA 3R H k] Chromium H...
« B, crate @ BAERIBMMIN, K ATRERETIANZE,
PATRIFELL AR
o QA4 crate FANE] Chromium JE{CADH
o QI EHIE gn AR
o el e AR TR ARG AR R R 05 1 22 21
All of the things in the table on this slide are generalizations, and counter-examples can be

found. But in general it's important for students to understand that most Rust code depends
on other Rust libraries, because it's easy to do so, and that this has both benefits and costs.

46.1 HCE Cargo.tom LA crate

Chromium HA—4EHERAE R crate MM, X EARMINE IR Cargo . toml SXAHETE
H:

[dependencies]
bitflags = "1"
cfg-if = "1"
cxx = "1"

5T HAh Cargo. toml —#¢, BT IEE SN B 2164015 B B W2, T2 BAE
crate /3 features,
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https://crates.io
https://source.chromium.org/chromium/chromium/src/+/main:third_party/rust/chromium_crates_io/Cargo.toml
https://doc.rust-lang.org/cargo/reference/specifying-dependencies.html

Al Chromium %S0 crate I, 38 & 7 ZAEM IS HF gnrt_config. toml HRHE—LLEMAMY(E I,
FAPEALE RS AN,

46.2 [idtH gnrt_config.toml

5 Cargo.toml —&E#HMZ gnrt_config. toml, st flE Chromium LAY EREF, flHT
Ab¥E crate,

UISLFRAIHT crate, 2 /DB group, AT U A &N —:

# 'safe': The library satisfies the rule-of-2 and can be used in any process.
# 'sandbox': The library does not satisfy the rule-of-2 and must be used in
# a sandboxed process such as the renderer or a utility process.

# 'test': The library is only used in tests.

Bign:

[crate.my-new-crate]

group = 'test' # only used in test code

HR4E crate PRI R, EXRTREIE AR 2268 FH IS A2 H LTICENSE SCAFRIRTTEN B
fJa, BATRAN AT B SR ECE R A, DAEREAS MR R,

46.3 B# Crate

—H%H gnrt W TH, BB T crate BURAERL BUILD. gn AL ITRE,
B, T N R R TR crate:

cd chromium/sxc
vpython3 tools/crates/run_gnrt.py -- vendor

AR gnrt THZ Chromium KW —E5, (BB B T2, BRI crates. io
TEFEIBITREAMHI, BRI L2V, B2 5 Al s.
12171t vendor @S FIRES NEDA RNE:
* Your crate

o B ITRIE SR HRITT
» cargo ZRAHEHAM crate BIHTIRA, FT#4T Chromium FrFzH4E6 crate,

Chromium £{&%& —2& crate fU#h T, HHARTELE / /third_party/rust/chromium_crates_io/patches
M, RG2S H AN EEHT N A X EERN T, (AN SRAN TR 20, S mT RE TR B T ol e,

46.4 Fpk gn FgEEW

T# crate 5, #4177 BUILD . gn X4
vpython3 tools/crates/run_gnrt.py -- gen
WAE, 1317 git status.EMIZRFH:

* third_party/rust/chromium_crates_io/vendor &M &E—PHiH crate JHH
 third_party/rust/<crate name>/v<major semver version> HZE/DEE—ANHIH
BUILD.gn

247


https://source.chromium.org/chromium/chromium/src/+/main:third_party/rust/chromium_crates_io/gnrt_config.toml

o FHM [ README . chromium
The "major semver version” is a Rust "semver” version number.
TEFAIER, LHUZ third_party/rust FAINANE,

&N semver, Fi7l27E Chromium H, BSZHEHMEH Z A3 AEH crate itAR, BARTE Cargo AKER
A EINIX AT X, AR E I R AR,

46.5 RS

ANSRAEIRI, ATRESE build . rs XAFATE: RXERFAMEE R IT MEREE X5 gnflininja
RIS MR, EAN] B TESCIRERAS, B PERIA RN, DA R FR R A AT HERT AT B A 1

KRG EH B THAE build. xs #4F; MiALEFTEIATHIMOALE :

PR AR SR FAIHY gn AR SR TR e R AR

K& ruste iARDIEE - 2 T

B 5 SRS RE

®EFEE CPU DAL 2 7

BJA HAE RIS RE

Generating code = Ef, 15
gnrt_config.toml #if5
E

F C/C++ % HATHNTBE

Arbitrary other 7 HATHNTIBE

actions

FIzfE, K2 crate ELEAEIAA, M HKZ B0 @A R AT AT,

46.5.1 FEHTERACHS IR IEA

% ninja $ERE R, TERE build. rs, AR EE N T IR,

R ZE, B gnrt_config. toml, ¥ build-script-outputs %% crate, & HiX & —
AL AR (B Chromium A5 S B B 2K 81 R AR 8100 , )& 22350 allow-first-party-
usage=false, Z XA ELRRRM 7 T/RH:

[crate.unicode-linebreak]

allow-first-party-usage = false

build-script-outputs = ["tables.rs"]

PUAE, IEEHNBIT gnrt.py -- gen, EHEK BUILD. gn X, PAEA] ninja HEREE S H SRS 45
(Rl SINE PN

46.5.2 MHMHTHE C++ BHITIEEERIERIA

4L crate i cc crate SRAFEAISCHL C/C++ £, HAth crate 2 HMEMAHEH bindgen @t
C/C++, Chromium FFSEFFASHFIHTIZEERRE, BOVEAI gn,. ninja f1 LLVM ## RGiERIEN
EHRAE 2 RN OCFR 77 T B TR H T A% BRI ZE R,

(Al fasn] DGR :
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https://doc.rust-lang.org/cargo/reference/semver.html
https://crates.io/crates/cc
https://crates.io/crates/bindgen

o JEJTIXEE crate
o Xt crate MK T,

T BARTESE third_party/rust/chromium_crates_io/patches/<crate> H, &2 [l
cxx crate I~ T HERA, B2 gnrt A% crate IS, K< B AN RN T S04

46.6 KHiT Crate

ININEE =77 crate 4B BSAGEMN G, FEATERRAE 1% crate, 15#k& rust_static_library H#r,
FF1E crate (¥ : 1ib HFR LERN dep.

Specifically,
S + Fom e e e e e — oo +
"//third_party/rust" | crate name | "/v" | major semver version | ":1ib"
Fomm oo + e e e oo oo +
foran .
rust_static_library("my_rust_1ib") {
crate_root = "lib.rs"

sources = [ "lib.rs" ]
deps = [ "//third_party/rust/example_rust_crate/v1:1lib" ]

}

46.7 Auditing Third Party Crates

IS EEAUESF Chromium RIFRIME BUR, 24 A28 72 2 W AR I, P REA US| A B crate,
T IR B 5 | AR IS ARHHIN, [ rl RE R B H R B, 55— 77, Z2 0 Rust 1S AT RE ™ 4= I RIE
BIR NLA ) Hdt 7 A2

Kifi%E BRI 4EFS, Chromium X2 K A cargo vet ALY ERL,

SR, 847 crate B, RATESKRE DL FHEA:

o THREA crate AR, crate ZHIFEMTARR? RS crate WHERFLES build. rs
SO RREZ, 1EHE EMR IR MRS Chromium fY1EF 77 FAHIER

o KBS crate B EEEIAHELET,

o /] cd third-party/rust/chromium_crates_io; cargo review ¥# CL AR (75
SeTRE21T cargo install cargo-audit, & ANESMNIE, XN TFEMNERLI NEK
ARSI 2)

o HRATE unsafe REGEBFTS AL BYESR

s REZLMHT fs 5 net API

o RA]REHITLH BT LA G (RS, BT M TaEE T RERE A, IS FE T, (HIsLAh, SR mTREMR
FH Joieti, RSl KR T )

PANHE—Ef5S 3, 1ES security@chromium. org HH## &, HFEHHEEB IR crate &
S IETT 5.

46.8 Checking Crates into Chromium Source Code

git status ME/RBARNA:
e //third_party/rust/chromium_crates_io #'J crate 0%
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https://source.chromium.org/chromium/chromium/src/+/main:third_party/rust/chromium_crates_io/patches/cxx/
https://source.chromium.org/chromium/chromium/src/+/main:third_party/rust/chromium_crates_io/patches/cxx/
https://chromium.googlesource.com/chromium/src/+/refs/heads/main/docs/rust.md#Third_party-review
https://mozilla.github.io/cargo-vet/
https://chromium.googlesource.com/chromium/src/+/main/docs/security/rule-of-2.md#unsafe-code-in-safe-languages

» //third_party/rust/<crate>/<version> H1fJst¥#E (BUILD . gn #1 README . chromium)
BEAN, TETESS T AL BRI OWNERS S,

TN T IX SN %Y, PAKON Cargo. toml fil gnrt_config. toml Y X — #2422 %| Chromium
CHER,

HEPOR: BFEMEH git add -f @<, B0 . gitignore XFATRER SEE L XAk,

IR, EATRER LB T TFEAEMEIE S, SBERRATRE R IXZ2AN Rust crate HiEE
FEHE git 7o SKHIAFR, TF 2 I EAEE A IFEEEARE, FHit, EREITU T m L

infra/update_inclusive_language_presubmit_exempt_dirs.sh > infra/inclusive_language_pre:
git add -p infra/inclusive_language_presubmit_exempt_dirs.txt # add whatever changes ar

46.9 M9 Crate

TENEMEE =75 Chromium {REIRRI A &, & BEE L2 2GR, i PRIZ AR AL T 5ok
o BAl 1A B RERE RUPLSIRN Rust crate HfHAITIKIRAE, (B H A ARSI HT, SUB RHEMH AL
= TTRHI—FE

46.10 £33

¥ uwuify #ME] Chromium, PAEF crate 19 BRIAYIGE, (Ri% 1% crate 224+ Chromium W #f#H,
EARSH TAEARRME IR AN,

(E =N, B Chromium H Y uwuify; EEH AT DABET IX—2, SRR IT A IR E,
B, AT DAOIE—MER uwuify B9¥T rust_executable Hiro

Students will need to download lots of transitive dependencies.
The total crates needed are:

instant,

lock_api,
parking_lot,
parking_lot_core,
redox_syscall,
scopeguard,
smallvec, and
uwuify.

If students are downloading even more than that, they probably forgot to turn off the default
features.

Thanks to Daniel Liu for this crate!
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https://chromium.googlesource.com/chromium/src/+/main/docs/adding_to_third_party.md#add-owners
https://chromium.googlesource.com/chromium/src/+/main/docs/adding_to_third_party.md#add-owners
https://crates.io/crates/uwuify
https://doc.rust-lang.org/cargo/reference/features.html#the-default-feature
https://source.chromium.org/chromium/chromium/src/+/main:build/rust/rust_executable.gni
https://github.com/Daniel-Liu-c0deb0t

P47 =

Bringing It Together — Exercise

TEAZRS H, JEORIE ) Z AT R AR, @i —I4ri Chromium MigE,

The Brief from Product Management

FEm AR IR, A IS — VS R BN 155 R PR B —30H R filk Chromium, 2245111
ZORIERF Chromium HFTA SHE 4T ERBIE VG R 18,

BT A 2R3, TR R AR (e, B RIS RIEIEREEIE, REHMEZIE — Rust
crate 7] DAHATILENF(TESS

HE B EEE £ L PMEIPF AT crate,
(2R, % Chrome HEATHERTG 4 AOBIIE, T 2R EANBON 27 DU 18 7152 (I ! )

SR

&% ResourceBundle: :MaybeManglelLocalizedString, f£E /R 2 BiX Ff G F4F AT uwu
SEFE, FEIXANRFRIY Chromium kA, i mangle_localized_strings_ (BN, B8 1%
WEAPIT I ERLE,

GRERAEIEMSE AR T IR SRS RN E #1E, IR EEE LRI 7 —0k R fik Chrome!
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https://crates.io/crates/uwuify

[ ] [ ] chwomium

e e

sign in to chwomium

get additionaw featuwes

aww youw devices stwongew secuwity back up data
easiwy pick up whewe you pwotect youw passwowds save youw bookmawks, (Hul)
weft off against phishing passwowds and m-mowe with

sync

youw device is managed by youw owganization. éwd a-administwatows c-can access t-the data in a-any pwofiwe
L] on t-this device.

donttsignin “

Students will likely need some hints here. Hints include:

» UTF16 5 UTF8, 2N i¥ &, Rust FAFEBIAZ R UTFS 4wl EATRIfESRELE C++ Il
base: :UTF16ToUTF8 174k, SR I5FHAT AL i,

o AR PUETE Rust S A, MIFR 3 EAHH String: : from_utfl6 771k, RINEEEIR
REER, FHERE MRS CXX SZRFI2EAI ] DAL Hi K & u16s,

o AR DU Z A0 75 T C++/Rust ISR, BIANFEAR IBFIIR (B 745 6 ) BN A7 B R BT 22 5 |
R A5 H, CXX rlRESPERFATEMA Pin 75k BT RETR BB “Pin” I &,
PAR R CXX Bk C++ Bt TrI 285 | F: JRIKZ C++ BETCIE%: Rust BUEANEE H B8
3, EnTREE & H S| FfaE

« X F & ResourceBundle: :MaybeManglelocalizedString ) C++ H#R, T8 EMRH T
rust_static_library Hir. FAERIRECEHUT T HARIE,

e rust_static_library BArFEMX#H T //third_party/rust/uwuify/ve_2:1ib,
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https://doc.rust-lang.org/std/string/struct.String.html#method.from_utf16
https://cxx.rs/binding/slice.html
https://doc.rust-lang.org/std/pin/

P48 =

HAWE

Solutions to the Chromium exercises can be found in this series of CLs.
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https://chromium-review.googlesource.com/c/chromium/src/+/5096560

B X1 E#59
L. B4
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49 &
Welcome to Bare Metal Rust

X2 OB Rust JHERYERAR, i —K, 220 A 20% Rust ZAtRIRRIA R (FIINE 52 Compre-
hensive Rust), f4f- A —L6 FHHARTE S (Bl40 O AT mERIZ T,

SR, BATERI bare-metal Rust: BIfER B RIER G CFHNIEN NizfT Rust A, %&5 7 0
FLPLRAE:

* {+422 no_std Rust?

o Yn'S Y 2R E A

o N AR S 5 | SINEAR T | REARHD,

o AT Rust FF&HN—LELH crate,

FEARRFE AR HI AR 7, FATE A H BBC micro:bit v2 fEA/R I, 1IX & —# % T Nordic nRF51822
TERHIERAY TT 2 A, BiA —45 LED FHEH. %82 12C RUINERE TR 245, DUARE SWD I,

B, HEEBN e R EM M —% T A 7 gLinux 5( Debian I:

sudo apt install gcc-aarch64-1linux-gnu gdb-multiarch libudev-dev picocom pkg-config gem
rustup update

rustup target add aarch64-unknown-none thumbv7em-none-eabihf

rustup component add llvm-tools-preview

cargo install cargo-binutils cargo-embed

)5, 1A plugdev A 4% 5 micro:bit Zrteds a7 AR :

echo 'SUBSYSTEM=="usb", ATTR{idVendor}=="@d28", MODE="0664", GROUP="plugdev"' |\
sudo tee /etc/udev/rules.d/5@-microbit.rules
sudo udevadm control --reload-rules

1£ MacOS E:

xcode-select --install

brew install gdb picocom gemu

brew install --cask gcc-aarch64-embedded

rustup update

rustup target add aarch64-unknown-none thumbv7em-none-eabihf
rustup component add llvm-tools-preview

cargo install cargo-binutils cargo-embed
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https://microbit.org/
https://tech.microbit.org/hardware/

&

50 &=

no_std

core

alloc

std

Slice, &str., CStr

NonZeroUs8...

Option, Result

Display. Debug. write!...

Iterator

panic!, assert_eq!..

NonNull IR & WEIFEEHH < K%L

Future fil async/await

fence, AtomicBool, AtomicPtr, AtomicU32...
Duration

Box. Cow, Arc, Rc
Vec. BinaryHeap. BtreeMap. LinkedList. VecDeque
String. CString., format!

Error

HashMap

Mutex. Condvar. Barrier. Once. RwLock. mpsc

File 1 fs HYHRESY

println!, Read. Write. Stdin. Stdout PAK io MyHRH
Path, OsString

net

Command. Child, ExitCode

spawn, sleep fl thread HJHARHEL

SystemTime, Instant

HashMap i T RNG.
std £EHFH core fl alloc MINE.

256



50.1 H/bHY no_std fif¥

#! [no_main]
#![no_std]

use core::panic::PanicInfo;

#[panic_handler]
fn panic(_panic: &PanicInfo) -> ! {

loop {}
}
o SRR A RIS
 std {2t 7 — panic AP ; R E, B4 BITHREL,
o HAth crate (4N panic-halt) tr] DRI,
o IRYEEFRARE, FTREFFEMH A panic = "abort" ¥ T4miE, DARAHILS eh_personality
FHIRAI R
o EER, RIEHE main REEAEAIEAN O A 0T PLEATE XN R I8 H TR 20 i de A
M—LCmARD T TIR B T, DAME Rust B REBINFIZTT,
50.2 alloc

R alloc, ZbSEE 2 Ja (HE) 70 ACds.

#! [no_main]
#![no_std]

extern crate alloc;
extern crate panic_halt as _;

use alloc::string::ToString;
use alloc::vec::Vec;
use buddy_system_allocator::LockedHeap;

#[global_allocator]
static HEAP_ALLOCATOR: LockedHeap<32> = LockedHeap::<32>::new();

static mut HEAP: [u8; 65536] = [0; 65536];

pub fn entry() {
// SAFETY: "HEAP® is only used here and “entry’ is only called once.
unsafe {
// Give the allocator some memory to allocate.
HEAP_ALLOCATOR.lock().init(HEAP.as_mut_ptr() as usize, HEAP.len());

}

// Now we can do things that require heap allocation.
let mut v = Vec: :new();
v.push("A string".to_string());
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https://doc.rust-lang.org/stable/std/alloc/trait.GlobalAlloc.html

¢ buddy_system_allocator /&% =75 crate, | FIINIL ALK L R G5 Bl fo 38 T DAfE A HoAth
crate, il#& HIT9W’5 crate, BE 2 NG 7 AL 8%,

¢ LockedHeap I B SHUZ /T ELBF IR ARMEG BITEAGIH, BRI AR Z 2 BC 2**%32 T4 K/INME
X35,

o GNERARIIURN R IFTE crate ERIBT alloc, WIERRAIAE — HEHI SRR E X — 2R 2L
Ao I H, FETNK 3 crate FhoEURIE,

o N T HHRRENE I CEL panic_halt crate, AEFATIZRECH: panic AR, HfEH extern
crate panic_halt as _ Ak

o TATTAT DA IZoR A, (HE TI&A AR, ToikIBTT,
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51

il

cortex_m_xt crate 25 % Cortex M fifa il gs i & B AR F (DU HABANE).,

#! [no_main]
#![no_std]

extern crate panic_halt as _;
mod interrupts;

use cortex_m_rt::entry;
#[entry]

fn main() -> ! {

loop {}
}

TR, BB EBRE MR ZERAE T, Zanmli5 [ NS
e cortex_m_rt::entry ZEREHMIEAN fn() -> |, FNREIEEGHEEFSZLEE L,

 {#iffl cargo embed --bin minimum E17%RHA]
51.1 J&4s MMIO

REB Iz a8 A7 1O 15T SN A5 BIE IR TS micro:bit bR LED 57147

#! [no_main]
#![no_std]

extern crate panic_halt as _;
mod interrupts;

use core::mem::size_of;
use cortex_m_rt::entry;

/// GPIO port @ peripheral address
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const GPIO_PO: usize = 0x5000_0000;

// GPIO peripheral offsets

const PIN_CNF: usize = 0x700;
const OUTSET: usize = 0x508;
const OUTCLR: usize = 0x50c;

// PIN_CNF fields
const DIR_OUTPUT: u32 = 0x1;

const INPUT_DISCONNECT: u32 = 0x1 << 1;
const PULL_DISABLED: u32 = 0x0 << 2;
const DRIVE_S@S1: u32 = 0x0 << §;

const SENSE_DISABLED: u32 = 0x0 << 16;

#lentry]
fn main() -> ! {

// Configure GPIO @ pins 21 and 28 as push-pull outputs.
let pin_cnf_21 = (GPIO_P@ + PIN_CNF + 21 * size_of::<u32>()) as *mut u32;
let pin_cnf_28 = (GPIO_P@ + PIN_CNF + 28 * size_of::<u32>()) as *mut u32;
// SAFETY: The pointers are to valid peripheral control registers, and no
// aliases exist.
unsafe {
pin_cnf_21.write_volatile(
DIR_OUTPUT
| INPUT_DISCONNECT
| PULL_DISABLED
| DRIVE_S@S1
| SENSE_DISABLED,
),
pin_cnf_28 . write_volatile(
DIR_OUTPUT
| INPUT_DISCONNECT
| PULL_DISABLED
| DRIVE_S0S1
| SENSE_DISABLED,
)
}

// Set pin 28 low and pin 21 high to turn the LED on.
let gpio@_outset = (GPIO_P@ + OUTSET) as *mut u32;
let gpio@_outclr = (GPIO_P®@ + OUTCLR) as *mut u32;
// SAFETY: The pointers are to valid peripheral control registers, and no
// aliases exist.
unsafe {
gpio@_outclr .write_volatile(1l << 28);
gpio@_outset.write_volatile(l << 21);
}

loop {}
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* K GPIO 0 Y511 21 J%E+£%] LED FEFERYEE —4, K5 A 28 EEHEFIHE—17,
PN i 18171 B :
cargo embed --bin mmio

51.2 AMHEBE#E Vil crate

svd2rust {#H CMSIS-SVD Xl A7 B SME IS5 A2 i 1 RER 7% 221 Rust F3EA SR,

#! [no_main]
#![no_std]

extern crate panic_halt as _;

use cortex_m_xrt::entry,
use nrf52833_pac: :Peripherals;

#lentxy]

fn main() -> ! {
let p = Peripherals::take().unwrap();
let gpio@ = p.PO;

// Configure GPIO @ pins 21 and 28 as push-pull outputs.
gpio@.pin_cnf[21] .write(|w]| {
w.dir().output();
.input().disconnect();
.pull().disabled();
.drive().s0s1();
.sense() .disabled();

-

1)

gpio®.pin_cnf[28] .write(|w]| {
.dir().output();
.input().disconnect();
.pull().disabled();
.drive().s@s1();
.sense() .disabled();

=55 =

1)

// Set pin 28 low and pin 21 high to turn the LED on.
gpio®.outclr .write(|w| w.pin28().clear());
gpio®.outset.write(|w| w.pin21().set());

loop {}

* SVD (RGHLERIR) SCAFIEH 2 BS A N R AEH) XML 2P, TR R & K 17 B
— IXESIHEIRINER & B A7 a, F BB T2, Hrh S AR, AR, k5
B

/Lo
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https://crates.io/crates/svd2rust
https://www.keil.com/pack/doc/CMSIS/SVD/html/index.html

- BT SVD XMHHEEFAEHIRNAN NG, FtA 2 IE 2B EIX IR, fh itk
XA E, HEMERD crate,
o cortex-m-rt AR ER IS HAMIIRE,
o MR EMEH cargo install cargo-binutils, WA PAIZ 1T cargo objdump --bin
pac -- -d --no-show-raw-insn, & &4 HERI A,
A N a2 1a TiZon il
cargo embed --bin pac

51.3 HAL crates

VP2l HAL crate &R AMNENZ SR AL T B8R @ H ) IXLERAER 2R 7] ASCHE embedded -
hal Hy#&H trait,

#! [no_main]

#![no_std]

extern crate panic_halt as _;

use cortex_m_xrt::entry,;

use nrf52833_hal::gpio::{p@, Level};
use nrf52833_hal: :pac: :Peripherals;
use nrf52833_hal: :prelude::*;

#lentry]
fn main() -> ! {
let p = Peripherals: :take().unwrap();

// Create HAL wrapper for GPIO port 0.
let gpio@ = p0::Parts::new(p.PO);

// Configure GPIO @ pins 21 and 28 as push-pull outputs.
let mut coll = gpio@.p@_28.into_push_pull_output(Level::High);
let mut rowl = gpio@.p@_21.into_push_pull_output(Level: :Low);

// Set pin 28 low and pin 21 high to turn the LED on.
coll.set_low().unwrap();
rowl.set_high() .unwrap();

loop {}

» set_low fll set_high /& embedded_hal OutputPin trait £/,
» HAL crate #) {ZF T14% Cortex-M #l RISC-V &%, f0454fh STM32, GD32. nRF, NXP,
MSP430. AVR #1 PIC fdziles.

AR e 1T B :
cargo embed --bin hal
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https://github.com/rust-embedded/awesome-embedded-rust#hal-implementation-crates
https://crates.io/crates/embedded-hal
https://crates.io/crates/embedded-hal

51.4 Board support crates

N1 T EEER], ST crate NRPETT ARG BE T 5 S PRI EL TR,

#! [no_main]
#![no_std]

extern crate panic_halt as _;

use cortex_m_xrt::entry,
use microbit::hal::prelude::*;
use microbit: :Board;

#lentry]
fn main() -> ! {
let mut board = Board::take().unwrap();

board.display_pins.coll.set_low().unwrap();
board.display_pins.rowl.set_high().unwrap();

loop {}

o TEARMIF, ZMRI T crate (R AL T —LES2 Y2 FRFIEIE L INEE,
o BRIGFERIERDASN, 1% crate I & —LEn] Fl FREIR S IREIFE
— microbit-v2 ®&&— AT LED 55 B IKSIFE T

fEH DA an 21T hl:
cargo embed --bin board_support

51.5 FRREEIK

#lentry]

fn main() -> ! {
let p = Peripherals::take().unwrap();
let gpio@ = p0::Parts::new(p.PO);

let pin: P@_@1<Disconnected> = gpio®@.p0@_01;

// let gpio@_01_again = gpio@.p0_01; // Error, moved.

let pin_input: P@_0@1<Input<Floating>> = pin.into_floating_input();

if pin_input.is_high() .unwrap() {
//

}

let mut pin_output: P@_01<Output<OpenDrain>> = pin_input
.into_open_drain_output(OpenDrainConfig: :Disconnect@Standardl, Level::Low);

pin_output.set_high() .unwrap();

// pin_input.is_high(); // Error, moved.

let _pin2: P@_02<0Qutput<OpenDrain>> = gpio®
.p0_02
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.into_open_drain_output(OpenDrainConfig: :Disconnect@Standardl, Level
let _pin3: P@_03<Output<PushPull>> =
gpio@.p0_03.into_push_pull_output(Level: :Low);

loop {}

o SIRITEIESEEL Copy 5% Clone, [k, B3 TR BETFELE— AN SEM, — BN 5 MG 45 A (KRS
H, BB TCIE R T,

o BH S| IR B B 25 H A5 ISR, (R M Tei2 ek s (8 1H S,

o [ERRRFTREFTANIRES: Filan, A F, TR GPIO 5| IIES BIRS, I X fp 77 28, rlERIRES
W 2R R Gt FHEHRAE AR IER2 RS (AL B 2 8, 228 DA RN T 2N 5 I, S i i 3R
THARRIRAS

o IERTDAERIAS I VA 1s_high, e 5 LA set_high, R Z AT,

o % HAL crate #BEEH AR,

51.6 embedded-hal

embedded-hal crate $245421EH T 5 WAEEHI 25 MNEIZ &1 trait,

GPIO

ADC

I2C, SPI. UART. CAN
RNG

I 38

I E I g

SRJG, HiAth crate n] DURHEIXLE trait SR X ANFE 5, GIAnAmsE T IX N2 n] fE R ZIEIT 12C = SPI &
LS,

o BHIER TS Mz e DA H A & (F40 Raspberry Pi _EfY Linux) fYsZEL,

o BATEFEIFE async fRAM embedded-hal, {HHFIEREFRE M,

51.7 probe-rs fil cargo-embed

probe-rs E—P7EIIRA UK THALE, B OpenOCD BN, B NE EH S,

o JEJY CMSIS-DAP, ST-Link 1 J-Link #8528 SWD (8471 #1 JTAG
* GDB #f Microsoft DAP (VIRIGEHAL A W) IR S5 2
» Cargo integration

cargo-embed 2—* cargo @<, I FAERAIME S, id5% RTT (SERHE S i AT
GDB. &ri@Ed T H H %Y Embed . toml x4 HiHATHEC B,

» CMSIS-DAP 2—IiET USB i Arm FrifE R, {515 BRI AR P RERS H2 A& A Arm Cortex
AbFRESAT CoreSight I AT, BBC micro:bit FARERE AR AT A O 2 L bl

 ST-Link J& F ST Microelectronics /5%, J-Link /& SEGGER #%l,

o YA AR OB N 5 4 JTAG #1008 2 #afr&iditiz a,

* probe-rs & —ME, A TR, AT DU H B REN R T A,

* {8 Microsoft ifIIGMACEE MY, VSCode FIHA IDE AT DAVIRATA 32 SO Gzl 88 Eis1ThY
(AN

* cargo-embed J2{#H probe-rs FEAGEAT —iHEHI A

o RTT (SEREHR) 2 — Rt 2 MR, TR T B R R TEEE L w AL,
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https://crates.io/crates/embedded-hal
https://github.com/rust-embedded/awesome-embedded-rust#driver-crates
https://probe.rs/
https://arm-software.github.io/CMSIS_5/DAP/html/index.html
https://microsoft.github.io/debug-adapter-protocol/

51.7.1 ik

Embed.toml:

[default.general]
chip = "nrf52833_xxAA"

[debug.gdb]
enabled = true

£ src/bare-metal/microcontrollers/examples/ H3g RHEA KA

cargo embed --bin board_support debug

TEF— H 5% N5 — 2

£ gLinux =X Debian :

gdb-multiarch target/thumbv7em-none-eabihf/debug/board_support --eval-command="target r
£ MacOS F:

arm-none-eabi-gdb target/thumbv7em-none-eabihf/debug/board_support --eval-command="targ:
£ GDB H, IEZ BT A~ a2

b src/bin/board_support.rs:29

b src/bin/board_support.rs:30

b src/bin/board_support.rs:32
C

C
C

51.8 Other projects

* RTIC
— ”Real-Time Interrupt-driven Concurrency”
- HERRIRE L M EARE, E55 ., E I aR A
* Embassy
- BB T EE M2H1 USB DiRERY async HHIT#R
TockOS
- PRl RTOS, BA1E & A B REFIHR Bt N CRIP BTS2
* Hubris
- Oxide Computer Company F& R N#% RTOS, $2 St NTZ LR, IERFAUER S AR /T IPC 1)
AE
FreeRTOS 45 &
FLSEE R PSR std, il esp-idf,

RTIC AT} RTOS B & HEZE,

- {EAREE T HAL,
- Bffif] Cortex-M NVIC (#xEFELIFWHZHIZS) HTEE, M 2IERIES N,
— Y[R Cortex-M,

Google 7 Haven f{#z#l 2% L {#H TockOS £ Titan &2 %HANRIER S,
FreeRTOS T2 M CIEESHE, (B2t T T HT4m5E M AR Rust 485E,
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https://rtic.rs/
https://embassy.dev/
https://www.tockos.org/documentation/getting-started
https://hubris.oxide.computer/
https://github.com/lobaro/FreeRTOS-rust
https://esp-rs.github.io/book/overview/using-the-standard-library.html

%52 &
>

PATTRE I 12C B BT ), HRFBEAOL SR B A T o
After looking at the exercises, you can look at the solutions provided.

521 F#

FATEE 12C B AL BT [A), FREOE S B 8706 L a0E I ], 15 223083 LED ATk 7y =X, sk

i FAE IR TR 7 [

en:

#H205 1sm303agr Al microbit-v2 crate, P& micro:bit fififf A8y,

LSM303AGR 5 B4 8 5 AEE 12C HZetlizEsz,

TWI 2 12C BIFR, Kt 12C FAMBEILEFRN TWIM,
LSM303AGR IR 5 T 2 il FH A 77 1k 958 embedded_hal: :blocking: :i2c: :WriteRead
trait, microbit: :hal: : Twim S5 R] DUHEX — .

IEHE — 1 microbit: :Board Z5k, Hrb L& &40 A1 S NE S & 1B

MEFE, EIET A E nRF52833 72, (HA AR SIRBUX A 2T,

TER 4R35 HHAE compass HRHER AT U,
sr¢/main.rs:

#! [no_main]
#![no_std]

extern crate panic_halt as _;

use core::fmt::Write;

use cortex_m_rt::entry,

use microbit::{hal::uarte::{Baudrate, Parity, Uarte}, Board};
#lentry]

fn main() -> ! {

let board = Board::take().unwrap();

// Configure serial port.
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https://docs.rs/lsm303agr/latest/lsm303agr/
https://docs.rs/microbit-v2/latest/microbit/
https://tech.microbit.org/hardware/
https://docs.rs/microbit-v2/latest/microbit/hal/struct.Twim.html
https://docs.rs/microbit-v2/latest/microbit/struct.Board.html
https://infocenter.nordicsemi.com/pdf/nRF52833_PS_v1.5.pdf
https://google.github.io/comprehensive-rust/exercises/bare-metal/../../comprehensive-rust-exercises.zip

let mut serial = Uarte: :new(
board.UARTE®,
board.uart.into(),
Parity::EXCLUDED,
Baudrate: :BAUD115200,

),

// Use the system timer as a delay provider.
let mut delay = Delay::new(board.SYST);

// Set up the I2C controller and Inertial Measurement Unit.
// TODO

writeln!(serial, "Ready.").unwrap();

loop {
// Read compass data and log it to the serial port.
// TODO

}
Cargo.toml (FCREXILIHEATHER):
[workspace]

[package]

name = "compass"
version "0.1.0"
edition "2021"
publish = false

[dependencies]
cortex-m-rt = "0.7.3"
embedded-hal = "1.0.0"
1sm303agr = "0.3.0"
microbit-v2 = "0.13.0"
panic-halt = "0.2.0"

Embed.toml (FcFEXIHITER:

[default.general]
chip = "nrf52833_xxAA"

[debug.gdb]
enabled = true

[debug.reset]
halt_afterwards = true
.cargo/config.toml (FCFRAILHATHEHD :

[build]
target = "thumbv7em-none-eabihf" # Cortex-M4F
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[target.'cfg(all(target_arch = "arm", target_os = "none"))']
rustflags = ["-C", "link-arg=-Tlink.x"]

IBITA R @2 EE Linux _EEFTHH:

picocom --baud 115200 --imap 1lfcrlf /dev/ttyACMO

BFAE Mac OS _L, 4~ R (& AR AT RERS A A [RD) -

picocom --baud 115200 --imap 1fcrlf /dev/tty.usbmodem14502
i Ctrl+A Ctrl+Q JBH picocom,

52.2 #¥l Rust FF883)

P

CR[E1Z5>])

#! [no_main]
#![no_std]

extern crate panic_halt as _;

use core::fmt::Write;
use cortex_m_rt::entry;
use core::cmp::{max, min};
use 1lsm303agr::{
AccelMode, AccelOutputDataRate, Lsm3@03agr, MagMode, MagOutputDataRate,
}
use microbit::display::blocking: :Display;
use microbit::hal::prelude::*;
use microbit::hal::twim::Twim;
use microbit::hal::uarte::{Baudrate, Parity, Uarte};
use microbit::hal::{Delay, Timer};
use microbit::pac::twim@: :frequency: :FREQUENCY_A;
use microbit::Boaxrd;

const COMPASS_SCALE: 132 = 30000;
const ACCELEROMETER_SCALE: 132 = 700;

#lentry]
fn main() -> ! {
let board = Board::take().unwrap();

// Configure serial port.

let mut serial = Uarte: :new(
board.UARTE®Q,
board.uart.into(),
Parity: :EXCLUDED,
Baudrate: :BAUD115200,
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// Use the system timer as a delay provider.
let mut delay = Delay::new(board.SYST);

// Set up the I2C controller and Inertial Measurement Unit.
writeln!(serial, "Setting up IMU...").unwrap();
let i2c = Twim: :new(board.TWIM®, board.i2c_internal.into(), FREQUENCY_A::K100);
let mut imu = Lsm303agr::new_with_i2c(i2c);
imu.init().unwrap();
imu.set_mag_mode_and_odr(
&mut delay,
MagMode: :HighResolution,
MagOutputDataRate: :Hz50,
)
.unwrap();
imu.set_accel_mode_and_odr(
&mut delay,
AccelMode: :Normal,
AccelOutputDataRate: :Hz50,
)
.unwrap();
let mut imu = imu.into_mag_continuous () .ok() .unwrap();

// Set up display and timer.
let mut timer = Timer: :new(board.TIMER®) ;
let mut display = Display::new(board.display_pins);

let mut mode = Mode: :Compass;
let mut button_pressed = false;

writeln!(serial, "Ready.").unwrap();

loop {
// Read compass data and log it to the serial port.
while ! (imu.mag_status().unwrap().xyz_new_data()
&& imu.accel_status().unwrap().xyz_new_data())
{}
let compass_reading = imu.magnetic_field().unwrap();
let accelerometer_reading = imu.acceleration().unwrap();
writeln!(
serial,
O ONe
compass_reading.x_nt(),
compass_reading.y_nt(),
compass_reading.z_nt(),
accelerometer_reading.x_mg(),
accelerometer_reading.y_mg(),
accelerometer_reading.z_mg()

) I

.unwrap();

let mut image = [[0; 5]; 51;
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let (x, y) = match mode {
Mode: :Compass => (
scale(-compass_reading.x_nt(), -COMPASS_SCALE, COMPASS_SCALE, 0, 4)

as usize,
scale(compass_reading.y_nt(), -COMPASS_SCALE, COMPASS_SCALE, 0, 4)

as usize,
)
Mode: :Accelerometer => (
scale(
accelerometer_reading.x_mg(),
-ACCELEROMETER_SCALE,
ACCELEROMETER_SCALE,
9,
4,
) as usize,
scale(
-accelerometer_reading.y_mg(),
-ACCELEROMETER_SCALE,
ACCELEROMETER_SCALE,
0,
4,
) as usize,
)
b
image[y][x] = 255;
display.show(&mut timer, image, 100);

// If button A is pressed, switch to the next mode and briefly blink all LEDs
// on.
if board.buttons.button_a.is_low().unwrap() {
if !button_pressed {
mode = mode.next();
display.show(&mut timer, [[255; 5]; 51, 200);
}
button_pressed = true;
} else {
button_pressed = false;

}

}

#[derive(Copy, Clone, Debug, Eq, PartialEq)]
enum Mode {

Compass,
Accelerometer,
}
impl Mode {

fn next(self) -> Self {
match self {
Self::Compass => Self::Accelerometer,
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Self::Accelerometer => Self::Compass,

}

fn scale(value: 132, min_in: i32, max_in: 132, min_out: i32, max_out: i32) -> i32 {
let range_in = max_in - min_in;
let range_out = max_out - min_out;
cap(min_out + range_out * (value - min_in) / range_in, min_out, max_out)

}

fn cap(value: 132, min_value: 132, max_value: i32) -> i32 {
max (min_value, min(value, max_value))

}
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53 H

P AR

FIHAT L, FATCE I8 T ezl &, #1120 Arm Cortex-M £#41, BU7E, i Cortex-A 4’5 —44K
1, ey st UL, FATTA K QEMU i aarch64 virt JF& i HITHS .

o IR, BRI R B MMU st 0 (i, Arm CPU HIHYREZR51, x86 HEIRHSL
5 HOSIRE, S AAL B BS EL A X DB,

o QEMU 5 H 5 R AT BUDUR IR UM B SRARSRARY, “ BeAol T R MR8 FA T (e 52
REAE, T 25 ML .

53.1 ##{#EH Rust

TEFFARIBAT Rust RS2 /i, AT ZHEAT — L2 018R L IR B,
.section .init.entry, "ax"
.global entry
entry:
/ *
* Load and apply the memory management configuration, ready to enable MMU and
* caches.
*/
adrp x30, idmap
msr ttbr@ _ell, x30

mov_i x30, .Lmairval
msr mair_ell, x30

mov_i x30@, .Ltcrval

/* Copy the supported PA range into TCR_EL1.IPS.*/
mrs x29, id_aa64mmfro_ell

bfi x30, x29, #32, #4

msr tcr_ell, x30

mov_i x30, .Lsctlrval

/*
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https://qemu-project.gitlab.io/qemu/system/arm/virt.html

* Ensure everything before this point has completed, then invalidate any
* potentially stale local TLB entries before they start being used.
*/

isb

tlbi vmallel
ic iallu

dsb nsh

isb

/*

* Configure sctlr_ell to enable MMU and cache and don't proceed until this
* has completed.

*/

msr sctlr_ell, x30

isb

/* Disable trapping floating point access in EL1.*/
mrs x30@, cpacr_ell

orr x30, x30, #(0x3 << 20)

msr cpacr_ell, x30

isb

/* Zero out the bss section.*/
adr_1 x29, bss_begin
adr_1 x30, bss_end

cmp x29, x30

b.hs 1f

stp xzr, xzr, [x29], #16
b 0b

/* Prepare the stack.*/
adr_1 x30, boot_stack_end
mov sp, x30

/* Set up exception vector.*/
adr x30, vector_table_ell
msr vbar_ell, x30

/* Call into Rust code.*/
bl main

/* Loop forever waiting for interrupts.*/
wfi
b 2b

X5 CIEFHIEIAHER: FIaMEPEERIRAS, £ BSS 8%, Aa I B HiAk Gt
- BSS (T ISR, FROM AR HGEIGTT) I8 T R — 87y, K &S o L &,
X AT BN IR N T, BB B T IXLERF S, DOBE G KA i A A I 223 A g e
Rk SRS A=A (I s
BSS AJRECAHIEE, BRI T AERIRIE L 7T 3 PO BRI N7 3K, (EO8 T WO L, 2141
SREHFIEZ,
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o BAIFFEILGH MMU FIZAFIIRE, ARG A RESLENE S AT AF, -

— AEXFFI RS S, FA TN aarch64-unknown-none BintyE Rust U5, iZ Hinsi&
B +Strict-align DA IEGmIEAS AL BARXT SR ), DR AE AR H B 12695 Al R, 1H — %1
BRI —E UL,

- MR ZERLWHIBITIZGZ, A2 SRR GF —SUERE, [ME8ET, BN EH%F
MG N ERIRINAE, i EALEAE A —N1E B 7 514, BIE BN % IR %N TE,
HEM M5 AR 2 S BERAFHBET, RIS EIEPREF SRS & Z0, (EAn— 77 X FiZ N
FEHH TR MO S E 5, (PR Sk 228 177, T VA B¢ IPA,)

o faieaie L, FrATT R GRS 1) 2 TR (25 dmap . S), HiEd &b ai— 1 GiB iU
W22 A T %4, B%ER 1 GiB HT DRAM, RGEE SN EWE T 1 GiB AHMIZ &, X5
QEMU {#HHBINFAR R —2

s BAMTITIRE T RERE (Vbar_ell), FaSX T4 N 4H,

o SR NFHIFTE REIERIRE BATEAE R H S 1 (EL1) Figft, MREFEAHM R HEHI B
17, MIFR BB BHHM I entry . S,

53.2  WiRkiLg

A, AERTCIRIET Rust AR SEEIRE LR, TAT IR S R IC g R RO, Biln, ands %t HVC (Hyper-
visor WD KIS REF R ARG, WHEA L R a2

#! [no_main]
#![no_std]

use core::arch::asm;
use core::panic::PanicInfo;

mod exceptions;
const PSCI_SYSTEM_OFF: u32 = 0x84000008;

#[no_mangle]
extern "C" fn main(_x@: u64, _x1: ub4d, _x2: ubd, _x3: u6bd) {
// SAFETY: this only uses the declared registers and doesn't do anything
// with memory.
unsafe {
asm! ("hvc #0",
inout("w@") PSCI_SYSTEM_OFF => _,
inout ("wl") =>
inout ("w2")
inout ("w3")
inout ("w4")
inout("w5")
inout ("w6")
inout ("w7")
options(nome

vV V

A\

o mnmwmn
\

S OO0
A\

, nogtack)
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(AN SRR SR BOX AR, 1B B smccc crate, A B &G T AT A IXLE R B A AR, )

 PSCI 2 Arm HJFIRSHERE O, I—HRnER %, H T EH ARG CPU HIFIRESE AW Z RS
R, JEId EL3 R Hypervisor SRSCENZ 5L

© 0 => _IBERREIBITNIRIC g IS Z AR S E 8 A8 N 0, HE 2 5 RIS T 7 2y P AN &
BATFEMEA inout MidE in, KNI FRER RESIA T ER PN A,

o fliH main RELLAUZ #[no_mangle] 1 extern "C", KAZM entry.S AN O SVEH
%R

* _X0-_x3 FRA7a X0-x3 HHE, 5 FINEHE 718 H 6 X L ERAG @B B RN (B R FE %
EENE R  AREARERY aarch64 8 MG (extern " C"487& (I ILMLIE) , T 226 F 7 17 8
X0-X7 ¥4 8 MNSEULHLA L, NIt entry . S EFRHUTEATRIBRIEIE, HEMRA 2 S
AT o

* £ QEMU 1, f#if] src/bare-metal/aps/examples H3E R make qemu_psci i&2171%
il

53.3 MMIO KI5 FMMN1Ei

o {#f] pointer: :read_volatile il pointer: :write_volatile,
o Ui fes I,
o {5B) addr_of !, EICFHE AN E5 | H BT IRERES AR 7 BL

o ZORMEVIA: PATIEEE ABRIERTRE S AL RIE H, [RIIE RV B (25 158 2 Rl 0 I L SR e E T B
iy, E A,
— EENOUR, RS T NIRE, BT (Blan@Ed ] 225 /), Mgk s fE=
IR BT S ARIE, AT LR A 7 O R
o BEMTEAFIAT 2 KT RIN, —2 crate MisK R NS, HIRRA L &, L2 ES |, Wi
Al I A TS | PR RA
* fH] addr_of ! 2RI AMEEAIRFEEF FRARIEE M (A7 B a T

53.4 %5 UART Wahfe

QEMU “pEil” BF PLO11 UART, BIfE N HGE IRSHFLRE

const FLAG_REGISTER_OFFSET: usize = 0x18;
const FR_BUSY: u8 = 1 << 3;
const FR_TXFF: u8 = 1 << 5;

/// Minimal driver for a PL@11 UART.
#[derive(Debug) ]
pub struct Uart {

base_address: *mut u8,

}

impl Uart {
/// Constructs a new instance of the UART driver for a PL@11 device at the
/// given base address.
/117
/11 # Safety
i
/// The given base address must point to the 8 MMIO control registers of a
/// PL@11 device, which must be mapped into the address space of the process
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/// as device memory and not have any other aliases.

pub unsafe fn new(base_address: *mut u8) -> Self {
Self { base_address }

}

/// Writes a single byte to the UART.

pub fn write_byte(&self, byte: u8) {
// Wait until there is room in the TX buffer.
while self.read_flag_register() & FR_TXFF != 0 {}

// SAFETY: We know that the base address points to the control
// registers of a PLO11 device which is appropriately mapped.
unsafe {
// Write to the TX buffer.
self.base_address.write_volatile(byte);

}

// Wait until the UART is no longer busy.
while self.read_flag_register() & FR_BUSY != 0 {}
}

fn read_flag_register(&self) -> u8 {
// SAFETY: We know that the base address points to the control
// registers of a PLO11 device which is appropriately mapped.
unsafe { self.base_address.add(FLAG_REGISTER_OFFSET) .read_volatile() }

o BIEE, #H Uart: inew HIEAZ SR, MEMAENZ 2, RRET, RE Uart: :new BIAHT
PRUE & H 22 22k (RIFTEE R UART A —MNKSHE R SLfl, HigA HiNA S itk =S| 7
HES), BLGEEH write_byte (ZIE RN, RNBAMRE T 20 B RS,

o FAItnr AR 7 X (BPHIR new 224, {H write_byte A% %), FiliXFERATTE,
KA Y JEH write_byte NHIFRZEHER AL 42,

o XL MBI 2 RAEIE WA SRNE : B DEOE R A7 /T2 218 0E, AR ERZ
77 HEA T

53.4.1 M % trait
EAJRAE T Debug trait, AR FSLEIE 2 trait, 2 KA.
use core::fmt::{self, Write};

impl Write for Uart {
fn write_str(&mut self, s: &str) -> fmt::Result {
for c in s.as_bytes() {
self.write_byte(*c);
}
Ok(())

}

// SAFETY: “Uart® just contains a pointer to device memory, which can be
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// accessed from any context.
unsafe impl Send for Uart {}

o JEISEE Write, BATTAT LUK write! flwriteln! 725 Uart RBHARCMH A,
« £ QEMU H, {#iffl src/bare-metal/aps/examples H3% R make gemu_minimal j&4T
2ol

53.5 W{f) UART R3RE5

FL B, PLO11 BA RZHGMGE (7 4, (HIES TSI me BA R 10 ZORVI IR 55 (748, BER %
HHBE SOE USRI, LA, Heh i 22 fFa R A B, AR T AGs A 77 K5 AL

fWts  Firasafk B

0x00 DR 12
0x04 RSR 4
0x18 FR 9
0x20 ILPR 8
0x24 IBRD 16
0x28 FBRD 6
0x2c LCR_H 8
0x30 CR 16
0x34 IFLS 6
0x38 IMSC 11
0x3c RIS 11
0x40 MIS 11
0x44 ICR 11

0x48 DMACR 3

o NETERIL, BA1ElE T L& ID FraR.

53.5.1 Bitflags

bitflags crate IFHi&EH T4 bitflag,
use bitflags::bitflags;

bitflags! {
/// Flags from the UART flag register.
#[repr(transparent) ]
#[derive(Copy, Clone, Debug, Eq, PartialEq)]
struct Flags: ul6 {
/// Clear to send.
const CTS = 1 << 0;
/// Data set ready.
const DSR = 1 << 1;
/// Data carrier detect.
const DCD = 1 << 2;
/// UART busy transmitting data.
const BUSY = 1 << 3;
/// Receive FIFO is empty.
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const RXFE = 1 << 4;

/// Transmit FIFO is full.
const TXFF = 1 << 5;

/// Receive FIFO is full.
const RXFF = 1 << 6;

/// Transmit FIFO is empty.
const TXFE = 1 << 7;

/// Ring indicator.

const RI = 1 << §;

* bitflags! EREIEELIT Flags (ul6) B, DU —RHIH T IRBNIL ERRICH T5 IRk
Mo

53.5.2 A1

FATA] DAE F S5 AR KR UART FA7 a8 N1 AT Rl

#[repr(C, align(4))]
struct Registers {
dr: ule6,
_Treserved®: [u8; 21,
rsr: ReceiveStatus,
_reservedl: [u8; 19],

fr: Flags,
_reserved2: [u8; 6],
ilpr: u8,

_reserved3: [u8; 31,
ibrd: ul6,
_reserved4: [u8; 21,
fbxrd: us8,

_reserved5: [u8; 31,
lcr_h: us8,
_reserved6: [u8; 3],
cr: ul6,

_reserved7: [u8; 37,
ifls: u8,

_Treserved8: [u8; 3],
imsc: ul6,
_reserved9: [u8; 21,
ris: ulé,
_reservedl®: [u8; 21,
mis: ul6,
_reservedll: [u8; 2],
icr: ule,
_Treservedl2: [u8; 2],
dmacr: u8,

_Treservedl3: [u8; 3],

« JEIBTT #[Tepr (C) ] a4, fEndmiFas T BEH AT B, BIES C 1E SRR, X2
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WERES A A BA AT AT & R 02550, RV BRIARY Rust SRoRiA L VFgw iFas (DARCH A ) 1%
HUAEER T NEHHS 7B

53.5.3 T

BUTERHTN Registers S5M A THAINIKEI AR o

/// Driver for a PL@11 UART.
#[derive(Debug) ]
pub struct Uart {

registers: *mut Registers,

}

impl Uart {
/// Constructs a new instance of the UART driver for a PL@11 device at the
/// given base address.
11/
/11 # Safety
/117
/// The given base address must point to the 8 MMIO control registers of a
/// PL@11 device, which must be mapped into the address space of the process
/// as device memory and not have any other aliases.
pub unsafe fn new(base_address: *mut u32) -> Self {
Self { registers: base_address as *mut Registers }

}

/// Writes a single byte to the UART.
pub fn write_byte(&self, byte: u8) {
// Wait until there is room in the TX buffer.
while self.read_flag_register().contains(Flags::TXFF) {}

// SAFETY: We know that self.registers points to the control registers
// of a PL@11 device which is appropriately mapped.
unsafe {
// Write to the TX buffer.
addr_of_mut!((*self.registers).dr).write_volatile(byte.into());
}

// Wait until the UART is no longer busy.
while self.read_flag_register().contains(Flags::BUSY) {}

/// Reads and returns a pending byte, or "None® if nothing has been
/// received.
pub fn read_byte(&self) -> Option<u8> {
if self.read_flag_register().contains(Flags::RXFE) {
None
} else {
// SAFETY: We know that self.registers points to the control
// registers of a PLO11l device which is appropriately mapped.
let data = unsafe { addr_of!((*self.registers).dr).read_volatile() };
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// TODO: Check for error conditions in bits 8-11.
Some(data as u8)

}

fn read_flag_register(&self) -> Flags {
// SAFETY: We know that self.registers points to the control registers
// of a PL@O11 device which is appropriately mapped.
unsafe { addr_of!((*self.registers).fr).read_volatile() }

BTER, A addr_of! /addr_of_mut! ZREGEAADFEAIEE, MG E S, XA

53.5.4 JFRfEH
IR RS — A MER, FEES AT G, I ERAE AR5,

#! [no_main]
#![no_std]

mod exceptions;
mod ploll;

use crate: :pl@11::Uart;

use core::fmt::Write;

use core::panic::PanicInfo;
use log: :error;

use smccc::psci::system_off;
use smccc: :Hvc;

/// Base address of the primary PL@11 UART.
const PL@11_BASE_ADDRESS: *mut u32 = 0x900_0000 as _;

#[no_mangle]

extern "C" fn main(x0: u64, x1: ubd, x2: ubd, x3: ubd) {
// SAFETY: "PLQ11_BASE_ADDRESS® is the base address of a PL@11 device, and
// nothing else accesses that address range.
let mut uart = unsafe { Uart::new(PL®11_BASE_ADDRESS) };

writeln! (uart, "main({x@:#x}, {x1:#x}, {x2:#x}, {x3:#x})").unwrap();

loop {
if let Some(byte) = uart.read_byte() {
uart.write_byte(byte);
match byte {
b'\r' => {
uart.write_byte(b'\n');

}
b'q' => break,
- =>{}
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}

writeln!(uart, "Bye!").unwrap();
system_off::<Hvc>().unwrap();

o 5 WHRICSR w~Bl—FE, M entry . S R D AREEIE A main % 175 TR, IE2 5T
WEET,
» £ QEMU H, {fifl stc/bare-metal/aps/examples H3% R make qgemu i&1Ti% M,

53.6 Ha&idst

BAFREAS(ER] 1og crate FHAY H ALK, /] OB S “Log™ trait RIMENX — i,

use crate::pl011::Uart;

use core::fmt::Write;

use log::{LevelFilter, Log, Metadata, Record, SetlLoggerError};
use spin::mutex::SpinMutex;

static LOGGER: Logger = Logger { uart: SpinMutex::new(None) };
struct Logger {
uart: SpinMutex<Option<Uart>>,

}

impl Log for Logger {
fn enabled(&self, _metadata: &Metadata) -> bool {

true
}
fn log(&self, record: &Record) ({
writeln! (
self.uart.lock().as_mut().unwrap(),
T {3},

recoxrd.level(),
record.args()

)

.unwrap();

}

fn flush(&self) {}
}

/// Initialises UART logger.

pub fn init(uart: Uart, max_level: LevelFilter) -> Result<(), SetlLoggerError> ({
LOGGER .uart.lock() .replace(uart);
log: :set_logger (&LOGGER)?;
log: :set_max_level(max_level);
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Ok(())

* /] log #EATMRE R 22, VB2 EAM set_logger #1451k LOGGER.,

53.6.1 JHafEM

T E AL HARIE SR, REA REREE.,

#! [no_main]
#![no_std]

mod exceptions;
mod logger;
mod plQl1l;

use crate::pl01l::Uart;

use core::panic::PanicInfo;

use log::{error, info, LevelFilter};
use smccc::psci::system_off;

use smccc: :Hvc;

/// Base address of the primary PL@11 UART.
const PL@11_BASE_ADDRESS: *mut u32 = 0x900_0000 as _;

#[no_mangle]
extern "C" fn main(x0: u64, x1: ubd, x2: ubd, x3: ubd) {
// SAFETY: "PLQ11_BASE_ADDRESS" is the base address of a PL@11 device, and
// nothing else accesses that address range.
let uart = unsafe { Uart::new(PL@11_BASE_ADDRESS) };
logger::init(uart, LevelFilter::Trace).unwrap();

info! ("main({x0:#x}, {x1:#x}, {x2:#x}, {x3:#x})");
assert_eq!(x1, 42);

system_off::<Hvc>().unwrap();

}

#[panic_handler]

fn panic(info: &PanicInfo) -> ! {
error! ("{info}");
system_off::<Hvc>().unwrap();
loop {}

« JEE, panic BEACEARFHILER] PUCRA, panic FF4ER,

s /£ QEMU H, fH] src/bare-metal/aps/examples HX ) make gemu_logger izfT
2o,
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53.7 %

AArch64 EX 7 —ME 16 MRHENRERER, EH TR 4 MIRZS (287 EL £/ SPO, 24#( EL
i SPX, #:IX EL {# /] AArch64, % EL f#H AArch32) RN 4 #&# (A4, IRQ. FIQ. SError).
A DB g 77 s EX — 4, DUELETE A Rust (RBS 2 A 5 20 25 17 25 (R A7 21 e -

use log::error;
use smccc::psci::system_off;
use smccc: :Hvc;

#[no_mangle]

extern "C" fn sync_exception_current(_elr: u64, _spsr: u64d) {
error!("sync_exception_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn irq_current(_elr: u64, _spsr: ub4d) {
error!("irqg_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn fiq_current(_elr: u64, _spsr: ub4d) {
error! ("fig_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn serr_current(_elr: u64, _spsr: u6b4d) {
error! ("serr_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn sync_lower(_elr: u64
error! ("sync_lower");
system_off::<Hvec>().unwrap();

spsr: u6b4d) {

| A—

}

#[no_mangle]

extern "C" fn irq_lower(_elr: u64, _spsr: ub4) {
error!("irq_lower");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn fiq_lower(_elr: u64, _spsr: ub4d) {
error!("fiq_lower");
system_off::<Hvc>().unwrap();

284



#[no_mangle]

extern "C" fn serr_lower(_elr: u64d
error!("serr_lower");
system_off::<Hvc>().unwrap();

spsr: u6b4d) {

| A—

o EL 82 HEI0; BAISK NFHIFTARMIIEE EL1 05 RiafT.

o MyfEi A L, FRATAE X 402410 EL S5 iy SPO 1 SPX, ti% A X 738K EL B4 i) AArch32
1 AArch64,

o TEAURGIH, AR S HE T RMIRE, RIS Z AR 75,

o FRATA] DAK S B AL BEAR P A BT RSN R RIRY A2, il 3d Send #1 Sync #2#l'E1Z [EA]
DIFEE I NZR, G L T H = — 1, 040, qn S48 L B a A B e 7 O HLas il o0 2 TRl 4t
ZHAME, IFHAMH Send midE Sync, NIFEZER¥IZEREEEE N Mutex ZRAEH, FHF R
<

=N
NEH,

53.8 Other projects

* oreboot

— ”coreboot without the C”

- % fF x86. aarch64 #1 RISC-V,

— {&#iT LinuxBoot, M A2 IFZWNEFA S,
* Rust RaspberryPi #/E R G A2

— ¥k, UART WKEhARF. s | SIBHREF. JTAG. BEIl, TR, 73 013k

— 7£ Rust H, B T ARZF ARG A IEH AN Z L, RS E RS E R A,
* cargo-call-stack

— FEFRESOHRIE R & LR,

o f£ RaspberryPi #ERFHREH, Feia1T Rust REGASE R H MMU FI%AT, IARIES BRI E A
MNAF (AN HerR) o A3 :
- WMRABH MMU 217, JEENFT < B, ©F A aarche4-unknown-none #1744
B JFESWE +strict-align PARG IEgmIESRA IR TR A, RN %% Al (3 —%
1B FHA—E .
— WRBER BN IZITIZM L, Al RS FBRF — SRR, M8 T, BRIV H% T
MG N BB R NAE, BN W —NE R 7514, BIE E L% BRI %N AE,
HEM M5 A2 SREFHIETE, R A — 77 R F I N TR it 2 £ 5% FIRR
W, RE LR E R G (RIERE R B #1217 BJC Hypervisor) IXFiiE 2 nl1 Ty, (HE R
RV, IXFHAE—FP R 7RI,
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54
Useful crates

BRI crate, Al T ARG IR A Y — L5 WA,

54.1 zerocopy

zerocopy crate (J5H Fuchsia)f2fit T trait #7%, H THIRIE TP S A H MR [T 22 248
0,

use zerocopy: :AsBytes;

#[repr(u32)]
#[derive (AsBytes, Debug, Default)]
enum RequestType {

#[default]
In =0,
Out =1,
Flush = 4,
}
#[repr(C)]

#[derive(AsBytes, Debug, Default)]
struct VirtioBlockRequest {
request_type: RequestType,
reserved: u32,
sector: u64,

}

fn main() {
let request = VirtioBlockRequest {
request_type: RequestType::Flush,
sector: 42,
..Default: :default()
i

assert_eq! (
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request.as_bytes(),
&[4, o, o, o0, 0, 0, 0, 0, 42, 0, 0, 0, 0, 0, 0, 0]
),
}
XAERT MMIO (RN EAMER S M BERIE A, B1E S iy g5 ke (Flan@s DMA £ HisL
RIEBINEEE ) I TN 1R E o

o X F A DA AT 7 1N 2R AT DASKER FromBytes /5%, R A] DO A Z B ER T %
FIHEAT 2 e,

o IRZHAVIXEELAYRA: FromBytes, #RF 2 K, [K79 RequestType AR AIHERT u32
EREHBISRIR, Fr IR B9 7= AR R A R

» zerocopy: :byteorder 24k T idE A T 15 I AT B TR,

 ffifl stc/bare-metal/useful-crates/zerocopy-example/ H3% R cargo run iz
1T Bl. (B Tf#1E crate MU, FoikAE Playground HiafTiZmnR b, )

54.2 aarch64-paging

&8 aarch64-paging crate, A #RHE AArch64 ELLAFE RGEZRM QI 77 TR,

use aarch64_paging: :{

idmap: : IdMap,

paging::{Attributes, MemoryRegion},
b

const ASID: usize = 1;
const ROOT_LEVEL: usize = 1;

// Create a new page table with identity mapping.
let mut idmap = IdMap::new(ASID, ROOT_LEVEL);
// Map a 2 MiB region of memory as read-only.
idmap.map_range(
&MemoryRegion: :new(0x80200000, 0x80400000),
Attributes: :NORMAL | Attributes::NON_GLOBAL | Attributes::READ_ONLY,
) .unwrap();
// Set 'TTBRO_EL1" to activate the page table.
idmap.activate();

 HHl, ZI7IEMEHF ELL 901, (B0 ] DLEREASINAS Hopth 52 3 2l ISR
* 1£ Android 1, ZJ5EIER T 220 IR LIS o
o BT IHORGIFEEAEESLEE LalifE QEMU HIa{T, IR A f BB T /5 %R H.

54.3 buddy_system_allocator
buddy_system_allocator /&% =77 crate, H T SK I B AR FE R GE 70 BL 8%, [FIIN, th el e B T

LockedHeap PASKEE GlobalAlloc, XAEER] DAEFHFRIER) alloc crate (IEWNTE ZAiHER 7> H AT
), BE T4 L H k=S A 140, FRATTATRERR 2209 PCI BAR 43AC MMIO 73/ :

use buddy_system_allocator::FrameAllocator;
use core::alloc::Layout;

fn main() {
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let mut allocator = FrameAllocator::<32>::new();
allocator.add_frame(0x200_0000, 0x400_0000) ;

let layout = Layout::from_size_align(0x100, 0x100).unwrap();
let bar = allocator

.alloc_aligned(layout)

.expect("Failed to allocate 0x100 byte MMIO region");
println!("Allocated 0x100 byte MMIO region at {:#x}", bar);

* PCI BAR HIX 5777 RAGE S HAVMEZE,
o {#fl stc/bare-metal/useful-crates/allocator-example/ H3 FH cargo run
B171ZR 0, (R T1#1E crate fK#IT, JTLiATE Playground FiafTiZnpl, )

54.4 tinyvec

A, TFE—LG Vec —FERESTAEEA/NVRIE, (B ETHATHE L, tinyvec $245 7 UK : %L
el slice XFFHIRE, IR B RHIEITERAS S ECEME S BC; T ERERE e 28, MR e R A&
T oA, <> B panic,

use tinyvec::{array_vec, ArrayVec};

fn main() {
let mut numbers: ArrayVec<[u32; 5]> = array_vec! (42, 66);
println! ("{numbers:?}");
numbers.push(7);
println! ("{numbers:?}");
numbers.remove(1);
println! ("{numbers:?}");

o HRHE tinyvec ZK, TERMFT LI WIA Default,
* Rust Playground H% tinyvec, KILAREIRE AN 7T R IEH 24T,

54.5 spin

£ core 8¢ alloc FIEMEA std: :sync: :Mutex fl std: : sync FREEAMFEF T, B 2% u01{q]
EIRE B AT AT AR, BIANTERE CPU Z [AIFLIRAS?
spin crate N ZEITIRAL T AT BIEBIRISERUT %,
use spin::mutex::SpinMutex;
static counter: SpinMutex<u32> = SpinMutex::new(0);
fn main() {
println!("count: {}", counter.lock());

*counter.lock() += 2;
println!("count: {}", counter.lock());

o TEFRITACERAR e A T BIUE SR ORI, T TR S S B AE B T
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* spin also has a ticket lock mutex implementation; equivalents of RwLock, Barrier and
Once from std: : sync; and Lazy for lazy initialisation.

» once_cell crate Wt T —LE1E A T IER WAL FZRAY Bf15S spin: tonce: :Once F
7T E A,

* Rust Playground H .5 spin, KATRENE LA 7 2IEH 1217,
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https://crates.io/crates/once_cell

¥ 55 &

Android

NFEAE AOSP HRIEGAL Rust —HEHIS2fF, B A rust_ffi_static Soong MRS Rust 18
1, RFIEIE cc_binary FIFEREARIAIA A B G A S, B raw_binary ¥ ELF ##i 9 A]
PATE 1817 Y SR 46 i S
rust_ffi_static {

name: "libvmbase_example",

defaults: ["vmbase_ffi_defaults"],

crate_name: "vmbase_example",

srcs: ["src/main.rs"],

rustlibs: [

"libvmbase",

1,

}

cc_binary {
name: "vmbase_example",
defaults: ["vmbase_elf_defaults"],
srcs: [
"idmap.S",
]l
static_libs: [
"libvmbase_example",
1,
linker_scripts: [
"image.1ld",
":vmbase_sections",
1,
}

raw_binary {
name: "vmbase_example_bin",
stem: "vmbase_example.bin",

src: ":vmbase_example",
enabled: false,
target: {
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android_arm64: {
enabled: true,

b
b

55.1 vmbase

*F1E aarch64 E#FH crosvm IZ1TRIEAINL, vmbase FERRML T 5502 B3I A I S A A BRIAAG R U
DA A 5. UART #5ll & HE D R E IRE,

#! [no_main]
#![no_std]
use vmbase::{main, println};

main! (main);

pub fn main(arg®@: u64, argl: u64, arg2: u64, arg3: ub4d) {
println!("Hello world");
}
e main! ZMATFHRICTEMM vmbase N A AR main HEL
* vmbase AN TR G WI4aMk, FF/E main KEORIEIN & 3% PSCI_SYSTEM_OFF i< X
KA REAUH Lo
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% 56 %
>

AR PLO31 SEiN I3 & 9m 5 IR BIFE 7
After looking at the exercises, you can look at the solutions provided.

56.1 RTC Wity

QEMU aarch64 EUHLE 0x9010000 HilibAL s 7 PLO3T LI Eho X T AR, B N H S 5 I3
B,

1. (A Z A Ba] R 2 B R0 H 2 BB AT B BRI A chrono crate &8 H A/ E#E
2. JEVCELE A7 A A R GG TR WK, 15 RATER B E I R N — B T 2T S5/ (a0 3 7)),
(EEEHRER core: thint: :spin_loop,)
3. T R AR« _F A H RTC PLfd = 2E 1, T A arm-gic crate H4@ At
IXENFE T RECE Arm 8 F izl es.
o IEHH RTC Hbr, K HAER Intld: :spi(2) %I GIC,
o JEHHWE, T PUE arm_gic: iwfi() B ARIRIRE, BRI CRE T E S,

T SN FEE rtc HRAHERDII X,
sr¢/main.rs:

#! [no_main]
#![no_std]

mod exceptions;
mod logger;
mod pl@ll;

use crate: :pl@11l::Uart;

use arm_gic::gicv3::GicV3;

use core::panic::PanicInfo;

use log::{error, info, trace, LevelFilter};
use smccc::psci::system_off;

use smccc: :Hvc;

/// Base addresses of the GICv3.
const GICD_BASE_ADDRESS: *mut u64 = 0x800_0000 as _
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const GICR_BASE_ADDRESS: *mut u64 = 0Ox80A_0000 as _;
/// Base address of the primary PL@11 UART.
const PLO11_BASE_ADDRESS: *mut u32 = 0x900_0000 as _;

#[no_mangle]
extern "C" fn main(x@: ub4, x1: ubd, x2: ubd, x3: ubd) {
// SAFETY: "PLQ11_BASE_ADDRESS™ is the base address of a PL@11 device, and
// nothing else accesses that address range.
let uart = unsafe { Uart::new(PL@11_BASE_ADDRESS) };
logger: :init(uart, LevelFilter::Trace).unwrap();

infol ("main({:#x}, {:#x}, {:#x}, {:#x})", x0, x1, x2, x3);

// SAFETY: “GICD_BASE_ADDRESS® and "GICR_BASE_ADDRESS' are the base

// addresses of a GICv3 distributor and redistributor respectively, and
// nothing else accesses those address ranges.

let mut gic = unsafe { GicV3::new(GICD_BASE_ADDRESS, GICR_BASE_ADDRESS) };
gic.setup();

// TODO: Create instance of RTC driver and print current time.
// TODO: Wait for 3 seconds.

system_off::<Hvc>().unwrap();

}

#[panic_handler]

fn panic(info: &PanicInfo) -> ! {
error! ("{info}");
system_off::<Hvc>().unwrap();
loop {}

}

src/exceptions.rs (RFRTEARZSIHEE 3 #7r BEOIHIR) :

// Copyright 2023 Google LLC

/1

// Licensed under the Apache License, Version 2.0 (the "License");

// you may not use this file except in compliance with the License.

// You may obtain a copy of the License at

/1

/17 http://www.apache.org/licenses/LICENSE-2.0

/1

// Unless required by applicable law or agreed to in writing, software
// distributed under the License is distributed on an "AS IS" BASIS,
// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and
// limitations under the License.

use arm_gic::gicv3::GicV3;
use log::{error, info, trace};
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use smccc::psci::system_off;
use smccc: :Hvc;

#[no_mangle]

extern "C" fn sync_exception_current(_elr: u64, _spsr: u64d) {
error!("sync_exception_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]
extern "C" fn irq_current(_elr: u64, _spsr: ub4d) {
trace! ("irqg_current");
let intid =
GicV3::get_and_acknowledge_interrupt().expect("No pending interrupt");
info! ("IRQ {intid:?}");
}

#[no_mangle]

extern "C" fn fig_current(_elr: u64, _spsr: ub4d) {
error!("fig_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn serr_current(_elr: u64, _spsr: ubd) {

error! ("serr_current");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn sync_lower(_elr: u64, _spsr: ub4d) {
error!("sync_lower");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn irq_lower(_elr: u64, _spsr: ub4d) {
error!("irq_lower");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn fiq_lower(_elr: u64, _spsr: ub4d) {
error! ("fig_lower");
system_off::<Hvc>().unwrap();

}

#[no_mangle]

extern "C" fn serr_lower(_elr: u6b4
error!("serr_lower");
system_off::<Hvec>().unwrap();

spsr: u6b4d) {

| A—
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}
src/loggerrs (FLFRn AT :

// Copyright 2023 Google LLC

/1

// Licensed under the Apache License, Version 2.0 (the "License");

// you may not use this file except in compliance with the License.

// You may obtain a copy of the License at

/1

/1 http://www.apache.org/licenses/LICENSE-2.0

/1

// Unless required by applicable law or agreed to in writing, software
// distributed under the License is distributed on an "AS IS" BASIS,
// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and
// limitations under the License.

// ANCHOR: main

use crate::pl01l::Uart;

use core::fmt::Write;

use log::{LevelFilter, Log, Metadata, Record, SetlLoggerError};
use spin::mutex::SpinMutex;

static LOGGER: Logger = Logger { uart: SpinMutex::new(None) };
struct Logger {
uart: SpinMutex<Option<Uart>>,

}

impl Log for Logger {
fn enabled(&self, _metadata: &Metadata) -> bool {

true
}
fn log(&self, record: &Record) ({
writeln! (
self.uart.lock().as_mut().unwrap(),
"[{}1 {}",

record.level(),
record.args()
)

.unwrap();

}

fn flush(&self) {}
}

/// Initialises UART logger.
pub fn init(uart: Uart, max_level: LevelFilter) -> Result<(), SetlLoggerError> {
LOGGER .uart.lock().replace(uart);
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log: :set_logger (&LOGGER)?;
log: :set_max_level (max_level);
0k(())

}

sre/plo11.rs (FEFRNILHATHEHKD :

// Copyright 2023 Google LLC

/1

// Licensed under the Apache License, Version 2.0 (the "License");

// you may not use this file except in compliance with the License.

// You may obtain a copy of the License at

//

// http://www.apache.org/licenses/LICENSE-2.0

/1

// Unless required by applicable law or agreed to in writing, software
// distributed under the License is distributed on an "AS IS" BASIS,
// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and
// limitations under the License.

#![allow(unused) ]

use core::fmt::{self, Write};
use core::ptr::{addr_of, addr_of_mut};

// ANCHOR: Flags
use bitflags::bitflags;

bitflags! {
/// Flags from the UART flag register.
#[repr(transparent) ]
#[derive(Copy, Clone, Debug, Eq, PartialEq)]
struct Flags: ul6 {
/// Clear to send.
const CTS = 1 << 0;
/// Data set ready.
const DSR = 1 << 1;
/// Data carrier detect.
const DCD = 1 << 2;
/// UART busy transmitting data.
const BUSY = 1 << 3;
/// Receive FIFO is empty.
const RXFE = 1 << 4;
/// Transmit FIFO is full.
const TXFF = 1 << 5;
/// Receive FIFO is full.
const RXFF = 1 << 6;
/// Transmit FIFO is empty.
const TXFE = 1 << 7;
/// Ring indicator.
const RI = 1 << §;
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}

}
// ANCHOR_END: Flags

bitflags! {
/// Flags from the UART Receive Status Register / Error Clear Register.
#[repr(transparent) |
#[derive(Copy, Clone, Debug, Eq, PartialEq)]
struct ReceiveStatus: ul6 {
/// Framing error.
const FE = 1 << 0;
/// Parity error.
const PE = 1 << 1;
/// Break error.
const BE = 1 << 2;
/// Overrun error.
const OE = 1 << 3;

}

// ANCHOR: Registers
#[repr(C, align(4))]
struct Registers {
dr: ule,
_Treserved®: [u8; 27,
rsr: ReceiveStatus,
_Yeservedl: [u8; 19],

fr: Flags,
_reserved2: [u8; 6],
ilpr: u8,

_reserved3: [u8; 31,
ibrd: ul6,
_Yeserved4: [u8; 2],
fbrd: u8,

_reserved5: [u8; 37,
lcxr_h: u8,
_reserved6: [u8; 3],
cr: ule,

_resexrved7: [u8; 3],
ifls: u8,

_reserved8: [u8; 37,
imsc: ul6,
_Yeserved9: [u8; 2],
ris: ul6,
_Yeservedl@: [u8; 2],
mis: ul6,
_reservedll: [u8; 2],
icr: ulé,
_Yeservedl2: [u8; 2],
dmacr: u8,

_reservedl13: [u8; 3],
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}
// ANCHOR_END: Registers

// ANCHOR: Uart
/// Driver for a PL@11 UART.
#[derive(Debug) ]
pub struct Uart {
registers: *mut Registers,

}

impl Uart {
/// Constructs a new instance of the UART driver for a PL@11 device at the
/// given base address.
vy
/11 # Safety
11/
/// The given base address must point to the MMIO control registers of a
/// PL@11 device, which must be mapped into the address space of the process
/// as device memory and not have any other aliases.
pub unsafe fn new(base_address: *mut u32) -> Self {
Self { registers: base_address as *mut Registers }

}

/// Writes a single byte to the UART.
pub fn write_byte(&self, byte: u8) {
// Wait until there is room in the TX buffer.
while self.read_flag_register().contains(Flags: :TXFF) {}

// SAFETY: We know that self.registers points to the control registers
// of a PLO11 device which is appropriately mapped.
unsafe {
// Write to the TX buffer.
addr_of_mut!((*self.registers).dr).write_volatile(byte.into());

}

// Wait until the UART is no longer busy.
while self.read_flag_register().contains(Flags::BUSY) {}

/// Reads and returns a pending byte, or "None' if nothing has been
/// received.
pub fn read_byte(&self) -> Option<u8> {
if self.read_flag_register().contains(Flags::RXFE) {
None
} else {
// SAFETY: We know that self.registers points to the control
// registers of a PL@11 device which is appropriately mapped.
let data = unsafe { addr_of!((*self.registers).dr).read_volatile() };
// TODO: Check for error conditions in bits 8-11.
Some(data as u8)
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}

fn read_flag_register(&self) -> Flags {
// SAFETY: We know that self.registers points to the control registers
// of a PL@11 device which is appropriately mapped.
unsafe { addr_of!((*self.registers).fr).read_volatile() }

}

}
// ANCHOR_END: Uart

impl Write for Uart {
fn write_str(&mut self, s: &str) -> fmt::Result {
for c in s.as_bytes() {
self.write_byte(*c);
}
ok(())

}

// Safe because it just contains a pointer to device memory, which can be
// accessed from any context.
unsafe impl Send for Uart {}

Cargo.toml (FCFaXfIEHEATEER)
[workspace]

[package]

name = "rtc"
version "9.1.0"
edition "2021"
publish = false

[dependencies]
arm-gic = "0.1.0"
bitflags = "2.5.0"

chrono = { version = "0.4.37", default-features = false }
log = "0.4.21"
smccc = "@.1.1"

spin = "0.9.8"

[build-dependencies]
cc = "1.0.94"

build.rs (TCfxtIHHETESD :

// Copyright 2023 Google LLC

//

// Licensed under the Apache License, Version 2.0 (the "License");
// you may not use this file except in compliance with the License.
// You may obtain a copy of the License at

/1

/1 http://www.apache.org/licenses/LICENSE-2.0
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/7

// Unless required by applicable law or agreed to in writing, software

// distributed under the License is distributed on an "AS IS" BASIS,

// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and

// limitations under the License.

use cc: :Build;
use std::env;

fn main() {
#[cfg(target_os = "linux")]
env::set_var("CROSS_COMPILE", "aarch64-linux-gnu");
#[cfg(not(target_os = "linux"))]
env::set_var("CROSS_COMPILE", "aarch64-none-elf");

Build: :new()
.file("entry.S")
.file("exceptions.S")
.file("idmap.S")
.compile("empty")

}
entry.S (FEFXIH#HITEN)
/ *
* Copyright 2023 Google LLC
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at
*
* https://www.apache.org/licenses/LICENSE-2.0
*
* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*/

.macro adr_1, reg:req, sym:req
adrp \reg, \sym
add \reg, \reg, :lol2:\sym
.endm

.macro mov_i, reg:req, imm:req
movz \reg, :abs_g3:\imm
movk \reg, :abs_g2_nc:\imm
movk \reg, :abs_gl_nc:\imm
movk \reg, :abs_g@_nc:\imm

.endm
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.set .L_MAIR_DEV_nGnRE, 0x04
.set .L_MAIR_MEM_WBWA, Oxff
.set .Lmairval, .L_MAIR_DEV_nGnRE | (.L_MAIR_MEM_WBWA << 8)

/* 4 KiB granule size for TTBRO_EL1. */

.set .L_TCR_TGO_4KB, 0x0 << 14

/* 4 KiB granule size for TTBR1_EL1. */

.set .L_TCR_TG1_4KB, @x2 << 30

/* Disable translation table walk for TTBR1_EL1, generating a translation fault instead
.set .L_TCR_EPD1, @x1 << 23

/* Translation table walks for TTBR@O_EL1 are inner sharable. */

.set .L_TCR_SH_INNER, @0x3 << 12

/*

* Translation table walks for TTBR@_EL1 are outer write-back read-allocate write-alloc
* cacheable.

*/

.set .L_TCR_RGN_OWB, @x1 << 10

/-k

* Translation table walks for TTBR@_EL1 are inner write-back read-allocate write-alloc
* cacheable.

*/

.set .L_TCR_RGN_IWB, Ox1 << 8

/* Size offset for TTBRO_EL1 is 2**39 bytes (512 GiB). */

.set .L_TCR_T@SZ_512, 64 - 39

.set .Ltcrval, .L_TCR_TG@_4KB | .L_TCR_TG1_4KB | .L_TCR_EPD1 | .L_TCR_RGN_OWB

.set .Ltcrval, .Ltcrval | .L_TCR_RGN_IWB | .L_TCR_SH_INNER | .L_TCR_T@SZ_512

/* Stage 1 instruction access cacheability is unaffected. */

.set .L_SCTLR_ELx_I, @x1 << 12

/* SP alignment fault if SP is not aligned to a 16 byte boundary. */

.set .L_SCTLR_ELx_SA, 0x1 << 3

/* Stage 1 data access cacheability is unaffected. */

.set .L_SCTLR_ELx_C, Ox1 << 2

/* EL® and EL1 stage 1 MMU enabled. */

.set .L_SCTLR_ELx_M, 0x1 << @

/* Privileged Access Never is unchanged on taking an exception to EL1. */

.set .L_SCTLR_EL1_SPAN, @x1 << 23

/* SETEND instruction disabled at EL@ in aarch32 mode. */

.set .L_SCTLR_EL1_SED, ©x1 << 8

/* Various IT instructions are disabled at EL® in aarch32 mode. */

.set .L_SCTLR_EL1_ITD, Ox1 << 7

.set .L_SCTLR_EL1_RES1, (@x1 << 11) | (@x1 << 2@) | (@x1 << 22) | (@x1 << 28) | (@Ox1 <<
.set .Lsctlrval, .L_SCTLR_ELx_M | .L_SCTLR_ELx_C | .L_SCTLR_ELxX_SA | .L_SCTLR_EL1_ITD |
.set .Lsctlrval, .Lsctlrval | .L_SCTLR_ELx_I | .L_SCTLR_EL1_SPAN | .L_SCTLR_EL1_RES1

*

/
This is a generic entry point for an image. It carries out the operations required t
loaded image to be run. Specifically, it zeroes the bss section using registers x25 :
prepares the stack, enables floating point, and sets up the exception vector. It pre:
for the Rust entry point, as these may contain boot parameters.

*+ F ¥ F *
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*/
.section .init.entry,
.global entry
entry:
/* Load and apply the memory management configuration, ready to enable MMU and cach
adrp x30@, idmap
msr ttbr@_ell, x30

ax

mov_i x30, .Lmairval
msr mair_ell, x30

mov_i x30, .Ltcrval

/* Copy the supported PA range into TCR_EL1.IPS. */
mrs x29, id_aa64mmfro_ell

bfi x30, x29, #32, #4

msr tcr_ell, x30
mov_i x30@, .Lsctlrval
/*

* Ensure everything before this point has completed, then invalidate any potential
* local TLB entries before they start being used.

*/
isb
tlbi vmallel
ic iallu
dsb nsh
isb
/*
* Configure sctlr_ell to enable MMU and cache and don't proceed until this has com
*/
msr sctlr_ell, x30
isb

/* Disable trapping floating point access in EL1. */
mrs x30, cpacr_ell

orr x30, x30, #(0x3 << 20)

msr cpacr_ell, x30

isb

/* Zero out the bss section. */
adr_1 x29, bss_begin
adr_1 x30, bss_end
@: cmp x29, x30
b.hs 1f
stp xzr, xzr, [x29], #16
b 0b

1: /* Prepare the stack. */
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adr_1 x30, boot_stack_end
mov sp, x30

/* Set up exception vector. */
adr x30, vector_table ell
msr vbar_ell, x30

/* Call into Rust code. */
bl main

/* Loop forever waiting for interrupts. */
wfi
b 2b

exceptions.S (FCFxf AT

/*

FOo¥ F ok F F 3k F X F F F * *

~

/**

*
*
*
*
*
*

*/

Copyright 2023 Google LLC

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Saves the volatile registers onto the stack. This currently takes 14
instructions, so it can be used in exception handlers with 18 instructions

left.

On return, x@ and x1 are initialised to elr_el2 and spsr_el2 respectively,
which can be used as the first and second arguments of a subsequent call.

.macro save_volatile to_stack

/* Reserve stack space and save registers x@-x18, x29 & x30. */

stp x@, x1, [sp, #-(8 * 24)]!
stp x2, x3, [sp, #8 * 2]

stp x4, x5, [sp, #8 * 4]

stp x6, x7, [sp, #8 * 6]

stp x8, x9, [sp, #8 * 8]

stp x10, x11, [sp, #8 * 10]
stp x12, x13, [sp, #8 * 12]
stp x14, x15, [sp, #8 * 14]
stp x16, x17, [sp, #8 * 16]
str x18, [sp, #8 * 18]
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stp x29, x30, [sp, #8 * 20]

/*

* Save elr_ell & spsr_ell. This such that we can take nested exception
* and still be able to unwind.

*/

mrs x0, elr_ell

mrs x1, spsr_ell

stp x@0, x1, [sp, #8 * 22]

.endm

/**

* Restores the volatile registers from the stack. This currently takes 14

* instructions, so it can be used in exception handlers while still leaving 18

* instructions left; if paired with save_volatile_to_stack, there are 4

* instructions to spare.

*/

.macro restore_volatile_from_stack
/* Restore registers x2-x18, x29 & x30. */
ldp x2, x3, [sp, #8 * 2]
ldp x4, x5, [sp, #8 * 4]
ldp x6, x7, [sp, #8 * 6]
1dp x8, x9, [sp, #8 * 8]
1dp x10, x11, [sp, #8 * 10]
ldp x12, x13, [sp, #8 * 12]
ldp x14, x15, [sp, #8 * 14]
1dp x16, x17, [sp, #8 * 16]
1dr x18, [sp, #8 * 18]
ldp x29, x30, [sp, #8 * 20]

/* Restore registers elr_ell & spsr_ell, using x@ & x1 as scratch. */
ldp x@, x1, [sp, #8 * 22]

msr elr_ell, x@

msr spsr_ell, x1

/* Restore x@ & x1, and release stack space. */
1dp x@, x1, [sp]l, #8 * 24

.endm

/**

* This is a generic handler for exceptions taken at the current EL while using
* SP@. It behaves similarly to the SPx case by first switching to SPx, doing

* the work, then switching back to SP@ before returning.

*

* Switching to SPx and calling the Rust handler takes 16 instructions. To

*

restore and return we need an additional 16 instructions, so we can implement
* the whole handler within the allotted 32 instructions.

*/

.macro current_exception_sp@® handler:req

msr spsel, #1

save_volatile_to_stack

304



bl \handler
restore_volatile_from_stack
msr spsel, #0

eret
.endm
/**
* This is a generic handler for exceptions taken at the current EL while using
* SPx. It saves volatile registers, calls the Rust handler, restores volatile
* registers, then returns.
*
* This also works for exceptions taken from EL@®, if we don't care about
* non-volatile registers.
*
* Saving state and jumping to the Rust handler takes 15 instructions, and
* restoring and returning also takes 15 instructions, so we can fit the whole
* handler in 3@ instructions, under the limit of 32.
*/

.macro current_exception_spx handler:req
save_volatile_to_stack
bl \handler
restore_volatile_from_stack
eret

.endm

.section .text.vector_table_ell, "ax"
.global vector_table_ell
.balign ©x800
vector_table_ell:
sync_cur_sp@:
current_exception_sp@ sync_exception_current

.balign ©x80
irg_cur_spo:
current_exception_sp@ irq_current

.balign @x80
fig_cur_sp0:
current_exception_sp@ fiq_current

.balign 0x80
serr_cur_sp@:
current_exception_sp@ serr_current

.balign @x80
SyNnc_Cur_spx:
current_exception_spx sync_exception_current

.balign ©x80

irg_cur_spx:
current_exception_spx irq_current
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.balign ©x80
fig_cur_spx:
current_exception_spx fiq_current

.balign ©x80
Serr_cur_spx:
current_exception_spx serr_current

.balign ©x80
sync_lower_64:
current_exception_spx sync_lower

.balign @x80
irqg_lower_64:
current_exception_spx irq_lower

.balign ©x80
fig_lower_64:
current_exception_spx fiq_lower

.balign ©x80
serr_lower_64:
current_exception_spx serr_lower

.balign ©x80
sync_lower_32:
current_exception_spx sync_lower

.balign 0x80
irqg_lower_32:
current_exception_spx irq_lower

.balign ©x80
fig_lower_32:
current_exception_spx fig_lower

.balign ©x80
serr_lower_32:
current_exception_spx serr_lower

idmap.S (TCFExf AT R
/ *

¥

Copyright 2023 Google LLC

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

https://www.apache.org/licenses/LICENSE-2.0

¥ X F o F *
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Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

/

* ok * * * oF

.set .L_TT_TYPE_BLOCK, @x1
.set .L_TT_TYPE_PAGE, 0x3
.set .L_TT_TYPE_TABLE, 0x3

/* Access flag. */
.set .L_TT_AF, Ox1 << 10
/* Not global. */
.set .L_TT_NG, Ox1 << 11
.set .L_TT_XN, @x3 << 53

.set .L_TT_MT_DEV, 0x0 << 2 // MAIR #@ (DEV_nGnRE)
.set .L_TT_MT_MEM, (@x1 << 2) | (@x3 << 8) // MAIR #1 (MEM_WBWA), inner shareable

.set .L_BLOCK_DEV, .L_TT_TYPE_BLOCK | .L_TT_MT_DEV | .L_TT_AF | .L_TT_XN
.set .L_BLOCK_MEM, .L_TT_TYPE_BLOCK | .L_TT_MT_MEM | .L_TT_AF | .L_TT_NG

.section ".rodata.idmap", "a", %progbits
.global idmap
.align 12
idmap:
/* level 1 */
.quad .L_BLOCK_DEV | ©x®@ // 1 GiB of device mappings
.quad .L_BLOCK_MEM | @0x40000000 // 1 GiB of DRAM
.fill 254, 8, 0x0 // 254 GiB of unmapped VA space
.quad .L_BLOCK_DEV | 0x4000000000 // 1 GiB of device mappings
.fill 255, 8, 0x0 // 255 GiB of remaining VA space
image.ld (JCaM IHHATEEND) :
/-k
* Copyright 2023 Google LLC
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at
*
* https://www.apache.org/licenses/LICENSE-2.0
*
* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*/
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/*

* Code will start running at this symbol which is placed at the start of the
* image.

*/
ENTRY (entzry)

MEMORY
{

}

image : ORIGIN = @x40080000, LENGTH = 2M

SECTIONS
{

/*

* Collect together the code.

*/

.init : ALIGN(4096) {
text_begin = .;
*(.init.entzry)
*(.init.*)

} >image

text @ {

*(.text.*)

} >image

text_end = .;

/*

* Collect together read-only data.

*/

.rodata : ALIGN(4096) {
rodata_begin = .;
*(.rodata.*)

} >image

.got : {

*(.got)

} >image

rodata_end = .;

/*
* Collect together the read-write data including .bss at the end which
* will be zero'd by the entry code.
*/
.data : ALIGN(4096) {
data_begin = .;
*(.data.*)
/*
* The entry point code assumes that .data is a multiple of 32
* bytes long.
*/
. = ALIGN(32);
data_end = .;
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} >image

/* Everything beyond this point will not be included in the binary. */
bin_end = .;

/* The entry point code assumes that .bss is 16-byte aligned. */
.bss : ALIGN(16) ¢{

bss_begin = .;

*(.bss.*)

* (COMMON)

. = ALIGN(16);

bss_end = .;
} >image

.stack (NOLOAD) : ALIGN(4096) {
boot_stack_begin = .;
. += 40 * 4096;
. = ALIGN(4096);
boot_stack_end = .;

} >image

. = ALIGN(4K);
PROVIDE (dma_region = .);

/*
* Remove unused sections from the image.
*/
/DISCARD/ : {
/* The image loads itself so doesn't need these sections. */
*(.gnu.hash)
*(.hash)
*(.interp)
*(.eh_frame_hdr)
*(.eh_frame)
*(.note.gnu.build-id)

}
Makefile (JCixf A TEED) :
Copyright 2023 Google LLC

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

#
#
#
#
#
#
#
#
# Unless required by applicable law or agreed to in writing, software

# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
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# limitations under the License.

UNAME := $(shell uname -s)
ifeq ($(UNAME),Linux)

TARGET = aarch64-1linux-gnu
else

TARGET = aarch64-none-elf
endif
OBJCOPY = $(TARGET)-objcopy

.PHONY: build gemu_minimal gemu qgemu_logger
all: rtc.bin

build:
cargo build

rtc.bin: build
$(0BJCOPY) -0 binary target/aarch64-unknown-none/debug/rtc $@

gemu: rtc.bin
gemu-system-aarch64 -machine virt,gic-version=3 -cpu max -serial mon:stdio -display

clean:
cargo clean
rm -f *.bin

.cargo/config.toml (FCFEXTIHLHEATHEED

[build]
target = "aarch64-unknown-none"
rustflags = ["-C", "link-arg=-Timage.1ld"]

& make gemu 7 QEMU H a7 Ag,

56.2 AN Rust: #EB

RTC &R

(GR[EI1Z5>])
main.rs

#! [no_main]
#![no_std]

mod exceptions;
mod logger;
mod ploll;
mod pl@31;

use crate::pl@31::Rtc;
use arm_gic::gicv3::{Intld, Trigger};
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use
use
use
use
use
use
use
use
use

i

arm_gic::{irq_enable, wfi};

chrono: :{TimeZone, Utc};
core::hint::spin_loop;

crate: :pl011::Uart;
arm_gic::gicv3::GicV3;
core::panic::PanicInfo;

log::{error, info, trace, LevelFilter};
smccc: :psci::system_off;

smccc: :Hvc;

Base addresses of the GICv3.

const GICD_BASE_ADDRESS: *mut u64 = 0x800_0000 as _;

const GICR_BASE_ADDRESS: *mut u64

/1117

0Ox80A_0000 as _;

Base address of the primary PL@11 UART.

const PL@11_BASE_ADDRESS: *mut u32 = 0x900_0000 as _;

/1117

Base address of the PL®31 RTC.

const PL@31_BASE_ADDRESS: *mut u32 = 0x901_0000 as _;

/117

The IRQ used by the PL@31 RTC.

const PL@31_IRQ: IntId = IntId::spi(2);

#[no_mangle]
extern "C" fn main(x0: ub4, x1: ubd, x2: ubd, x3: ubd) {

// SAFETY: "PLQ11_BASE_ADDRESS" is the base address of a PL@11 device, and
// nothing else accesses that address range.

let uart = unsafe { Uart::new(PL@11_BASE_ADDRESS) };

logger::init(uart, LevelFilter::Trace).unwrap();

infol ("main({:#x}, {:#x}, {:#x}, {:#x})", x0, x1, x2, x3);

// SAFETY: “GICD_BASE_ADDRESS® and 'GICR_BASE_ADDRESS' are the base

// addresses of a GICv3 distributor and redistributor respectively, and
// nothing else accesses those address ranges.

let mut gic = unsafe { GicV3::new(GICD_BASE_ADDRESS, GICR_BASE_ADDRESS) };
gic.setup();

// SAFETY: "PLO31_BASE_ADDRESS" is the base address of a PL@31 device, and
// nothing else accesses that address range.

let mut rtc = unsafe { Rtc::new(PL®31_BASE_ADDRESS) };

let timestamp = rtc.read();

let time = Utc.timestamp_opt(timestamp.into(), @) .unwrap();

info! ("RTC: {time}");

GicV3::set_priority_mask(0xff);
gic.set_interrupt_priority(PL@31_IRQ, 0x80);
gic.set_trigger(PL@31_IRQ, Trigger::Level);
irq_enable();
gic.enable_interrupt(PL@31_IRQ, true);

// Wait for 3 seconds, without interrupts.

311



let target = timestamp + 3;

rtc.set_match(target);

info! ("Waiting for {}", Utc.timestamp_opt(target.into(), @) .unwrap());

trace! (
"matched={}, interrupt_pending={}",
rtc.matched(),
rtc.interrupt_pending()

),

while !rtc.matched() {
spin_loop();

}

trace! (
"matched={}, interrupt_pending={}",
rtc.matched(),
rtc.interrupt_pending()

),

info! ("Finished waiting");

// Wait another 3 seconds for an interrupt.
let target = timestamp + 6;
info!("Waiting for {}", Utc.timestamp_opt(target.into(), 0).unwrap());
rtc.set_match(target);
rtc.clear_interrupt();
rtc.enable_interrupt(true);
trace! (
"matched={}, interrupt_pending={}",
rtc.matched(),
rtc.interrupt_pending()
),
while !rtc.interrupt_pending() {
wfi();
}
trace! (
"matched={}, interrupt_pending={}",
rtc.matched(),
rtc.interrupt_pending()
),
info! ("Finished waiting");

system_off::<Hvc>().unwrap();
}

#[panic_handler]

fn panic(info: &PanicInfo) -> ! {
erroxr! ("{info}");
system_off::<Hvc>().unwrap();
loop {}

}

plo31.rs:
use core::ptr::{addr_of, addr_of_mut};
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#[repr(C, align(4))]
struct Registers {

/// Data register

dr: u32,

/// Match register

mr: u32,

/// Load register

1r: u32,

/// Control register

cr: us8,

_Yeserved®: [u8; 3],

/// Interrupt Mask Set or Clear register
imsc: u8,

_reservedl: [u8; 317,

/// Raw Interrupt Status
ris: u8,

_resexrved2: [u8; 3],

/// Masked Interrupt Status
mis: u8,

_reserved3: [u8; 3],

/// Interrupt Clear Register
icr: u8,

_reserved4: [u8; 3],

}

/// Driver for a PL@31 real-time clock.
#[derive(Debug) ]
pub struct Rtc {

registers: *mut Registers,

}

impl Rtc {

/117
/117
117
/117
/117
/117
/117
117
pub

}

/117
pub

Constructs a new instance of the RTC driver for a PL@31 device at the
given base address.

# Safety

The given base address must point to the MMIO control registers of a
PL@®31 device, which must be mapped into the address space of the process
as device memory and not have any other aliases.

unsafe fn new(base_address: *mut u32) -> Self {

Self { registers: base_address as *mut Registers }

Reads the current RTC value.

fn read(&self) -> u32 {

// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.

unsafe { addr_of!((*self.registers).dr).read_volatile() }
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/// Writes a match value. When the RTC value matches this then an interrupt
/// will be generated (if it is enabled).
pub fn set_match(&mut self, value: u32) {
// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.
unsafe { addr_of_mut!((*self.registers).mr).write_volatile(value) }

/// Returns whether the match register matches the RTC value, whether or not
/// the interrupt is enabled.
pub fn matched(&self) -> bool {
// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.
let ris = unsafe { addr_of!((*self.registers).ris).read_volatile() };
(ris & 0x01) '= 0

/// Returns whether there is currently an interrupt pending.

11/

/// This should be true if and only if "matched® returns true and the

/// interrupt is masked.

pub fn interrupt_pending(&self) -> bool {
// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.
let ris = unsafe { addr_of!((*self.registers).mis).read_volatile() };
(ris & 0x01) '= 0

/// Sets or clears the interrupt mask.
11/
/// When the mask is true the interrupt is enabled; when it is false the
/// interrupt is disabled.
pub fn enable_interrupt(&mut self, mask: bool) {
let imsc = if mask { 0x01 } else { 0Ox00 };
// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.
unsafe { addr_of_mut!((*self.registers).imsc).write_volatile(imsc) }

/// Clears a pending interrupt, if any.

pub fn clear_interrupt(&mut self) {
// SAFETY: We know that self.registers points to the control registers
// of a PL@31 device which is appropriately mapped.
unsafe { addr_of_mut!((*self.registers).icr).write_volatile(0x01) }

}

// SAFETY: "Rtc’ just contains a pointer to device memory, which can be
// accessed from any context.
unsafe impl Send for Rtc {}
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957 &

WA T # Rust FHIFFFR

Rust 5823 A 5 BURNEE R ER A LA TH L,

Rust KRR GREF BIIRNHEVF 2 I K bug Bt dniFl] bug K458 HEEH . XBH MOV TTRIF L,
RN PRA] AR 5E S e R R 1B TIN A IE R,

* Rust lets us access OS concurrency toolkit: threads, sync. primitives, etc.

» The type system gives us safety for concurrency without any special features.

* The same tools that help with ”“concurrent” access in a single thread (e.g., a called
function that might mutate an argument or save references to it to read later) save us
from multi-threading issues.

316



58 &

b

Rust Z&AERaE 77 305 HAE 5 P RISAESEL:

use std::thread;
use std::time::Duration;

fn main() {
thread: :spawn( || {
for i in 1..10 {
println!("Count in thread: {i}!");
thread: :sleep(Duration: :from_millis(5));
}
1)

for i in 1..5 {
println!("Main thread: {i}");
thread: :sleep(Duration: :from_millis(5));

}

o SAEINFIRF AR, AT FRIX LI,
o LREEZEWR (panic) BN,
- BREIR A DB, 30T DU downcast_ref X #Efmd TR E s,

Rust thread APIs look not too different from e.g. C++ ones.

* Run the example.

— 5ms timing is loose enough that main and spawned threads stay mostly in lockstep.

— Notice that the program ends before the spawned thread reaches 10!

— This is because main ends the program and spawned threads do not make it persist.
% Compare to pthreads/C++ std::thread/boost::thread if desired.

* How do we wait around for the spawned thread to complete?
* thread: :spawn returns a JoinHandle. Look at the docs.
— JoinHandle has a . join() method that blocks.

Use let handle = thread::spawn(...) and later handle. join() to wait for the
thread to finish and have the program count all the way to 10.
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https://doc.rust-lang.org/std/thread/fn.spawn.html
https://doc.rust-lang.org/std/thread/struct.JoinHandle.html#method.join

Now what if we want to return a value?

Look at docs again:

— thread: :spawn's closure returns T
— JoinHandle .join() returns thread: :Result<T>

Use the Result return value from handle. join() to get access to the returned value.
Ok, what about the other case?

— Trigger a panic in the thread. Note that this doesn't panic main.
— Access the panic payload. This is a good time to talk about Any.

* Now we can return values from threads! What about taking inputs?

— Capture something by reference in the thread closure.
— An error message indicates we must move it.
— Move it in, see we can compute and then return a derived value.

» If we want to borrow?

— Main Kkills child threads when it returns, but another function would just return
and leave them running.

— That would be stack use-after-return, which violates memory safety!

— How do we avoid this? see next slide.

58.1 Ju[EIZkFE

HIMEEAGREN IR R A E A
use std::thread;

fn foo() {
let s = String::from("Hello");
thread: :spawn( || {
println!("Length: {}", s.len());
1)
}

fn main() {
foo();
}

A3, PRAT A G FE AR Se B E Y
use std::thread;

fn main() {
let s = String::from("Hello");
thread: :scope(|scope| {
scope.spawn( || {
println!("Length: {}", s.len());
1)
1)
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https://doc.rust-lang.org/std/thread/fn.spawn.html
https://doc.rust-lang.org/std/thread/struct.JoinHandle.html#method.join
https://doc.rust-lang.org/std/any/index.html
https://doc.rust-lang.org/std/thread/fn.scope.html

« HIFHAET, /£ thread: : scope MEGEMUE, FIPRIEFTASAEEL QB (£ ik, (IS LAERENSIR
[ i FH RT3

o BEISZE SFE AL Rust {6 RN : YRAT DU — 2z DART 28 75 U, ] DU E R AR
LA AR 7 A
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Rust jf@J& (Channel) 1 & N4> Sender<T> fil Receiver<T>. X/ Nlsy I JEIEHITIERS,
BRI REE 20 o

use std::sync::mpsc;

fn main() {
let (tx, rx) = mpsc::channel();

tx.send(10) .unwrap();
tx.send(20) .unwrap();

println!("Received: {:?}", rx.recv());
println!("Received: {:?}", rx.recv());

let tx2 = tx.clone();
tx2.send(30) .unwrap();
println!("Received: {:?}", rx.recv());

e mpsc fRERZNMEFTT, BMER T, Sender Ml SyncSender £5:81 Clone (AL, VRATDAE
B2 MNEFE77), {H Receiver A8,

* send() f recv() =IRE Result, N ENBRIE Exx, MFR/AT R Sender 8¢ Receiver
EWER, HIEECXMH,

59.1 JchtidiE

{RATDAMEF mpsc: : channel () IR FTIAFR I AP IEIE:

use std::sync::mpsc;
use std::thread;
use std::time::Duration;

fn main() {
let (tx, rx) = mpsc::channel();

thread: :spawn(move || {
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let thread_id = thread::current().id();
for i in 1..10 {
tx.send(format! ("Message {i}")).unwrap();
println!("{thread_id:?}: sent Message {i}");
}
println!("{thread_id:?}: done");

1)
thread: :sleep(Duration::from_millis(100));

for msg in rx.iter() {
println!("Main: got {msg}");
}

59.2 fNidiE

With bounded (synchronous) channels, send can block the current thread:

use std::sync::mpsc;
use std::thread;
use std::time::Duration;

fn main() {
let (tx, rx) = mpsc::sync_channel(3);

thread: :spawn(move || {
let thread_id = thread::current().id();
for i in 1..10 {
tx.send(format! ("Message {i}")).unwrap();
println! ("{thread_id:?}: sent Message {i}");
}
println!("{thread_id:?}: done");

1)
thread: :sleep(Duration::from_millis(100));

for msg in rx.iter() {
println!("Main: got {msg}");
}

o VA send RFHZE Y HTLAR, ERIEIE A R R 2 R E TR SR TC A\ MIEIE SREEEE, Zd?
DWTCRR IR ZE,

« WGLEIESRH], W send Rk FFIR [E R OX 2 B 2R Result MR EAD SRS EFT
I, JE TR K A

* A bounded channel with a size of zero is called a "rendezvous channel”. Every send will
block the current thread until another thread calls recv.
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% 60 =

Send #1 Sync

How does Rust know to forbid shared access across threads? The answer is in two traits:

 Send: WRBELARN AR T 2L4M, WA T H Send,
o Sync: GREBLIEN T &T 22242, WA T 4 Sync,

Send 1 Sync ¥y N2 2FIE RERBUAUE Send I Sync 88 G aiit & B3 R BIRAE X
MRFAE. VRt AT AT SCBLEATT (AR ORB A IXRE A RIS o

o YRR ERHEM D I S 2 i 22 B PERIFRIC.
o EATAT AEZ LT SR AR H AURHE E

60.1 Send

WERK T ERShE] ) — DR Z 2/, MZEA T Jy Send,

ReFTA RS 2 55— D ERAEAIRENAZ, “ AL e 2 R FE A R AR 181 T R, (R RE T ORAAT N AT DAE —
PR EHENME, RIETE 55— MR BIH 2 % E.

filan, 5 SQLite FERER A REMEIT B PMEARYIFL,

60.2 Sync

AR FI N DRI T ER 2R, WA T 2 Sync,
TR R, SO

2 HANY &T 2 Send B, T4 Sync
BRI SE B —ME TR, RRUNRIE D KA T H =R Z 20, AP LA L 30 %2R
(5| R SRR 21,
X2 RSN KA Synce, MK © R] DIE 2 DA 2 B A A 1R 8dE 4 A s H AR R 45 7]
IR RS, ] MR AR Bh 3 g — DNERAR B 2 2, N IZ AL 5 | FH RIFE R DA 2R 3 3 ) — DN ERAR,
HE S HAEEE AT AMNTEA A2 22 2 5 [R],

322


https://doc.rust-lang.org/std/marker/trait.Send.html
https://doc.rust-lang.org/std/marker/trait.Sync.html
https://google.github.io/comprehensive-rust/concurrency/../unsafe/unsafe-traits.md
https://doc.rust-lang.org/std/marker/trait.Send.html
https://doc.rust-lang.org/std/marker/trait.Sync.html

60.3 Rl

Send + Sync

RBEIFRARHART Send + Sync:

e i8, 32, bool, char, &str-

e (T1, T2). [T; N]. &[T]. struct { x: T }--
String. Option<T>, Vec<T>, BOx<T>-
Arc<T>: HHEEL F 75| ISR L 2,
Mutex<T>: BHEfIE AEREE LR L4,

mpsc: :Sender<T>: As of 1.72.0.

AtomicBool., AtomicUS8:---: ffFIRRIIRE 7452,

LRASHCH Send + Sync I, ZRIREEE O Send + Sync,

Send + !Sync
IXEEARAN AT DA B B HANLRAR, (BT AR ERAR L2 0, J0E H 2 AR AT 28 MR A -

* mpsc::Receiver<T>
* Cell<T>
* RefCell<T>

!Send + Sync
IXEERRRLAR 21, (HENRRER 23] 5 — A

* MutexGuard<T: Sync>: Uses OS level primitives which must be deallocated on the
thread which created them.

!Send + !Sync
XA R EAAR L 21, NRERS S E HofthZk e :

¢ Rc<T>: B4 Re<T> #HEAX ReBox<T> W51 H, A& JEE T35 LG
» *const T, *mut T: Rust RRERAGTEEATEE (£ &7 A RARRITE R F UL,
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4
——

Rust i 1SRRI RGO ARG R D 2R, IX E 2 8 A sC ol

o Arc<T> X T TR FIHEC TSR 2 RIS, 05T e — D9 | R EFNBIH )
it T,
» Mutex<T>: BifR} TAERH K5,

61.1 Axc

Arc<T> i@t Arc: : clone SE3fte=s LSRR :

use std::sync::Arc;
use std::thread;

fn main() {
let v = Arc::new(vec![10, 20, 30]);
let mut handles = Vec: :new();
for _ in 1..5 {
let v = Arc::clone(&v);
handles.push(thread: :spawn(move || {
let thread_id = thread::current().id();
println!("{thread_id:?}: {v:?}");
1))
}

handles.into_iter().for_each(|h| h.join().unwrap());
println!("v: {v:?}");

Arc RE“JEFII AT, CREARE RN Re Y LREEL2RA,
Arc<T> implements Clone whether or not T does. It implements Send and Sync if and
only if T implements them both.
Axc::clone() TEHUTIEFERIETTHA TN, (BEERZ G, T A BEEMH, MiA T8,
EERT G, Arc A= FHRER WSS | FHEER,

- std::sync: :Weak XA FTHEE B,
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https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://doc.rust-lang.org/std/sync/struct.Arc.html

61.2 H)Fa(Mutex)

Mutex<T> ensures mutual exclusion and allows mutable access to T behind a read-only
interface (another form of interior mutability):

use std::sync::Mutex;

fn main() {
let v = Mutex::new(vec![10, 20, 30]);
println!("v: {:?}", v.lock().unwrap());

{
let mut guard = v.lock().unwrap();
guard.push(40);

}

println!("v: {:?}", v.lock().unwrap());

}
HEEREBAWANZE impl<T: Send> Sync for Mutex<T> @M L,

* Mutex in Rust looks like a collection with just one element — the protected data.
— TEVIRIRZ RIP AR 2 BT AT RESIC AR 5 &
PRAT DRI FRBA, M &Mutex<T> FiFkEY &mut T, MutexGuard RERSHA{R &mut T fEAERIMT
A2 EE R B IR TR B8 4G
* Mutex<T> implements both Send and Sync iff (if and only if) T implements Send.
A read-write lock counterpart: RwLock.
Why does lock() return a Result?
— WERFA Mutex MIZARR A panic, Mutex E“hE"HZHIES, RIFHI I REE
ATREAL T A —BOIRES M ER O F & lock () ¥2EMW, HH %R PoisonError, o
waa], YRA] O IZEE IRV into_innex () >k k& EdE,

61.3 5

IEBRATEE Arc 1 Mutex HYSERRCR

use std::thread;
// use std::sync::{Arc, Mutex};

fn main() {
let v = vec![10, 20, 30];
let handle = thread::spawn(|| {
v.push(10);

1),
v.push(1000);

handle. join() .unwrap();
println!("v: {v:?}");

}

FIREH AR T 56

use std::sync::{Arc, Mutex};
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https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://google.github.io/comprehensive-rust/concurrency/shared_state/../../borrowing/interior-mutability
https://doc.rust-lang.org/std/sync/struct.Mutex.html#impl-Sync-for-Mutex%3CT%3E
https://doc.rust-lang.org/std/sync/struct.PoisonError.html

use std::thread;

fn main() {
let v = Arc::new(Mutex: :new(vec![10, 20, 301));

let v2 = Arc::clone(&v);

let handle = thread::spawn(move || {
let mut v2 = v2.lock().unwrap();
v2.push(10);

1),

{
let mut v = v.lock().unwrap();
v.push(1000);

}

handle. join() .unwrap();

println!("v: {v:?}");
}
{EfRFERRIE D :
« Arc Fl Mutex HEREEE T v, F9EAMTHITE AR IERR M,
- # Mutex HAEAE Arc g —MIELRE 2 (A1 H = Al 2R RS A9 AR,
© v Arc<_> RIUETEREN v2, ARG A RERBENE S — DR IETER, lambda B4 HEN T
move,

o BATSIANTHL, DURATRESE/N LockGuard HI1ER 1,
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% 62 B
>

A

o TERABROIPREG S BA T S BIR R B 1Zon B2 SR I % TR,

o MRS X T RBUIE, FEMHA Cargo TEURMIN, R/EHATRERERE,
After looking at the exercises, you can look at the solutions provided.

62.1 PEZEINEIN)E

BERHERBIZ — D IR F A A

HNEFFRAER— R T LR ST FRERAME H RN, BN T Z FEE —E
X Fo ERISE AR — RO , 752 7 RENZ, BALE AR R RS AT B
B AN, A ST AR RN Z 220D H XA RERZIX N R A, Kit, HA 24
FPENNAELE, MARERZE R, 1A REEEHNIE X 7 BT ERIZE G, MR T
FHRMIEX T

TEARGRS H, FEMEHAM Cargo 4 KA MRS ERIZI4 Y sxc/main. s B, HIEHTEH
(7, SRR cargo run REFEH]:

use std::sync::{mpsc, Arc, Mutex};
use std::thread;
use std::time: :Duration;

struct Fork;

struct Philosopher {
name: String,
// left_fork:
// right_fork:
// thoughts:

}

impl Philosopher {
fn think(&self) {
self.thoughts

327



.send(format! ("Eureka! {} has a new ideal!", &self.name))
.unwrap();

}

fn eat(&self) {
// Pick up forks...
println!("{} is eating...", &self.name);
thread: :sleep(Duration: :from_millis(10));

n

}

static PHILOSOPHERS: &[&str] =
&["Socrates", "Hypatia", "Plato", "Aristotle", "Pythagoras"];

fn main() {
// Create forks

// Create philosophers
// Make each of them think and eat 100 times

// Output their thoughts
}

fERTDMEA LAR Cargo. toml:

[package]

name = "dining-philosophers"
version = "0.1.0"

edition = "2021"

62.2 ZIRMHEEKIAN

iz I EARAGHT RN O — D 2L BERAR & T B NJE MM T T, Fke 2 M 07 _E A BERSR &5 A R % T
FLN DU 75 2AG A R — Wb A EL AR 0T, O B— B TIERE, E2IFTE W TS Ik,

For this, you will need an HTTP client such as reqwest. You will also need a way to find links,
we can use scraper. Finally, we'll need some way of handling errors, we will use thiserror.

Create a new Cargo project and reqwest it as a dependency with:

cargo new link-checker

cd link-checker

cargo add --features blocking,rustls-tls reqwest
cargo add scraper

cargo add thiserror

R cargo add # 1E %KW &R error: no such subcommand, i F 2 & &k
Cargo. toml SZfF, BN A1 H AR,

cargo add A< Cargo. toml SCHEEHT NN FAR:

[package]
name = "link-checker"
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https://docs.rs/reqwest/
https://docs.rs/scraper/
https://docs.rs/thiserror/

version = "0.1.0"

edition = "2021"

publish = false

[dependencies]

reqwest = { version = "0.11.12", features = ["blocking", "rustls-tls"] }

scraper = "0.13.0"
thiserror = "1.0.37"

TEPRAE AT DU BN 0T T o 1 SR — /NG, 1140 https @ //www. google.org/.
&1 sTc/main. rs UM RAR:

use reqwest::blocking::Client;
use reqwest::Url;

use scraper::{Html, Selector};
use thiserror::Error;

#[derive(Error, Debug)]

enum Error {
#[erroxr("request error: {0}")]
ReqwestExrror (#[from] reqwest::Error),
#[exror("bad http response: {0}")]
BadResponse(String),

}

#[derive(Debug) ]

struct CrawlCommand ({
url: Url,
extract_links: bool,

}

fn visit_page(client: &Client, command: &CrawlCommand) -> Result<Vec<Url>, Error> {
println!("Checking {:#}", command.url);
let response = client.get(command.url.clone()).send()?;
if !response.status().is_success() {
return Err(Error: :BadResponse(response.status().to_string()));

}

let mut link_urls = Vec::new();
if !command.extract_links {
return Ok(link_urls);

}

let base_url = response.url().to_owned();
let body_text = response.text()?;
let document = Html::parse_document(&body_text);
let selector = Selector::parse("a").unwrap();
let href_values = document
.select (&selector)
.filter_map(|element| element.value().attr("href"));
for href in href_values {
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match base_url.join(href) {
Ok(link_url) => {
link_urls.push(link_url);
}
Err(err) => {
println!("On {base_url:#}: ignored unparsable {href:?}: {err}"),
}
}
}
Ok (1link_urls)
}

fn main() {
let client = Client::new();
let start_url = Url::parse("https://www.google.org").unwrap();
let crawl_command = CrawlCommand{ url: start_url, extract_links: true };
match visit_page(&client, &crawl_command) {
Ok(links) => println!("Links: {links:#?}"),
Err(err) => println!("Could not extract links: {err:#}"),

}
EH LR e 23817 src/main. rs IS
cargo run

155

o JEE SR TRERER : K EAREN IR A AR NENE, AR 2 SRR TR EIX ML,
o SRR DA LA TR, DU 75 20 www . google . oxg W FT A W DT R 2 BBERZ, BB M DT
BR (5114 100 ), DAGEAR 003 B o

62.3 Ikt LF4S]

(EZ &R0
CR[E1Z5>])

use std::sync::{mpsc, Arc, Mutex};
use std::thread;
use std::time::Duration;

struct Fork;

struct Philosopher {
name: String,
left_fork: Arc<Mutex<Fork>>,
right_fork: Arc<Mutex<Fork>>,
thoughts: mpsc::SyncSender<String>,
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impl Philosopher {
fn think(&self) {
self.thoughts

.send(format! ("Eureka! {} has a new idea!", &self.name))
.unwrap();

}

fn eat(&self) {
println!("{} is trying to eat", &self.name);
let _left = self.left_fork.lock().unwrap();
let _right = self.right_fork.lock().unwrap();

println!("{} is eating...", &self.name);
thread: :sleep(Duration: :from_millis(10));

}

static PHILOSOPHERS: &[&str] =
&["Socrates", "Hypatia", "Plato", "Aristotle", "Pythagoras"];

fn main() {
let (tx, rx) = mpsc::sync_channel(10);

let forks = (@..PHILOSOPHERS.len())
.map(|_| Arc::new(Mutex::new(Fork)))
.collect::<Vec<_>>();

for 1 in 0..forks.len() {
let tx = tx.clone();
let mut left_fork = Arc::clone(&forks[i]);
let mut right_fork = Arc::clone(&forks[(i + 1) % forks.len()]);

// To avoid a deadlock, we have to break the symmetry
// somewhere. This will swap the forks without deinitializing
// either of them.
if i == forks.len() - 1 {
std::mem: :swap(&mut left_fork, &mut right_fork);
}

let philosopher = Philosopher {
name: PHILOSOPHERS[i].to_string(),
thoughts: tx,

left_fork,
right_fork,

b

thread: :spawn(move || {

for _ in 0..100 {
philosopher.eat();
philosopher.think();
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).
}

drop(tx);

for thought in rx {
println! (" {thought}");

}

Link Checker

(back to exercise)

use std::sync::{mpsc, Arc, Mutex};
use std::thread;

use reqwest::blocking::Client;
use reqwest::Url;

use scraper::{Html, Selector};
use thiserror::Error;

#[derive(Error, Debug)]

enum Error {
#[erroxr("request error: {0}")]
ReqwestExrror (#[from] reqwest::Error),
#[exrror("bad http response: {0}")]
BadResponse(String),

}

#[derive(Debug) ]

struct CrawlCommand ({
url: Url,
extract_links: bool,

}

fn visit_page(client: &Client, command: &CrawlCommand) -> Result<Vec<Url>, Error> {
println!("Checking {:#}", command.url);
let response = client.get(command.url.clone()).send()?;
if !response.status().is_success() {
return Err(Error::BadResponse(response.status().to_string()));

}

let mut link_urls = Vec::new();
if !command.extract_links {
return Ok(link_urls);

}

let base_url = response.url().to_owned();
let body_text = response.text()?;
let document = Html::parse_document(&body_text);
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let selector = Selector::parse("a").unwrap();
let href_values = document
.select(&selector)
.filter_map(|element| element.value().attr("href"));
for href in href_values {
match base_url.join(href) {
Ok(link_url) => {
link_urls.push(link_url);
}
Exrr(err) => {
println!("On {base_url:#}: ignored unparsable {href:?}: {err}"),
}
}
}
Ok(link_urls)
}

struct CrawlState {
domain: String,
visited_pages: std::collections::HashSet<String>,

}

impl CrawlState {
fn new(start_url: &Url) -> CrawlState {
let mut visited_pages = std::collections::HashSet::new();
visited_pages.insert(start_url.as_str().to_string());
CrawlState { domain: start_url.domain().unwrap().to_string(), visited_pages }

}

/// Determine whether links within the given page should be extracted.
fn should_extract_links(&self, url: &Url) -> bool {
let Some(url_domain) = url.domain() else {
return false;
b
url_domain == self.domain

}

/// Mark the given page as visited, returning false if it had already
/// been visited.
fn mark_visited(&mut self, url: &Url) -> bool {
self.visited_pages.insert(url.as_str().to_string())
}
}

type CrawlResult = Result<Vec<Url>, (Url, Error)>;
fn spawn_crawler_threads(
command_receiver: mpsc: :Receiver<CrawlCommand>,
result_sender: mpsc::Sender<CrawlResult>,
thread_count: u32,

) A

let command_receiver = Arc::new(Mutex::new(command_receiver));
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for _ in 0..thread_count {
let result_sender = result_sender.clone();
let command_receiver = command_receiver.clone();

thread: :spawn(move || {
let client = Client::new();
loop {

let command_result = {
let receiver_guard = command_receiver.lock().unwrap();
receiver_guard.recv()

H

let Ok(crawl_command) = command_result else {
// The sender got dropped. No more commands coming in.
break;

let crawl_result = match visit_page(&client, &crawl_command) {
Ok(link_urls) => Ok(link_urls),
Err(error) => Err((crawl_command.url, error)),

result_sender.send(crawl_result).unwrap();
1)
}

fn control_crawl(
start_url: Url,
command_sender: mpsc::Sender<CrawlCommand>,
result_receiver: mpsc::Receiver<CrawlResult>,
) -> Vec<Url> {
let mut crawl_state = CrawlState: :new(&start_url);
let start_command = CrawlCommand { url: start_url, extract_links: true };
command_sender.send(start_command) .unwrap() ;
let mut pending_urls = 1;

let mut bad_urls = Vec::new();

while pending_urls > 0 {
let crawl_result = result_receiver.recv().unwrap();
pending_urls -= 1;

match crawl_result {
Ok(link_urls) => {
for url in link_urls {
if crawl_state.mark_visited(&url) {
let extract_links = crawl_state.should_extract_links(&url);
let crawl_command = CrawlCommand { url, extract_links };
command_sender.send(crawl_command) .unwrap() ;
pending_urls += 1;
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Exrr((url, error)) => {
bad_urls.push(url);
println!("Got crawling error: {:#}", error);
continue;

}
}
bad_urls
}

fn check_links(start_url: Url) -> Vec<Url> {
let (result_sender, result_receiver) = mpsc::channel::<CrawlResult>();
let (command_sender, command_xreceiver) = mpsc::channel::<CrawlCommand>();
spawn_crawler_threads(command_receiver, result_sender, 16);
control_crawl(start_url, command_sender, result_receiver)

}

fn main() {

let start_url = reqwest::Url::parse("https://www.google.oxg").unwrap();
let bad_urls = check_links(start_url);
println!("Bad URLs: {:#?}", bad_urls);
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63 =
%5 Rust

AR RN A, AT DARIIN AT 2 MESS . AR R BN I TESS R ZE, 285 VIR 55—
A DAR ST A 55 SR E A BREGE Y i BIB T 24155, IR AIME T, B/ MES I HIE R R
1K, F HRIERGHR A T HITR SO AIRER ITHI /O f£35,

Rust {5 #/EHT "Futures” KL, BIRRASKRATRESE N TAE, RA SN IXLE Future #1T “4
W7, BRI R R E 52K,

H R APIa T ATIZXEE Future MEATH1, I HA 2R E RS TR AT HGE S

B &573

* Python [y asyncio AR MIAIERL, Aid, H Future KAYELTRIARYSEELTT X, MA@ 2
W, 5720 Python f2/7 7R 22T Rust HUsf TN “9EIR” HEATE R,

* JavaScript i) Promise 52 280, {HFFEEET B A SN TT Ko 18 F BTN LB T HHEIR,
IH¥FZ2 5 Promise Mt AH O B4 HERETRUEE K

63.1 async/await
MEEREE, 74 Rust RASS “IEH "7 A IR H 20

use futures::executor::block_on;

async fn count_to(count: i32) {
for i in 1..=count {
println!("Count is: {i}!");
}
}

async fn async_main(count: 1i32) {
count_to(count) .await;
}

fn main() {
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block_on(async_main(10));

}
KB
o EERE, R MARRRE], AT RRIER B iA KN R TR e B IR R4k |
o S HRIREISEARZ (47
— fE main ] let future: () = async_main(10); KABGRA,
* The ”async” keyword is syntactic sugar. The compiler replaces the return type with a

future.
o IRAREXE main FHBAR T KA, BRIAEFE Sn 3 88 FH I AN BRAMN 38 £ Sk 25 1 & a0 n] {58 F R 18] Y
future,

* You need an executor to run async code. block_on blocks the current thread until the
provided future has run to completion.

e .await 2FPHERS —MEENTER. 5 block_on [, .await T=BHZEYFIZE,
* .await can only be used inside an async function (or block; these are introduced later).

63.2 Futures

Future 22— trait, HF/RERTERIERIEIIN S T SEEL, 7] A2 1A Future, 3 H poll <5iR[E —4>
Poll X%,

use std::pin::Pin;

use std::task::Context;

pub trait Future {
type Output;
fn poll(self: Pin<&mut Self>, cx: &mut Context<'_>) -> Poll<Self::Output>;

}

pub enum Poll<T> {
Ready(T),
Pending,

}

SL R IRE impl Future, X F H @& X HIEA tha] DISCE] Future (HARHE U, #ilan, M
tokio: :spawn JR[EfY JoinHandle &3t Future, ARVFIMA LTS,

£ Future [ .await X7 SECY TP KEE (2, HF)1% Future RS, AitEERH
Ho

* Future 1 Poll JMRYSEHISE RN TR : 15 R iR AR SO P A S,

o BANESAETHIE FH 0L, MABEER ST, Rt A2 K Pin fl Context, W&
2z

- i#@id Context, Future 7EH{FRAEN AT BT ZHREBH T,

— Pin #f% Future F=BRINEH, DAESSH1Z Future B8R E R 8 T iR A
.await ZJE5 I FMRARERK, AT HARIE,
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https://doc.rust-lang.org/std/future/trait.Future.html
https://doc.rust-lang.org/std/task/enum.Poll.html

63.3 Runtimes

BT SRS PITERCE (B AR, 05T Future (B _HUT88), Rustixf “WE"121TH, H
A U LA I A] i £ :

* Tokio: MEREH 4, #HA AR IIREAES RS, BHIANEH T HTTP Y Hyper 8¢ &M T gRPC Y
Tonic,

* async-std: ETERCN “BHRIERIPRIEE", FF(E async: : task PREEAIZITH,

* smol: fajH Hig &

HLERBN A BA H ORI B4, Fuchsia A —MafThl,

o BIE, EAIHAIETTIH, Rust Playground {X3¢#F Tokio, i% Playground thASSH#HEA I/0
BE, KR 28O B S P B E TR e 6 LiafT,

* Future 2 “${1E" 19, BRAFA PUTRE 0 HIET AR, SN SPITEMRE (EEFRREE)
I/0 #1%).3X5 JS promise [, Fl4n, j57 RIE AAREEH 252 iiaf Tid iR,

63.3.1 Tokio

Tokio provides:

o HTHITHRPRIEINZLARIBITN,
* An asynchronous version of the standard library.
o ERHIFEAESRS,

use tokio::time;
async fn count_to(count: 132) {
for i in 1..=count {

println!("Count in task: {i}!");
time: :sleep(time: :Duration: :from_millis(5)).await;

}

#[tokio: :main]
async fn main() {
tokio: :spawn(count_to(10));

for i in 1..5 {
println!("Main task: {i}");
time: :sleep(time: :Duration: :from_millis(5)).await;

}

o {&8) tokio: :main &, FATEULERT DK main BN F20 KA,

* spawn EESEIEFRIFR “M157,

o R spawn i Future A3, MiAZRX count_to A .await,
RANRE:

* A count_to JEH ILIATHE] 10?7 X2~ PRI BGHITRAL tokio: : spawn RIRME—/4)
W, 7] AR RRZ AN B 22 HAARAMESS T2 B

o 2Z#H count_to(10) . await, MARIRE T %,
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https://tokio.rs/
https://hyper.rs/
https://github.com/hyperium/tonic
https://async.rs/
https://docs.rs/smol/latest/smol/
https://fuchsia.googlesource.com/fuchsia/+/refs/heads/main/src/lib/fuchsia-async/src/lib.rs

o ZR%AF tokio: : spawn REIFMTS AT 5.

63.4 {155

Rust A—"MEF RS, X2 — iz R REAEEIEA,

FMES HA — DI04 Future, $UT 85 20 HEEATH0 1SR MR #E(F 55 1 2, 1% Future AJRERLE — K
Z M HER Future, 7] DU H poll 77X BATHEA T4 1, 200 A FI itk 7] DUBE e 2 17
Future (filan4HE N 28A1 1/O #4F) (EAF55 EB BN & R 1E,

use tokio::io::{self, AsyncReadExt, AsyncWriteExt};
use tokio::net::TcpListener;

#[tokio: :main]

async fn main() -> io::Result<()> {
let listener = Tcplistener::bind("127.0.0.1:0").await?;
println!("listening on port {}", listener.local_addr()?.poxrt());

loop {
let (mut socket, addr) = listener.accept().await?;

println!("connection from {addr:?}");

tokio: :spawn(async move {
socket.write_all(b"Who are you?\n").await.expect("socket error");

let mut buf = vec![0; 1024];

let name_size = socket.read(&mut buf).await.expect("socket error");
let name = std::str::from_utf8(&buf[..name_size]).unwrap().trim();
let reply = format!("Thanks for dialing in, {name}!\n");
socket.write_all(reply.as_bytes()).await.expect("socket error");

1)
}
}

¥ HRBIE HIZMER LR sTc/main. rs X, HMNEIFIETTE,
THZEAEAE ne 5L telnet JXFER) TCP & #: T A TSR,

o iEFAEBE TR, HIERZNE R, AR S SR B ERERIRES FEMFLE(ESS? BA TR
Future?

* This is the first time we've seen an async block. This is similar to a closure, but does not
take any arguments. Its return value is a Future, similar to an async fn.

* Refactor the async block into a function, and improve the error handling using ?.

63.5 SbiEiE

L crate SCRHE A A0 @IE, 51140 tokio:
use tokio::sync::mpsc::{self, Receiver};
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https://www.unix.com/man-page/linux/1/nc/
https://www.unix.com/man-page/linux/1/telnet/

async fn ping_handler(mut input: Receiver<()>) {
let mut count: usize = 0;

while let Some(_) = input.recv().await {
count += 1;
println!("Received {count} pings so far.");

}

println!("ping_handler complete");
}

#[tokio: :main]
async fn main() {
let (sender, receiver) = mpsc::channel(32);
let ping_handler_task = tokio::spawn(ping_handler(receiver));
for i in 0..10 {
sender.send(()).await.expect("Failed to send ping.");
println!("Sent {} pings so far.", i + 1);
}

drop(sender) ;
ping_handler_task.await.expect("Something went wrong in ping handler task.");

o KHEERNESCN 3, RIGEENBRIERITS AT 450,
o SMATI S, ZIEORLIT B IERE TR sync J@iE,
o ZIAFEER std: :mem: :drop WH. SHIUTLMEH? XERTA?

e Flume crate & A DARIEISEEL sync, async send fil recv IEE, i i 10 k& CPU 4
FUES5 18 A B AR AL T RO AR,

* /] async EIEREHLE T, BATREM R EAT 15 HAth future S5E-R, I OIS Z A HI7.
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https://google.github.io/comprehensive-rust/async/concurrency/channels.md
https://docs.rs/flume/latest/flume/

64 &
Futures Control Flow

A PLRRZ Future A& £l A HHETEL BN E L 40 IR 2R 552K,

. B
.

64.1 A

PR F 2% — 4 Future £ L4, AJFIR B EATRS R E S, XL LT JavaScript H 1Y
Promise.al &{ Python ¥ asyncio.gather,

use anyhow: :Result;

use futures::future;

use reqwest;

use std::collections::HashMap;

async fn size_of_page(url: &str) -> Result<usize> {
let resp = reqwest::get(url).await?;
Ok (resp.text().await?.len())

}

#[tokio: :main]
async fn main() {
let urls: [&str; 4] = [
"https://google.com",
"https://httpbin.org/ip",
"https://play.rust-lang.oxrg/",
"BAD_URL",
1
let futures_iter = urls.into_iter().map(size_of_page);
let results = future::join_all(futures_iter).await;
let page_sizes_dict: HashMap<&str, Result<usize>> =
urls.into_iter().zip(results.into_iter()).collect();
println!("{:?}", page_sizes_dict);
}

LTI BEE P sTC/main. Ts SCEER, FE ML IHETE,
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o MNFZNRAFHHZA Future, FTDME std: : future: : join! BHATACER, (HA B HE /£ 5m
PR Future P&, Hil, AI7E futures crate i HI1ZIIEE, HRPFWESTE std: : future #
1B & A

* The risk of join is that one of the futures may never resolve, this would cause your
program to stall.

« JEADUKF join_all 5 join! S5&fEH, HATABEATE X http ARSS I RAIEHE 2R & i, 24l
Al futures::join! ¥ tokio: :time: :sleep #NZ| Future H, X2 — M@ 1E (H
FEMEH select!, F—ERWHNG), MiZER T join! MER,

64.2 EFE

BRI 25547 — 4 Future HHIEE — Db, JF 4t Future /A4 R 45 R k470 B, /£ JavaScript
M, % 8 E K L F Promise.race, f£ Python #, & fH % F asyncio.wait(task_set,
return_when=asyncio.FIRST_COMPLETED),

Similar to a match statement, the body of select! has a number of arms, each of the form
pattern = future => statement. When a future is ready, its return value is destruc-
tured by the pattern. The statement is then run with the resulting variables. The statement
result becomes the result of the select! macro.

use tokio::sync::mpsc::{self, Receiver};
use tokio::time::{sleep, Duration};

#[derive(Debug, PartialEq)]
enum Animal {
Cat { name: String },
Dog { name: String },
}

async fn first_animal_to_finish_race(
mut cat_rcv: Receiver<String>,
mut dog_rcv: Receiver<String>,
) -> Option<Animal> {
tokio: :select! {
cat_name = cat_rcv.recv() => Some(Animal::Cat { name: cat_name? }),
dog_name dog_rcv.recv() => Some(Animal::Dog { name: dog_name? })

}

#[tokio: :main]
async fn main() {
let (cat_sender, cat_receiver) = mpsc::channel(32);
let (dog_sender, dog_receiver) = mpsc::channel(32);
tokio: :spawn(async move {
sleep(Duration::from_millis(500)).await;
cat_sender.send(String: :from("Felix")).await.expect("Failed to send cat.");
1),
tokio: :spawn(async move {
sleep(Duration::from_millis(50)).await;
dog_sender.send(String: :from("Rex")).await.expect("Failed to send dog.");
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1)

let winner = first_animal_to_finish_race(cat_receiver, dog_receiver)
.await
.expect("Failed to receive winner");

println! ("Winner is {winner:?}");

o EASTREI SRR 2 AT T —15 ke, first_animal_to_finish_race £FEIN WIFIXH
ANEBIE, BRI EIRAE R EE . B TR 50 27, mifE i 500 2/, pi & fE b 2R
IR,

o TEARBIH, AT DAEF oneshot J#I&E, NI i@ E HAEEIL—IR send (55,
o ZEON LRGSR N ], SR A ANE A R Future,

o BIER, select! SEFAVULEA S, tHX M AT Future Skl 2 BUN, AT IER, B
HAT select! WHEIIEHTH Future,

— B—#r7 kR &mut future MiARE future A&, HIXA[RESSEIAE, fTEAZIT H Y
“IElE” BB IEHAT T RGN,
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65 =

*F async/await [FJiRX

async / await BRI R A g R AL T — R B SRR 7715 28T, Rust HAY async/await £
RMAFAE — LRI AT R R A R A

o PHZEHITAS
o [EE
o 2P trait

« B

65.1 FHIEITHAR

REE I BITIN SR RIB1T 10 5. XEWE CPU KIFHZEMES SFHFEHIT AR, HRH LT H A
155, M AR5, RATREMEH] #5807,

use futures::future::join_all;
use std::time::Instant;

async fn sleep_ms(start: &Instant, id: u64, duration_ms: u64) {
std::thread::sleep(std::time: :Duration::from_millis(duration_ms));
println!(
"future {id} slept for {duration_ms}ms, finished after {}ms",
start.elapsed().as_millis()
),
}

#[tokio: :main(flavor = "current_thread")]

async fn main() {
let start = Instant::now();
let sleep_futures = (1..=10).map(|t| sleep_ms(&start, t, t * 10));
join_all(sleep_futures).await;

o BT, B EBURIRIRIERESAZ AR, AR AEITH,

o "current_thread" MU 55 IAE BB NERAE b IXMEMR S H A, 2 bug hRETE
T2 A2k,
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65.2 Pin

Async blocks and functions return types implementing the Future trait. The type returned is
the result of a compiler transformation which turns local variables into data stored inside
the future.

Some of those variables can hold pointers to other local variables. Because of that, the future
should never be moved to a different memory location, as it would invalidate those pointers.

To prevent moving the future type in memory, it can only be polled through a pinned pointer.
Pin is a wrapper around a reference that disallows all operations that would move the
instance it points to into a different memory location.

use tokio::sync::{mpsc, oneshot};
use tokio::task::spawn;
use tokio::time::{sleep, Duration};

// A work item. In this case, just sleep for the given time and respond
// with a message on the “respond_on’ channel.
#[derive(Debug) ]
struct Work ({
input: u32,
respond_on: oneshot::Sender<u32>,

}

// A worker which listens for work on a queue and performs it.
async fn worker(mut work_queue: mpsc::Receiver<Work>) {
let mut iterations = 0;
loop {
tokio::select! {

Some (work) = work_queue.recv() => {
sleep(Duration::from_millis(10)).await; // Pretend to work.
work.respond_on

.send(work.input * 1000)
.expect("failed to send response");
iterations += 1;
}

// TODO: report number of iterations every 100ms
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}

// A requester which requests work and waits for it to complete.
async fn do_work(work_queue: &mpsc::Sender<Work>, input: u32) -> u32 {
let (tx, Ix)

= oneshot::channel();
work_queue

.send(Work { input, respond_on: tx })
.await

.expect("failed to send on work queue");
rx.await.expect("failed waiting for response")
}

#[tokio: :main]
async fn main() {

let (tx, rx) = mpsc::channel(10);
spawn(worker(rx));

for i in 0..100 {

let resp = do_work(&tx, 1i).await;

println! ("work result for iteration {i}: {resp}");
}

» SERTREVITR T AL — RO S THER 2 AR select!,
o ARERSMRAHIT LY AR S, (R AE N RS,

- FUBRAI(E select! N _ = sleep(Duration::from_millis(100)) => {
println!(..) }, ZfTREERSHITEAMHRE XEBATA?

— BEBCONTE loop AMERENINEL 1% Future Y timeout_fut:
let mut timeout_fut =

sleep(Duration::from_millis(100));
loop {
select! {

.7

= timeout_fut => { println!(..); },
}

}
— XARAENE L IRIBRIFSHE RIS IR, @it select! A timeout_fut ¥ &mut
fir R IA i, SRIE#H Box @ :pin:

let mut timeout_fut =

Box: :pin(sleep(Duration::from_millis(100)));
loop {
select! {

_ - &mut timeout_fut => { println!(..); },
}
}

— ATDAGRIEIX B ARS T, (EEE )G, SO RER =24 Poll: :Ready (fEliR& Future
AT RERILAED . BB, B EHEE timeout_fut,

* Box fEHE_EHETMEC, fEFELL IO T, AT DU A std: :pin: :pin! (BiGA EXKAm, #IH
AEDE R M tokio: :pin!), (X T EHF ALK Future, (£ ILIIRER N NHE,

347



o HoMERTTRREEENEN pin, MRER S —MES, ZESSEE 100 2P = LXK E
oneshot JfiH,

» Data that contains pointers to itself is called self-referential. Normally, the Rust borrow
checker would prevent self-referential data from being moved, as the references cannot
outlive the data they point to. However, the code transformation for async blocks and
functions is not verified by the borrow checker.

* Pinis a wrapper around a reference. An object cannot be moved from its place using a
pinned pointer. However, it can still be moved through an unpinned pointer.

* The poll method of the Future trait uses Pin<&mut Self> instead of &mut Self to
refer to the instance. That's why it can only be called on a pinned pointer.

65.3 RAFRHIE

Async methods in traits are were stabilized only recently, in the 1.75 release. This required
support for using return-position impl Trait (RPIT) in traits, as the desugaring for async
fnincludes -> impl Future<Output = ...>.

However, even with the native support today there are some pitfalls around async fn and
RPIT in traits:

* Return-position impl Trait captures all in-scope lifetimes (so some patterns of borrowing
cannot be expressed)

 Traits whose methods use return-position impl trait or async are not dyn compatible.

If we do need dyn support, the crate async_trait provides a workaround through a macro,
with some caveats:

use async_trait::async_trait;
use std::time::Instant;
use tokio::time::{sleep, Duration};

#[async_trait]
trait Sleeper {

async fn sleep(&self);
}

struct FixedSleeper {
sleep_ms: u64,

}

#[async_trait]
impl Sleeper for FixedSleeper {
async fn sleep(&self) {
sleep(Duration::from_millis(self.sleep_ms)).await;
}
}

async fn run_all_sleepers_multiple_times(
sleepers: Vec<Box<dyn Sleeper>>,
n_times: usize,
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) |
for _ in 0..n_times {
println!("running all sleepers..");
for sleeper in &sleepers {
let start = Instant::now();
sleeper.sleep().await;
println!("slept for {}ms", start.elapsed().as_millis());

}

#[tokio: :main]
async fn main() {
let sleepers: Vec<Box<dyn Sleeper>> = vec!][
Box: :new(FixedSleeper { sleep_ms: 50 }),
Box: :new(FixedSleeper { sleep_ms: 100 }),
1,

run_all_sleepers_multiple_times(sleepers, 5).await;

* async_trait BT, BIEEE, EiEE D ROR LI — o XA il 27 A PERETTH.

* XF async trait KIS SHRHRIPREGZIRA Rust B, 7 HATREAMER IR AR, 4RI
AT fER4EB, Niko Matsakis 7E1Xfi S FHOM EAT I T IRGF IR

o ZIRAE—DHHY sleeper 4544, (EHBEHLIRAR— B IR, FRRHAIIE] Ve .

65.4 k&
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use std::io::{self, ErrorKind};
use std::time: :Duration;
use tokio::io::{AsyncReadExt, AsyncWriteExt, DuplexStream};

struct LinesReader {
stream: DuplexStream,

}

impl LinesReader {
fn new(stream: DuplexStream) -> Self {
Self { stream }
}

async fn next(&mut self) -> io::Result<Option<String>> {
let mut bytes = Vec::new();
let mut buf = [0];
while self.stream.read(&mut buf[..]).await? != 0 {
bytes.push(buf[0]);
if buf[0] == b'\n" {
break;
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}
}
if bytes.is_empty() {
return Ok(None);
}
let s = String::from_utf8(bytes)
.map_exxr(|_| io::Error::new(ErrorKind::InvalidData, "not UTF-8"))?;
Ok (Some(s))

}

async fn slow_copy(source: String, mut dest: DuplexStream) -> std::io::Result<()> {
for b in source.bytes() {
dest.write_u8(b).await?;
tokio::time: :sleep(Duration: :from_millis(10)).await
}
0k(())
}

#[tokio: :main]
async fn main() -> std::io::Result<()> {
let (client, server) = tokio::io::duplex(5);
let handle = tokio::spawn(slow_copy("hi\nthere\n".to_owned(), client));

let mut lines = LinesReader::new(server);
let mut interval = tokio::time::intexrval(Duration::from_millis(60));
loop {
tokio::select! {
_ = interval.tick()
line = lines.next()
print!("{}", 1)
} else {
break

> println!("tick!"),
> if let Some(l) = line? {

b
}
}
handle.await.unwrap()?;

Ok(())

GRS LI IRBUH IR 2 2 M TR ZE 52 APL S0k, JF5 I8 async fn AHRRAS,
5 panic 1 ? R, BUH)E T EEEERE — 505 (TFE IR ),
BRI ER T R ERRLEER 55

- 84 tick() /e BHRIER, next() KIHEH buf WS ER.

- JEF buf BERNEEAF, ‘LinesReader 7] PAFBREUNRIEMN 222

struct LinesReader {
stream: DuplexStream,
bytes: Vec<u8>,
buf: [u8; 17,

350



}

impl LinesReader {
fn new(stream: DuplexStream) -> Self {
Self { stream, bytes: Vec::new(), buf: [0] }

}

async fn next(&mut self) -> io::Result<Option<String>> {
// prefix buf and bytes with self.
/...
let raw = std::mem::take(&mut self.bytes);
let s = String::from_utf8(raw)
//

}

* Interval: :tickis cancellation-safe because it keeps track of whether a tick has been
'delivered'.

* AsyncReadExt: :read is cancellation-safe because it either returns or doesn't read data.

* AsyncBufReadExt: :read_line is similar to the example and isn't cancellation-safe.
See its documentation for details and alternatives.
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After looking at the exercises, you can look at the solutions provided.

66.1 Dining Philosophers — Async

B HR DA S A

As before, you will need a local Cargo installation for this exercise. Copy the code below to a
file called src/main. s, fill out the blanks, and test that cargo run does not deadlock:

use std::sync::Arc;

use tokio::sync::mpsc::{self, Sender};
use tokio::sync::Mutex;

use tokio::time;

struct Fork;

struct Philosopher {
name: String,
// left_fork:
// right_fork:
// thoughts:

}

impl Philosopher {
async fn think(&self) {
self.thoughts
.send(format! ("Eureka! {} has a new ideal!", &self.name))
.await
.unwrap(),
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async fn eat(&self) {
// Keep trying until we have both forks
println!("{} is eating...", &self.name);
time: :sleep(time: :Duration: :from_millis(5)).await;

}

static PHILOSOPHERS: &[&str] =
&["Socrates", "Hypatia", "Plato", "Aristotle", "Pythagoras"];

#[tokio: :main]
async fn main() {
// Create forks
// Create philosophers
// Make them think and eat

// Output their thoughts

}

RIX RIEEAEfE 720 Rust, B FRE— tokio MK, &R] DMEH LR Cargo. toml:

[package]

name = "dining-philosophers-async-dine"

version = "0.1.0"

edition = "2021"

[dependencies]

tokio = { version = "1.26.0", features = ["sync", "time", "macros", "rt-multi-thread"]

AN, EER, XIRIEHBEFKE tokio (Y Mutex Fl mpsc &k,
* Can you make your implementation single-threaded?

66.2 ) HEWIRRH

TEARZR S, AN TR B FRAT T RN CR SE B — N 3R B o B AT 1A — DR AR SS 2%, &% P i+
AR S5 28 A A AT B 28 7 v MR EFi AN 2B PR, I R R B IR 55 2% IR AR 55 4 14 UK
FNERB RS BEFTE R i

For this, we use a broadcast channel on the server, and tokio_websockets for the commu-
nication between the client and the server.

BIEE—DHTHY Cargo THE FH s LA S A1

Cargo.toml:

[package]

name = "chat-async"
version = "0.1.0"
edition = "2021"
[dependencies]
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futures-util = { version = "0.3.30", features = ["sink"] }
http = "1.1.0"
tokio = { version = "1.37.0", features = ["full"] }

tokio-websockets = { version = "0.7.0", features = ["client", "fastrand", "server",

F it API

You are going to need the following functions from tokio and tokio_websockets. Spend a
few minutes to familiarize yourself with the API.

» StreamExt::next() implemented by WebSocketStream: for asynchronously reading mes-
sages from a Websocket Stream.

» SinkExt::send() implemented by WebSocketStream: for asynchronously sending mes-
sages on a Websocket Stream.

* Lines:next_line(): for asynchronously reading user messages from the standard input.

* Sender::subscribe(): FFITF #&5E.

A RIS

Normally in a Cargo project, you can have only one binary, and one src/main.rs file. In this
project, we need two binaries. One for the client, and one for the server. You could potentially
make them two separate Cargo projects, but we are going to put them in a single Cargo project
with two binaries. For this to work, the client and the server code should go under src/bin
(see the documentation).

Copy the following server and client codeinto src/bin/server.rsand src/bin/client.rs,
respectively. Your task is to complete these files as described below.

src/bin/serverrs:

use futures_util::sink::SinkExt;

use futures_util::stream::StreamExt;

use std::error::Error;

use std::net::SocketAddr;

use tokio::net::{TcpListener, TcpStream};

use tokio::sync::broadcast::{channel, Sender};

use tokio_websockets::{Message, ServerBuilder, WebSocketStream};

async fn handle_connection(
addr: SocketAddr,
mut ws_stream: WebSocketStream<TcpStream>,
bcast_tx: Sender<String>,

) -> Result<(), Box<dyn Error + Send + Sync>> {

// TODO: For a hint, see the description of the task below.

}

#[tokio: :main]
async fn main() -> Result<(), Box<dyn Error + Send + Sync>> {
let (bcast_tx, _) = channel(16);

let listener = Tcplistener::bind("127.0.0.1:2000").await?;
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println!("listening on port 2000");

loop {
let (socket, addr) = listener.accept().await?;
println!("New connection from {addr:?}");
let bcast_tx = bcast_tx.clone();
tokio: :spawn(async move {
// Wrap the raw TCP stream into a websocket.
let ws_stream = ServerBuilder::new().accept(socket).await?;

handle_connection(addr, ws_stream, bcast_tx).await
3

}
src/bin/client.rs:

use futures_util::stream::StreamExt;

use futures_util::SinkExt;

use http::Uri;

use tokio::io::{AsyncBufReadExt, BufReader};
use tokio_websockets::{ClientBuilder, Message};

#[tokio: :main]
async fn main() -> Result<(), tokio_websockets::Error> {
let (mut ws_stream, _) =
ClientBuilder: :from_uxri(Uri::from_static("ws://127.0.0.1:2000"))
.connect()
.await?;

let stdin = tokio::io::stdin();
let mut stdin = BufReader::new(stdin).lines();

// TODO: For a hint, see the description of the task below.

BT TS

Run the server with:

cargo run --bin server
and the client with:

cargo run --bin client

£55

» 7£ src/bin/server.rs A5l handle_connection %K,
- ¥R [ tokio: :select! FE—NELIIEIRF I L IITH MES, — MESNE it
BWGHEIFT B e B — MES GRS S R T B R IB 8% P Ui

355



« 58K src/bin/client.rs H main B%L,

— Hint: As before, use tokio: :select! in a continuous loop for concurrently per-
forming two tasks: (1) reading user messages from standard input and sending
them to the server, and (2) receiving messages from the server, and displaying them
for the user.

* Optional: Once you are done, change the code to broadcast messages to all clients, but
the sender of the message.

66.3 IR RS

Dining Philosophers — Async

GRIA1ZR>])

use std::sync::Arc;

use tokio::sync::mpsc::{self, Sender};
use tokio::sync::Mutex;

use tokio::time;

struct Fork;

struct Philosopher {
name: String,
left_fork: Arc<Mutex<Fork>>,
right_fork: Arc<Mutex<Fork>>,
thoughts: Sender<String>,

}

impl Philosopher {
async fn think(&self) {
self.thoughts
.send(format! ("Eureka! {} has a new ideal!", &self.name))
.await
.unwrap();

}

async fn eat(&self) {
// Keep trying until we have both forks
let (_left_fork, _right_fork) = loop {
// Pick up forks...
let left_fork = self.left_fork.try_lock();
let right_fork = self.right_fork.try_lock();
let Ok(left_fork) = left_fork else {
// If we didn't get the left fork, drop the right fork if we
// have it and let other tasks make progress.
drop(right_fork);
time: :sleep(time: :Duration: :from_millis(1)).await;
continue;
b
let Ok(right_fork) = right_fork else {
// If we didn't get the right fork, drop the left fork and let
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// other tasks make progress.
drop(left_fork);
time: :sleep(time: :Duration: :from_millis(1)).await;

continue;
b
break (left_fork, right_fork);
b
println!("{} is eating...", &self.name);

time: :sleep(time: :Duration: :from_millis(5)).await;
// The locks are dropped here

}

static PHILOSOPHERS: &[&str] =
&["Socrates", "Hypatia", "Plato", "Aristotle", "Pythagoras"];

#[tokio: :main]
async fn main() {
// Create forks
let mut forks = vec![];
(0. .PHILOSOPHERS.1len()).for_each(|_| forks.push(Arc::new(Mutex::new(Fork))));

// Create philosophers
let (philosophers, mut rx) = {
let mut philosophers = vec![];
let (tx, rx) = mpsc::channel(10);
for (i, name) in PHILOSOPHERS.iter().enumerate() {
let left_fork = Arc::clone(&forks[i]);
let right_fork = Arc::clone(&forks[(i + 1) % PHILOSOPHERS.len()1);
philosophers.push(Philosopher {
name: name.to_string(),
left_fork,
right_fork,
thoughts: tx.clone(),
1)
}
(philosophers, 1rx)
// tx 1is dropped here, so we don't need to explicitly drop it later

i

// Make them think and eat
for phil in philosophers {
tokio: :spawn(async move {
for _ in 0..100 {
phil.think().await;
phil.eat().await;

).

357



// Output their thoughts
while let Some(thought) = rx.recv().await {
println!("Here is a thought: {thought}");

}
}
JRER R
(ORIA1Z:>])
src/bin/server.rs:
use futures_util::sink::SinkExt;
use futures_util::stream::StreamExt;
use std::error::Error;
use std::net::SocketAddr;
use tokio::net::{TcpListener, TcpStream};
use tokio::sync::broadcast::{channel, Sender};
use tokio_websockets::{Message, ServerBuilder, WebSocketStream};

async fn handle_connection(

addr: SocketAddr,
mut ws_stream: WebSocketStream<TcpStream>,
bcast_tx: Sender<String>,

) -> Result<(), Box<dyn Error + Send + Sync>> ({

ws_stream
.send(Message: :text("Welcome to chat! Type a message".to_string()))
.await?;

let mut bcast_rx = bcast_tx.subscribe();

// A continuous loop for concurrently performing two tasks: (1) receiving
// messages from ‘ws_stream® and broadcasting them, and (2) receiving
// messages on “bcast_rx  and sending them to the client.
loop {
tokio::select! {
incoming = ws_stream.next() => {
match incoming {
Some (Ok(msg)) => {
if let Some(text) = msg.as_text() {
println!("From client {addr:?} {text:?}");
bcast_tx.send(text.into())?;
}
}
Some(Err(err)) => return Err(err.into()),
None => return Ok(()),
}
}
msg = bcast_rx.recv() => {
ws_stream.send(Message: :text(msg?)).await?;

}
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}

#[tokio: :main]
async fn main() -> Result<(), Box<dyn Error + Send + Sync>> {
let (bcast_tx, _) = channel(16);

let listener = Tcplistener::bind("127.0.0.1:2000").await?;
println!("listening on port 2000");

loop {
let (socket, addr) = listener.accept().await?;
println!("New connection from {addr:?}");
let bcast_tx = bcast_tx.clone();
tokio: :spawn(async move {
// Wrap the raw TCP stream into a websocket.
let ws_stream = ServerBuilder::new().accept(socket).await?;

handle_connection(addr, ws_stream, bcast_tx).await
)

}
src/bin/client.rs:

use futures_util::stream::StreamExt;

use futures_util::SinkExt;

use http::Uri;

use tokio::io::{AsyncBufReadExt, BufReader};
use tokio_websockets::{ClientBuilder, Message};

#[tokio: :main]
async fn main() -> Result<(), tokio_websockets::Error> {
let (mut ws_stream, _) =
ClientBuilder: :from_uri(Uri::from_static("ws://127.0.0.1:2000"))
.connect()
.await?;

let stdin = tokio::io::stdin();
let mut stdin = BufReader::new(stdin).lines();

// Continuous loop for concurrently sending and receiving messages.
loop {
tokio::select! {
incoming = ws_stream.next() => {
match incoming {
Some (Ok(msg)) => {
if let Some(text) = msg.as_text() {
println!("From server: {}", text);
}
I
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Some(Err(err)) => return Err(err.into()),
None => retuxrn Ok(()),
}
}
res = stdin.next_line() => {

match res {
Ok(None) => retuxrn Ok(()),
Ok(Some(line)) => ws_stream.send(Message: :text(line.to_string())).a

Err(err) => return Err(err.into()),
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67 H

B!

Thank you for taking Comprehensive Rust £! We hope you enjoyed it and that it was useful.
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hi#glossary ~ ul { list-style: none; padding-inline-start: 0; }

hi1#glossary ~ ul > li { /* Simplify with *text-indent: 2em hanging” when supported: https://ca-
niuse.com/mdn-css_properties_text-indent_hanging */ padding-left: 2em; text-indent: -2em;

}
h1#glossary ~ ul > li:first-line { font-weight: bold; }
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SRR (integration test) :

— RIS IE R G AR 70 B AR 2 (A 22 B A 2R A

X7 (keyword) :

ARG S MR 7, BARE S X HAREHEFRIRRT,

J# (library) :

T e m DA FH ) — 4 P i (9 AR R AR A

% (macro):

Rust Z AT ZARAE | RFS IR, 24 8 38 oK £ iR R 75 SR I, AT DA 22, — DMLBRUR I 2
format!, HHEZ B HEAISEL, (H Rust B SRRXAEA,

main F%{(main function):

Rust FF M main BEITHHIT,

PCHE (match) :

Rust HEEHIR LA, VP RISE A T CITAL,

WAzt (memory leak) :

P TERIAH A ZNNERE N, 2SEBNFH &AW,

Ji#% (method) :

5 Rust HEHRAN A G B 2R B SCHRY BRI 4K

L (module) :

Rust HAH T IH9VEE AR A an 42 8], Hrb 0 2 B 88 2R AR5 E S
3 (move) :

1E Rust H, FEM AN — ML REERE S — R,

A% (mutable) :

Rust FE—N e, SCRAE R B 85 A H A TIE X,

Fi# (ownership):

Rust HREE, F T & AR H I —ER 2 o B B S E R N7
panic:

Rust HSEBRRFL I B ARE B IR S D

Z ¥ (parameter) :

TE VA FH B 88l 75 TR 1 N BRI TR RIME,
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« #%5X (pattern):
Rust A1 A 5FRIAKVCELHIE, FH RS eEIHE,
* #ifij (payload):
R BRSSP I EHE SR Bo
* ##/7 (program):
RN TR AR 55 SR R E [ A TIN — 252
o FEIES (programming language)
FHF MBS ERSIIER RS, 140 Rust,
o REUES (receiver) :
Rust FIEH I E NS, R ETEVE %77 5 SE 6,
* 5|H % (reference counting):
— RN E R E, AT DABRER R DA R 5 | R, HAE T BOVENBRIBOZ N £
 JX[A|(return) :
Rust ) — 8T, FH TR MR EUR BIRIE,
e Rust:
—FRAREIES, LT T L2 ERERHF R,
» Rust Zft (Rust Fundamentals) :
AR 1 KEIE 4 RENE,
* Android #fJ Rust (Rust in Android):
%27 Android #1119 Rust.
e Chromium A% Rust (Rust in Chromium) :
%2 Chromium (¥ Rust.
o Z4(safe):
FEACRL NG Rust AYFAE BURITE FALNL, DAR 1E LS NAFAE SC O EE 1R
 {Ef (scope):
TR H A B A R H AT A B X
* FRUEPE (standard library):
Rust R B ARTHRE — FRFIBR,
o B (static):
Rust iy, ATE X EA 'static AEmEIHNESLD BEI0,
o FrFH (string)
— R E SR BRI BRI, Q7R T fR1ENS, 1§20 String 5 str,
o ZEMAR (struct) :
Rust FHE SEHERE, AP A RIEA A 2 )F 2 [F— 2 FK o
o i (test) :
Rust AAgsise, Hrb 65 B i b e EiOR 75 IE AR I R
o 22 (thread):
T I B TR, S350 R BT,
o Zf2%4 (thread safety):
—RE B, F TR 2 SN I TN IR TC 1R,
o RHE (trait) :
T ARHERI—ZR5 7515, NE Rust Sl 2 MR 4L 177715,
o RHIFZ) 3 (trait bound) :
—Fijra] DA SR ISP — SE B BR A R M A
» Ju4(tuple):
B ERFEIRAA & NE SEERA, TTHMN 7B A 2R, T Eiiid w55,
o BAI(type):
— R R, FTFHEE R DA Rust A4 287 (E P TIIREE 4,
o KRS (type inference):
Rust 4 PEESREMSHENTS B el FIA AR A,
o RENXF7 4 (undefined behavior) :

365


https://google.github.io/comprehensive-rust/basic-syntax/string-slices.html

Rust HRIEE RIS, BHESSBCR T INNREFIT .
o P& 1A (union) :
—FPECE2E A AT DATEBE A RIS RO ME, (H— IR R RECR A —MEL
o HSTINR (unit test)
Rust W& 11217/ A TR KBS BRI SCFF DR 1B S sl
o H5TA (unit type) :
AMREFEARIIZREY 5 A R e,
o %24 (unsafe):
Rust T4, niFfilE R AT M. 152 M 144 Rust,
« 75 & (variable):

T 7 BRI N B R R A YRR AR
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%69 T

HAth Rust %K

Rust #:XE£01E T 45 1975 5T 2 R IR EL R fit

CYBLE

Rust I H 24t 717 2 5. IX LB IRIN S T Rust BI—RNE:

o Rust BEFEITES : —#H % Rust R RAUKE . BHIEMEN A TIRIES, HE S —Erl s
FHENITE,

o JEIIHI T Rust: JEE— RV ER ARSI REIN G Rust &k, BN SR LN ES, S8
SRAEFE 53t IR TR 5 AR AD

o Rust hRifEZE: Rust FRifEER 2 EESTRY,

o Rust ZHFFMt: —ARZERN, MH T Rust IBIEFIATFEEL,

Rust B 77 Wk A 2L VR

* Rust fbiiil: /M4 7224 Rust, G JEGaTEEH DA 5 HAE S (FFD 225,
* Rust DGR M4 THECRust B IRHHE S ) A G 5 ARIHT 22 gt i
o AN Rust 245 AMHUAHER A BIER G A %% _EEH Rust,

BB T I5R
Fifih Rust F5 PRI/ ME S

* Learn Rust the Dangerous Way (PAEFa 977505 Rust) : MK C IESHEF R A ENH
Rust,

o m AR AZS C FEF A Rust: IWEF C B S 9R5 BT & & 1M E 44 Rust,

« Rust for professionals ([ A% A+ Rust): J@Id 5 HAE S (F1U C, C++, Java, JavaScript
1 Python) 47 HELLAR, /148 Rust BIBTA,

* Rust on Exercism (7t Exercism [*# Rust): 100 ZTiZk>J &% Rust,

 Ferrous Teaching Material: — &%/ R, 55 Rust &5 BEETIRF &30 o7 IR 55
T WebAssembly 1 async/await &H 33,

o [HI[A] Rust (U477 25IRE A Rust JBHE—2: A HERETFEH LSRN Rust #5526 —Mam
8 35 MW, 55— MERE S 11 MBI, WA Rust IBIEFHE AL,

o JENOREAER ) Rust: @I SCE LR R R BRI FI R G5, IR ATRZR Rust HYPFEE BRI,

W% Rust B4, IEEF Rust /M,
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https://rust-lang.github.io/async-book/
https://doc.rust-lang.org/stable/embedded-book/
http://cliffle.com/p/dangerust/
https://docs.opentitan.org/doc/ug/rust_for_c/
https://overexact.com/rust-for-professionals/
https://exercism.org/tracks/rust
https://ferrous-systems.github.io/teaching-material/index.html
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70 &
1A}

AW BRI AR Z LT AT Rust SCRBEJRON Lt AR & A SC I BRIRAY e BAI 3R, S K T H AT
JRH I

The material of Comprehensive Rust is licensed under the terms of the Apache 2.0 license,
please see LICENSE for details.

Rust 75345

oy R B A 25 S B il 24w B Rust by Example, 153 7 1E1E (B &30, E3H
third_party/rust-by-example/ H3%,

Rust on Exercism

SRS E I 2% B Rust on Exercism, W75 T EPENE (RIS VFA] 5530, 1§20 third_party/rust-
on-exercism/ H3g,

CXX

“H CH+ WEAREWE"E 25 7T —5%k KRB CXX MWE R 17 7 IENE (BT LR, ESH
third_party/cxx/ H3g.
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