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ABSTRACT

Microservices are becoming more complicated, posing new chal-
lenges for traditional performance monitoring solutions. On the
one hand, the rapid evolution of microservices places a significant
burden on the utilization and maintenance of existing distributed
tracing frameworks. On the other hand, complex infrastructure
increases the probability of network performance problems and cre-
ates more blind spots on the network side. In this paper, we present
DeepFlow, a network-centric distributed tracing framework for
troubleshooting microservices. DeepFlow provides out-of-the-box
tracing via a network-centric tracing plane and implicit context
propagation. In addition, it eliminates blind spots in network in-
frastructure, captures network metrics in a low-cost way, and en-
hances correlation between different components and layers. We
demonstrate analytically and empirically that DeepFlow is capable
of locating microservice performance anomalies with negligible
overhead. DeepFlow has already identified over 71 critical perfor-
mance anomalies for more than 26 companies and has been utilized
by hundreds of individual developers. Our production evaluations
demonstrate that DeepFlow is able to save users hours of instru-
mentation efforts and reduce troubleshooting time from several
hours to just a few minutes.
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1 INTRODUCTION

Large-scale online services have already departed the stage of
monolithic applications. Common distributed systems, such as dis-
tributed computing [4, 5], container orchestration [37], and cloud
platforms [40, 52], are frequently used to host applications such
as machine learning [2, 49], microservices [44], and network func-
tion virtualization [46]. Because of decoupling, distributed systems
have better scalability, flexibility, and availability than monolithic
systems.

A high degree of decoupling, however, is a double-edged sword.
Due to the heterogeneity and complexity of component interactions,
it imposes a strain on the operation and maintenance of distributed
systems, particularly those developed and deployed under a mi-
croservice architecture. To overcome the challenge of performance
debugging in distributed systems, state-of-the-art solutions, also
known as distributed tracing [13, 62, 64, 91, 121, 141], try to obtain
execution duration and causality by adding instrumentation code to
different components. While traditional distributed tracing frame-
works work well for general services, they are still confronted with
two problems when applied to microservice scenarios.

First, existing traditional frameworks are ineffective and in-
efficient for rapidly evolving microservices. According to our
survey, in many production environments, various OS kernel ver-
sions coexist, and application components are often written in
multiple languages. Meanwhile, the topology of microservices is
becoming increasingly intricate, with some containing as many as
1,500 components [89]. For users manually performing distributed
tracing, they may not have the time to instrument every single com-
ponent prior to the deployment to production. For the developers
of the tracing frameworks [62, 141], maintaining software devel-
opment kits (SDKs) for various languages and kernel versions is
time-consuming. Our survey shows that it often takes users hours to
instrument tens of lines of code for a single component, indicating
that current distributed tracing frameworks still lack usability.

Second, traditional methods disregard network information
and only record application-level traces. Communications in
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microservices are substantially more complex compared to typical
distributed systems such as big data analytics, which often use the
same transmission protocol. AWS Lambda [8], for instance, can sup-
port up to 29 different types of interactions with other services [76].
However, existing tracing techniques neglect either physical or
virtual network information, making root cause analysis more dif-
ficult in such circumstances. Even though some frameworks can
include sidecar information (e.g., Envoy [110]) to infer certain time-
points in the network, users are unable to bridge the semantic gap
between the application layer and the network layer due to blind
spots in the network infrastructure and the absence of network
metrics. For example, when a network failure causes an increase in
latency, application-level tracing tools can only identify duration
changes between invocations of different services, whereas net-
work monitoring tools have trouble locating anomalies in low-level,
high-volume packets. Customers of DeepFlow have reported that
network infrastructure is the root cause of 47.3% of performance
issues, which makes the situation worse.

DeepFlow Framework. This paper tackles the above challenges
by introducing DeepFlow, a distributed tracing framework intended
specifically for microservices. DeepFlow facilitates both out-of-
the-box tracing and rapid performance problem location with
the following designs:

First, based on the insight that microservices are triggered by net-
work communication, DeepFlow designs a network-centric tracing
plane (Section 3.2). In its narrow-waist network-centric instrumen-
tation model, pre-defined kernel hooks are used to perform auto-
matic and non-intrusive tracing. DeepFlow leverages the privileged
kernel space to eliminate the blind spots caused by closed-source
components and network infrastructure. Moreover, the kernel space
enables DeepFlow to retrieve network metrics, such as TCP retrans-
missions, and attach them to traces.

Second, DeepFlow proposes an implicit context propagation tech-
nique to achieve out-of-the-box tracing and avoid inserting identi-
fiers into the packets (Section 3.3). Our system automatically lever-
ages the information gathered during the instrumentation phase to
construct the life spans of components. After that, we use various
network and system information to assemble spans into traces.

Finally, DeepFlow uses tag-based correlation to provide a connec-
tion between metrics and traces (Section 3.4). With the assistance of
these tags, users may examine network/component metrics related
to traces, thus accelerating the root cause analysis. To minimize
the computation and storage overhead, we further design a smart
encoding of these tags.

Contributions. DeepFlow has been in production for two years,
during which time it has identified over 71 critical performance
anomalies for more than 26 companies and has been utilized by hun-
dreds of individual developers. DeepFlow is now publicly available
at: https://github.com/deepflowio/deepflow under an Apache-2.0
license. It has joined the CNCF landscape [38] and the eBPF appli-
cation landscape [29].

In summary, our main contributions are:

1. We conduct a wide study of microservices running in various
business environments and raise a new understanding of the
critical requirements for their effective distributed tracing
(Section 2).
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2. We design DeepFlow, a distributed tracing framework that
facilitates network-centric troubleshooting of microservices.
It offers automatic and non-intrusive instrumentation, elimi-
nates network blind spots, and effectively correlates network
metrics with application traces. We implement and provide
it as an out-of-the-box tool and will contribute it to the com-
munity for further improvements (Section 3).

3. We perform comprehensive evaluations both in production
(Section 4) and testbed environments (Section 5). Our pro-
duction results indicate that DeepFlow can save users hours
of instrumentation efforts and reduce troubleshooting time
from several hours to just a few minutes. The testbed evalu-
ations show that DeepFlow incurs an overhead of no more
than 7%.

The remainder of this paper is organized as follows: In Section 2,
we discuss the background and motivation. In Section 3, we provide
an overview of DeepFlow and present our design. We show the real-
world production results in Section 4 and evaluate DeepFlow with
our testbed in Section 5. Section 6 is related work, and Section 7 is
the conclusion.

2 BACKGROUND AND MOTIVATION

This section begins with an introduction to observability and dis-
tributed tracing (Section 2.1). Then, we provide a summary of the
new requirements imposed by microservice scenarios (Section 2.2)
and provide the motivation for DeepFlow (Section 2.3).

2.1 Observability and Distributed Tracing

Observability tools are currently utilized to gain crucial insights
into complex distributed systems. By collecting information such
as system states, they enable operators to conduct performance
troubleshooting tasks such as data monitoring, root cause analysis,
and system diagnostics. The data sources for observability tools
consist of three primary components [13]: (i) aggregatable, frag-
mented metrics; (ii) event-driven logging with natural semantics;
and (iii) request-oriented, workflow-centric tracing.

Distributed Trace

Time.

=0

(5)—(e)

SvcB  SvcB
t T i
I A | | . | )
} ®ecelve } @end } Execution span, )eare (&)nd } Causa.hty .
| Message | Message | Sequence }
1 |

Figure 1: A distributed trace consisting of three spans.

In contrast to the more general concept of tracing, distributed
tracing specifically focuses on the diagnosis and troubleshooting
of distributed systems. It distinguishes itself from the other two ob-
servability pillars by providing an indispensable end-to-end request-
oriented view of a transaction. The outputs of distributed tracing,
specifically referred to as distributed traces [62, 64,91, 121, 141], con-
sist of two types of information: (i) the life cycle (i.e., spans [121])
and correlated metrics within each component; and (ii) the causal
relationships and execution sequences between spans. Figure 1
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illustrates an example of a distributed trace obtained in a simple
microservice scenario. In this example, component A receives a
request from a user, begins execution, and then sends a new re-
quest to component B while awaiting a response. The execution
in component A proceeds once component B has completed its
process and sent back a response. Finally, component A returns
the execution results to the user through a response. Using the
sending and receiving of requests and responses as beginnings and
endings, the above procedure will generate a trace with three spans
that denote distinct execution phases in each component. The trace
provides a clear picture of how component A invokes component
B and how long the execution takes in each component.

The primary objective of distributed tracing is to use spans as
boundaries to subdivide end-to-end latency into finer units and pro-
duce workflow-centric outputs. Nevertheless, most of the current
frameworks [6, 62, 141] mainly focus on application-level compo-
nents and ignore the network infrastructure. In this paper, we refer
to the components not detected by the distributed tracing frame-
work and spans that should be but are not covered by distributed
traces as blind spots. Blind spots in network infrastructure will re-
duce the number of spans, obscure the execution stage boundary,
and lead to ambiguous information in traces.

2.2 New Distributed Tracing Requirements
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Figure 2: Sources of performance anomalies.

2.2.1  Error-Prone Network Infrastructure. Figure 2 depicts a sur-
vey result of the source locations of real-world microservice fail-
ures in the production environment. The results of this survey
were obtained by gathering and analysing the microservice fail-
ures reported by DeepFlow’s 26 enterprise clients. As shown in
Figure 2(a), it is obvious to draw the conclusion that the network
infrastructure (47.3%) and the applications themselves (32.7%) are
the most frequent sources of performance issues. Failures resulting
from computing infrastructure, such as containers, are less frequent
(12.7%). In addition, rapid surges in external traffic (7.3%), owing to
attacks and other reasons, are also a failure source.

Figure 2(b) examines the composition of network-side perfor-
mance breakdowns in further detail. The virtual network is most
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susceptible to performance issues, with 30.8% of failures occur-
ring. Furthermore, the physical network (e.g., physical NIC), net-
work middleware (e.g., message queues [128]), cluster services (e.g.,
DNS [21], gateway), and node configuration (e.g., Linux firewall
settings) can all contribute to anomalies.

The above results demonstrate that the network infrastructure
is susceptible to performance problems and should be a top prior-
ity for distributed tracing systems. However, current distributed
tracing frameworks do not capture network information. When
there is a network performance anomaly, users cannot identify the
responsible device.

2.2.2  Typical In-Production Microservice Scenarios. Missing net-
work information is merely one of the major problems that existing
technologies encounter. To further illustrate the new requirements
for distributed tracing, we present four typical real-world production
cases from our enterprise customers (Table 1).

Scenarios Convenience Portability Stability Coverage Correlation
Cross-Dept Debug v v
Online Game Ops v v

Infra Services v v v v

Agile Dev v v v v v

Table 1: New requirements for distributed tracing,.

Scenario 1 - Cross-department performance debugging is, ac-
cording to our survey, one of the most common issues experienced
by large companies. This time-consuming task requires the col-
laboration of various departments, including infrastructure teams,
developers, and operators. To enable rapid problem location, traces
should ensure coverage and reduce blind spots on the infrastructure
side. Additionally, tracing frameworks should not only extract re-
quest information. They have to offer strong correlation capabilities
to combine the semantics at various levels of the applications, pods,
and physical machines.

Scenario 2 - Online game operations are a classic platform
hosting scenario [42, 97] that is also highly distinctive among our
real-world customer examples. Vendors deliver back-ends and up-
date packages to the platform, which is then responsible for oper-
ation and maintenance. Game back-ends are often closed-source
for commercial reasons, making it impossible for the developers
to manually inject the tracing application programming interfaces
(APIs) provided by the operators. Apart from correlation, this de-
livery approach necessitates that the distributed tracing system be
able to detect closed-source components for coverage. Also, mon-
itoring tools should be stable and not affect the performance of
online game backends that are sensitive to latency.

Scenario 3 - Developing infrastructure services for use by other
departments is one of the scenarios that DeepFlow users are most
concerned with. In this situation, distributed tracing frameworks
must be capable of widespread adoption. It should, first and fore-
most, be stable and portable, running reliably on top of various
systems and language runtimes. Second, high coverage and strong
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correlation are required in large enterprises with complicated in-
frastructures.

Scenario 4 - Agile microservice development has the strictest
requirements for distributed tracing. First, to keep up with the
frequent changes in components and service topologies, tracing
frameworks must be user-friendly. Second, the portability, stability,
and coverage are put to the test by the numerous third-party com-
ponents introduced by microservice developers, including caching
systems [94, 113], databases [22, 122], reverse proxies [32], and web
frameworks [33, 39]. Lastly, microservices are typically deployed
on resource orchestration platforms [37, 40], which increases the
challenge of correlation.

2.3 Motivating DeepFlow

Unfortunately, modern distributed tracing systems are falling be-
hind the times, especially when it comes to satisfying the afore-
mentioned new requirements. As shown in Table 1, we divide the
demands into two categories: out-of-the-box tracing and rapid
problem location. Then we classify existing frameworks into two
types based on their instrumentation approaches, intrusive and
non-intrusive, and characterize their limitations.

Out-of-the-Box Tracing Rapid Problem Location

Distributed Tracing
Convenience Portability Stability Coverage Correlation
Manual (@] (@) [ ] ()] (@]
Intrusive

Automatic [ ] (@) [ ] ()] (@]

User Space [ ] © [ ] ()] (@]

Non-Intrusive

Kernel Space [ ] © (o] ()] ()]

Table 2: Existing frameworks are incapable of meeting the
new demands imposed by microservices. O, ©, and @ corre-
spond to unsupported, partially supported, and fully sup-
ported, respectively.

Intrusive Distributed Tracing Frameworks. Intrusive frame-
works implement distributed tracing by modifying the source code
of target components. Depending on whether this modification
is performed automatically, intrusive frameworks can be further
categorized as manual or automatic. The former [43, 55, 62, 91, 141]
requires users to read the relevant component code and instrument
it at specific points, whereas the latter [63, 92, 101, 115] employs
techniques such as bytecode instrumentation [100] to intercept
certain pre-defined functions or methods.

Although intrusive frameworks have extensive tracing capa-
bilities, the information they provide is insufficient to locate the
performance issues. Spans are restricted inside open-source compo-
nents, and little is known about closed-source components or the
underlying sophisticated network infrastructure. These blind spots
waste valuable debugging time in communication among different
component developers.

Additionally, intrusive frameworks create a significant burden on
users and framework developers. On the one hand, instrumentation
is often identified as time-consuming and challenging [16, 34, 65,
116, 120]. On the other hand, as illustrated in Figure 3, a substantial
amount of effort is still necessary for developers to maintain the
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Figure 3: LOCs of distributed tracing SDK repositories.

respective SDKs for each language and kernel. Moreover, to deploy
or update an intrusive distributed tracing framework, users must
recompile and redeploy all relevant microservice components.
Non-intrusive Distributed Tracing Frameworks. In order to
avoid modifications, non-intrusive tracing is achieved by capturing
the external interaction interfaces of microservice components. Ex-
isting frameworks [47, 56, 72, 107, 118, 121, 132, 135, 137] employ
techniques like instrumenting the remote procedure call (RPC) seri-
alization library, pre-loading libc, and developing kernel modules.

These frameworks, however, are unable to simultaneously pro-
vide rapid problem location and out-of-the-box tracing. First, instru-
mentation capabilities and isolation boundaries limit user-space
implementations and create blind spots. These blind spots in closed-
source software and network infrastructure make it harder to locate
problems. Second, current kernel-space frameworks are difficult to
deploy and use. Kernel modules are prone to crashing [27, 108] and
are difficult to maintain across different kernel versions.

To summarize, existing intrusive or non-intrusive frameworks
each have their own benefits, but they cannot simultaneously pro-
vide convenience, portability, stability, coverage, and correlation.

2.3.1 Opportunities by eBPF. As akernel-supported mechanism,
eBPF (extended Berkeley Packet Filter) [28, 90, 93, 99] presents un-
precedented opportunities for simultaneously achieving the afore-
mentioned objectives. It functions by providing a virtual machine in
the kernel that enables the execution of small pieces of code, known
as BPF programs, written by users and loaded by the BPF program
loader [23, 82]. With the help of BTF (BPF Type Format) [83], these
programs are portable across different kernel versions. With kernel
privileges and visibility, these programs can be attached to different
types of hooks (i.e., trigger functions) [66], allowing them to be
executed in response to various events such as a system call or a
user space function call. Attachment, triggering, execution, and
detachment of BPF programs are non-intrusive and in-flight, which
means that no modification, recompilation, or redeployment of the
monitored application is required. In addition, these programs are
validated by the eBPF verifier [67] prior to execution, allowing BPF
programs to access and manipulate kernel data structures without
crashing the kernel.

3 THE DEEPFLOW SYSTEM

In this section, we first provide the design goals of DeepFlow and
its overall architecture (Section 3.1). Then, we elaborate on the
three design aspects of DeepFlow: network-centric tracing plane
(Section 3.2), implicit context propagation (Section 3.3), and tag-
based correlation (Section 3.4).
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Figure 4: Architecture overview of DeepFlow.

3.1 DeepFlow Overview

The limitations of existing tools discussed in Section 2 lead to the
following high-level design goals for DeepFlow:

e Goal 1: Instrumentation Convenience. First, users are not
required to determine where to conduct the instrumentation.
Second, users can instrument target components without
directly modifying their code.

e Goal 2: Maintenance Simplicity. First, developers do not
need to maintain multiple implementations or SDKs of the
same framework for different languages or applications. Sec-
ond, developers are not required to offer several implemen-
tations of the same interface dependent on kernel changes.
Finally, DeepFlow should be stable and secure.

e Goal 3: High Accuracy and Coverage. DeepFlow must
ensure thorough and accurate tracing. It should avoid blind
spots in the closed-source components, cloud infrastructure,
and underlying network.

e Goal 4: Cross-Layer and Cross-Component Correlation.
DeepFlow must have effective cross-layer information inte-
gration capabilities to build correlations. On the other hand,
it must be able to correlate the data properties provided by
different components for additional analysis.

e Goal 5: High Performance. DeepFlow must have negli-
gible instrumentation, transmission, and processing overhead
in order to provide real-time distributed tracing without
degrading application performance.

Considering these design goals, we present the overall architec-
ture of our system in Figure 4. DeepFlow consists of two high-level
components: Agent and Server. An Agent is deployed in each
container node, virtual machine, or physical machine to capture
trace data using pre-defined eBPF instrumentation hooks and in-
strumentation extensions. In addition, the Agent is responsible
for integrating metrics and tags from third-party frameworks or
cloud platforms and transmitting them to the Server. The DeepFlow
Server is a cluster-level process. It is responsible for storing spans
in the database and assembling them into traces when users query.

Table 3: Network-centric instru-
mented ABIs of DeepFlow.

3.2 Network-Centric Tracing Plane

Instrumentation is the foundation of the entire distributed tracing
system. With a precise microservice execution abstraction and auto-
matic non-intrusive instrumentation, we create a high-performance,
independent, network-centric tracing plane in the kernel space.

3.2.1 Microservice Execution Abstraction. To facilitate instru-

mentation and maintenance, DeepFlow extends interface-level dis-
tributed tracing and selects a collection of system call application
binary interfaces (ABIs) as the basic instrumentation points. Choos-
ing system call ABIs over library functions enables DeepFlow to
have the highest degree of development generality, i.e., only one
single framework is required to build support for various languages
and kernel versions (Goal 2). In addition, users can gather primary
trace data through these pre-defined interfaces without having
to adapt to different microservice components (Goal 1). Never-
theless, regardless of the complexity of microservice components’
logic, DeepFlow must ensure that these pre-defined instrumenta-
tion points do not miss critical trace spans (Goal 3) when compared
to manual instrumentation. Meanwhile, DeepFlow should achieve
high performance (Goal 5).
% Design 1: A narrow-waist instrumentation model with
two sets of functions: ingress-egress and enter-exit. Regard-
less of diversity and complexity, the execution of a microservice
component is triggered by its communication. Therefore, DeepFlow
ignores the control flow information and bases the trace collection
procedure on the ingress-egress behaviors.

As revealed in Table 3, DeepFlow instruments ten system call
ABIs and classifies them as ingress or egress. These ABIs are ca-
pable of covering all data communication scenarios (blocking or
non-blocking, synchronous or asynchronous) between microser-
vice components while remaining independent of application logic
and communication protocols. Notably, neither ingress nor egress
corresponds directly to a request or a response. For a client-side
component, an egress message corresponds to a request, while
an ingress message relates to a response. On the other hand, a
server-side component operates in the exact opposite way. The
request-response inference is introduced in Section 3.3.
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DeepFlow stores information about each ingress or egress call

as it enters or exits the kernel. Four categories of information
are recorded for further processing in the user space: (i) Program
information, including process ID, thread ID, coroutine ID, pro-
gram name, etc.; (ii) Network information, including the DeepFlow-
assigned global unique socket ID, five-tuple, the TCP sequence,
etc.; (iii) Tracing information, including data capture timestamp,
ingress/egress direction, etc.; and (iv) System call information, such
as the total length of read/write data, payload to be transferred
to the DeepFlow agent, and so on. With the information above,
DeepFlow can provide a universal abstraction for the tracing plane
and accomplish the aforementioned objectives.
Instrumentation Extensions. DeepFlow provides three types of
instrumentation extensions to respond adaptably to varied con-
ditions. First, DeepFlow integrates network data from the classic
Berkeley Packet Filter (cBPF [69]) and AF_PACKETS [84] to derive
NIC-side information. Second, the use of uprobe [70] enables the
interception of code in any location in the user space. This grants
DeepFlow easy access to important information, such as the orig-
inal payload prior to TLS encryption. Lastly, DeepFlow enables
the incorporation of traces from third-party distributed tracing
frameworks (e.g., OpenTelemetry [103]). This enables DeepFlow
to maintain overall compatibility while granting users the greatest
instrumentation flexibility.
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Figure 5: DeepFlow collects message data and network met-
rics in the kernel space via pre-defined hooks.

3.2.2  Automatic Non-Intrusive Instrumentation. The network-
oriented instrumentation model is merely the first step toward
achieving our goals. DeepFlow seeks to make further efforts by
automating instrumentation, relieving users of the time-consuming
task of modifying code (Goal 1). The framework should also be
non-intrusive to capture trace data from closed-source applications
and network infrastructure (Goal 3). Finally, network metrics from
different layers should be captured in zero code (Goal 4).
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% Design 2: In-kernel hook-based instrumentation. In ac-
cordance with the pre-defined instrumentation model, DeepFlow
automatically registers hooks to collect trace data, as shown in Fig-
ure 5. For message ingress (®) or egress (@), the corresponding
system call will trigger the registered kprobe or tracepoint [68, 71]
hooks when it enters (@) and exits (®) the kernel. The tracing
process will retrieve the arguments (@), wait for the kernel to com-
plete its processing, and then retrieve the returned results (®). The
preliminary parser (®) will integrate and enqueue the primary data
into the buffer (@), which will subsequently be transmitted to the
user space for further processing. Additionally, DeepFlow utilizes
uprobes and uretprobes [70] to extract information (®) from ex-
tended instrumentation points within the component’s logic (®).
All of the operations are executed automatically. Users can perform
distributed tracing in zero code.

Instead of collecting traces from the GNU C library [135] or seri-
alization libraries [137], DeepFlow runs in the kernel space based on
eBPF. The kernel privileges permit DeepFlow to access information
(e.g., message content, TCP sequence, socket flags, etc.) at multiple
network layers of different components. Changing a single library,
on the other hand, makes it hard to get this information because
of privilege limits and isolation boundaries. Moreover, the kernel
provides unified structured data across all types of components,
which means that the data produced by DeepFlow has a consistent
structure. Because of this, it is easier and more efficient to combine,
associate, and store traces.

DeepFlow implements the trace data collection module based
on eBPF [66, 69]. Since eBPF programs can directly monitor any
on-the-fly programs, DeepFlow can be deployed in zero code at any
time, and users no longer need to restart active online microservices.
Thanks to the eBPF verifier [67], DeepFlow will not result in kernel
crashes, which is quite a common issue in kernel modules [27, 108].

3.3 Implicit Context Propagation

DeepFlow’s network-centric tracing plane enables the recording
of extensive monitoring information and eliminates blind spots in
network infrastructure. However, as stated in Section 2, achieving
comprehensive and efficient troubleshooting necessitates more than
independent, fragmented, and primitive information. In this section,
we demonstrate how DeepFlow constructs the spans and traces
specified in Section 2.1 using the data collected in Section 3.2.
Traditional distributed tracing frameworks modify the source
code [64] or serialization libraries [121, 137] to explicitly insert
context information into the headers [105, 130] or payloads [45]
of messages. Per-message unique identifiers generated by frame-
works [62, 91, 141] (e.g., trace IDs and span IDs) are encoded in
context information and propagated with the transmission of mes-
sages. Using these unique identifiers, it is straightforward to aggre-
gate data collected during the sending and receiving of requests
and responses to produce spans and the trace of the same message.
Despite its seeming simplicity, this technique, also known as ex-
plicit context propagation, requires that the users be familiar with
the core logic of the microservice components being monitored.
Users must either apply the semi-automatic APIs [125] provided
by the tracing framework or manually define the start and end of
spans [20]. This intrusive nature of explicit context propagation
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severely restricts instrumentation convenience (Goal 1) and main-
tenance simplicity (Goal 2). Additionally, if the application layer
protocol prohibits header modification, the framework would risk
corrupting messages by altering their payloads.

% Design 3: Implicit context propagation with hierarchical
aggregation. DeepFlow suggests implicit context propagation as
a solution to the non-intrusive construction of spans and traces,
where context information is no longer transmitted along with
messages. Our key insight is that the information required for con-
text propagation is already contained in network-related data. By
maximizing the utilization of data from each network layer, Deep-
Flow does not need to explicitly include context information within
the message. In general, DeepFlow combines independent, frag-
mented, and primitive measurements into request-oriented traces
containing precise causal correlations through the following two
phases: (i) constructing spans from the instrumentation data and (ii)
assembling traces from spans using implicit causal relationships.

3.3.1 Construction of a Single Span. Similar to the majority of
distributed tracing frameworks [62, 121, 141], DeepFlow generates
spans that always begin with a request and end with a response
(Figure 1). Execution models with one-to-many, many-to-one, and
many-to-many communication patterns in a single connection, such
as streaming and message subscription, are beyond the scope of this
paper. In addition, we presume that every microservice component
should return a response in response to a request. This constraint
is regarded reasonable due to the fact that if a microservice compo-
nent fails to return a response, the component that invoked it will
be unable to determine whether or not the requested action was
executed successfully. DeepFlow considers any missing responses
as outcomes resulting from unexpected execution terminations.

Figure 6 depicts the three phases of our span construction proce-
dure: message data production, message type inference, and session
aggregation. Firstly, DeepFlow associates information captured dur-
ing the enter and exit of the same system call by using process IDs
and thread IDs (D and ® of Figure 5). The association is predicated
on the fact that the kernel can simultaneously handle only one
selected system call (listed in Table 3) for a given (Process_ID,
Thread_ID). For languages such as Golang [48], DeepFlow moni-
tors the creation of coroutines to save the parent-child coroutine
relationship in a pseudo-thread structure and performs similar oper-
ations. DeepFlow temporarily saves the enter parameters in a hash
map, retrieves them at exit time, and combines them with the exit
parameters. The combined data is referred to as message data, and
its type is classified as ingress or egress based on the type of system
call captured. To decrease the amount of data transferred, we only
process the first system call for a message, not the subsequent ones
that are used for further data transfers.

In the second phase, DeepFlow performs message protocol in-
ference and parses messages with their original semantics using
relevant network information. Specifically, after the message data
has been transferred to the user space, the DeepFlow Agent iter-
ates through the common protocol specifications [35, 36, 57, 59, 60,
106, 114] and the optional user-supplied protocol specifications, ex-
ecuting a one-time protocol inference for each newly established
connection. Then, DeepFlow parses the payload to determine the
request/response type of the message. Once type inference has
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Figure 6: Three phases of span construction procedure.

been performed, the message data is prepared for use as either the
start or end of spans (Figure 1). Although deep packet inspection is
unavoidable, DeepFlow as an open source project, typically only
extracts information from the packet headers and does not examine
the sensitive user data primarily located in the payload.

Last but not least, DeepFlow will try to aggregate one request
and one response from the same flow into sessions. A session can be
used to represent a span (Figure 1), where the request of the session
is the start of the span and the response is the end. To accomplish
session aggregation, DeepFlow must take into account both pipeline
and parallel application layer protocols. Pipeline protocols send
and receive messages in a pipeline pattern, where the order of re-
quests and responses for the same connection remains constant.
Therefore, DeepFlow just needs to match the order between re-
sponses and requests in the same flow. Parallel protocols, on the
other hand, multiplex messages on the same connection. To ensure
precise correspondence, DeepFlow makes use of the embedded
distinguishing attributes in the message as originally defined by
the protocol (e.g., IDs in DNS headers [58] and stream identifiers
in HTTP/2 headers [60]). To enable effective merging and address
the message disorder problem introduced by multiple CPU cores,
DeepFlow implements a time window array and stores messages
according to their timestamps. When aggregating, only messages
in the same time slot or next to it will be queried. Based on our
production experience, DeepFlow presently sets the duration of
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each time slot to 60 seconds. Messages received outside of the time
period are uploaded to the DeepFlow Server, where they can be
aggregated again using the same technique.

3.3.2  Trace Assembling. In order to generate complete traces, it
is necessary to execute a final step on spans: trace assembling. Tak-
ing into account the need for instrumentation convenience (Goal
1), it is necessary to infer the causal relationship between intra-
component and inter-component in a non-intrusive manner. Using
Figure 1 as an illustration, the solid arrow between spans 1 and 2
represents intra-component causality, whereas the solid arrow be-
tween spans 2 and 3 represents inter-component causality. Existing
research suggests using logs or system call stacks to non-intrusively
assemble traces [72, 136, 139, 140]. However, fuzziness in log seman-
tics and call stack boundaries can affect the accuracy and coverage
of tracing (Goal 3). To address this challenge, DeepFlow determines
the relationships between spans by utilizing information across
different network layers saved during instrumentation. DeepFlow
takes the spans that users query as starting points and merges the
associated spans. Meanwhile, cross-layer correlation is supported
by intra- and inter-component association as well as third-party
span integration (Goal 4).
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Figure 7: Intra-component causal association.

Intra-Component Association. Typically, a microservice com-
ponent may need to invoke other components after receiving a
request, and vice versa. Therefore, DeepFlow must retain its rela-
tionships within a thread without being aware of the underlying
logic. DeepFlow typically identifies intra-component causal rela-
tionships between spans using thread IDs, time information, and
insight of scheduling. A same systrace_id is assigned to both
of the spans that possess a causal association, which serves as a
global unique identifier. Instead of injecting the systrace_id into
packets, it is appended as an attribute to the message data of spans,
which satisfies our non-intrusiveness requirements.

First, DeepFlow associates spans within the same thread us-
ing thread IDs (Figure 7(a)). Due to the I:1 relationship between
the kernel thread and user thread in the thread-based microservice
components, this association can be performed in the kernel. For
coroutines in Golang, DeepFlow can also conduct association by
tracking the invocation relationships between coroutines during
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execution. Second, when threads are reused, the trace will be parti-
tioned based on the time sequence (Figure 7(b)). Finally, DeepFlow
needs to handle multiple requests or responses (Figure 7(c)). The
key takeaway is that, for a single thread, computing does not (and
should not) yield to scheduling, whereas network communication does.
Consequently, we label two consecutive messages of different types
and from different sockets with the same systrace_id.

Cross-thread intra-component association is a notorious prob-
lem due to the fact that users can pass packets between threads in
ways that are difficult to capture, such as memory copies and pa-
rameter transfers. DeepFlow employs the fact that the microservice
component itself must maintain the intra-component association
to circumvent this issue. For microservice components such as
HAProxy [51], Envoy [110], and Nginx [32], DeepFlow utilizes its
original capabilities to generate X-Request-IDs [50, 102, 111] for
messages, preserving the association of spans across threads.
Inter-Component Association. DeepFlow does not insert context
information into messages, making it difficult to correlate across
network infrastructures, processes, and machines. Additionally,
device-level spans gathered by ¢BPF [69] and AF_PACKET [84]
must be associated with relevant spans. Fortunately, since network
transmissions (Layer 2/3/4 forwarding) do not change the TCP
sequence, DeepFlow leverages this for the inter-component associ-
ation. During the instrumentation phase (Section 3.2), we calculate
and record the TCP sequence for each message in the kernel. It
is then used to differentiate and maintain the inter-component
association of spans within the same flow.

Third-Party Span Integration. DeepFlow can incorporate spans
generated from user-defined distributed tracing frameworks. For in-
stance, by parsing the reserved header fields [104, 105, 129] used by
OpenTelemetry in the message collected by DeepFlow, the context
information of OpenTelemetry can be extracted.

Bottom-Up Trace Assembling. In the preceding phase, DeepFlow
does not directly generate traces, but rather injects associations
as tags into the message data and sessions. At present, DeepFlow
does not consider the scenario where multiple messages are cached
within a single data structure, thereby significantly simplifying the
mapping of system calls to message data. Based on this assumption,
a thread can process only one message simultaneously. Hence,
we regard consecutive ingresses or egresses as system calls that
are activated by the same message. This assumption indeed makes
DeepFlow incapable of managing scenarios such as message queues.
We plan to tackle this problem in future work.

Algorithm 1 demonstrates the final step of trace assembling: iter-
atively aggregating spans using previously injected single-threaded
intra-component information (systrace_ids and pseudo-thread
IDs), cross-threaded intra-component information (X-Request-IDs),
inter-component information (TCP sequences), and third-party in-
formation (trace IDs) in order to generate traces. Users can select
spans that they are interested in, such as time-consuming invo-
cations, as the starting points of the assembly procedure (Line 2).
In the first part of the algorithm, DeepFlow searches the database
using the user-specified iteration times (the default is 30). In each
iteration, we add to the span set any new spans that share the same
systrace_id (Line 6), pseudo-thread ID (Line 7), X-Request-ID



Network-Centric Distributed Tracing with DeepFlow

(Line 8), TCP sequence (Line 9), and trace ID (Line 10) as the cur-
rent spans. The search is terminated if the number of related spans
does not increase between two consecutive searches (Lines 13-14).

In the second phase of the algorithm, we iterate over the span
set and set the parent spans. The determination of parent spans
is also based on the aforementioned intra- and inter-component
associations, but with stricter conditions. We set 16 rules based on
the collection location (server or client), start time and finish time,
span type, and message type (Line 20). For instance, if an eBPF
span collected on the client side has the same TCP sequence as an
eBPF span collected on the server side, the parent of the client side
span is set to the server side span. Finally, we sort the span set by
time and parent relationship (Line 25) to generate a display-friendly
trace and transmit it to the front end.

Algorithm 1 Iterative Trace Assembling Algorithm

Input: start_span - User-Chosen Span, I - Iteration Times
Output: T - Assembled Trace

1: // Iterative Span Search

2: span_set < Set(start_span)

3: filter « {id == start_span.id}

4: foriter — 1toIdo

5. fors « span_set do

6 filter « filter U {systrace_id == s.systrace_id}

7 filter « filter U {pseudo_th_id == s.pseudo_th_id}
8
9

filter « filter U {x_req_id == s.x_req_id}
filter « filter U {tcp_seq == s.tcp_seq}
10: filter « filter U {trace_id == s.trace_id}

11:  end for
12:  span_set = search_database(filter)
13:  if span_set.not_update then

14: Break
150 endif
16: end for

17: // Set Parent for Each Span
18: for s « span_set do
190 for r_s « s.related_spans() do

20: if related_s.is_parent(s) then
21: s.set_parent(related_s)

22: end if

23:  end for

24: end for

25: T « span_set.sort()

26: Return T

3.4 Tag-Based Correlation

To achieve cross-component correlation in zero code, DeepFlow
injects uniform tags into the spans (Goal 4). We enable the in-
jection of Kubernetes resource tags [73] (e.g., node, service, pod,
etc.), self-defined labels [73] (e.g., version, commit-ID, etc.), and
cloud resource tags [9, 30] (e.g., region, availability zone, VPC, etc.).
Users can use these tags to immediately determine the locations
of the problems, such as in which pod the invocations are time-
consuming. These tags also connect tracing and metrics, allowing
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DeepFlow to integrate them. When querying traces, users can simul-
taneously view the related metrics data generated from frameworks
like Prometheus [112]. Note that during tag-based correlation, we
do not modify the original packets, and tag injection is performed
off-path on the data collected by DeepFlow.

However, in a typical production environment, up to 100 tags
might be related to a single trace. To minimize the overhead, we
introduce a technique called smart-encoding.

Tag Collection
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Figure 8: Integrate resource tags with smart-encoding.

% Design 4: Smart-encoding based on phased tag injection.
As demonstrated in Figure 8, DeepFlow divides the tag injection
process into two phases: tag collection and smart-encoding. During
the tag collection phase, DeepFlow Agents inside the cluster will
collect Kubernetes tags (D) and send them to the Server (®), while
the cloud resource tags are gathered directly by the Server (®). In
the smart-encoding phase, DeepFlow only injects virtual private
cloud (VPC) tags and IP tags in Int format into traces (®-®). The
Server then injects the resource tags in Int format into the traces
based on the VPC/IP tags and stores them in the database (@). At
query time, DeepFlow Server determines the relationship between
self-defined tags and resource tags, injects self-defined tags into
traces, and then uploads the traces with all the tags to the front end
(®). By partitioning the tag injection phases, DeepFlow reduces the
calculation, transmission, and storage overhead.

4 DEEPFLOW IN PRODUCTION

DeepFlow has served dozens of companies in the years since it
went into production. Simultaneously, we will make DeepFlow
publicly available and aim to develop a substantial open-source
community. In this section, we show the performance of DeepFlow
in the production environment.

Figure 9 demonstrates the results of the target interviews with
ten commercial customers?. All of the participants are Fortune Global
500 companies and have tens of thousands of employees. Without
using DeepFlow, 60% of the users must spend hours or days in-
strumenting a single component. For 30% of the customers, the
burden of modifying hundreds of lines of code per component is

!The original data from the questionnaire is included in Appendix C.
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Figure 10: DeepFlow’s contribution in production cases.

overwhelming. DeepFlow, on the other hand, eliminates instrumen-
tation efforts through automatic, non-intrusive instrumentation.
Without manual instrumentation, developers can retrieve traces by
deploying DeepFlow in the cluster.

Figure 10(a) emphasizes that DeepFlow can indeed shorten the
time required for locating performance issues. As a result of the
coverage and correlation abilities, users do not have to manually
capture network metrics or check the status of network infras-
tructure. With DeepFlow, operators can pinpoint and identify the
root cause in a fraction of the time it would take otherwise. Our
user questionnaire confirms this (Figure 10(b)). Five out of ten con-
sumers acknowledge that network coverage is one of the reasons
that motivate them to employ DeepFlow. Four users find the non-
intrusive instrumentation helpful. Three users believe the tracing
of closed-source components to be one of DeepFlow’s benefits.

4.1 Representative Real-World Examples

Next, we demonstrate the out-of-the-box tracing and rapid problem
location capabilities of our system. We provide three representative
real-world examples that highlight the practical use of DeepFlow’s
usability, network-side coverage, and correlation capabilities,
respectively. In Appendix A, we present DeepFlow’s comprehensive
traces from end-hosts to gateways as requests traverse the data
center. DeepFlow currently supports rapid deployment in a single
or across multiple Kubernetes clusters [37] via Helm [53], without
requiring administrators to install any kernel modules or libraries.
DeepFlow can be operated continuously to monitor a microservice
over an extended period of time, or on demand in the event of a
performance anomaly, as shown in the examples below.

4.1.1  Performance Debugging During Execution. Nginx [32] is
a typical reverse proxy server that plays a critical role in data for-
warding. In this case, the client encountered a timeout on a specific
endpoint, which turned out to be an error in Nginx. Although the
source of the timeout seems obvious in retrospect, the client spent
an entire day unable to discover the issue using existing tools. In
a rush, the developers did not instrument every component, and
the invocation path was full of blind spots.
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Figure 11: The operators employed DeepFlow in an on-the-
fly production environment to pinpoint the failure source: a
pod hosting Nginx Ingress Control.

Therefore, the user leverages DeepFlow to locate the anomalies
during the execution of the online system (Figure 11). Without mod-
ifying a single line of code, operators deploy DeepFlow while
the service is active and obtain hop-by-hop network data in the
traces collected. Within 15 minutes, the root cause is identified:
one of the pods hosting Nginx Ingress Control in the cluster has an
error, thus returning a 404 status code.

4.1.2  Accurate Diagnosis of Network Infrastructure Anomalies.
In this example, newly installed Pods by an e-commerce service
have a high risk of network inaccessibility to the gateway or other
business services. Users have to wait between 20 and 120 minutes
for communication to resume. This has a significant influence on
the robustness of the service. Operators used various tools for
several months to determine that an extra ARP request had been
generated during the connection. Unfortunately, they were unable
to determine where the extra ARP request originated.

DeepFlow resolves this issue by providing network coverage,
which is lacking in other distributed tracing frameworks. Using
DeepFlow, operators traverse the traces and inspect the number
and status of ARP requests at each network infrastructure. After
ruling out problems in the containers, virtual machines, and vir-
tual switches, we discover that the redundant ARP requests are
generated by a malfunctioning physical NIC.
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Figure 12: Locating the performance anomaly within one
minute using DeepFlow.

4.1.3  Cooperative Debugging Based on Network Metrics and Dis-
tributed Traces. A customer reported that their online service sys-
tem has experienced frequent service latency increases and con-
nection terminations. Operators spent six hours debugging using
existing observability tools. But they only identified the application-
level spans that were affected.

Cross-layer correlation distinguishes DeepFlow from other trac-
ing frameworks. Figure 12 shows the fault-locating procedure. With
metric-by-metric analysis of some specific traces, users found in
one minute that the queue backlog of RabbitMQ [128] was caus-
ing the TCP connection resets, which led to the aforementioned
network problems. Without the capacity to correlate, network an-
alyzers cannot extract the related information from the vast vol-
ume of data, and distributed tracing can only obtain the affected
application-level spans.
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Figure 13: Instrumentation overhead of DeepFlow.

5 TESTBED EVALUATION

In this section, we thoroughly evaluate the performance of Deep-
Flow and answer the following questions:

o Is the trace collection overhead of DeepFlow negligible?
(Section 5.1)

e How many resources does DeepFlow’s smart-encoding save
when storing traces? (Section 5.2)

e How long does the trace assembling procedure take for a
user to perform a high-level query? (Section 5.3)

e What is the end-to-end performance of DeepFlow? (Sec-
tion 5.4)

We conduct the experiments using a three-node Kubernetes [37]
cluster testbed (version 1.24) with standard configurations [109].
The cluster consists of three identical servers with Intel Xeon E5-
2620 v3 CPUs (2.40 GHz, 12 physical cores) and 128 GB of total
RAM. Ubuntu 20.04 is installed on the server, along with kernel
version 5.4.0. To avoid testing errors, we run each test several times
and select the median.

5.1 Trace Collection Overhead

In this experiment, we measure the trace collection overhead of
DeepFlow Agent. We begin by deploying an empty eBPF program to
get the theoretical minimum system overhead. Then, we repeatedly
invoke 100, 000 system calls and calculate the average execution
time before and after deploying the DeepFlow Agent?.

Figure 13 shows that extra latency ranging from 277 ns to 889 ns
is introduced to pre-defined ABIs. Notably, an ABI will trigger both
enter and exit hooks, and DeepFlow only adds a latency of no more
than 588 ns to each system call in addition to the inherent over-
head. This overhead is negligible for I/O ABIs that are particularly
time-consuming. Extension hooks such as ss1_read, uprobe, and
uretprobe themselves incur a latency of 6153 ns. In comparison,
DeepFlow’s additional latency is maintained below 423 ns.

5.2 Effectiveness of Smart-Encoding

Next, we quantify the resources that the smart-encoding method
saves during trace storage. It is compared to both direct storing
and low-cardinality [19] encoding techniques. For each test, 107
synthetic traces are inserted into the database [18] at a rate of 2 10°
rows per second. We use pidstat [85] to determine the resources

2We also measure the performance impact of DeepFlow Agent on the monitored
components (see Appendix B).
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Figure 14: Trace storage re- Figure 15: User query delay of

source consumption. spans and traces.

utilized during the storage of traces and establish DeepFlow as the
baseline. The results are shown in Figure 14.

Smart-encoding enables DeepFlow to utilize only 0.11 CPU cores,
1.39% of the host RAM (about 800 MB), and approximately 1.4 GB of
disk space during the storage procedure. Direct insertion requires
4.31 times more CPU, 1.97 times more memory, and 3.9 times more
disk space than DeepFlow. This is due to the fact that storing a tag
as a string requires more bytes (one char per digit) and thus more
calculation and hardware resources than converting it to an integer
beforehand. Compared to direct insertion, low-cardinality provides
a more efficient encoding method. However, it still requires 1.94
times more storage resources than DeepFlow. In the meantime, low-
cardinality uses 2.14 times as much memory and 7.79 times as much
CPU as DeepFlow. By smart-encoding, DeepFlow considerably
decreases the overhead associated with trace storage, ensuring that
the back end does not consume an excessive amount of cluster
resources.

5.3 Query Delay

We simulate the user’s query behavior to evaluate DeepFlow’s back-
end capabilities. First, we use load generators to create sufficient
spans and traces. Both the span list query test and the trace query
test are then conducted twice: once sequentially and once randomly.
As the purpose of this experiment is to evaluate the performance
of the procedure for trace assembly, user queries are generated via
serial calls during testing. The time range for span list queries is
set to 15 minutes. Figure 15 illustrates the results. DeepFlow can
query a single trace in about 1 second and search a 15-minute span
list in approximately 0.06 seconds.

5.4 End-to-End Performance

The objective of our end-to-end test is to evaluate the performance
impact of DeepFlow on real-world microservices. We choose the
Spring Boot demo [12] and the Istio Bookinfo application [61] as
the target services. First, we deploy these microservices without
tracing tools and record the relationship between throughput and
latency as the baseline. Then, we reevaluate their performance after
installing Zipkin [141], Jaeger [62], or DeepFlow. The results are
shown in Figure 16.

The throughput of the Spring Boot demo without deploying
tracing tools is approximately 1,420 requests per second (RPS).
After deploying Jaeger and DeepFlow, the throughput decreases to
1,360 RPS and 1, 320 RPS, with 4% and 7% overhead. For the Istio
Bookinfo demo, Zipkin and DeepFlow reduce the throughput from
670 RPS to 650 RPS (3%) and 640 RPS (4.5%), respectively. Note
that, Jaeger only constructs 4 spans for a single trace, while Zipkin
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Figure 16: End-to-end performance evaluation.

produces 6. In comparison, DeepFlow creates 18 and 38 spans per
trace for these two applications. The performance of DeepFlow is
just marginally inferior to the other tracing tools, with an overhead
of no more than 7% but significantly more spans per trace.

6 RELATED WORK

Observability Tools. Classic works, such as Magpie [10], Who-
dunit [14], X-trace [34], Dapper [121], and Pinpoint [101], laid the
foundation for observability. Recent studies take steps further as
distributed systems evolve. Pivot Tracing [92] and Panorama [56]
emphasize breaking application boundaries by piggybacking met-
rics along the request flow and exchanging logs from caller to callee,
respectively. [91] decouples intrusive context propagation and cross-
cutting tool logic. OpenTelemetry [103] standardizes data-collection
APIs, instrumentation libraries, and semantic conventions. Canopy
[64], addresses the granularity mismatch between operator analy-
sis and raw traces, presents a general event-based tracing model,
and supports deep customization for users. As the volume of mon-
itored data explodes, a large body of work focuses on data filter-
ing [7, 26, 77, 78, 88, 126] and overhead reduction [75, 119, 134].
Some other research performs data analysis in areas including per-
formance profiling [54, 55, 95], performance diagnosis [96, 117],
failure diagnosis [79, 107], and root cause analysis [132, 138].

Automatic Trace Collection. Existing work contributes in three
ways to the development of a user-friendly automatic tracing frame-
work. The first category utilizes automatic code insertion [56, 63,
81, 92, 115, 131]. For example, [131] adds a parameter in each func-
tion to propagate global context in Golang. Domino [81] interposes
callback registration in JavaScript for event chain construction. The
second category leverages existing logs to track causal relation-
ships. Lprof [140] statically analyzes the application bytecode to
aid runtime log-based flow construction. CloudSeer [136] builds an
automaton for each task by extracting sequential features from logs.
Stitch [139] generates a system stack structure (S3) graph using the
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identifiers of objects in logs. TS [15] focuses on online real-time log
sessionization with high throughput and low overhead. The third
category employs kernel-level tools. PreciseTracer [118] builds a
LOG_TRACE kernel module; Sieve [126] employs sysdig [124]; [47]
uses LTTng [87]; and IntroPerf [72] utilizes ETW [98]. However,
none of them can simultaneously achieve out-of-the-box, stable,
and precise trace collection as provided by DeepFlow.

eBPF. eBPF has been applied in areas including network optimiza-
tion [1, 127], network virtualization [3, 11], and network secu-
rity [24, 25]. For instance, InKeV [1] enables the in-kernel pro-
grammability of virtualized network functions. ExtFUSE [11] boosts
user file system performance by registering request handlers into
the kernel. FineLame [24] tracks resource utilization via eBPF for
asymmetric Denial-of-Service attack detection.

Recent research has made some attempts to improve observabil-
ity with eBPF [31, 41, 80, 86, 123]. None of them, however, handles
the intricate communication interactions in microservice scenarios.
VNetTracer [123] aggregates metrics collected via eBPF and pro-
files network performance in complex virtualized systems. CaT [31]
employs eBPF to analyze content similarity and focuses on con-
texts such as big data analytics with basic communication models.
Pixie [74] and Cilium Hubble [17] are two important works that
try to solve problems with microservice observability. However,
up until the point of writing this paper, they have not been able
to achieve end-to-end distributed tracing. In these frameworks, L4
and L7 metrics, requests, and responses are extracted individually.

7 CONCLUSION

In this paper, we introduce DeepFlow, a network-centric distributed
tracing framework for microservice scenarios. First, to overcome
the usability issues and the lack of network information, DeepFlow
establishes a network-centric tracing plane with eBPF in the ker-
nel. With kernel privileges, it can collect network metrics across
multiple layers and eliminate blind spots in network infrastructure
and closed-source components. Second, we utilize the collected
network metrics for implicit context propagation. This technique,
in conjunction with the hook-based instrumentation method, en-
ables users to perform distributed tracing in zero code. Last but not
least, DeepFlow develops the smart-encoding technique to reduce
tag storage overhead. DeepFlow, based on our production experi-
ence, can save users hours of instrumentation efforts. Moreover,
it reduces troubleshooting time from several hours to only a few
minutes with the aid of enhanced network knowledge. Testbed
evaluations show that DeepFlow has a negligible overhead of no
more than 7%.

All real-world use cases and questionnaires were anonymized
and gathered with the consent of the participants. This work does
not raise any ethical issues.
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A REQUESTS TRAVELING THROUGH A DATA
CENTER

Appendices are supporting material that has not been peer-reviewed.

A.1 From End-Hosts to Gateways

Traditional distributed tracing frameworks focus on applica- tion-
level components. Traces generated by them can, at most, include
sidecars like Envoy [110]. However, the tracing capabilities of Deep-
Flow, which are built on top of the network information, extend
beyond this limitation. If we deploy the DeepFlow Agent on the
end-hosts, we can extend the traces to the physical machines,
as shown in Figure 17. This is what the extended trace path will
look like: client processes < sidecars & client Pods & client nodes
& client physical machines & server physical machines & server
nodes & server Pods & sidecars < server application processes.

Physical Machine
Virtual Machine A
VM A
Pod Pod | | Pod
[=4 1= [OH |3
Si
— 1d:car+ + *
- - - '
I Bridge .—I
" "
) ) =
I vSwitch / Bridge I
i

B Instrumentation Points A DeepFlow Agent

Figure 17: DeepFlow Agent extends traces to physical ma-
chines.
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Figure 18: DeepFlow Agent extends traces to gateways.

Most importantly, DeepFlow can include gateways in its traces.
DeepFlow Agent can run directly on L7 gateways (such as server
load balancers) and treat them like standard host machines. Using
the de facto standard, X-Request-IDs, we can easily track the re-
quests across L7 gateways. On the other hand, since the majority
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of the L4 gateways do not modify the TCP sequence, we can uti-
lize it to trace the requests that traverse the gateway. If we mirror
the traffic on the top-of-rack switch to a physical machine dedi-
cated to DeepFlow Agent, we can achieve coverage of the gateway
(Figure 18).

We have now completed the full coverage of a request in the
data center.
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Figure 19: Performance impact of DeepFlow Agent on the
throughput and latency.

B SUPPLEMENTARY EVALUATION OF
DEEPFLOW AGENT

In this supplementary experiment, we evaluate DeepFlow Agent’s
performance impact on the monitored applications. This test is
conducted in a single VM with 8 vCPUs and 16 GB of RAM. We
utilize wrk2 [133] as the load generator and Nginx [32] as the
server. The performance impact is measured in three scenarios: no
DeepFlow (denoted by Baseline), only running the eBPF module of
DeepFlow Agent (denoted by eBPF), and executing the complete
functionality of DeepFlow Agent (denoted by Agent). Then, we
record the end-to-end latency as well as the CPU usage of the
client and the server. Note that, in this testbed evaluation, the
computational workload of Nginx takes only about 1 ms, which is
considerably smaller than that of a real-world service. Thus, the
performance impact of DeepFlow is overestimated. In a production
application scenario, the influence of DeepFlow Agent will be much
smaller.

Figure 19 shows the results. The baseline Nginx service gets a
throughput of 44, 000 RPS without enabling the DeepFlow Agent.
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It is, however, reduced to 31,000 RPS when eBPF is activated. As
mentioned previously, the reason for the decrease in throughput
is that we evaluate DeepFlow under the theoretically strictest con-
ditions. When all features of DeepFlow Agent are turned on, the
maximum throughput drops to 27,000 RPS.

C UNPROCESSED DATA FROM THE
QUESTIONNAIRE

To better understand how DeepFlow helps improve observability
in production settings, we designed a questionnaire for users with
the following questions:

(1) Is the distributed tracing framework you use open-source or
self-developed?

(2) How many kernel versions do you have in your online pro-
duction environment?

(3) How many programming languages are used in your project?

(4) How many microservice components do you have in your
project?

(5) How many lines of code does your project have for a single
application or a single microservice component?

(6) Before using DeepFlow, how long did it take to instrument
a single program or a single microservice component?

(7) Before using DeepFlow, how many lines of code did you need
to modify for instrumenting a single program or a single
microservice component (including framework initialization
and connection)?

(8) Compared with other distributed tracing frameworks, how
much has DeepFlow reduced your workload?

(9) Before using DeepFlow, what was the average time from
discovering a fault to fixing the problem (including cross-
department communication time)?

(10) Having deployed DeepFlow, what is the average time from
discovering a fault to fixing the problem (including cross-
department communication time)?

(11) Where has DeepFlow helped you the most?

We collected 10 valid results, which are shown in Table 4 and
Table 5.
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Al A2 A3 A5 A6 A7 A8 A9 A10
(0] S O (0] Q) S (0] (0] S
2-5 5-10 2-5 Unknown 2-5 2-5 2-5 2-5 2-5
2-5 2-5 2-5 2-5 2-5 2-5 2-5 2-5 2-5
2-5 >100 5-10 20-100 10-20 5-10 10-20 2-5 >100
100-1k 3k-5k 3k-5k >5k >5k 100-1k 1k-3k 3k-5k >5k
Days Days Hrs Mins Hrs Hrs Mins Hrs 1Hr
(20,100] (0,20] >100 (0,20] 0 >100 >100 0 (20,100] (20,100]
20%-50%  50%-80%  20%-50%  50%-80% 50%-80% 20%-50% >80% 50%-80%  20%-50% 0%
1Hr Hrs Hrs Hrs Hrs Mins 1Hr Mins Hrs 1Hr
1Hr Hrs 1Hr Mins 1Hr Mins 1Hr Mins 1Hr 1Hr

¢ O denotes open-source, and S denotes self-developed.

Table 4: Questionnaire answers for multiple-choice questions.

Q11 Where has DeepFlow helped you the most?

1
2

N N ok W

10

It helps me to check network status and response latency between two microservices, making slow request troubleshooting easier.
Its non-intrusive characteristic can help detect previous blind spots in the system, such as components written in Golang or Rust.
But it is not very useful for Java components, since skywalking is already sufficient for us.

Locating problems with network data non-intrusively.

Microservice Network Fault Location.

Network problem diagnosis.

It complements existing observability tools by providing more detailed traces and enriching the set of metrics.

It can capture the time consumption of services and middleware at the network level. Besides, a lot of work is reduced by its
non-intrusive characteristic.

Non-intrusive, low-cost deployment.
(Empty)
It can help us find some problems in the system, but we haven’t found a way to locate the problem precisely.

Table 5: Questionnaire answers for the short answer question.
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