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7 GitHub E fork BIE BB ZE, % docker_user/docker_practice, SAfG clone ElZsil, HIKE
BFRER.

$ git clone git@github.com:docker_user/docker_practice.git

$ cd docker_practice

EAIERERSE, HEXEIBCHeRE, EEEURIEE AN Issue SHIER,

# Update the content
$ git commit -a -s
# In commit msg dialog, add content like "Fix issue #235: describe ur change"

$ git push
7£ GitHub E3E3 Pull Request, HRINIRE, HEIGHEIFEHTT Reviewo

EHERTE CERNREHNECCERE.

$ git remote add upstream https://github.com/yeasy/docker_practice
$ git fetch upstream
$ git rebase upstream/master

$ git push -f origin master

HERRRLSE

AR PBREEER X HAREENSE.
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1.1 1R E=

hRZsi%BH: ZATIRGIETF Docker v29.x 4R 5. RHIFEERABY nginx:alpine RIS NERH
&, JEEIR Docker Hub - nginx HaiARF A Bk,

TR —ME 2R Web A F, HIRHUERIATE Docker BUZLAIE . MERKR. B1T8EE

4% Nginx + HTML fER NI IEIF?

E£% >3] Docker Z g, FNEREBANTAXNMIFERREGVIFEERN. Docker BIZLMETETF—
TISREDSM. miFEEMANNE LLEITES, NANTHSBERE—HM. X1
Nglnx+*$u HTML B9 FZ FRUAR T 2R, RRAETRILT Docker TERN=MZOMER:

1. & EX (Image Layer) : i&@id Dockerfile {#RaNEiBN B T 2 — N EHE 888 T
2. $56#9% (Build): #1117 docker build, Docker #E#E Dockerfile ZBEMEEEL

3. 383517 (Runtime): &I docker run BEIAREHGI, NAEEFIRIEMHERS

Nginx @B— MNEE%K. FAT ZHW Web RSB 28, ZITXNFIFE, MAUERT BEIEE
Node.js. Python. Go HFMiE=HIN .

1.1.1 #&AH
BIEE—8 7 hello-docker BIX K, HEHEREIE— index.html XX

<hi>Hello, Docker!</h1>

1.1.2 485 Dockerfile
ERIKRE R TEIE—"1 M dockerfile (TL/EE) BIX !

FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html

1.1.3 HEREG

AR, #ANZBR, RITWESR<:
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$ docker build -t my-hello-world .

e docker build: EmMm<
® -t my-hello-world: RFHEENIEF (17F)
e . BELTXRENLYFER
1.1.4 517888
AN ENRGE— S8
$ docker run -d -p 8080:80 my-hello-world

e docker run: BT{TERS
o -d: [FRIETT

e -p 8080:80:. IFTEEANAY 8080 i [IBRETEIR2ERY 80 ik

1.1.5 ifials

FTFEX 45883510 http://localhost:8080, 1RE/iZBEERZEI “Hello, Docker!”s

1.1.6 ;518
I ES~E S

# BFEFESTHASE ID

$ docker ps

$ docker stop <CONTAINER_ID>

# MEREE

©

docker rm <CONTAINER_ID>

RE! IREL5EH T F—/% Docker 324k, 1#ZF FHR1B1RI%E Docker iZOBLS MR N T f#o
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1.2 42 Docker

Docker BHJREAZE TMHFAMRX N AN ES R AR, ATTFMZORER. SESEMIEIX
tb. BARBRMUNAEESEFSMERE, FIRRNIEREHARZ Dockero

1.2.1 —A)iEEE#2 Docker

Docker E—MREEBRHEMUEAR, CSitNARFRAEKBFRER USRITER—MUELRNE
7T, EEMAMGEE—BET. MRA—NEEPRIELL: Docker ZTFHE, MEEEREZ
F&EH.

AEERARZE, BYNERE—MHRINEE —FTRNEYEEFTANEE. FRNEEHS
X, R—MEETAMESHEH, SEENEHIRTTX—Y): TeERENETA, £EEN
IMNEZRAITAER, FILABRIMFRS TV RIS,

Docker fAIZEIEZEM: TILIRII B A Python. Java. Node.js T2HMIEZEN, £TILESE
B+ ARNKRBENTE, —BRFTEMR Docker 5%, #AIUBRENAREEAZIF Docker B9
W28 Eiz1T,

1.2.2 Docker B#ZiOMIE

2£%&1A7, Docker fRHNZBMAARPREENNRZ—: “TEHA =8 LBARAGERM! ~

IR

Python 3.11
Ubuntu 22.04 BITRM!
REhRZASBIZE

E)

Python 3.14 | ... =2

Ubuntu 24.04 "
- % i
HETE KRS HOE BITIER
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B 7 Docker:

HF=IRR
a—1NE
B —
JTC
/

Wiﬁiﬁ/
Docker 5% —

(BERBRH) —  » ETEE

1.2.3 Docker vs B
R NE—xiEfih Docker &R “XAMBEBNGE? 7 FEXZE:. A8, MAENEX.
EGE R

ERRMNEARZENE —EZENEYS, FHE LT 1M REBNRERSR, BEZRALEITHN
A

gt
Docker B 22
i Docker REMMMAEEETFEINNE, BRAREECHNAR, BT TEEEM:

QDocker
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KB

M Docker &2% EGE R
BEhEE ek DR
HRGA MB £&3) GB 45!
4E8E BiflRE BREHE
R HIZRIRE TefRE
BHHE AE{TLEF1 BELTD

EEZLERAXTEIKER. EIWGRESTNAREE—HRINEFE (FECHE. KB
24t), MARERAREER—HRLBRENAEFEE (REMEN KBRS, EEBIRI).

1.2.4 Docker B9 A E A

Docker f£F Go i BEEF %, EF Linux RIZBILATFHEA:

e Namespace: SLHZFMRE (HIE. WE. XHERAFE)
e Cgroups: KMZHIREFRF (CPU. W7E. 1/0 )
e Union FS: SCI3E7EA# (40 OverlayFS)

INRIRITXERERARNME, AIUERABREEEILS T,

Docker ZB¥g7®i#

Docker WIKESLIMEZH T Z/REH:
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Timeline

containerd + runC

7 @

LXC libcontainer d runC
(2013) (2014) (2015)

ocl
TR

e LXC(2013): Docker &#]&ETF Linux Containers
e libcontainer (2014, Docker 0.9): Docker BRI A 2Ris1THT
e runC (2015, Docker 1.11 #8): #Emks: OCI HUIRER2RIE1THY

e containerd: BB RIZITH, BEERSIEMGAER

[EDocker Loy

runc @— Linux 88 1T TR, ATFRIEE OCI BRI TRAICEIRMIZITA 28

containerd @— N TIFRERF, CEERSEGAY, RUHTEITREATESNEERRERN
&/ \IhRESR.

1.2.5 Docker AR 54

Docker 2] 2 dotcloud ABIBIIE A Solomon Hykes 7E;2E A E LI — N AT NZRIE, F
2013 & 3 B LA Apache 2.0 UMY FFIE,

Docker &R BIATE:

e 2013£3A: FREM

e 2013 £FJ&: dotCloud AF2K& A Docker, Inco

e 2015 %F: AUIMFAINEZREXER (OCI), HEENERIEIRAEN
o E%: GitHub BB 7 FEHR

Built with mdPress


https://github.com/shykes
https://en.wikipedia.org/wiki/Docker_%28software%29
https://opencontainers.org/
https://github.com/moby/moby
https://github.com/opencontainers/runtime-spec
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Docker IR INETH T BN ReESH LR, BET Kubernetes. Podman ERZHEXTE, £&
AR, Docker RAMITRIAANERALTE, FET UBRBAMNRAEEGNTATRTHEMNA
EMeEANIRETR
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1.3 At 42 Docker

EEIE “Nft4F Docker” Zal, EEHERLR—NEA: RESELEHEXLETR?

1.3.1 ;&% Docker Byttt 57

7£ Docker ML Z A, MHEFRMNEHEEIREESHRFNET. HIIEREEUT=ZTHEENRERT

BR—: “EIEMR_EPARAkER"

BAATH 5:00

F— Fx&E: RBERT, Aiided, B! &
— BE—2L 9:00

| b s XA ThRETE MR IR IR B R
L— FAE: "FEIRE, TEFEEAMN_CRARAREM. ...

EEgHY, XNEEEEHUTRESH:

e Python/Node/Java kit A=~ —3
R ERR AR —E
BIERREES—
REMRTEREIRE

B, BT RFAHIE T D XXX

BR_: FERENEY

FEENIR

— Day 1: @eBAX, ARIFiR

[— Day 2: #4FgIFEE, BEAM

— Day 3: #F75ERCIFIR

— Day 4: REREEARN, ST

L— Day 5: &TFREEERT! EFRMEAMTA.....

BR=: RSHBITBEHTIR

B4 "RIREERS IR MRS
F&R: "IARRSS 2R LAVBCESTATERE? "
B "HEE— I ELERNESEH..."
FrEAN: @
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1.3.2 Docker dN{aIfRX L |a) 2

Docker BN ERRIEARM T TXNBRSG R, BEBL “—RWE, BT HR0ER,
MIRZS ERRZ 7R B A o

BOES. —REE, BIRETT

s  Docker & | — JIAEIARIE
T e
F&E A PR
aAE
R EBAIE

1.3.3 Docker B9&ZOMiLE

PRT R ERFER, Docker BB EZEENRAMNSE, BEFRE—KM. WREH. SHHNER
FAF.

1. IFFE—34
Docker 58 81& TN RIETFAEMN —: KRB, BT, RKTH. &E. BB, XEKkE:

o [AARIMRMEFIFRTE—H
o WA=BE "EHASELEER" B
o WHMANR, —FKenSBERoIFA RIS

## MEENRE—X

$ git clone https://github.com/company/project.git
$ docker compose up

## TR RIFRMAEST T

2. PMRBTh

RREMNEIFE/LD % (5ISIRERY), M Docker BRERAERFE INEE/LBEW,

EELMBGE:
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BIIRE RN Docker &8

TRY% ~60 7 ~0.5 #
MySQL ~90 b ~3 %
2% Web W ~120 Fb ~5 F

ENEBWUTHSELHNEE.
o CI/CDfi/k&k: EXMETENDH, —REFRTRME/ /A
o WM R MESIERNBEREZENE 234
o FRIHW: RERERZIRSHITAIR

3. BFRME

Docker R HEBEENINZ, TENETNABITTEBNIRERS, U—8 64GB NEMYIERS
23

o BEREIMMSR: STEIWETESITTENRERS (BTN B 26B RF), =%
*EJ\/ﬁF%éj DJ—BT_J}EH?J_\_)EHE'JW@—J%IS/\;EQI] lSGBo

e Docker F%: AREEHEBENAL, IFMHRDBEMAH (0S &51%L94GB), A
AI%£9 60GB BYATF 2 BB T 5RFR Ao
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Docker 52 [ _
cker? EREMNAR X
YIIBARSS 2% (64GB N1F)
} 22
B4 4GB OSKkS|¥EE WIERRSS 2R (64GB N75)
W - 44
] FIRI FE7E: 49 60GB AT AR AR £9 18GB
e il
EFE )
ey N
EF )
sk
(RFHER) 2
4. FEZAEE
Docker 5232 & DevOps W TERAE:
iR B ER S B Ehid S
(Git push) (docker build) (BBARBTNH) (B RENEH)

£/ Dockerfile E X REMEIIE, £15:

o WEIE AIES. AEMW
o ERAHMEEMRBERTEMEERFRE
e F2& GitHub Actions & Cl RFAKIM B &K
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5. BHAER
Docker AJ ATEJLFAERIF & £IB1T:
o [V &#FEH (macOS. Windows. Linux)
o Y4 AEZL (AWS. Azure. GCP. FIEL. BllE)
o A MEMBEEKEDD
o [4i0%5%%&M loT
E—1 5%, EEA"GETERB—N. XiLNAIBEEFRFRENESE,
6. MARSFANER
MATHARSS 2R L FEB R A 2852 Ao Docker ILFRETLL:
o [REMRS. STMRSEBITEMIARF, EARTH
o MUY R WMNRSHHS, mEeERy BH
o JRIEPE. BH—MRSFEIMEMARS
o BAZE:. FRARSHTUAREESHIESR
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G EI RN
MR
BimA2S
(Node.js)
AP| A28 Worker B 28
(Python) (Go)
Redis 28 PostgreSQL &2%

1.3.4 Docker FE&MizR
ZEINH, BARAEREZW, Docker HIFEH, LUTIHEAIREARAKES:

o FERZFEENGR. FRAEBENNZ, RBEUETMED. NIRFESTAZEENN
B3, EMRTEEEL SR,

o RERHAZNTIR. SREABINRNZ. NRNAFTERERFHIAZHAZIEIR, AT
FEEMLo

e Windows BR4RMA: 25X Docker 23F Windows B28, BEDSTRU Linux BEEHH. 45
Windows N AR A 2516 1E Bkiko

o SMEMHA: Docker TEEMARSHAA, RME GUI NAMNARUEARTT, EEBFNMER.

1.3.5 5SEGEMIBN LRSS

XTARBEBIWWANIFRFEEIILE, 1§50 1.2.3 Docker vs FHM] PRIXTEER, B4R :
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MEREES: EIWLER 5-20% BOMEALIRGE, TIZRERRAETAE,
BEGR: Docker BREAHIRS. CI/CD. FLIE; EMNEASHA. BREBERY

=1
2o
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FE/NG

o Docker B—MREEREMLEAR, ZONMER FR—HKE
o SEMNMELL, Docker BRE. ERRE. RFEFAXER
e Docker &F Linux N#ZBJ Namespace. Cgroups #1 Union FS R
o Docker #zh T B8R ARREN (OC) MESLE
Docker B#ZOMNER LUA—EIEME: IENANFL. Wik, BEFRE—H, ANRAREHERR

BME, £EHIANG, FFRRRGEFLER, Docker EEFR “BAEE WM, Me B&
Bk, Titfr=Eaiin. k. BHERERAAE, EE Docker BEEILITN TEESY.

S EMEIRHANGEEIN? DR Issue B, PR,
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FEEPR

hxZsiiBl: ANERASRRFIET Docker v29.x RE. HREMEZEXTFIEERE A XEUMINE
#1A] hR s

Docker B EF=1EAZ:

o SRR (Image): Docker RER—MIHKNXGRY, FRTIRUBBSITNMMENER. E. &
R RESXHI, 2EET -LEAETREEN—EEESR (MERE. MREE. AF
F)o REFESEADSHIE, ERSENEZEEASHWEZ,

o &E (container): #5fk (1mage) MAEE (Container) BXR, MEEHMMNRIERFIZITHA %
M xpl —1, SREEHRSHNEN, BEBHRGETITRINLE, BETLUMEIE. Bl FLk.
kR, EiE%H

o GFF (Repository): REGEMETHG, TURBSZNEHFIBEENLIE!T, B, MRFEE
HERSH LEAXMNMESR, RITMEE—TEPHEME. 2 A5EEKRIIARS, Docker Registry
MEXEERIARSS .

BT X=1EE, #IEMET Docker YN,

e Docker 5%
e Docker 528
e Docker B
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2.1 8%

Rz BE: AT RAIET Docker v29.x RE ., REHIFERAMSEEITE (40 ubuntu:24.04.
nginx:latest) JUETLAR, EiNEF Docker Hub BN $BEME /5 TIEFAIARE 0] AR S,

Docker IRIZMEANBRZTHESA, HIGIHESHMKLINBIEXREE, A TRRNRIVRERIZAR.
S#ERFENXR. ABMRURZ OIS EFENH

2.1.1 —AIEERHRE

Docker REZ— 1T RIENERR, BETEBITHNAMEN—Y): KB, BTH. E. FREEM
BEXMH. MRA—IELL: FBEMER—KINE 1S0 X, (RE]UBE—KAETEREEM
ERERG, MAREERSWENR. BF, —TRETUIESIEE, MREEFRER

a~
o

2.1.2 HESRFRANX R

BAERE, BRIERSKD N R& 1 AR ZE:

AP =ia

NMARERFR. THE. E. BBE
...
(X EB 2 ¥ FT B X Docker
BR)

Linux Rt%

ARHAZEENHAZ

Built with mdPress


https://hub.docker.com/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

MF Linux TS, AZBHESER root XHFRFGRIBHEAF TiEIZF. Docker Hif§ AR LE
— root X RS,

a0, EFIRME ubuntu:24.04 BE T —E5TEM Ubuntu 24.04 R/NRGH root XERSE
AEE Linux R (AARSZEZBENHIRNZ).

8

2.1.3 FERESZMHA?

Docker &R —MIHHIXH RS, BE:

ABKE fl

B N A IS, Python/Node fi#fRes
FESC 1 libc. OpenSSL. FFhkHiE

BCE nginx.conf, my.cnf <

HRTE PATH. LANG Filig&{E

bavs s € B, EEHO. HBIBEEENX
KB

o EBE AW

o [ 5818 FEE AR

o [ BeMERE ABERAHE
2.1.4 nBEFME:. REMNZO0gIT

BREH D EFENEIZ Docker ERABIFTEREZ —. 18 Union FS KR, Docker BETSERMAY
ERBEERRS,

AT LTBERE?
EEINN, DEFMER Docker RIGYHIIGITZ—

RigfrE=1TNA, #HETF UbuntuiziT:
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Docker 3273 2it: 620MB

FHEAN (FHEB) Bit: 1.56B X

App A
Ubuntu 500MB

App B
Ubuntu 500MB

App C
Ubuntu 500MB

WAEE) =
App A 50MB App B 30MB App C 40MB
A
Ubuntu
(#*=) 500MB
SERMEITIERY?

EZA—NEMWARESEM Dockerfile REERDE:

FROM ubuntu:24.04

RUN apt-get update && apt-get install -y nginx # % 2 2
# % 3R

COPY app.conf /etc/nginx/

XEBE4FEI0 apt-get update F apt-get install TER—1RUN B, BEWMEBEEFSHEES

HAo

R R IREN

#H1E

Built with mdPress
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% 3 |2: COPY app.conf (R
%)
— EHTAINBE

% 2 B nginx REXHS5E
=5l (Ri%)

% 12 Ubuntu 2R %
(Ri%)
~ HitRGE

B—EHRR:

o RiE: METMEAREENR
o AHE: ZNREAUAEMEENE
o BEF. REUNEFZENE

DEEMHEN “BH

) EERIRE: ERX—a ] UEMERRZBBERNGRSR. XBRE: 8—ENXHELS
WICR, B MEFEERRIRE, FEEERNREGER,

# BIRTE X

FROM ubuntu:24.04

RUN apt-get update

RUN apt-get install -y build-essential # RERFTE (49 200MB)
RUN make && make install # YWENF

RUN apt-get remove build-essential # HEMREETIR

## ER: RBRINHAESE 200MB WRIZFTA!

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

w4 EHMCE

FROM ubuntu:24.04

RUN apt-get update && \
apt-get install -y build-essential && \
make && make install && \
apt-get remove -y build-essential && \
apt-get autoremove -y && \
rm -rf /var/lib/apt/lists/*

## ER—RTHRRE. R, FE

2.1.5 EBRHREGHNWERE

# BEBRGHNHE (BROWRIER)

$ docker history nginx:latest

IMAGE CREATED CREATED BY SIZE
a6bd71f48f68 2 weeks ago CMD ["nginx" "-g" "daemon off;"] 0B
<missing> 2 weeks ago STOPSIGNAL SIGQUIT 0B
<missing> 2 weeks ago EXPOSE map[80/tcp:{}] 0B
<missing> 2 weeks ago ENTRYPOINT ["/docker-entrypoint.sh"] 0B
<missing> 2 weeks ago COPY 30-tune-worker-processes.sh /docker-ent.. 4.62kB

FZEEE! docker history BRHIEIRIGIINIENSE. R cMD. ENTRYPOINT. EXPOSE. STOPSIGNAL
XK s METERRGEETIUE, HAFERTMETUNNXHRAAR, EELSATEINEER
RUN. COPY. ADD FmRHEIXHZ 1L,

2.1.6 FRGHIFRIR
Docker $R1&H ZftrR A :
1. BEBFNTFE

I [CEE/ I EES [ ARE]
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registry.example.com/myproject/myapp:v1i.2.3
## {85 (fA Docker Hub)

nginx:1.30
ubuntu:24.04

44 BEEITE (BUAMER latest)
nginx # ZRETF nginx:latest
2. {5 1D: Content-Addressable 7R

BTREE—TETREITENME—ID:

$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest a6bd71f48f68 2 weeks ago 187MB
ubuntu 24.04 caz2bof26964c 3 weeks ago 78.1MB
=4
3. RIGIRE

BHEHAITIR, BT REAETHI SHA256 o

$ docker images --digests

REPOSITORY TAG DIGEST IMAGE
ID
nginx latest sha256:6db391d1c0cfb30588badbf72ea999404f2764184d8b8d10d89e8a9c6... a6bd71f48f68

¢ EEERWN AEFVRERRGREMIMIE, RANEAUKES, BERERTATER,

2.1.7 SRGHKIE

Docker $#{&r] LU LA A IREX
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AR

M Registry HIEX
M Dockerfile ¥
MBRER

MXXHEFN

A

EANGI

BE X 5
RERHNRTS (FHE)

BT
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2.2 /g%

B 232 Docker ImAMIZL, BNAKRMRETHHE, ATREMBRNER. SEMINEKR. 744
BNHIUANEGAREESESE, £EFT Docker A28,

2.2.1 —A)iEIRE RS

AREBHEGHZTEG, MERBBEGRILERER, BARBMEHE. FERNREEHARER
P EEBEAk (Class), BEREWR (Instance),

o —PMRERAILIBIEZ A
o BITASHEEMIY, BEFRFMW
o HaFAILUMKEIE. BEh. Filk. MR EF

2.2.2 RE3AER

¢ EEBINA, BRX—SZIEME Docker XHE: BREBNERE—MIFRAIHE,

BEHE (BITEBENAZ L) e
= £
o SR TS E] N ,
 HERFHRR
o JHIT WMLRIFLR . ;Z;Qg IR
o I X RS . ;:;:j(}q:%iét
o I P =] HEXHRS

XFPRE FE BB Linux A1ZA Namespace LI, FRREEES cgroups it &, EERMA:
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o HIEFE: BREAFIBEEN LAIEHMHIZ,

o M. EIIAMEERT, B BEHEMIINMERRZTIE, HAJoB IRz IP; 8 host 5§
container: FFRETUBT ISR,

o NHARY: BEFHBINIIA root HR.

o ARF: BNBERT, BN root 2 uid o, EEFE RIFWEZIR capabilities; INREH
userns-remap 3§ rootless FAHI, EEH—FT G HEEN ERIRSPERAF,

2.2.3 B2k vs B BOXFY

RENFEZREDSMEN. EER—KERNA:
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BRes FIERBHEBINAZ) B (81 VM iB17522 0S)
N2 NEE
App A App A
App B App B
REE Guest OS (GEE &%)
Container X F3 Guest OS
Container X F3 Guest OS
Docker Engine Hypervisor
Host OS Host OS
Hardware Hardware
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i AR RN

FRE R PHFRAR FEMHF REINIEER (Hypervisor)
(Namespaces/cgroups)
=EuliE BHEER BHEEE
HRGH EEER BEES
BITHH BEERIRE BEEESEIMEITH
% HEBENAZ B BMIINZ
2.2.4 ARNFHER
BRafNFEENGXN FEENFACIRENRECERER, ATENEBERNATREUR

Copy-on-Write #l,
REE + ABE

YR ET1THY, Docker ZEREHNRAREZ LEIE— AIBRE (REEFHER):
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AR (FRE)
AETITHREIE, ERXH

T

REENE (R

BEENLE (HiR)

wHEE1E (R)
BhitiRGE

Copy-on-Write: GRS
LR BRFEBUERGRE PRI

1. Docker ¥z EHl 2| B 28F0EE
2. ERBREFHITEHR
3. RIBBRGERERIEIAT

BEC M BEEMBRGERER (HE, 530
et ERTAER, AEEN (REXTRREFIEN
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I\ RBREFEENERER

EERIEA. XRNFFREZRNN! BREHESEREMARBE. SRR, KEMSK
7!

# BIIERNR, SAME

$ docker run -it ubuntu bash

root@abc123:/# echo "important data" > /data.txt
root@abc123:/# exit

## MIRE2R

$ docker rm abc123

## HIRET ! RBEANERE!

IFRBVEEIF AN S
1RPR Docker R{ESLEL, BBFMHENIZEFT TRE. FEFANNEBIER ZER:

A BiEA ERSR
¥iE# (Volume) Docker EIRRVTFfE BIRE. MRME
#EHEH (Bind Mount) EHEIVER FF &R HEED

#4 ERNIES (87%)

$ docker run -v mydata:/var/lib/mysql mysql
# ERYEER

$ docker run -v /host/path:/container/path nginx
XEMENEES KPR RREFER, BESABIN, HEEF, BAoHEERMFMmER.

2.2.5 AENEREAR

EERBNE R A FEEMIAIL Docker NAIFEEE, WE 2-1Fimn, XBEARERERE
. B17. HE. FEEFMERREE; Docker CLI FiRRIEEE E restarting. removing. dead FIK

I

T

N
%

o
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docker create

docker start

/

docker rm  docker stop  docker pause docker unpause

docker rm

Deleted

docker rm

2'1: QE‘EE J—JHB'{kIL:\I)”JE%.

FREMARSLWT:
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## EHBEDEE (RERH)
$ docker run nginx
# DTIRME

$ docker create nginx # RiERR (FBEh)
$ docker start abc123 # BEhER

## EILRER

$ docker stop abci123 # iHEELE (RiX SIGTERM, ZH&FFAIX SIGKILL)
$ docker kill abc123 # SBEIELE (B#EAX SIGKILL)

## HiE/ME (RER, BENER)

$ docker pause abc123 # HIEBRBANFIEHE
$ docker unpause abc123 # ME

## MIBREES
$ docker rm abc123 # MIBREFIENESS

$ docker rm -f abc123 # BEIMFREITRNE SR

2.2.6 ARSHAENXR

BB RSt AR = F#8 (PID 1) B4 AR

## THIZIETT, BERIBIT

## THIBRY, BB

XEENTA:

## XPRBUEH (bash BEBMAFTEHT)
$ docker run ubuntu

# XNARSBFFIET (EA nginx $§&iL nginx ERIBIETT)

$ docker run nginx

B nginx SREBEIAGER nginx -g 'daemon off;', 1L EHEBFRIFERISIEIT,
AFEITIRS,

FARRESE BT,
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2.2.7 RERREM

—

Docker Bz8i@1d LA T Namespace SLIfRE

Namespace RERAA MR

oI S 1D BBAPID 1 BENA#HE, B
FEIE N H A2

NET AL JRIZ IS %, 1P HbfE, BROT

MNT X RS JRIZ AR B RAEH S

uTS ENAZ JRI7AY ENZ AR

IPC HIZENEE HMITMESE. HEMNTI

USER BF RIIHIA AL ID

BRNT 8?2 BRREERIL - S5 A= E],
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2.3 B

2B : AT RGIETF Docker v2O.x M ERFEEGRAEARE. mHIPHNRAS (W0
nginx:1.30. mysql:8.4. mysql:5.7 &) AERAR. EPrEABYEIR Docker Hub EA TIE
BN R &Y A R U IARFT o] AR A F AR,

Docker Registry @557 A MEEINIZ AL, ETRENE Registry WEAER. 2HMFABIRS
HERE, URBEGHNELEE,

2.3.1 —A)iEEME Registry
Docker Registry @753 & Docker FRHIARSS, XMFHIBH GitHub HEEER npm.

BEMETRE, JUEEHFINRLLET. BNRFETHMRSR LEAXINER, MEE—
EPNFHEMN D &RS —X7LZ Docker Registry,

2.3.2 iD=
E2NR(ER Docker Registry, BAEEEIFRFES B (Repository). 15% (Tag) ZBHX R,

Registry. . irEHNXH

Docker Registry FHE] LAE1 & % > Repository, & Repository BILAEL & %1 Tag. WIE 2-2 Fr
T, ENZEREEMNERXR.

Docker Registry (4 Docker Hub)

Repository (&) : nginx

et (tag) :alpine (tag) D

Repository (&) : mysql

D
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2-2: Registry. Repository 5 Tag FIBHKXF

BREARZEEIT:

B iR Rl
Registry FHERIRRIARSS Docker Hub. ghcr.io
nginx. mysqls
Repository (€ F) B—HNRGEES
mycompany/myapp
Tag (#R=) CERBIMRZASFRIR latest. 1.25. alpine
BRI RERTR

—5TEHY Docker $RIGRTREH Registry #tilit. AR R/AHARE. CEINMITEAR. THRELENEE
BT EIEERE UG, EAEOT:

[registry it/ [BRRB/]BEZ[1FE]

]l

## STERI

registry.example.com/mycompany/myapp:v1l.2.3

|

| | | =
| | L— 6FER

| L FR&/ER

L— Registry it

## Docker Hub BEAHG (& registry MARFR)

nginx:1.30
ubuntu:24.04

## Docker Hub FAAPEHIE
jwilder/nginx-proxy:latest
## Hfth Registry

ghcr.io/username/myapp:v1i.0
us-westl-docker.pkg.dev/my-project/my-repo/myapp:v1i.0
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¢ BERT: NRFIETE Registry #utlk, BRIAER Docker Hub, WMIRARIEEIRE, BIAEH

latesto

2.3.3 2%f Registry fRSS

A Registry RS AALERM T EREAIRGRIVER. HPREZBHZE Docker Hub,
ERIABY Docker Hub

Docker Hub 2R ABIAE Registry, 2 Docker BIZRIA Registrys

R

o HEAEBEASEE (nginx. mysql. redis &)
o REMPTILIBIEATFCE
o RBPMAKFACIE L MAECE, FerdXHELNECE

## M Docker Hub HIEVsE

$ docker pull nginx # BHESR
$ docker pull bitnami/redis # B=HER

## HEIX$EEE] Docker Hub

$ docker login
$ docker push username/myapp:v1.0

HthAt Registry

BT Docker Hub, EBUT/IMNE B A Registry:
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Registry itk BiEA

GitHub 21, 5 GitHub

GitHub Container Registry  ghcr.io )
Actions SERLSF

Google Cloud HaitfsEF;

Google Artifact Registry LOCATION-docker.pkg.dev TSR gor . 10 BAEE
Quay.io quay.io Red Hat fEf#

FIE AR E GRS registry.cn-*.aliyuncs.com EWiARR
BR=ARRRIRS ccr.ccs.tencentyun.com E A IER

Google B Container Registry BIEFH T T4, SRINATEER Artifact Registry; WIREZ 5%
FE %, EB93 ger.io WMRBRIFREWIRAE Artifact Registrys

2.3.4 HREGINER

HFMKERE, EERNEZIIE Docker Hub FIRER1RIE, FILIECE $RIGNNESR (Registry Mirror)
RInETH. EETAIMT:

// /etc/docker/daemon. json
{
"registry-mirrors": [
"https://your-accelerator-url"
1
}

FHECE AR HAIIREE T,

) EERE. REMESNTAELETN, ERAMENTIHEETA,

2.3.5 #A%F Registry
HFLeMENERE, tUFEFEREE ST Registry, UTR/LMERBERAZR.
B 7 Registry &

Docker EFRMET registry 2%, AILURIEETAE Registry:
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## BEI—4H Registry
$ docker run -d -p 5000:5000 --name registry registry:2
## WXRBEIAH Registry

$ docker tag myapp:v1l.0 localhost:5000/myapp:v1l.0
$ docker push localhost:5000/myapp:v1.0

## MZSH Registry HIBEY
$ docker pull localhost:5000/myapp:v1.0
EAVRRRERTT S

B 77 Registry ThEeu &, BAIREERUTHESE:

R S
CNCFIB, heeem (AR ERE. FEEE.
Harbor
BHRER)
Nexus Repository SHEFZMEIRIER (Docker. Maven. npm &)
=l ERS fIE = ACR. B&iflz TCR. AWSECRZF
EHEEN:

o /NHIBA: AJLIFEAAE TS Registry, B5ARIA]

o M ARBIHFPA: HEFF Harbor, heETEHFERE

o BFEATRS: BB B/ Registry RBSER D
2.3.6 SRRAVHEIEFNHIEN
SR FEGAVHEX (Push) FIHIEX (Pull) 2EFA Docker Registry BIE 45T,
SRTERE

SNE 2-3 Fiims, RIEMFRIFERGHEIEE Registry, BREFIFFAEFFIEIT.
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FFEEN 23 Registry ErpRSER
| | |

docker build | |
e |

|
docker push ——— P |
HIXRE | =iEEG |

A

docker pull |
HIENR & |

|
docker run |
BITRE |

B 2-3: RGME. HESHEURE
HBRAGS

## BF Registry

$ docker login # B3 Docker Hub
$ docker login registry.example.com # EFFREHfth Registry

## RIENRE

$ docker pull nginx:1.30

## IR CEEHX)

$ docker tag myapp:latest registry.example.com/myteam/myapp:v1l.0
## HETE

$ docker push registry.example.com/myteam/myapp:v1.0

# B

$ docker logout

2.3.7 BENEeMH
EERAAREERAEPLEEEN, ReUESRAZMNESIFT,
EEESEG

Docker Hub (WE A $51& (frE  “Official Image” #RiR) £232 Docker HIpAEZ, HEWNELR L, )
N
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## BRHEGRA

nginx # BA
mysql # BA
redis # BA

## B-HHEG (FREETHERNERE)

bitnami/redis # A\ FTEH(E
someuser/myapp # A FTEF(E

REEZ

LRI EHETFER Sigstore / Notation ARHITIRGE B 5%, Docker Content Trust (DCT) Bi
ANFRME: 2025 F 8 A 8 HEE&E M DCT EZUEPFAIRLHA, 2025 F 9 B 30 HEFRREEH
Registry BF DCT, 2028 4 3 A 31 B =E2MFRLtThEE, FREEAFHIMEH R,

AR Cosign AR IBERMEEOIREFIECE, BERIMEHEENIRAVTRGMIL,

# EE—MRE SRR &ML

$ export IMAGE=<{REYEE&Z>/nginx:1.30
$ docker pull nginx:1.30

$ docker tag nginx:1.30 $IMAGE

$ docker push $IMAGE

##t ERERZE (REM cosign.key / cosign.pub)
$ cosign generate-key-pair

## £ Cosign ¥R 5WIE

$ cosign sign --key cosign.key $IMAGE
$ cosign verify --key cosign.pub $IMAGE

popaE=t ]

## {£F Docker Scout FHEBERFH
$ docker scout cves nginx:latest
## A Trivy FFRIR)

$ trivy image nginx:latest
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FEING

KRENAT Docker W= MO 7E. BHRMECE,

= Ex

wHEfA QEMNAER, S BTRHRN—T
SEEME ZEEM, HEEME, TETIE
iz WEEAREEN, RIE—EHE
EBYBERH BIPRRIERZBARIE, FBUIMATR
AREfa RRREITRA, ARERBHE
A28 vs I HE=NZ, BERE, BREMIREE
=R RIS =R RTINS
BIRRIALL f#/ Volume =% Bind Mount
R 53#72 (PID 1) 45%E

Registry FHER D R RERIARSS

€& (Repository) BE—HHNERGRES

7% (Tag) hRZSHRIR, BRIAA latest

Docker Hub ERIARY A £ Registry

FAF Registry A RERfER, #E7F Harbor

WMERBLETHET Docker W=1MzOER: 5. B I€RF.
¥R, LTS 22 Docker, ThFSLEE!

7 EMEIRRAEMOHRIN? IDIRAT Issue 5% PR,
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—E &% Docker

Docker Engine EE4&{# stable M test M NEFMINIE; test.docker.com MAMIHINE, EEFIL
WmIIE, FENEZRATEFFR,

EAL NG EEEMIME THNLEER, XEFESNE Docker 7£ Linux. windows 10/11 #l macos £
NRE,

TR A AR
EABE , EBEBNFEEU T RAEMNERERENEZEAR:
477118 vs AR IE

EFHR (BRSS2RE0E)

o EMEREA APT/YUM iJRZEE (Ubuntu. Debian. Fedora. CentOS)
o . KBEAREEMH. KRR, RSB
o TEPBFBIHZ L, BXM ‘M BEGHN—CNINEFRARE T RE M T4

FRFMR (&N, MiXARSS2S)

o FEAMABENRENUERRERRE
o MNR{RAARELF, EFMZA (get.docker.com) EEREFEAVIEREF

e ERAFIER. X—F—EBEMNFEEIR, SNME RIS ™ ERMAR

BN PR AR
BEEENE, BN Docker EFREERIE, B
o REWE: EAMELR. BASEERHERE

o SRIGHIEY. LEFEM/SAECE Docker sENNERSE (FM 3.9 HENMEKSE) , X—FWHAEHLDN
AR A RAAE
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HHIR

e Raspberry Pi/ARM & [l 3.5 Raspberry Pi

o HLRIFIZ: D1 3.6 Linux BE%LiE

e macOS/Windows: Docker Desktop BREH#HFEMN—IL ARG E
o TELIIFMY: N 3.10 FETIONY

HH=REIEE
e Ubuntu

e Debian

e Fedora

e CentOS

e Raspberry Pi

e Linux B&%&iE
e macOS

e Windows 10/11

°
k
et
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3.1 Ubuntu

Ubuntu & Docker & BMIETTEZ —o ATRNBIUATE Ubuntu R %L Docker, FHig
BERBEEINE,

At 4T APT BREM A M A?

E5X Docker EF IR T EREM LI A (get.docker.com), BEEFEFIFIEFRBIETFERT
Docker EX APT €FERE, REAWMT:

o IRAEEHE: BIAPT CERER, AMUGEEREMASRGE—FAR. BEIRMBERZE

o R2FEH. Docker EFCERIFLELRBMRANRERBE, EaKIALF

o —H: F\ERSMER—hRZA, % “EHHINB LAILUETT AR

o HIETE: APT BEEBERRSNTVEEMAMBEXXM, HARENBETERBIR
IMRMRRAZBBREZIR Docker, MIRRFKBRM; E—BEHNFATHE, APT IREERAE
o

& YNEREEE Docker APT JRRYIER FTEIZEER apt 8% % Docker,

3.1.1 A& TIE
EHRREZE, FMFBWARSEREZEHEER, HBEAEFENIBRZE.

RRER
1RE Docker EARENH, HFEIZZHH Ubuntu 64 IhRAEIE (RAEUER ZEXE H#) !

e Ubuntu Resolute Raccoon 26.04 (LTS)
e Ubuntu Questing Quokka 25.10

e Ubuntu Noble 24.04 (LTS)

e Ubuntu Jammy 22.04 (LTS)
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E4& . Ubuntu 20.04 LTS EA7E Docker Hgiz#F5I&RFP, FENBTFHHE, X FMHEET
20.04 NEF RS, MRRFALKE 22.04 LTS 5§ 24.04 LTS; HIEEAARTL LT, 5@E Ubuntu
Pro FEURERZEEMY BL 24P (ESM), BXHFRZ Docker B ZIFERE,

£ Ubuntu LTS ikZ<_E, BE#T Docker &2# amd64. arm64. armhf. ppc6del. s390x & 5 N
&; MIELTS IRALIFNTESBERD, R, LTS RESIKE 5 ENARMIPLIE, SHNRAS
REEKINR2MRE, FRLEEFIFRREZEFER LTS iR,

ENE B kRS
Docker B 77 BTN E AIREARBIIFE IR &L

$ for pkg in docker.io docker-compose docker-compose-v2 docker-doc podman-docker containerd runc;
do

sudo apt remove $pkg;
done

3.1.2 {6/ APT &3
SRR, FES Docker EAZHER:

$ sudo apt update

$ sudo apt install ca-certificates curl
$ sudo install -m 0755 -d /etc/apt/keyrings

MREWVANMBERZ LR T RETNRGERG, UERESBEREN ur1s BURE; FRIABINMTU
Docker EAEENE,

ATHEIANFFFHRAENEZEYE, FEMICEZRER:

$ sudo curl -fsSL https://download.docker.com/1linux/ubuntu/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

SAIGE apt 7800 Docker BJF:

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF

Types: deb

URIs: https://download.docker.com/linux/ubuntu

Suites: $(. /etc/os-release && echo "${UBUNTU_CODENAME: -$VERSION_CODENAME}")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF
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MNREFENIXINE, A4 components: stable BN test, KX test.docker.com BIZASTENIR
IRIZIOUE,

B3 APT 877, H%R%E Docker Engine K& CLI it :

$ sudo apt update

$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.1.3 A EIRE

ENAHALIFER, Docker EFHIRM T ERRLEMA, EEHABHAENIECIEFNEFIFRIR
HERETTT

EEIEHRITE], BITA --dry-run FUSHIZASEHE:

$ curl -fsSL get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# EmENiEdimnE:
# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

HIIATIRG, BHIT sudo sh ./get-docker.sh ZEFRTEMR.

3.1.4 B&h Docker

$ sudo systemctl enable --now docker

3.1.5 37 docker HR4A

ZRINERT, docker BpS&f#R Unix socket 5 Docker 5|Z5&ifle MREA root AP docker Y
B RPZ eI LLAIE Docker 51289 Unix socket, tHFRZREEE, —M& Linux R EARASEHIZEFEA root
BF. Hitt, BFHHUEEREEEMER docker AN docker FAF4H,
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) BLELE: docker AFPAZET root HR

RPN docker B%RE T ERIIT docker FLEIHIN sudo YR, (EXtELREZAF B
BSARNENNES root AR (FIMIEIHHEERIZITESE). NRMFRE—NZHAPHENSE
FRALRE, V7EEREBEAFMALSA, Y, EReNBERFREFEAEHREN
Rootless ##3{ (Rootless mode), & RIFFERE A root A RAYIE R TiE1T Docker SFIP# T2
MA2R.

#2137 docker 4A:

$ sudo groupadd docker

BHFIRAP N docker 4A:

$ sudo usermod -aG docker $USER

RESRZHEHERER, HITWM TN,
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3.1.6 ik Docker BB RETFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
b8dfdel127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24

Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the

executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

FHREEREREUEESR, MIRBARERI,

3.1.7 HREINE

WREFERIIEPAIHIEY Docker BB+ 94%1€, AILUEIE Docker X EE
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3.2 Debian

Debian UEREMEFR, = Docker WIBRBEE RS, AT EIESIRIE Debian L5ERE Docker &
E=

APT REENKNEY

5 Ubuntu 2184, Debian AF E %% Docker BI[EIMENIZ A% Docker EF APT €F, X F AR
ZafE, XFHARENTFREES]. ARFKERLER,

=& YR B E Docker APT JRRYIER FEIZFER apt 559 % % Docker,

3.2.1 E&TE
LEFEFAIE Debian ARASZIHER, FHEHIBARALUEGRIHZE,
RAER

Docker 335 LUFARAHY Debian RIERSE (AMALIE 7 REH ) :

e Debian Trixie 13 (stable)
e Debian Bookworm 12 (oldstable, £HEX=1FZE 2026 £6 B 10 H, LTS £ 2028 %6 A 30 H)
e Debian Bullseye 11 (oldoldstable, LTS Z#%Z 2026 &£ 8 A 31 H)

7= Debian Bullseye 11 &F 2026 £ 8 BIRARKHIZ . BINFHEBZEFER Bookworm 12
% Trixie 13,

ENEL IR s

Docker B 77 B IS E AJREARBIIFE L IR E.:

$ for pkg in docker.io docker-compose docker-compose-v2 docker-doc podman-docker containerd runc; do
sudo apt remove $pkg
done

3.2.2 R APT &

FeRREMKR, FESEHRER:
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$ sudo apt update

$ sudo apt install ca-certificates curl
$ sudo install -m 0755 -d /etc/apt/keyrings

IMRABAMLER T RIEEFR R, AJEELCEMUPERINE; FIARINULLMER Docker B
B,

NTHINFRF T HRHERNEEE, FERIREIRD GPG &th.

$ sudo curl -fsSL https://download.docker.com/1linux/debian/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

R, FENIEEM sources. list F7RN0 Docker Ti4IR:

T—LE T Debian B9 Linux Z1ThR™, $(. /etc/os-release && echo "$VERSION_CODENAME")
AJEEAR=IR[E] Debian EACEMFHANMNS, #1490 Kali Linux FTHELITHR. tEBHEF IR
FtNZEY Debian X5, 5190 bookworm.

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF
Types: deb

URIs: https://download.docker.com/linux/debian

Suites: $(. /etc/os-release && echo "$VERSION_CODENAME")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF

NREER Kali FETERITIR, 1518 suites WNARAN S ERIIRETEIBY Debian K5, #1401

bookworm. INRFBENMIXINE, FIRF components: stable BXJT testo

B3 APT 7%, H X% Docker Engine && A CLI ##Ef4,

$ sudo apt update

$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.2.3 ERMABERE

MR LIFER, Docker EFS R T ERRLEMZA, BEHRBHABIMECENEFFIZHIR
HERETTTo
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EEIEHNITAT, EINFEA --dry-run FUGEIASTIE:

$ curl -fsSL get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# HRENINE:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

ARG, BHIT sudo sh ./get-docker.sh ZEFRTEMR.

3.2.4 B&h Docker

$ sudo systemctl enable --now docker

3.2.5 37 docker HR4A

ZRINERT, docker BpS&fER Unix socket 5 Docker 5|Z5&ifle MREA root BFH docker B
B RPZ eI LLAIE] Docker 51289 Unix socket, tHFRZREEE, —M Linux RAEEARASEHIZEFA root
BF. Aitt, BFAHIEERFEE[ER docker BIAF NN docker AF4H,

\ REES: docker BFAZFERT root IR

KRFMNA docker BHRET ERINIT docker FRTEHIN sudo VL], (EXERIKEZAF B
BRSRWMENNRS root ;R (FlNE S EHEERETEER) . NRMFE—NZSHFRFHENSE
FRALRE, V7BEREBAFMALSA, LY, EReNBAAFRERFEAEHRHEN
Rootless #=3{ (Rootless mode), ERFEEE EA root NPRAVIE R Tiz1T Docker TR #HIE
MAE2R.

3837 docker 4H:

$ sudo groupadd docker

BLHEIAF DN docker 4H:

$ sudo usermod -aG docker $USER

REHSFIZIHEHERER, HITWO TN,

Built with mdPress


https://en.wikipedia.org/wiki/Unix_domain_socket
https://docs.docker.com/engine/security/rootless/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3.2.6 Mix Docker BEREFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
b8dfdel127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24

Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the

executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBREULEESR, MIRBARER,

3.2.7 SRI&NNE

WREFERITIERAIHIEY Docker BB+ 1€, AILUEZE Docker X EE
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3.3 Fedora

Fedora {fEARARRIAM Linux £1ThR, X Docker BE BIFNIY I, AT NBTE Fedora LHLRES
B,

YUM/DNF jRZ2EE R SRR IN

Fedora BUIRRAMER (26 MTALRMHIRAE) RETENAREKRSAALENRAZHTE. B
#A18d DNF pJLAE L% Docker, 1BEEZINNAET Docker EA YUM IRHITRE, REAZE:
Fedora E7 € FEHRY Docker lRAEE /G, MEHIRERMRIRRIGRINA Docker ThEeM 22 %h
T, 13 REFRIMEZEREIRH Docker 4R, X—HEBSALHEE,

L5 YR BEE Docker dnf BRER TEIZEMER dnf 859 % % Dockero

33.1EFTHE
HR{RIRE Fedora ARASTESZ 151K, FHEIEIARES,

RAER
HRHE Docker EAREXY, HFIR 2 FH Fedora ik A&3E (AALIETR T Hf)

e Fedora44
e Fedora43

e Fedora42

EN#IRhRZ

|HhRZ<8Y Docker #R/9 docker 8¢#& docker-engine, EFA T <SEIEIRRRZS:

$ sudo dnf remove docker \
docker-client \
docker-client-latest \
docker-common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker-engine-selinux \
docker-engine
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3.3.2 5/ dnf R
fEA dnf B EERLRERENAN, BTEENETHEE,
PAITU T e < REATE
$ sudo dnf -y install dnf-plugins-core
EARINIESE B Docker B/ 0RE; MREAMMAR T SIEEHG, FTETEREE URL

HIT T ERYES AN dnf ARHHIR

$ sudo dnf config-manager \
--add-repo \
https://download.docker.com/linux/fedora/docker-ce.repo

MRFENMIXRAEY Docker IHERAU TS
$ sudo dnf config-manager --set-enabled docker-ce-test

Rt A LA AR AR AR Docker

$ sudo dnf config-manager --set-disabled docker-ce-test

2% Docker

B dnf MFRETE, H%EE Docker Engine &2 A CLI ff%o

$ sudo dnf update
$ sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

R PRI LAE A LA T 8p @ REFEEhASHY Docker

$ dnf list docker-ce --showduplicates | sort -r
docker-ce.x86_64 3:29.4.0-1.fc42 docker-ce-stable

$ sudo dnf -y install docker-ce-<VERSION_STRING> docker-ce-cli-<VERSION_STRING>

3.3.3 FAMAaERE

ENAHALIFER, Docker EFHIRM T ERRLEM A, EEHABHAENIECIFNEFIFRIR
HERETT T
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FEEIERITAD, BINSER --dry-run FUSHEIZARN(E:

$ curl -fsSL get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# BRENEME:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

HIIATIRG, BHIT sudo sh ./get-docker.sh ZEIRTEMR,

3.3.4 Ex5h Docker

$ sudo systemctl enable --now docker

3.3.5 37 docker HR4A

ZRINERT, docker SpS&fER Unix socket 5 Docker 5|Z5&ifle MREA root AP docker Y
B RPZ eI LLAIE] Docker 51289 Unix socket, tHFRZREEE, —#& Linux R EARASEHIZEFEA root
BF. Eitt, BB EEMFA docker BIAF AN docker FAF4H,

\ REES: docker BFAZFERT root IR

BN docker ARET BRMIT docker ARLEIHIN sudo VKB, EXBEKEIZAF AL
BRSRWMENNRS root ;R (FlaNE S EHEERETEER) . NRMFE—NZHFHEENSE
FRALRE, V7BERZBAFMALS, LY, EReNBRARERFEAEHRHEN
Rootless #=3{ (Rootless mode), EAFEEEEA root NPRAVIE R Tiz1T Docker TR #HIE
MAE2R.

3837 docker 4H:

$ sudo groupadd docker

BLHEIAF DN docker 4H:

$ sudo usermod -aG docker $USER

REHFIZHEHERER, HITWO TN,
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3.3.6 ik Docker BB REFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
b8dfdel127a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24

Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the

executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BREBREULEESR, MIRBARER,

3.3.7 SRI&NNE

WREFERITIERAIHIEY Docker BB+ 1€, AILUEZE Docker X EE
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3.4 CentOS

CentOS (B E &M Rocky Linux. AlmaLinux) @I KAREZ 25 E BAIRIER S, ATNABEXL
R4 LR % Docker WH I,

VLR ERE RIR SRR

EFEENRZ, CentOS 8 BfELLAR, CentOS 7 BN, MRIREEMIUFHNESIBE, 7
ZUEIGERE Rocky Linux 3% AlmaLlinux— XM H ZHAX41FH CentOS B, LT
CentOS MR NVER4FE, EIRHEM T ERKVEEIARE, EERENEMAY, 78859 Docker BY
KHRG4E S T IR S B il

5 YDESBEE Docker YUM RHIER FEIZEA yum s K% Docker,

3.4.1 B&TE
ZEANBHIARFIRASFINZAR A E Docker BUIBTTER,
REES. CentOS7TBETF 2024 £ 6 B 30 HEERFIEXH, FBEREMNZELEH. Cent0OS8

B7F 2021 £ 12 A 31 BfELE4EIR, 2ZIENGFHIE £/ Rocky Linux % AlmaLinux Ef, X
R B B XER, RIEKIAZEFRE,

Docker B YR NEBEH CentOS &K CentOS Stream 9 1 CentOS Stream 10 (Ef{&
UER ZEXH ). Rocky Linux. AlmaLinux & RHEL #ALTIREE I LUBEBESE, B
BiVAEENRIF B G ES KIS B ITE,

3FF Rocky Linux. AlmaLinux Z{ CentOS Stream, #FF{FEMA dnf BEIESS,

EN#IRhRZ

|HhR 489 Docker #R/9 docker T{#& docker-engine, fERALA TN <EIEIBRRZS:
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$ sudo yum remove docker \
docker-client \
docker-client-latest \
docker-common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker-engine-selinux \
docker-engine \
docker-ce-cli \
containerd.io

3.4.2 i yum &3
i yum/dnf REZEIE Docker i ARABIIRES o
PATU T o< REAHE
$ sudo dnf install -y dnf-plugins-core
EARINESE B Docker B/ BFF; MRMAMMAESR T ZIEEFHGI, TTETEHREE URL

WIT T EAYES A0 yum ARHIR

$ sudo dnf config-manager \
--add-repo \
https://download.docker.com/linux/centos/docker-ce.repo

NRFEMiAhi 2B Docker FEHITATEHZ:

$ sudo dnf config-manager --set-enabled docker-ce-test

223 Docker

B dnf MFIRETE, H%EE Docker Engine KB A CLI Hf%o

$ sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

3.4.3 BHMEER T

Docker EAIREE: WIRFHEH ufw B firewalld BIEFHANIE, RBREZEHMIEORTRESI AN
M; [EBY Docker N3&7A iptables-nft ] iptables-legacy, AXIFHEIZH nft SIFEAIFINIE,

Fit, EFHIRRERZINEER:
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o FAMA{FERE iptables-nft O iptables- legacy ZE3FFEM ;
o EERHIRSZBREN, MAIEBEENXHNE N DOCKER-USER 5%,
o FELEFHAIEERE, LANRBRNIIRAZFENRARRER SRS TIHE.

3.4.4 ERHEBRRE

FEMAFLIIER, Docker EFSfRM T BRRREM A, EEHGBHAEZNIECFNEFIFRIIR
ERETTTo

EREEHRITRI, BiIFTA --dry-run FSSHIASTH(E:

$ curl -fsSL get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# BRENEmE:

# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

ARG, BH#IT sudo sh ./get-docker.sh ZEIRTEM,

3.4.5 &b Docker

$ sudo systemctl enable --now docker

3.4.6 B3I docker BRP4

ZMINERT, docker A EfFA Unix socket 5 Docker 3|Z3&iHl. MRA root FAFH docker Y
BRPZ eI LLAIR Docker 51289 Unix socket, tHFEREEE, —M Linux RA EASEHIZFFA root
BF. &itt, BFiMeE 8B EMFA docker BIAF AN docker FBF4H,

| B2EE: docker AFAZFERTF root IR

RPN docker A%RE T BRIAIT docker SRLEIHIN sudo FYER], (BXMEGREZAF AL
BRSRNENBNERS root AR (FIMIBEIHEHEERIZITAR) . WRFRE—INZHRAPHEZENE
FRALRE, 7HEEREERAFPMALS, Y, BEReNEBERFREEAEHIRHEN
Rootless #£3{ (Rootless mode), ©RIFERE E1 root IXPREVIER FIE1T Docker TR #HIE
MBE2s.

3237 docker 4A:
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$ sudo groupadd docker

R SRIA PN docker £H:

$ sudo usermod

-aG docker $USER

BRESMZREHBRER, HITW TN,

3.4.7 Tix Docker BERETFH

$ docker run --rm hello-world

Unable to find

image 'hello-world:latest' locally

latest: Pulling from library/hello-world
b8dfdel27a29: Pull complete

Digest: sha256:

308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24

Status: Downloaded newer image for hello-world:latest

Hello from Docker!

This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker
2. The Docker
(amd64)

3. The Docker

executable
4. The Docker

client contacted the Docker daemon.
daemon pulled the "hello-world" image from the Docker Hub.

daemon created a new container from that image which runs the
that produces the output you are currently reading.
daemon streamed that output to the Docker client, which sent it

to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

BRERREULEES, WIRBARER,

3.4.8 SR INE

WNREFATIEPLIMHIEY Docker HE+74E&I1E2, ATLUECE Docker RS

3.4.9 FINAZSH

WNERTE CentOS £ Docker BEE FTEMXLEELEZ A
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WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled

BANAIXECE SRS X EINEE,

$ sudo tee -a /etc/sysctl.conf <<-EOF
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
EOF

SAIGEFTINE sysctl.conf BIE]

$ sudo sysctl -p
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3.5 Raspberry Pi

WEIKHFE ARM 2 IEE&EYEBENMLSHEMIENEB 2. AT N AUWAIERE R EZE
Docker,

WERETT Docker BIIISZEE

WEIKE Docker TEIA&ITEMN—NMAIFT A, BELRER], EZBNRTHEILDEMRER:
et

o Raspberry Pi 4 & UA_EABER#IETT Docker HIEAR 28
e Raspberry Pi Zero 2 B]LAETT, {BMEERZIR
o HE1/0 BREEMIM (1512 microSD +=AT)

RGN

o FHIEFRAE Docker $1%EFHE ARM hrZs (arm64 =% armv7)
o EFRGEBIRHZENSE, BE=FHEARUERE
o FLEMRE Intel $FEISSHIN BTATE ARM LIiETT

EFHENRE:

o AREB/ESLARLEEMETIE], 128GB microSD EEINEZIE(T 3-4 MHERNHIE 2R

e 512MB T 1GB REMNWNMEIKIEITEZ N BRI
SCRRERIN: WEIK Docker BERESRERNA— B MRS, BITHKE. Web [RERE, &
L ARBN AL ZNZIBEEMEERAVEMHS L,

&5 U170ERBEE Docker APT IREVIER FEIEEF apt s5 < %% Docker,

3.5.1 RAER
Docker %t ARM Z2#975 & BIFHIZ 15,

Docker AILUETTEZ# CPU 3249 £, {B4/)\F5 REER Raspberry Pi 0S 32-bit (armhf) WEA &
EETAE; MNRIRERMZ 64 il Raspberry Pi 0S, iEEIZES % Debian armes 25 BE,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Docker E 75 BR1&IhiZ (1A Z Raspberry Pi 0S 32-bit (armhf) RE51 (EAFUEHR ZEXE B
), ZFRRINT:
e Raspberry Pi OS Bookworm

e Raspberry Pi OS Bullseye

EE{RE: Docker Engine v28 @ E A &/a— 1~ #F Raspberry Pi OS 32-bit (armhf) B9 KhRZS,
M v29 Fi8, 32 1i Raspberry Pi OS AEBiREM FRERHEFE. EIRERBR 64 i Raspberry
PiOS, i5EH#&ES% Debian armea REH .

7! Raspberry Pi 0s HW&EIKNARXSHEIFNMHNERESEE R R, HFEEFRFENEKNE
iﬁ?ﬁéﬁ: ﬁga: Debiano

3.5.2 {6/ APT &t
WEEE APT OBESHTRE, URFERANEEEMRZ SN,
SRR, HESTEHESR:

$ sudo apt-get update

$ sudo apt-get install \
ca-certificates \
curl \

gnupg

BN ER Docker B CF; IREBIAMLR T RIEERKL, FTEITEREE URL
ATHINFF T EHRHERNEENE, FERIREIRD GPG &tho

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL https://download.docker.com/1linux/raspbian/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

ARG, BIIEZEM sources. list B0 Docker #v{4iR :

$ sudo tee /etc/apt/sources.list.d/docker.sources <<EOF
Types: deb

URIs: https://download.docker.com/linux/raspbian

Suites: $(. /etc/os-release && echo "$VERSION_CODENAME")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF
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LSRR MBERZEDE Docker APT &, MMRFENMXMRASEY Docker 1% stable 2844
tests

REERRRINE

1E Raspberry Pi 0S Bullseye/Bookworm 7, S1R{R{FEF add-apt-repository IR, AIRESH
M TIREE, EXF S FHENHEEAEHERLRE|IHNETT deb BBE, MEEEEA LEN
docker.sources XIF AR ENECE:

Traceback (most recent call last):
File "/usr/bin/add-apt-repository", line 95, in <module>
sp = SoftwareProperties(options=options)
File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 109, in __init

self.reload_sourceslist()

File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 599, in reload
_sourceslist
self.distro.get_sources(self.sourceslist)
File "/usr/lib/python3/dist-packages/aptsources/distro.py", 1line 91, in get_sources
raise NoDistroTemplateException(
aptsources.distro.NoDistroTemplateException: Error: could not find a distribution template for Raspb
ian/bullseye

MRZABEEANTHIRWREE, BNEHRIBRE, BERKITATRIEB docker.asc +

docker .sources T,
=& Docker

EH apt MG EETE, HEE Docker Engine A& CLI #Efs

$ sudo apt-get update

$ sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plu
gin

3.5.3 FAABERE

ENAHFFLIFER, Docker EFSfRM T @RERLEME, EESHHAEMIBCIFNEFIFRIR
HERET T

EEIEHNITAT, BINFTA --dry-run FUSGEIASEIE:
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$ curl -fsSL get.docker.com -o get-docker.sh
$ sudo sh ./get-docker.sh --dry-run

# BRENEME:
# curl -fsSL https://test.docker.com -o test-docker.sh
# sudo sh ./test-docker.sh

MIATiIRfG, BHIT sudo sh ./get-docker.sh RERTEM., WMRIRIZITHIZ 64 i Raspberry Pi
0S, EHFHIZTEE Debian armes RIERT, MARYEIZETE 32 il armhf FTE Lo

3.5.4 B5h Docker

$ sudo systemctl enable --now docker

3.5.5 #37 docker HFP4R

ZRINBERT, docker An ¥ =fEMH Unix socket 5 Docker 51E3&1 . MEA root AP docker £HRY
R ZA B LLIAIR Docker 51289 Unix sockete, HFEZE2EE, —f Linux RF_LEAR=EIEFER root
BF. Alt, BFMMCERIEEERER docker BIFF NN docker FBF4H,

) RLES: docker BFAZFERT root IR

RPN docker BHRE T BRIAIT docker FLEIHIN sudo FIER], (EXtELKEZAF AL
BSRMENNRS root ;R (Flan@SEHEHEERETERER) . NRMFE—NZHAFRPHENSE
FRALRE, U7RERZBEAFMALSA, kY, FEReNBERARERFEAEHIRHEN
Rootless ##3{ (Rootless mode), & RVFTERE 1A root W RAVIE R TiE1T Docker SFIP#HTE
MA2R.

3237 docker 4A:

$ sudo groupadd docker

R ERIAF 0N docker £H:

$ sudo usermod -aG docker $USER

BRESMZREHBRER, HITWM TN,
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3.5.6 ik Docker BB RETFH

$ docker run --rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

4ee5c797bcd7: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(arm32v7)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

FHREEREREUEESR, MIRBARERI,

EE: *ARM FEFREE(EA xs6 $51%&, &TH Raspberry Pi OS AIfE B H & 151417 arm32v7 &

arm64v8,

3.5.7 TREINE

WRIEERI IR A INHIEY Docker 5+ 4E18, BILEIE Docker
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3.6 Linux B4 &t

FEFFRER—REBERE AMEIRL, EXNTBINEEESRS 28 EBELERE Docker
ESANFERTZIFEREEMLERS S LT

QDocker—offline—install—top

3.6.1 CentOS/Rocky/AlmaLinux B£& %% Docker

AELFERIINNNRZERIEF, BARERH—ERE, ATNAWAE RHEL RRITRFHITE
BRI,

AR Docker EFS HEIZFH RHEL B TFEELZE R CentOS Stream 9/10 (BALIEAS &£
EXH AE), TANBEARHIBENSE K elo WEEM dnf RFEHESE, Rocky Linux 9.
AlmaLinux 9 1] A 7EMIX IR 15 2 AB [E) B B IR IE

3.6.1.1 Zsith RPM SCfEesk: 5
WEXMAR, EENEESHED—ES%EE METER Docker BAARAER,

ENR AR kRS

$ sudo dnf -y install dnf-plugins-core
$ sudo dnf config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo
$ sudo dnf list docker-ce --showduplicates | sort -r

docker-ce.x86_64 3:29.4.0-1.e19 docker-ce-stable
docker-ce.x86_64 3:29.3.1-1.el9 docker-ce-stable
docker-ce.x86_64 3:29.3.0-1.el9 docker-ce-stable
=
TEREHEEXHE

sudo dnf install --downloadonly --downloaddir=/tmp/docker_offline_install/ \
docker-ce-<VERSION_STRING> \
docker-ce-cli-<VERSION_STRING> \
containerd.io \
docker-buildx-plugin \
docker-compose-plugin

TH5EKE, 8 /tmp/docker_offline_install/ BRHFAIELEF RPM X4 EFHEIE X BITIRS 280
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B IRS SIHEN G KERE

o BAREN, FEMEM rpm --nodeps --force BRI RXHICE; NIiTBTRKMEESHIZEIBIR
ARS528, AL dnf MZSHE RPM &35,

$ sudo dnf install ./*.rpm

MERMFhRZ (AT3E)
TEMERERN

AISE T XHMERER

$ sudo dnf install 'dnf-command(versionlock)'

PER R

$ sudo dnf versionlock add docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose
-plugin

EEYUETIR

$ sudo dnf versionlock list

WESTEBEMN

$ sudo dnf upgrade docker-ce

rREE R

$ sudo dnf versionlock delete docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-comp
ose-plugin

fRBFR AR

$ sudo dnf versionlock clear
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3.6.1.2 M B FEIRSS 23R R Docker
HEH 1SO SBEGIBEZDM File JR

## MIPRE MR
$ sudo rm -f /etc/yum.repos.d/*
# EHCRHEIsoR KR

$ sudo mount /dev/cdrom /mnt

# R INASHER

$ sudo tee /etc/yum.repos.d/local-base.repo <<EOF
[local_base]

name=local_base

baseurl=file:///mnt

enabled=1

gpgcheck=0

EOF

## AR B9, ZE¥createrepoiiff

$ sudo dnf clean all
$ sudo dnf install -y createrepo_c httpd

RIEA S {4457 BaseOS/AppStream MR

## Fitapache RSB

## ¥iEEcentosBR

$ sudo mkdir -p /var/www/html/base

# SEFEANXEIIRAFENER

$ sudo cp -R /mnt/* /var/www/html/base/

$ sudo createrepo_c /var/www/html/base/
$ sudo systemctl enable --now httpd

& Docker CE €EERA

EBEMLERARSS 28 E[EE Docker CERPM &:

$ sudo dnf -y install dnf-plugins-core

$ sudo dnf config-manager --add-repo https://download.docker.com/1linux/rhel/docker-ce.repo
$ mkdir -p /tmp/docker-ce

$ sudo dnf reposync --repo=docker-ce-stable --download-path=/tmp/docker-ce
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SIBEERSI
BTFEA docker-ce X R EHI T LIRS 25

## 18 docker-ce X*EE4IZ] /var/www/html/docker-ce

$ sudo createrepo_c /var/www/html/docker-ce/

DNF EF RIS E

$ sudo rm -f /etc/yum.repos.d/*

$ sudo tee /etc/yum.repos.d/local-files.repo <<EOF
[local_base]

name=local_base

## DU CERRSS 2L

baseurl=http://x.x.x.x/base
enabled=1

gpgcheck=0

proxy=_none_
[docker-ce-stable]
name=docker-ce-stable

## DR CEARSS At

baseurl=http://x.x.x.x/docker-ce
enabled=1

gpgcheck=0

proxy=_none_

EOF

223 Docker

sudo dnf makecache

sudo dnf install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
sudo systemctl enable --now docker

sudo docker run hello-world

R
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3.7 macOS

Mac P BVS%EE

macOS EZBIRAE Linux A%, Docker EETITIE—MEELREMNAR. Docker Desktop Tt
ETXNEZM, ik Mac BPA LU Linux BBP—1#(ER Docker, BE/LREEFH T #E:

MERENFIE

e AppleSilicon (M R&FSF) Lt Intel Mac BIIEREE ST, BIRBRESF
o Xf#1/01%8E: macOS 5RRZENBIEH MR Linux (XZEIMKAIKMN)
o R7EfEH: Docker Desktop &AESHFE—ERNEZHE T EMNVIERE

VA&

o /AL (WDF 250 BRI BFWANKT 1000 AET). MAFA. HEMNIEFWARIE R
TERERA

o B ERSEEME I AREERMERITH

3.7.1 RAEER

Docker Desktop for Mac Sz 35 Y aihRzAs a1 E B/ A macOS (BFEUEH ZEXY k),
HEZENVEE 4GB NF. T Apple Silicon B, BEEERBES Intel BL1TTH, EAFBNE
% Rosetta 2,

3.7.2 %%

I\ Warning

ALFRIPR®I: Docker Desktop /Bl (“DF 250 B 5T BFUWNETF 1000 HETT)
PMAER. HEMIERLFRIENARE, B ERSTENE L EREEHERITRH, A
PiEFE &SN,

Docker Desktop /3 Mac BF et THRENE KL EAFLE, BF ST EiEM DMGC XREREM
LT/EUFBRE; XEXRNBRE LR DMG REHS .
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FRITHRE

MNREBFSNTE, oJEHZEFEA Docker Desktop for Mac Intel fr L6,

MRIRBYEBE FHBIZ Apple Silicon & F  (armes Z244) , i5{FF Docker Desktop for Mac
Apple Silicon AR

40[E macOS HERMH—HF, REWIEFEEE, WNETHW .dng X, ABERFARM Moby HiR&E
EltrteiR = Application XHFEIA] (HiE|EEWMNANBRZEE),

m

3.7.3 11T
MEZFS$ 2 Docker BliRFH =551 T,
e

BIZE, SEALARSEENST —NBEER, XN ERFERAT Docker BIETRTES.
s

SRAHHEETAMHIBIERE,

=

=

Zfa, fRAILER IR ar L1 ERESHY Docker hRZs,

$ docker version
$ docker info

YR docker version #l docker info #PEEIEEIRENIEE, MAIMUEIRIEIT—1 Nginx iRF523:

$ docker run -d -p 80:80 --name webserver nginx

BREIiE1TiE, ®ILAIAIR http://localhost, MR FE T welcome to nginx!, Fiii B3 Docker
Desktop for Mac RERINT -

e

=

BIFIEHMIER Nginx 28, HITTEHAIGS:
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$ docker stop webserver
$ docker rm webserver

3.7.4 SRE&NN=E

INREERIIER LK ILAE Docker FRIE+734%18, RILIECE Docker EX
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3.8 Windows 10/11

7£ Windows £ & £, Docker Desktop 12 T 52 1Y Docker A &K, AT ITLB7E Windows
10/11 EMRENEE.,

Windows 8 Docker: &{TEIFIER

5 macOS £k, Windows ;& BR4E Linux B28%#5. Docker Desktop for Windows BFHIETT
[Rim el

WSL 2 (Windows Subsystem for Linux 2) - #%:

A Hyper-V EBMEIEITEIER Linux Rt%
MREEY, XHERFEMER

AL Windows 10/11 BIFR AR

ZHFTE Linux 1 Windows Z [B]II T4 324318

Hyper-V - 84 /5 5.

o AEMMEAIU
o MERERRIRT WSL2
o TERLE IV MRIFE TOER

SERRERIN: WSL 2 #1 Hyper-V 7EIhRE L ZRAE# 2 Docker Desktop BB EFH A ERK, &R /EH
RZA288E 7. RASRESFRN TIERAE,; NRAZRBEEP—MGEIRNIESRG, RERA
£ B ohEE A BRAB—.

3.8.1 RAER

Docker Desktop for Windows 3z #F Docker B 75 X145 H #9522 #F Windows 10/11 64 fiihk 4 (B
KB TR Ff) . BHERBWSL2 /G, FEBAWSL2, HEEEHRERM wsL 2.1.55%
EEhA; &R Hyper-V G, NZEZEER Hyper-V # Containers gk, Windows 10 64 fiI3%
¥ Enterprise. Pro # Education 22H2 (build 19045) , Windows 11 64 {2 #¥ Enterprise. Pro
# Education 23H2 (build 22631) EShA, BEHFBRNENELDEE 8 GB AT,
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3.8.2 %%

I\ Warning
ALFRIPR®I: Docker Desktop /&b (“DF 250 B R T BFUWNDF 1000 HETT)
PMAER. HEMIEFLARERBENARSE. M FEMEWLAR, URBIGNAER, T2
EiTiH. UVARIFEERSAXE,

FRITHRE

EASRRME=NTEANOD:

e Docker Desktop for Windows x86 64 %6

e Docker Desktop for Windows Microsoft Store s

e Docker Desktop for Windows Arm 8 {a]kR

TEHEMNZERfS, Wi Docker Desktop Installer.exe FFIAZRE,

fEAwinget&3&

$ winget install Docker.DockerDesktop

3.8.3 7£ WSL2 i=1T Docker

E(RHOIRIRMER WSL 2[5, 155k wsl --version i#E Docker EFRIRRAEXR, Hi% Docker
Desktop B9 WSL 5 ER/E FA 3 RZIhEE.

— —

3.8.41517

7£ Windows #Z4#=%i\ Docker 52 Docker Desktop Fi8iE1T.

el

Docker BohZ FEETE Windows {E524% H I 5 £ B4,

ol

=

EE5K%, YixEEIRERLIER, 3B Docker BohAIh, Z/G{Re] LLFTF PowerShell {8

Docker,
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WZ=FER Windows Terminal TE& & Docker,

3.8.5 SRIGNN=E

SNRIEERIER L IMAIEY Docker FRE+534&18, BILIECE Docker
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3.9 HwRGNNEES

EIRM Docker Hub HIERSRIGBE IS IBEIEME, ILASA] AECEREINES.

AR RENRSBHOTAMELET M. BEFIBSLiAR docker-practice/docker-registry-cn-
mirror-test & Z BRZRULAY LTRSS,

3.9.1 ERERR

HUNAERERTR, BAHEFEUT/IMRGRINERESR, UHR&EENIBEE,

) EERT: ENAZE Docker Hub IIERREZEF 2024 EhE X (BEMER. Bllx.
MEE. BESE) . ITHEHENEGRIBERAMS, Bl BYBEE,

1. ziRSG|AF . MAERRESTaRHNAIINES (MATKRE “BRSE 59)

2. MFFRAEF . MAEERBE pull-through cache; MR XS, ELA LEAIN
HEEMIASSE T

3.RIBAE: NBEEM, JEE HTTP KIEEIEAE) Docker Hub

BRZMKIHELEAESIEFIM pull-through cache [ registry mirror, ERLERE &
REAMES. TXS%—F https://<your-registry-mirror> {fEAGMRT; MRIMERE=AA
Hih, BERIATRY. RSB FRNEFRE,

3.9.2 Ubuntu 22.04+. Debian 12+, Rocky/Alma/CentOS Stream 9+

BaiER Linux KIThRPIEEA systemd #HI1TARSEIE, XBENMBUAIEFER systemd BY Linux &
TR ECE R G INIRSS.

BEAERITUTHS, EFERSETE docker . service XHHERE T FR& ML,

$ systemctl cat docker | grep '\-\-registry\-mirror'

NRZLERL, BBAIENIT$ systemctl cat docker &EF ExecStart= HIHUE, BRI
MIXIFRB L --registry-mirror SHREM, HiRE TRNSBHTEE.
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MR LS EEEAREL, ABAFALIE /etc/docker /daemon. json FENIMTHE (RXHF
FEIBHEIRX ).

{
"registry-mirrors": [
"https://<your-registry-mirror>"
1
}

AR, —EERIDZXERE json M58, BN Docker EREERT.

ZIREMBARS.

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker

3.9.3 Windows 10/11

X FEA windows 10/11 I, EESH23EE Docker BIFRAITHF settings, TEAMSANSEIE
¥ pocker Engine, TEAMIETIA—1#4wiE JSON X4, ZE=d Apply & Restart {RTEfG Docker
MEBERHNARENHRERMILT

{
"registry-mirrors": [
"https://<your-registry-mirror>"

]

)
3.9.4 macOS
FER macOS AR, EES1==E Docker Desktop N FEIFR -> settings. .., EAMSANE

EA%$E Docker Engine, TEAMETI—H4EE json X1, BMTHRZE, =i Apply & restart
¥4, Docker MEERHMNARENHREMILT,

{
"registry-mirrors": [
"https://<your-registry-mirror>"
1
}
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3.9.5 BEIMERERTEN
H1T $ docker info, MBMERIEITUITAS, HAEE RN,

Registry Mirrors:
https://<your-registry-mirror>/

3.9.6 Kubernetes E A iE{&ithuT

AIUER MEZBRHRERS, 7 REPO > REER PEH.

Kubernetes 1t X BIG E HFE &AL M k8s.ger.io T E registry.k8s.ioo IV A i
ik,

—RIERTENTHEXER:

$ docker pull registry.k8s.1i0/xxx

3.9.7 EFLLIRSHIFRRTIR
UTHGREBILIRS, FNERNREGIERRHEISIIGRE, EMEEFRRR:

e https://hub.atomgit.com (BF 2024 FREXiF)

e https://registry.cn-hangzhou.aliyuncs.com (P2 z Docker IIREF 2024 FX4)

e https://dockerhub.azk8s.cn (B AFE)

e https://reg-mirror.giniu.com (BfFLEARS)

e https://registry.docker-cn.com (BF1ERS)
e https://hub-mirror.c.163.com (MBF=HEEHETF 2024 Fx)

e https://mirror.baidubce.com (BE=HEEEFL)

i watch (MEALA) BEWKCE X1 GitHub €F, RISFEEMZRGIRNTARK

.N0

3.9.8 =R E
SIS AR RN T (VERER IMESARS, YITH Docker B TESFARALUERETEN T,

° Hﬁiﬂg_ https://mirror.ccs.tencentyun.com
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3.10 FEsL5uss1E

—4E docker SR L ThREN H SKIERHE ABN A R, BIRBUTHEH#ITIRE.

3.10.1 Docker CLI pyscid4si4
CLI I BE e S NEF AFMFINEE. FiEzMNE, EIRRAPXLEFEELEMNS Ao

Mv20.10 RESHRAFIE, Docker CLI FRERIF NG SIINTE, TEBHITREHIRER

FIMET =,
3.10.2 FF/& dockerd FySCIdtsiE
Ym%E /etc/docker/daemon. json, FTIZUNITHRE

{

"experimental": true

3

R1ZI5EE Docker daemon:

$ sudo systemctl restart docker

ARHIT TENG SRS HEWRFHEELEX:

$ docker version

iR server / Engine ZF93tHIR Experimental: true, 3EBH daemon imSLIFMELE A,
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RE/NG

Docker SZHHEZMF A L RENER, EEGENTESNEIMFER Docker HIE—D

Tra wEASN
Ubuntu/Debian BA APT BF
CentOS/Fedora B A DNF/YUM B E
macOS Docker Desktop

) Docker Desktop (WSL 2
Windows 10/11

Hyper-V)
Raspberry Pi E 75 APT €E5X Debian
armé4 53
453781 “HEaRR
LRGIIE
LRTTE, BT TE<IEIE Docker 2B IER TIF:

$ docker version
$ docker run --rm hello-world

FE(ERFEIE
o BENNRES: FRRERAEREGIENR
o FELI4HY: [ERSHINEE
e DockerHub: EAEGOE
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WA
RETEHR, HEEIE

AR AIES iptables 3k
=%

B &=, FIAEM

Compose

‘AR REN Sl ERBIEIE IS

iy

32 (U RS EFLEREUT v29+ Hi
ESEN

ERTIEEKMBIARSS 23
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S RMEIRWECSOHEIN? FRIDIRAZ Issue 5% PR,
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FUE EHER
EZRIB AT, B REGRE Docker I=KAMHZ—o

Docker ZITARRIFESMFEN NGRS, MRAMAEFEXER, Docker MREEETH
1351

FERNS
FERNBBSXTHRENAS, 2!
o MOETEEEE
° I &3z
o HiBRAIRE

o FFH commit IBfRSE SRR
{£H Dockerfile EFI5E %
[ ] H'_H | = \ I‘

FHRBY ST RIE

RARER: REEFERRENEE

£ Docker Engine v29 K4k ads®, Docker T £ REH R MIAE A containerd image
store (BUE4E classic store B81F) . X—REFRMKFIFITE, KA Docker i 73t OCI
Image Index #l Attestations (fI#E4RY provenance SRKIRIERAS SBOM BRFMELER) £
ERMERF, EETHRITEM docker buildx build --provenance=mode=min --shom=true &
BERAGEEETER (U docker buildx imagetools inspect) BY, EHIt¥HUEEEIESEGEUE—
HairtEETAMEERAT, AMENER2EIT T RE—RBE.,
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4.1 FREVER &

M Docker % € EREVRE FIIBRE Docker BIEMNE—F, ATENLBUMAFER docker pull @<
TEIFEG, URINAERE FEHITE,

4 S R {ELEE
o KITIEENRAES . BR(FEH latest 17%, NISEEMAEBIRRZA (40 ubuntu:24.04,
nginx:1.30), MURFREEATEE—H.

o EEFIRFERBEE: MAERERGIEE (SHA256) MIFRE, M0
nginx@sha256:abc123. .., FABEARAL,

o TEHRMEMAM: BMERETRAS, MEEHLERMNEMREEEEL2EN,

4.1.1 docker pull %
MR CEREUR GG S Z docker pull:

docker pull [i#£I1] [Registrydiit/|BER[:15E]

FEBTREN
Docker $RI& B ¥R Registry #itlt, BFRE. CEINREZAR. HiRERWT:

docker.io / library / ubuntu : 24.04

| | | |
Registryiit FBFAE BER o

(FIEEg) (FIEEE)

(PR ERSY WiEA MINME

Registry it SER O docker .o (Docker Hub)
BR& RGP /AR library (EFRHR)
CEZ RIR B R WAITHERE

ﬁiﬁ Hﬁzliﬁii/q latest
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=l

#H# TTEER

$ docker pull docker.io/library/ubuntu:24.04
## HBE Registry (EAIA Docker Hub)
$ docker pull library/ubuntu:24.04
## GBE library (BHEH)

$ docker pull ubuntu:24.04

# HEATE (BRI latest)

$ docker pull ubuntu

## NIV =H5RE

$ docker pull bitnami/redis: latest
## MEM Registry $IEX

$ docker pull ghcr.io/username/myapp:v1.0

4.1.2 THEEREM

HIATHAT docker pull 83LHY, Docker RHIHIFAMAY TEFEE . 1LFRATIA ubuntu:24.04 AFIE
fETX S R

$ docker pull ubuntu:24.04

24.04: Pulling from library/ubuntu

92dc2a97ff99: Pull complete

be13a9d27eb8: Pull complete

€8299583700a: Pull complete

Digest: sha256:4bc3ae6596938cb0d9e5ac5lalls2ec9dcac2alc50829c74abd9c4361e321b26
Status: Downloaded newer image for ubuntu:24.04

docker.io/library/ubuntu:24.04
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AR

RHAR WA
Pulling from library/ubuntu IETEME 75 ubuntu B EHIEX
92dc2a97ff99: Pull complete ZENTHRE (B/RE ID #i 12 1i)
Digest: sha256:... IRGENBHNE—EE
docker.io/library/ubuntu:24.04 IRIGIITEERZ IR

SETH

MEHATLEER], $REE DETH AY:

ubuntu:24.04 5%

%32 ¢8299583700a
(BEE, BLETH)

%22 bel3a9d27eb8
(F&EH... 5BRR)

% 1/2 92dc2a97ff99
(F&EF... 5/)

MNRAMEEHEENGE, Docker RBKE TE, TEHREAMBTEL
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4.1.3 E %M

docker pull BpLXFFEMATRB AR THENR, G THAENRE. BEFAEREE.

IR iR Bl
--all-tags, -a FIBXFRE RS docker pull -a ubuntu

docker pull --platform

--platform FEEF B
linux/armé4 nginx
--quiet, -g FBHER docker pull -g nginx
EETEE

7E Apple Silicon Mac _EHIEY x86 $31%:

$ docker pull --platform linux/amd64 nginx

4.1.4 RIBYEiE1T
HIEERE, TURETEEHASR:

## RIEVRE

$ docker pull ubuntu:24.04

## BT8R

$ docker run -it --rm ubuntu:24.04 bash
root@e7009c6ce357:/# cat /etc/os-release

PRETTY_NAME="Ubuntu 24.04 LTS"

root@e7009c6ce357:/# exit

ZBIEERA ubuntu:24. 04 XEFEREEMAINE BREREK. ELIKRER, BRFEM docker pull
ubuntu % ubuntu: latest, FEAREARARTEEREMIIZILET L,

SHREA:
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e WA

-it RERZIRIET
—orm sl == Pl AT
bash Eﬁbﬁ%\

¢ docker run EEENZB) pull }51%, FILBEEAREEZRMMAIT docker pulls

4.1.5 SBEIR
M Docker Hub FEialaEiki8, AIIUARE G INRS:

// /etc/docker/daemon.json (Linux)
// ~/.docker/daemon.json (Docker Desktop)

{
"registry-mirrors": [
"https://your-accelerator-url"

1
3

BCEEEE Docker:

$ sudo systemctl restart docker # Linux

## TUE Docker Desktop HERF

FIEGIRZE T

4.1.6 IIFRGTEMY

NTHRTHIRELERESLEAET -, RITTURKTEEGRHEE (Digest)o
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EERRGEE

$ docker images --digests ubuntu

REPOSITORY TAG DIGEST IMAGE
ID
ubuntu 24.04 sha256:4bc3ae6596938ch0d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26 ca2bo
f26964c

fE R ERIEX

FREZEAEN AT RIREN ST 2 HEERYRE

$ docker pull ubuntu@sha256:4bc3ae6596938ch0d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26

EERN EFMRERREEMIMIE, RANEARRES, BENEFAIER,

4.1.7 E )R

E(ER docker pull I12H, FIRERIBEITHEEIE. BEFMFERHETERAEFRT. UTE

—LE LB HE R,
Q: THEERIE

1. BEEE R IRINER
2. EMRIERE
3. RIRAIENE/ NI GRARES (30 alpine ZE{E)

Q: RTREGEIEE

Error: pull access denied, repository does not exist

o HERBHEHEIR
o IEBEHRBARER (FZE docker login)
o RIGMALATEE
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Q: WETETE

## BEREANHRE
$ docker image prune
## BIEFTERERRR

$ docker system prune
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4.2 5I|HHER B

ETHTHRGE, ENAILUEER docker image s ArLFIHAMEN ERIERE,

4.2.1 BEXR*%

EESME THRKR:
$ docker image ls
REPOSITORY TAG IMAGE ID CREATED SIZE
redis latest 5f515359c7f8 5 days ago 183MB
nginx latest 05a60462f8ba 5 days ago 181MB
ubuntu 24.04 329ed837d508 3 days ago 78MB
ubuntu noble 329ed837d508 3 days ago 78MB

. docker images 52 docker image ls BIEE, MEEFK.

L

4.2.2 kit E& 5 BA

docker image ls BB LENIANRLMTIREECER. . FEK D, IENENSATEFER.

FE WiEA

REPOSITORY CES

TAG 5% (HRs)

IMAGE ID SFGME—IRIR (A2 1D, B 12 fu)
CREATED elEELN

SIZE 73 5 AR =S a]

FA—HRESMrE

JFE _EER ubuntu:24.04 F ubuntu:noble A MER IMAGE ID—ENTER— M RGN AR EIR
&, REBE—HMEE=IEL
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hRZAIHBA: ubuntu:24.04 B EAKIRZAS, ubuntu:noble @ &S (Ubuntu24.04 9155 ),
7 Dockerfile NS ERRAS (40 ubuntu:24.04) MIELRFHRE, FANRESERRESIE
fiRo

4.2.3 BREFEGK)
Docker FRHIA/NTRES BN BB R BRI ANEAARR, BHREIDBEHEIS

A/ vs Hub BRAN

g ERARN BiEA

Docker Hub 29MB EZEERIMEERA

docker image s 78MB AR EFRRYSEFR AN
SRR & A

HTRGEDEEFE, TRREERXZHERNE:

ubuntu:24.04 nginx:latest redis:latest
I | |
' T ' |
v |
HE=HME < !

Etb, docker image 1s RERIRGA/NZH > LPrfd R S o

EEXLR=REEGA
$ docker system df
TYPE TOTAL ACTIVE SIZE RECLAIMABLE
Images 15 3 2.5GB 1.8GB (72%)
Containers 5 2 100MB 80MB (80%)
Local Volumes 8 2 500MB 400MB (80%)
Build Cache 0 0 0B 0B
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4.2.4 i 3E5EE

FEEAMBEHRENIEM, RMNFEEEERNLAREIENFR R Docker 2t T ZMTIEA
o

ReEREIR

## FIHFIA ubuntu 3R

$ docker images ubuntu

REPOSITORY TAG IMAGE ID SIZE
ubuntu 24.04 329ed837d508 78MB
ubuntu noble 329ed837d508 78MB
ubuntu 22.04 alb2c3d4e5f6 72MB
BEERIRELIE

$ docker images ubuntu:24.04
REPOSITORY TAG IMAGE ID SIZE
ubuntu 24.04 329ed837d508 78MB

fEREIEEE -filter

R WA AN

dangling=true EERR -f dangling=true
before=%f% EXRHRGZAIBIE -f before=nginx:latest
since=%& EHEEGZERE -f since=nginx:latest
label=key=value ¥ LABEL i27E -f label=version=1.0
reference=pattern IRZTRET -f reference='*:latest'
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## 5 nginx Z/ERIEMNEE

$ docker images -f since=nginx:latest
## FIHFAET latest IREMIRGE

$ docker images -f reference='*:latest'
## FIHHIENE LABEL HITRIR

$ docker images -f label=maintainer=example@email.com

4.2.5 BRER

EHEIIRE, (FTERBEI L OERFTESBR <one> B, XABGRWHNERHR.
HoaRERER

BEAMITEEETA <none> MK

$ docker images

REPOSITORY  TAG IMAGE ID SIZE
<none> <none> 00285dfodf87 342MB
FERE

1. GG EFREE: MEGERTIBRGENINE, ([HREGINESHEMR
2. docker pull E#t: HIEXEHhRAES, [BARANKERE

AEBERFE

## FIHERRR
$ docker images -f dangling=true
## BIFRERRG

$ docker image prune
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4.2.6 E|EES

PR T RERIRIR, docker image 1s BAIANFIHMRARTNER K. BE—MRERN TINRFEBE.
ESMARRMEENRERRS,

EEMEREG: g5HEE

$ docker images -a

ZETRSEFEFRR —XERWEIREFENREE, REMBERKH,.

L AEMFFFEERS. ENEEMBEHEH, HFESSRERRETEER. HRERE
N=Bm5EAEEENFRERE,.

4.2.7 Bt
NTEREHEAERARBRIEXINER, HNTTLUER --format SERBE X HHET.
Q& ID

$ docker images -q
5f515359¢7f8
05a60462f8ba
329ed837d508

ERTRGHMSS:

## MBRFAIEHEBG

$ docker rmi $(docker images -q)
## MIBRFRE redis R

$ docker rmi $(docker images -q redis)

BR5EID

$ docker images --no-trunc
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BRHE

$ docker images --digests

REPOSITORY TAG DIGEST IMAGE ID
nginx latest sha256:b4f0eObdebs. .. e43d811ce2f4
[— R\

BHEXER

fEF Go RIRIEE B E X itk :

## DBTR ID MEER

$ docker images --format "{{.ID}}: {{.Repository}}"
5f515359c7f8: redis
05a60462f8ba: nginx
329ed837d508: ubuntu

## RIBERX (FirH)

$ docker images --format "table {{.Repository}}\t{{.Tag}}\t{{.Size}}"
REPOSITORY TAG SIZE

redis latest  183MB
nginx latest  181MB
ubuntu 24.04 78MB

B AR F B
FE BiEA
.ID & 1D
.Repository CER
.Tag o
.Digest BE
.CreatedSince iR RS RIAYE)
.CreatedAt BIZERYE]
.Size K/
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4.2.8 ERMSHE

## FIHFIARGRERD, BANMF (FERS sort &%)
$ docker images --format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | sort -h
## THAT 500MB HIHE

$ docker images --format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | grep -E "A[0-9]+GB|A[5-9][0-9]{2}M
BII

## SHBGIIR

$ docker images --format "{{.Repository}}:{{.Tag}}" > images.txt
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4.3 HpRas iR

HABFEENEGRN, RITATLUSEBBRURREETZE. AT TAMRRENERT %

4.3.1 BXRZ*
{5 docker image rm MIPRZSIHNEER

$ docker image rm [J&I] <#HE&Ki1> [<HE&2> ...]

¢ docker rmi & docker image rmBVEE, MEFN.

4.3.2 FEEFAH

MIERIRIERES, ATUAERZMANEERR:

pak-¥ e Nl

EID ID BYFI UL (B 3-4 i) docker rmi 501

KID SEEERVERR ID docker rmi 501ad78535f0. ..
BHE AT BEZMINE docker rmi redis:7.0
AREE BN EE focker

nginx@sha256:. ..

WAL BiER RERARE AR, iR FTERMHBERNERESRFEERE. Bl

docker rmi redis:7.0 tt docker rmi redis:latest EaMIEEZ S,
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fE 5T ID MBS

$ docker image ls

REPOSITORY TAG IMAGE ID SIZE
redis alpine 501ad78535f0 30MB
nginx latest e43d81lce2f4 142MB

## RAFWMNEBX D BIE1LAL
$ docker rmi 501

Untagged: redis:alpine
Deleted: sha256:501ad78535f0. ..

EARGAMER

$ docker rmi redis:alpine
Untagged: redis:alpine
Deleted: sha256:501ad78535f0. ..

e EER
HERFRREH, &M T CI/CDHR:

# BERGHE

$ docker images --digests

REPOSITORY TAG DIGEST IMAGE ID
nginx latest sha256:b4f0eObdebs. .. e43d811ce2f4

## ERBERIFR

$ docker rmi nginx@sha256:b4f0e0bdeb578043clea6862f0d40cc4afe32a4a582f3be235a3b164422be228

4.3.3 BigthisR

MITHERE < /S, Docker ZHIH—RFINIRFIER, EMXLERERSEPTRNZERGR PRI
o

PR RGN =B RIMIEEE: Untagged 7 Deleted

$ docker rmi redis:alpine

Untagged: redis:alpine

Untagged: redis@sha256:f1ed3708f538b537eb9c2a7dd50dc90a706f7debd7e1196c9264edeea521a86d
Deleted: sha256:501ad78535f015d88872e13fa87a828425117e3d28075d0c117932b05bT189b7
Deleted: sha256:96167737e29ca8e9d74982ef2a0dda76ed7b430da55e321c071f0dbff8c2899b
Deleted: sha256:32770d1dcf835f192cafd6b9263b7b597a1778a403a109e2cc2ee866f74adf23
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Untagged vs Deleted

11 aX

Untagged BIRIRERAIRE

Deleted IpRsR RV E R
BRI

Docker NRHREE AR RRMAEMIRZIER, REERIANTRZRRA HEIERREE
=
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<docker rmi redis:alpine>

il =

1. Untag: #B& redis:alpine
Lo

R EHMITERE

3 Untag, A&

4. MEEITTZERER, RE

s, FTAMR SR E TR
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WiEm HIEF
’ !

REBZE Deleted (#IB&ZE)

4.3.4 HEMIFR

F— 1N —MRPRBIEIEFEEDL, Docker 127 image prune 655 shell HEHSHKEIMEE
IH,

WFRFRE ERHRE
AR (dangling): REMMERNRS, BERIBRSEFIRABEE~ERN

# BERESRE

$ docker images -f dangling=true
## MIIRERER

$ docker image prune

# ARTIA

$ docker image prune -f

WERFRE R EA R EG

## BIFRFIERBERE RERNTRE
$ docker image prune -a
# RERIA 24 /EE

$ docker image prune -a --filter "until=24h"

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

R FER

## MIBRPAE redis R

$ docker rmi $(docker images -q redis)

## MIB& mongo:8.0 ZAIMFIEHE

$ docker rmi $(docker images -q -f before=mongo:8.0)
## MIBRE BB Z IR R

$ docker image prune -a --filter "until=168h" # 7X&]

4.3.5 HpREMBE WEREH
TEMIBRSEEET, Docker ATRERIR NG IRFIBLRIT, BE 2R T HLILEM EEERNER,
EE—: SRR

$ docker rmi nginx
Error: conflict: unable to remove repository reference "nginx"
(must force) - container abc123 is using its referenced image

RRRTTR:

## B FTRFREHBE S

$ docker rm abc123
$ docker rmi nginx

## 73522 REIMFRRE (BEMANET, ELEBENESR)

$ docker rmi -f nginx

REZ: ST hEERR—HE

$ docker images

REPOSITORY TAG IMAGE ID
ubuntu 24.04 ca2b0f26964c
ubuntu latest ca2b0f26964c # [E—1EEE

$ docker rmi ubuntu:24.04
Untagged: ubuntu:24.04

## QARBIRGE, FENEE (BNEE ubuntu:latest EATE)

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

HE—MEEE L MRIZE, docker rmi REMPRIEERTE, FaBRRERS,
FRE=: HEMRGEN: FEE

$ docker rmi some_base_image
Error: image has dependent child images

FRiERIRGREMBEGEN, TARER. FERABREBMCHRS.

4.3.6 ERTIEFMH

RS WiEA AN

dangling=true EEEG -f dangling=true
before=5& XSG ZE -f before=mongo:3.2
since=%& EREGZE -f since=mongo:3.2
label=key=value AR e -f label=version=1.0
reference=pattern IRZIED -f reference='*:latest'

4.3.7 BIREEH
HFEIFE (FFEIFE vs £7IE), BITROZRATENEGSEER,
RIS

## EHIBEEEHREG
$ docker image prune -f
## —EBFEPIAERFERARIR

$ docker system prune -a
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Cl/CD IFi%

## AREBROERNEE

$ docker image prune -a --filter "until=72h" -f

EETE LA
$ docker system df
TYPE TOTAL ACTIVE SIZE RECLAIMABLE
Images 15 3 2.5GB 1.8GB (72%)
Containers 5 2 100MB 80MB (80%)
Local Volumes 8 2 500MB 400MB (80%)
Build Cache 0 0 0B 0B
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4.4 I commit BB G IR

AR MRRENFE, JUENRIEENRNS, BEEFITH T,

docker commit BRT FEIEMBREIEZI, EOMGRTHUAIRTEFING, AINEEDRRAR
BBORE; B2, HEEHEGRLMA docker commit, MRERT—TN4ERY Dockerfileo

REERHBHVEL, SRHIT docker run NIHEEZIEEWM MEERIFN TR BITHEM. EZAIAY
BlFe, FHNFAEANERER BT Docker Hub MRS, EREEAXERERAIUBE —ENE
X, MAXLEFRGLZEZBEZNRE, HMABBEFXLER SR TRV TMEHENFE
e

EF—TZrEMNZFENNIR, BEEZEEFME, S—FREEr—ENELM LHTHEN; mESHE
EFEEZEEME, ELURREANRRENM, AERLAEN—EHIETHEANRRE.

AL FAILUES—1 Web RSB AFIF, FHEREZNAEER.

MRARTR: UTFREIF nginx JBIEERERIA latest 7%, EFMIBEENIEEAARAS (M
nginx:1.30), LUBRIRGEEMERNAERS,

$ docker run --name webserver -d -p 8080:80 nginx

ﬁ%ﬁ%\%ﬁﬁ nginx %ﬁf?%ﬁﬂ_/l\?g%%, ﬁggjj webservero -E\:‘:F', -p 8080:80 »?EZI_'\?E'.TEEE*HE’\J
8080 U 1 BRET B 28 ARY 80 Um [, XK TRLEI AR 5128 XA 1RIX D nginx ARS5 88,

WMNRZIEARNIEITH Docker, ABARILAEEZIGIA): http://localhost:8080; MIREEEIMN. =
AR5385_E %% Docker, MIZEEN 1ocalhost A REIMH I EE LR iRS 28, FH1RE sos0
% o

EiZANREENRAE, HSFZIEARY Nginx SLTIHE,

i

=

ME, BREENNFEEAERXNRIBII@E, HMNHELEIE Docker IXF, FA10I LLER
docker exec ﬁ%i&)\gﬁ, 1§E&ﬁ|7§|§o
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$ docker exec -it webserver bash

root@3729b97e8226:/# echo '<hi>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html
root@3729b97e8226:/# exit

exit

HITURBER R im S NFHN webserver Bes, HHITT bash ¥, UMERE—1NHREN
Shell,

SRR, FA1H <hi>Hello, Docker!</hi1>EBE T /usr/share/nginx/html/index.html AR,
MERNBRIFNEEE, SAMRNBEHET
i

=

HAMER T BRI, AR AE T BRNEMER. BATAILUEE docker diff S8 HEIRAKR
BB fo

docker diff webserver

/root

/root/.bash_history

/run

/usr

/usr/share

/usr/share/nginx
/usr/share/nginx/html
/usr/share/nginx/html/index.html
/var

/var/cache

/var/cache/nginx
/var/cache/nginx/client_temp
/var/cache/nginx/fastcgi_temp
/var/cache/nginx/proxy_temp
/var/cache/nginx/scgi_temp

> > > > > 00 00000000 &6

/var/cache/nginx/uwsgi_temp

Her, ART#E (Added), c RREE (Changed), o ®RMilfk (Deleted).
MAERNERTF TZA, FNBEEBERE FRIKRESR,

BANE, HRMET-IER0NE (NRAERENE), RIMEBNEAXHERHIKIERTE
BEEEE, M Docker IET — docker commit 8%, AILIERBBNEEBRRE FRBRAES.
WANEN, MEERAREGNEIM L, BENMLARENEMEE, HEMHNESR. UWEHRIEITX
MRGENIR, MIEREREREIXAEN,

docker commit BVIEEIETNA:

docker commit [EI] <AIJIDHBRE> [<BESRB>[:<IFE>]]
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AT UB TENGSBARRRENE R FABERT, docker commit STEIRRXINEEARZHAE,
DR EIEIRIFRING ; SNRHEAFLEEHE, AJULERIETE - -no-pause:

$ docker commit \

--author "Tao Wang <twang2218@gmail.com>" \

--message "fEEXT BRIARITT" \

webserver \

nginx:v2
sha256:07e33465974800ce65751acc279adc6ed2dc5ed4e0838f8b86F0c87aal1795214

Hrp - _author BISTEBAMIEE, M --message MZIERAXBHHIANR. XaH git RZAIEHIHE
", = XLEFE B D ERE T,

FATAT LATE docker image 1s REEXMERRRG. TEEBRATRA, 7. CIRREM
RNNEHEERERESHM EHIFERE MR

$ docker image ls nginx

REPOSITORY TAG IMAGE ID CREATED SIZE

nginx v2 07e334659748 9 seconds ago 181.5 MB
nginx 1.30 05a60462f8ba 12 days ago 181.5 MB
nginx latest e43d811ce2f4 4 weeks ago 181.5 MB

heZ<iBE: EERAIF nginx:1.30 £3F 1.30 RYIBIHEH patch ki, T QO QTN EFNIRE
ERBNRASS, MASEBEE latesto

HATE T LA docker history EEEFHREANNAEIER. HIUWELHIT docker history
nginx:v2, BEXTEL docker history nginx:latest, FLEEREIFRATNINIRA HFKBIFE.

$ docker history nginx:v2

IMAGE CREATED CREATED BY SIZE
COMMENT

07e334659748 54 seconds ago nginx -g daemon off; 95 B
1BER T BRIAM DT

e43d811ce2f4 4 weeks ago /bin/sh -c #(nop) CMD ["nginx" "-g" "daemon 0B
<missing> 4 weeks ago /bin/sh -c #(nop) EXPOSE 443/tcp 80/tcp 0 B
<missing> 4 weeks ago /bin/sh -c ln -sf /dev/stdout /var/log/nginx/ 22 B
<missing> 4 weeks ago /bin/sh -c apt-key adv --keyserver hkp://pgp. 58.46 MB
<missing> 4 weeks ago /bin/sh -c #(nop) ENV NGINX_VERSION=1.27.0-1 0B
<missing> 4 weeks ago /bin/sh -c #(nop) MAINTAINER NGINX Docker Ma 0B
<missing> 4 weeks ago /bin/sh -c #(nop) CMD ["/bin/bash"] 0B
<missing> 4 weeks ago /bin/sh -c #(nop) ADD file:23aa4f893e3288698c 123 MB

MHIVRGERTE, FITRAIUREITX MRS,

$ docker run --name web2 -d -p 81:80 nginx:v2
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XERNBEHERDREN web2, HIEBEVN 1 IHHOMFENEEEM so i Ho 1510
http://localhost:81 [5G, BEIBNBMIZMNZFHERGHI webserver —f¥,

Eih, BIME—RFTHRT EFRER, FRARE docker commit 88, FRNRIELIRRVREGRINT
W—F, ARG, NRESEFHENIZE T EENRER,

4.4.1 /M docker commit

f£F3 docker commit 85X BIARILULLIRE M ZEBNIRMERG 0 BEFMENS, BERAKENENE
HRERBI G

B, MRFHAMRZEIH docker diff webserver AR, R A MR THIEBRERNB
/usr/share/nginx/html/index.html X5h, AFHLTHRIT, FERSXXHWEBHAMT . X
AN B ERVIRE, IRBLRENRHE. RIFNE, BSBERENTXABHMMIFEE, =
SEER GRS BE,

te5h, fER docker commit BEREFIA XM IRERIZIEEERFMIRIE, ERNREBRT N REHR
&, WAENR, MERTHEFRENANERITIFAHL. BEAERNERE, FIARETENS
M. MH, BMERXMHIFRENA, I—BRNEIFHEITEICEEKRIEF. XMERBRERVLER
TERIEEREN.

me, EMZARRRERERNS BEEFEIRS, BRYFIEN, ZaNE—BEHFREN
T, |EiER, EAEANERNXEEIFEHTIFES. M. B, MAzEHLE—F. R
f£F3 docker commit HIfF3RME, UNREEHEIEDNR, BAT—RERMBRILREBEK—E; BME
REXHEERRE®MFT, EMNNAFETERESR, ARERZXVEERERERME. i,
AEEFIRERYER T —T/BH Dockerfile, IBHEIIZEMAIESNIT. ETFHERENNE.
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4.5 5[ Dockerfile E4#liE&:

MRIZA B docker commit BYESIH, FATAILLT #EEI, SRIGHESILIR EMZEEHIS— BN
BB, Xff. MRHNTUBE—FER. TE. WE. BFaSHEN—THZE, AXEZ
K2, ERIRE, BAZARKNEEEE. REWERERA. ARELUITHFRANERSES S
R, XM HIZAFLZ Dockerfiles

Dockerfile @— 1" XA, HEREE 7T —%%M $#8< (Instruction), EF, 2EBRXXHRSKNIE
LEEROENE,; M LABEL. cvp XERBHRBETHIENES, WASHIEXGREE, 8%
FBSHREA, MEREHERZBEN L INAEE,

4.5.1 M docker init REAIEE: #E

Docker #2127 docker init @<, AIUIRIEIIE LB B4 A pockerfile. .dockerignore.

compose.yaml 1 README . Docker .md F:

$ docker init

Zom<axEXMigRImMBEHEE (X#F Go. Node.js. Python. Rust. Java. ASP.NET Core.
PHP with Apache %), HERAIEARSRNEEXH. FFHIE, XR—MREFHNESH, B8
4RGN BNRLE S TN B ErE RS,

4.5.2 FrhliE Dockerfile
L Z BIRE & nginx $1& A6, XRFA1ER Dockerfile REH,
EF—ITHBERP, BI— XA, His A dockerfile:

$ mkdir mynginx
$ cd mynginx
$ touch Dockerfile

{REN:

\

AR : TESRAIDE FrRoM nginx EHRRE latest 7%, EERNADNERBAHIMRAS
(%0 FROM nginx:1.30), LAHAIR Dockerfile BURTEI IR E 14,
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FROM nginx
RUN echo '<hi>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

X Dockerfile Rf&E&8, —HIMMIT, FREITHEES, FRoM F RUN

4.5.3 FROM 5 EHlisR{&

FRBERITRE, BB—ERU—TRENENM, EELEHTES. MERNZENIETT —1 nginx 1%
GHRE, BRHITENR—F, BMRGEELTIEEN, M rrov IZIEE BMBRG&, FAt—1

Dockerfile Ff FROM BERIIES, HEALMEBE—FIEL-

MESREKLE: 7 rrRovIELSH SHIBERMEMRZES (40 FrROM ubuntu:24.04 Y FROM
python:3.12-s1im) TM3E FROM ubuntu BY FROM python:latest. X 8] LAHE{R Dockerfile TER
EIBYiEl. AEME THEENESRARAET—H, BEEEMBREENSHNARAIFENZ .

£ Docker Hub FEEZHNBRENELHER, BRIUERSZREAIIMRSZ LIRS, W nginx.
redis. mongo. mysql. httpd. php. tomcat %; WE—LAHEF L. ME. BITEMES AN

$RfR, %0 node. openjdk. python. ruby. golang F. BIUATEEHFIH—TEMFEERINZZBERH
RENETFGHITES

MBZBERIFTNRSHREG, EFRGPEREMET —EENEMRERARSE, W ubuntu.
debian. centos. fedora. alpine F, XERERFNREGEANBINIRE T EM @AY B8,

BR 7 IEFIMERGABMIBRIL, Docker EEFE—TMFHABIER, B scratche XMREZ RN
S, HAEMREE, ERT—TEANRER.

FROM scratch

SNRIREL scratch AEMIFERHNIE, BEREMRAUERRGHEL, BETHRATHNESRKIENERR
B—EHBFE.

FUREERS AR, BEEFATHRITXEEFEREOBEHAFER, XTF Linux TESHIFNE
ki, ATAFEERERGREETHNXE, FIEN—EHELETHRITXHET, FtEE
FROM scratch RILBRGAETRENM/ NG, A GoiBEFANNARSRFERAXMAREERE,
XWEB AR Go BE &GRS MIRSRWRIESNRERRZ—
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4.5.4 RUN }if7en <
RUN FES B AFRPITHSITHON, ATHSITHRARES, rRUNIBESEEHIREGNERERMNES
Z2—. ENRAE/HEM:
o shell’&3(: RUN <&%>, MGEBREGSITHRANGS—1F, NI 589 Dockerfile H18Y RUN
oMM

RUN echo '<hi1>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

o exect&IL: RUN ["EIHITXXHE", "B¥1", "B%2"], XEGERIARPHIEI

ARBEXARAGRIESE, RN ERARN—EK, 8—1rRuNBITTH, EBRTLEELEAZRAINA FT
BIURGHERE: ZETIARNEREN—NaRNBARRE, R ERTXESS, BEX—FIE
XA RFEURENTNERE,

AR

B—1 RN R EBETE—NNGEREEER. AT HDREERNEY, RIEEIRZ I HLE
FHE—1 run FELHHIT

BEXT ruNIESHNIFARE. RIELEE (WEEEF. FH pipefail &) K union Fs HIEEFRE
FAR, HZH BLE Dockerfile 5<% 8 RUN 5 /)\T3,

EHRE MM pockerfile, BN T RE—FIESHWIERMEIER. £ £1Z Dockerfile 5<%
i &, FH(TIEX copy, ADD, CMD, ENTRYPOINT Z1ESH{Ti¥4R AR,

4.5.5 WEHE S

837, ILENBERZFIEHIE nginx $589 Dockerfile ., IMEFKANIBE T XA Dockerfile IR
B, BALTNTREEXMEERIE,

1E Dockerfile XFFRAEB FRHIT:

$ docker build -t nginx:v3 .

£ HAThRZAY Docker 1, docker build BAIA=EE Buildx &M BuildKit, FLREEEINE
[+] Building ... XFEHH, NTHEIER “S—FTUNEAEMKREGRHE", TEHNETI—MRES
R Ha AL
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Sending build context to Docker daemon 2.048 kB

Step 1 : FROM nginx
---> e43d81lice2f4

Step 2 : RUN echo '<hil>Hello, Docker!</h1>"' > /usr/share/nginx/html/index.html
---> Running in 9cdc27646c7b
---> 44aa4490ce2c

Removing intermediate container 9cdc27646c7b

Successfully built 44aa4490ce2c

MELBimtERS, BNAILUEMHNERRENMETIE, £ step 27, MEFKNIZEIFTIHER
M, RUONIES BT — 1B 28 ocdc27646c7b, MITTHAIERMNG S, HEERXTX—E
44aa4490ce2c, MEfEMIBRT FRAEIBIX B 28 9cdc27646¢7b,

XEBRAEAT docker build SFLHITIRGME, HERINA:

docker build [%&I] <tkTFX#&E/URL/->

EXEHNMEETHRABEGHA -t nginx:v3, MERING, FITAILUEZEIETT nginx:v2 BBHEE
KEITENRER, HERSM nginx:ve —1F,

4.5.6 FREHELTX

MNERAEE, SFF docker build F¥TREE— .o . "HAEIBE R, 1M dockerfile MEHAIB
R, EARDIZEEUNXNDRREITIETE Dockerfile FAIERRE, XABBHTLERNER, MR
N EENGESER, (MAESEAI, XEEEE ETXRERE. BattagLETXR?

B EIRH docker build WIERIE, XM docker build BIASIET Buildx [ BuildKit [FigA&
EHEIEK; TICRIBEITERNERIZ, UESHIEENEE BELETX, tUtmEWEasaLL
WRRNXHES,

HENHAITRGHEN R, HIEFMEEHIE =BT rRUNIELTM, EREHEIRAM G EH]#H
1%, Lbal@i copy 5. ADD IESE. AL, WEBUAMEEBIFRIXLEXH, MEBEAINESEE
E2{RMELE docker build VAR £ T3,

MRETXREAMER, BAXPNERFHIXHNFERMSHATABEAN; MR LETFXERER Git
BEY tar 8, BANERZEERRNNART. MNFAMER, BuildKit RFZMHEIEZFE
EREBWXMH, A=t Dockerfile ERIAREEN LMERER,

WERTE Dockerfile P XAE:

COPY ./package.json /app/
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XHAFABEEHIMIT docker build SR FTTERIE R T package.json, WAREEH pockerfile P
EB R TH package.json, MmeEHl ETX (context) B3 T package. jsons

FEtb, copy XL HRYRN M EBIZER N 1Z AN £ T X EEKIERR, T legacy builder, &
COPY ../package.json /app XFMEAZSEHZIRTE; M7 Buildkit T, sISHESR ../ BB
HEWEEN L TXREREZR. TIEEWHIER, MERHLTEIRNETXZINIBEENXXMG; R
BENFREREXH, MiZABe(i#E ETXER, EMEFESEN LT

IMEFL AT LUIBRENIA BI85 < docker build -t nginx:v3d . FRIXA ., LR LEEBEIBELTXE
R, MABRAIETE Dockerfile FIEE R,

ANRMER docker build FYEHEIL, I BuildKit itH# 89 transferring context ¥/, FH{JHSE
#BEEFR R E T B AR

$ docker build -t nginx:v3 .
Sending build context to Docker daemon 2.048 kB

BFME F T TFREMERREEN, BRI —LRMNZNEIR. LNBLYEETLANEE
XA ELTXERE, FHRIBELETXUEERREREWE, XEMENEEE BuildKit THEiEA]
RETFTXTEIA, FEEER copy . .. ADD . /app ZETAR, HAJAERA ANE FFxXE
i, SBIEZEEERN. XEAREREIR.

—RERIE, WiZ=4 dockerfile EFT—1TERT, HEMBRERT, NMRZERTKEREX
%, AN ZIBFAREXHER—7ER, NMREFRTELERARLATSEWENEL Docker 5|2,
BRARILLA .gitignore —1FBYIBEE — .dockerignore, ZX G R TIBRAEEEN L TXE

%44 Docker 5| E89,

BARFTAEEBANIRUA . BIERE pockerfile FRIIEERE? XRREAEIRINERT, WRARFIME
i€ Dockerfile BViE, B L TXHEFETHIR A dockerfile IXEESN Dockerfiles,

XAZHINTTH, FPrL pockerfile IXERFHARERMAINN dDockerfile, MBEHARERNAINATF
EFTXBRH, kA LB -f . ./pockerfile.php BEIEEENSUESEN pockerfileo

LA, —MARIBRUENSEARIAN XS pockerfile, UREBHETFRGEMELTXER
&

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

4.5.7 HE docker build X

EiEHMA Git repo #{THIE

FIFRELEEET, docker build E#FM URLAGE, RZEZEERE Git GEFANLTX,
EREELUER URL R #ref:dir, fld0:

$ docker build https://github.com/user/myrepo.git#mybranch:docker

X7 RR: B Git BEERNMELTX, R nybranch 2XHEY docker/ FEREMEE, TR
B Buildk , WA UK BEMWEBFTBWMBNNEBRSHE X, AW -

branch=mybranch&subdir=dockero

BTN tar EECHE

$ docker build http://server/context.tar.gz

WRFTLAH B URL R@1 Git repo, M= tar E488, A4 Docker SIBSTHXNE, FHEGED
fRIEY%E, UEERNLETX, FFEHEE,

MIT RN\ FIEEY Dockerfile #{THIE

docker build - < Dockerfile

B4

cat Dockerfile | docker build -

MRITEMNENNEXXAEX M, WIEHA pockerfile, HFFWEME, XMEXBTEEMIE
W NFIREY Dockerfile AR, ©RELETX, EILARRILUGEMTS EABRF R LUSZAHIS M copy #
BRBRZENER.

MATERINFIRE L X E4 SE 1T

$ docker build - < context.tar.gz

MRLZIATERMNRIXEIETNRE gzips bzip2 UK xz BiE, BEFEENETXEREE, BEFHE
7, BREEAANLETX, HABRBE,
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4.6 HERIEREIA I

PR T AREBYER Dockerfile ERIRIRRIG AN, BT EMIFHRBRMAERR, TRMT —LEH
FERUERNRER.

4.6.1 M rootfs [EZEES N

F&IU: docker import [MEH] <Xff>|<URL>|- [<QER>[:<iFE>]]

EEB UMM, =2 Web X, BEERMTERARRFE, EHEEFIERE / BRE
F, AERFNREE—RR.

EbanEA T ZRIE— OpenVZ B9 Ubuntu 16.04 {2iRAYER

R a: REIFAY Ubuntu 16.04 (Xenial) BF 2021 & 4 BiE1lEXi5, MNREBATEFIFIE, &
IEHZE Ubuntu 22.04 LTS S{EHTARZS,

$ docker import \
http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz \
openvz/ubuntu:16.04

Downloading from http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz
sha256:412b8fc3e3f786dca0197834a698932h9¢c51b69bd8cf49e100c35d38c9879213

XELHBNTET ubuntu-16.04-x86_64.tar.gz X, HEENRXGRABRASN, HEER

R& openvz/ubuntu:16.04.
SNBINE, FENTETLLE docker image 1s BEIXNMNENNEE:

$ docker image 1s openvz/ubuntu
REPOSITORY TAG IMAGE ID CREATED SIZE
openvz/ubuntu 16.04 412b8fc3e3f7 55 seconds ago 505MB

MRFNEBHEBERIE, FBREARPEFNIIXFHEE:

$ docker history openvz/ubuntu:16.04

IMAGE CREATED CREATED BY SIZE COMMENT
f477a6e18e98 About a minute ago 214.9 MB Imported from htt
p://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz
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4.6.2 Docker NS NFNSH docker save Fl docker load

Docker IF#212 T docker save # docker load 8%, AMUBHREGEREN—IXMH, AEEREIS—
MIB L, BME#ER, XZ21E&E Docker Registry BSEIHIE, IEBETHTE, BHIBNZE
1Z{F M Docker Registry, TiEREIEFEA Docker Hub E2FERAAMFAR Registry &8 Lo

REFEHRG
R docker save 88 A LU HRIGIRTF NI Mo

EEanFA IR ERFX D alpine 7K

$ docker image 1s alpine
REPOSITORY TAG IMAGE ID CREATED SIZE
alpine latest baa5d63471ea 5 weeks ago 4.803 MB

W A48 7R alpine:latest N & M AR A BY Alpine Linux, MIRFERERZES (A0
alpine:s.20), FIBBMIEE UARATENE, RERENHIN:

$ docker save alpine -o filename
$ file filename
filename: POSIX tar archive

XER filename AJUIANERRBMEEEETRER, EXHHIZGER)IE A
AR IREABNEEE (REES)

E1EM gzip [E45:

$ docker save alpine | gzip > alpine-latest.tar.gz

RIEFEAVE alpine-latest.tar.gz XHFEFHIE TEH TS — V28 L, AIUATEX I GHGLSMER
%

$ docker load -i alpine-latest.tar.gz
Loaded image: alpine:latest

IMRBAVEEXAE N L LUK ssh HE pv B93E, FUA Linux BANEE, HITTUE— 1<
M=K REIBEFZ— IS, HEHHEFRAITIEE:

docker save <¥Ef&%&> | bzip2 | pv | ssh <BFP&>@<EHE> 'cat | docker load'
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4.7 SCIR R

Docker $B1& 2 /E A LI EMIERAAIIN? N ABTEEMLZHR? X—IERI3THTF Docker
MBS BIEEIRH.
4.7.1 BB 5D EFE

FEZANETHR, H—ERPREESIFERFATERN root XHRSE, HEREEREARD.
Itb7E Docker i&itBY, ®L7E/3FIFA Union FS B9RAR, EHIGIT AN BEHEIEEM,

Docker $REHAR— M RANXMH, MERBA—AXHRES MM,

RIEKBHNEGIAN EMiEHK (Base Image), BEEEZM Linux £1ThRE root X RS, U
Ubuntu. Debian. CentOS %,

HRNERMBGRZ EWEMBRERE (FlI0%ET Nginx), Docker HAZBEHI—HEMFER, M
RERMBGRZE, ME—E (Layer), HEZERNIERNTRE Nginx TRENXHEE (7R
m. fEek. MER).

XD RFEENEFRENER. 2R FIFESN:

o SH: MRZBNMEGHETE—EMFEG (FIWEET ubuntu:24.04), BABENRFEET
#—19 ubuntu:24.04, FAERGETUHREE,

o RESXR. REUUEREBER, REWNEMHEMLERE, TIREREEB/ N, HIARUR
TFEMIREMNITIENE RS

4.71.2 RBESRE
HNNEEEN—IXBHSE . RENS—EHERIEN (Read-only),
B4, BEARGRIR, BHENTARTXMHIE?

HALEBoIEY, Docker ZEHRENRLE, FIM—1HR AIEE (Writable Layer), @E®ITA
BB,
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PRENTG R FEHERREX
2]

ETRA S

R2EE (AIE, Writable
Container Layer)

IR1&E (RiE, Read-only
Image Layer)

BB E (R, Read-only
Image Layer)

HEMEBEBRE (Ri%, Base

Image Layer)

o FEMH: HARBRTEIREUHBY, Docker sMERLEE (BERE) A TE (B&E) Ik,
BERENZX AL,

o B UBRBFBEUENH, Docker M TFERGTHZXHFEEHZ LENES
B, AEMEIEFHITER XA GREH (Copy-on-Write, CoW) 5k,

o MBRSIHF: LURBMBEE NSRS, Docker HARENETEMBRE (RATERRIEN), M

TBEBBECE—NMEHN “BFE (Whiteout)” XfF, BAFRMRICZXHGEHMBIER, MMEEE
REFERE,
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1. REBMIREBIEEER: HAFENSIREEFRETIR LENARET, FHEERY, X1
FEHEMEZHR T, (FFRIFERTHIES, FREEES).

2. FREATE: TIERNERFRENRT S0, BMBENERARZA), BRENKA
FETREHNRIZEES,

4.7.3 A FU5RE ID

Docker HifgHyS—REE—MH—H 1D, X 1D RARERRINEHEHRNMFE (SHA256).
R

o« WEEID: REENWNAE—T AT, IDHEE,

o REME: WRTHGNBHREN, THRURPNRKERF, 1D RBRREK.

o RE: IRAMNMTRANGSG (EERTEFREFENES) EESEERE (ID48RF), Docker 51%7E
FMRARFE—D, EFEETH

4.7.4 BEEXHRSE

Docker EREA S XM AS (Union FS) 5SERNERIBRRLMXTHD EER. FHNLMAERTF
overlay2. aufs. btrfs. zfs F{EfBIREN; MTE Docker Engine 29.0 RZ GMIEHRER, FRINIR

BEIRELE A containerd image store, BfFA snapshotter REEX LR,

hiasE | : Docker Engine29.0 (k% F 2026 1 B) B—1EEBRESARR, EEHLETS
TEXIAB A containerd image store fEARGFE#EERK. XMRGEEE. OCI SMMMMELNHER
2EERTZN, NRIREY Docker ARASETF 29.0, FRGEFEMEINERESM classic store B&1F,

RARKELMATARE, BE(IHERELAN & + CoW =28 ; Fit, TIL/REEINZ overlay2
B2 containerd snapshotter, IZfRREE. ResEMNERNEFNA TR —FEEN,

BERNT#E Overlay2 EXHRAARREAALINRIE, B4E WorkDir. UpperDir. LowerDir $5JK
BT, 1B% B+"8 KR P KREXHRSE 75,
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RE/NG

REET Docker $RIRHVIREX. FH. MIFRUURMETS

11 WL

ERVETEE docker pull $HB&E:HFE

RIENFR B RS docker pull -a HBf&&

BETFE docker pull --platform linux/amd64 $55%
FEERIE docker pull $f&&@sha256: . ..

I EERR docker images

BREERIIE docker images nginx

FHEERRRE docker images -f dangling=true
Rigid ID docker images -q

ETREE docker images --digests

BHENXMEI docker images --format "..."

EETE S B docker system df

MIERIEE =& docker rmi FR§E 15E

o i1l Bk docker rmi -f $Rf&H

PR E 2R docker image prune

fhIBRA A ER & docker image prune -a

Ht = px docker rmi $(docker images -q -f ...)
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FEfEIIR

o JFRENSEfR: M Registry HIBXSRMR
R BEEMTERE

o MIBRERER: FERAHITESR

o HHENREZ: MEFETH
Docker Hub: BHEEGEE
R ERRGES

o fHipzE2S: FER

iR BFEMES

7 RIFERACOHEI? DR Issue 5F PRo
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FHE BER2R
A 282 Docker X — 1z,

BRI, BRBMRILETH—IH—ANA, UNRENNEITESIMNE, XN, EIWLETLERR
NENETTH—BERERS (RME T BITSHRME MR SRR MRE LERINA.

FEREENBMAREE—1RE, SEEE. BoflFELES.

hivsS 15 BA
ARERGIH R ZEA Docker 5%, EIEUTRAS RELRK:
e BEAHMB (W ubuntus nginx. mysql): EAEAMKKIRAS (40 ubuntu:24.04. mysql:8.4)
M3k latest, MRRGINATES Y
o FBITELE:
o latest B vi.0.0 %! HIREMNBEEXEL, ~FIFRIEEREKRD
0 24.04. 8.4. BEARGEMNRERESX
o EFRIEREIN: EEQOOARAS (W nginx:1.30.0. mysql:8.4.4) MIENKIRES
o BITER
o SPIPEIELT
o KRR
o HARER
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5.1 B&h

KTIRIFANEE Docker RBRWEBEIAN, BIENRBIMENBHEFLNES.

5.1.1 BahARELR
B AR

o MEHBDN: ETRECIENDSE
o EFEDN. REALNBREMET

BT Docker ABIFERE, LMFEATEEEHNMFMITERSE, MARREEBE—1BE.
5.1.2 fiEHBz56h
BAEE
docker run [EIN] %% [#<] [B%8...]
RiEPHEIF
it “HelloWorld” ER2RBmI&LE:

$ docker run ubuntu:24.04 /bin/echo 'Hello world'
Hello world

hR 243 BA: ROIGER ubuntu:2a.04, XE&RHM LTS RA. MFHMARA, JEBRA

ubuntu:22.04. ubuntu:20.04 2,

ZEAXAS
BEi— 1 LIRZ B R bash £ -

$ docker run -it ubuntu:24.04 /bin/bash
root@af8bae53bdd3: /#

SR
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2% e

= RIFARERB (stdin) TTFF, RIFEA
-t SERRLEE (pseudo-TTY), IRELHRE
-it WEASER, FEXERLH

AXRERATAURITSRS:

root@af8bae53bdd3:/# pwd

/

root@af8bae53bdd3:/# 1ls

bin boot dev etc home lib 1ib64 media mnt opt proc root run sbin srv sys tmp usr var
root@af8bae53bdd3: /# exit # BHEZREE

5.1.3 docker run H2E RS

19T docker run B, Docker £l & 5L TIR1E:
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docker run ubuntu:24.04
/bin/echo 'Hello'

1. & & #h 2
ubuntu:24.04 &%

=] ¥
fER ARG M Registry T&;

\ /

2. glEERa

« BEFHRENRRE
cAM—EARER (B8
FER)

l

3. ECEML

. BRI

« SFC IP Hufk

« EZ£% Docker M7
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v

4. BEhAEE, HITIEE® <

5.1.4 ¥R BEhEmN
E A%
IR A
-d [E&151T7 (detach)
-it THARIR
- _name IEE R A TR
--rm BHEBMIFRE2s
i ] Bt

## AN 80 KOS EIFEINA 8080 KO
$ docker run -d -p 8080:80 nginx:latest
## ARSI O

$ docker run -d -P nginx:latest

## REPEER] localhost

$ docker run -d -p 127.0.0.1:8080:80 nginx:latest

Built with mdPress
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BiETHEH

#H EHBEE

$ docker run -v mydata:/data nginx:latest

# EHBEEINER

$ docker run -v /host/path:/container/path nginx:latest
# IR

$ docker run -v /host/path:/container/path:ro nginx:latest

MREE

#H IRBERMIREE
$ docker run -e MYSQL_ROOT_PASSWORD=secret mysql
#H MXHMEBIFRE S

$ docker run --env-file .env myapp

HRPRE!

## PRHINE
$ docker run -m 512m nginx:latest
## MR&I cpu

$ docker run --cpus=1.5 nginx:latest

5.1.5 SEhE& 1A%
fEF docker start EFBREIEFLEAIRSE:

# BEAERHE (BEEELRN)

$ docker ps -a

CONTAINER ID IMAGE STATUS NAMES
af8bae53bdd3 ubuntu Exited (0) 2 minutes ago myubuntu
## ENREE

$ docker start myubuntu

## BENFMTIN i

$ docker start -ai myubuntu
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5.1.6 BHRAHENFR
BENRIETEENN AR RESERR:

root@ha267838cclb:/# ps

PID TTY TIME CMD
172 00:00:00 bash
11 2 00:00:00 ps

I ABERNIEIT T bash #Hi2, XMIFREERT Docker WHRIVFIARLE.

) ZERT ARANPD 1 HEREE — CREARNIHE, HHDENNBREE, #T
EAEEET.

5.1.7 E R inl&A
Q: AEBEIFILENHERE
RE: FHERITRERTERTET
# XPNARBRUENRY (echo WITEMEEERT)
$ docker run ubuntu:24.04 echo "hello"
# RR FRESSETHSS
$ docker run -d nginx:latest # nginx EIFLIEITHARS
R E 85T,
Q: EEEEAVBANRS
F&A: RiEFIRETiHO

## IR "B -p B, INEBEIEIAIRA
$ docker run -d nginx:latest
# IEHA: RSSO
$ docker run -d -p 80:80 nginx:latest
Q: BRAEHNXMHEER
RHA: REAEEE, HERFEESREFHE
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## ERBIEERAL

$ docker run -v mydata:/app/data myapp

F N BHEER,
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5.2 SPEIETT

TEFHRF, RTEBFERSRFLIET, FREEXFANTIE. ATRRNHENMILE R
FEE1T, UNEERARESEINZ O,

5.2.1 %0 RBidvs A

HIMELIRIEITT—MEFN, BRMIRI:

=

e FIBIEIT: BFSALmAl, RHERER, XAKKEFMEL

VAN
[ |
BE&iE T BEFEREHT, THRARZNE, KirXHAEAEIMER

Docker A2RIAE BIRIEIT B, FA -d (detach) BEAILUL B RERBIET1T.

$ docker run ubuntu:24.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
hello world
hello world
hello world
hello world

ARSI HmHAILE R (STDOUT) FTENRIB EH L. LEAT:

o RimiHH, TEWMITHMGS
o Ictri+c BERILASE

o XHRIREN, AFEREL
[EaET. €A -dS%

$ docker run -d ubuntu:24.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
77b2dc01fe0f3f1265df143181e7b9af5e05279a884f4776ee75350ea9d8017a

£ -d B8/GE:
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o RBFERRBIEBIT
o IR[O|RZZAITEID
o RIRI BN, ALISSHMITHMG S

o HMHEAZEREETR (FEH docker logs BEE)

5.2.3 RNEM#: dEAtaz “UELBRE” ?

XERMFERTBINER. ZHEX MR, (RAIEMRET Docker IZLIZITIER,

BEAZAXEBoIEES:
$ docker run -d ubuntu:24.04
ARG docker ps BE, XUBRREARTIET! XBAFHA?

BORE: FRNERARSTHESNE

Docker A2RHYE s EHA = B28A PID 1 #i2pVEan/FHA

FHIZETH BEIEBIT
FHZRE BaFLE

YU{RIEIT docker run -d ubuntu:24.04 BY:
1. A28/35h
2. 86G1EEm<, FRIAHIT /bin/bash
EREXTERRE (88 -it %), bash KIEEHWNIR
4. bash IZEMEH
5. EHZRE, BEFEL

XIRTERE
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o X -dB¥RRILAE “—HEBIT
| SWRIULARE "FEREEIT, BEITEAMRTEHE

BN “UENRYH” HR

b5 [RIE RRABE
docker run -d ubuntu ZXIA bash T NIZELEH EEKHETHGS

docker run -d nginx [GERT " _ ~
FEERIRSH ngink BohkM  &H docker logs

BcE

BENXREGR2RE0ENR Dockerfile B9 CMD #1752 H1R CMD 2R158HE
524 EFFAE%#

EERTTHHER

$ docker container 1s

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

77b2dcO1fe0f ubuntu:24.04 /bin/sh -c fwhile tr 2 minutes ago Up 1 minute agitated_wright
EEASRUHAE

$ docker container logs 77b2dc01fe0f
hello world
hello world
hello world

LHNEEFEE (FEM tail -f):

$ docker container logs -f 77b2dcoifeof

EECFLENRSR

$ docker container 1ls -a

ME -a SHEAILUERIFFERRE, BREEFLN. XNTRERX “AREHEERLE" HRZEEE
Fo
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5.2.5 R{ELER
1. KHEITRIBRSS (M -d

## Web BRZ52%

$ docker run -d -p 80:80 nginx:latest
#H# HURE

$ docker run -d -p 3306:3306 mysql:8.4

## EBIEFRS

$ docker run -d -p 6379:6379 redis:latest

hRASiEER : RBIERE RAYFRES U0 1atest HIRERRASS I mysql:8.4, ERIRARIIRIBEEKIE
B, £FERNRRIEERAS (0 mysql:8.4.4) MMIEFER latesto

2. @i AR &R

LABBHAEANY, KiE -d S TLEZEHmEBNER:
# BIRENSER, TRaBTEERETHA
$ docker run myimage:v1.0.0

3. --rm HEER

MNF—RIEES, €8 --rn 2ELA SR E A MR

$ docker run --rm ubuntu:24.04 echo "Hello, World!"
Hello, World!

## BRPITTE BN
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$ docker run -d --name myapp myimage:v1.0.0
## TERE 100 THE

$ docker logs --tail 100 myapp

## ENRIRAE

$ docker logs -f myapp

## BEHNEENAS

$ docker logs -t myapp

5.2.6 E R nEHE
Q: ARBNSIIENHEH
1. EERHRSHE:

$ docker ps -a --filter "name=mycontainer"
# BE STATUS %I, 1 “Exited (1)” RTEERH

2. EERRAE:

$ docker logs mycontainer

3. IR EEIVAR:

$ docker run -it myimage:v1.0.0 /bin/sh
# BANBRFINITHS, TR

Q: ARER/BBTELZNIRRS
1. KR ARG :

$ docker port mycontainer

2. WERBRRSRE:

$ docker exec mycontainer ps aux
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Q: WfTitBLERaETHNAREFFI&?
{EFH docker attach:

$ docker attach mycontainer

FE: attach [EFZIFSBHNTHE, NMETHELRZXERD, RAJEREEmt. FH
Ctrl+P Cctr1+Q AIALZ I RHMAE LR 8.

5.2.7 iEfERiEE
o HABE: MIMHENEEETHARRITHS
o ARAZL: £ENIENHATEERESE
o HEALTHCHECK f#ERie 2 : Bahia B RANRSESSES

e Docker Compose: BEZNGEARBNEHTFAR
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5341k

AR BMARLE—PBTHOER, UMM RERNAZLESAREKS,

5.3.1 R1L AR

KIERBE=FH:

B e PiEA
2 SIGTERM, #BHA 2
LELE docker stop Rk A
SIGKILL
ERHIELE docker kill Hi%% SIGKILL
Slvip-dld - ARTHFRHITHMEL

5.3.2 docker stop: #7EF

docker stop &A%

$ docker stop A2EBI|ID
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TERE

docker stop mycontainer

1. %3i% SIGTERM 247
22T #HEE (PID 1)

2. FREABMMBBE (BN
10 Fb)

3. NRBAHNARIBH, &iX
SIGKILL 38%£&R 1k

B T BR8]

## EF 30 MEEEILL
$ docker stop -t 30 mycontainer
## IBI&ZIX SIGKILL (#HETF docker kill)

$ docker stop -t O mycontainer

FlEZ A8

## FIEZMEES R
$ docker stop containerl container2 container3
# FLEPIEEITPNE S

$ docker stop $(docker ps -q)
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5.3.3 docker kill
BARZ*

$ docker kill ZAE28&ZID

5 stop X3!
W ES
docker stop SIGTERM — SIGKILL
docker kill SIGKILL
REEEXES

## K% SIGHUP GL#EEEIMHEE)
$ docker kill -s HUP mycontainer
## KIX SIGTERM

$ docker kill -s TERM mycontainer

5.3.4 R{EBIAXIE

BRNEMFHASTHIENE, THIZRUN, FEFEMELLE:

## EHEERREI bash

$ docker run -it ubuntu bash
root@abc123:/# exit # B bash - BELE

## EHERITREE

$ docker run ubuntu echo "Hello" # echo HITE - AEREL
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5.3.5 EECFELHNAR

$ docker ps -a

CONTAINER ID IMAGE COMMAND STATUS NAMES

ba267838cclb ubuntu "/bin/bash" Exited (0) 2 minutes ago myubuntu

c5d3a5e8f7b2  nginx "nginx" Up 5 minutes mynginx
STATUS FEHER:

RE oLl

Up X minutes B1TH

Exited (0) IERIRE ((BRHES0)

Exited (1) SEIRY (IFZRHE)
Exited (137) # SIGKILL &1k (128 +9)
Exited (143) # SIGTERM £21F (128 +15)

5.3.6 EFTBEIARR
BraElas

$ docker start BEERZTID
## BEIFHHINZ LS

$ docker start -ai B8Z

## SLEIEBE
$ docker restart A%
# BEN(E B

$ docker restart -t 30 AEH
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5.3.7 £ AHRESE

T

docker create

\

docker start

/

docker rm  docker stop  docker pause docker unpause

docker rm

Deleted

docker rm

5.3.8 HtEIRE
ELFrEAs

$ docker stop $(docker ps -q)

WERFAR EF LR AR

$ docker container prune
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FIEHMERFRE AR

$ docker stop $(docker ps -q) && docker container prune -f

5.3.9 ‘B a3

Q: ARFLRIE

BEE: MEEEIERMIESIGTERM 22, EEZLFBNGEREILLL

FRARFER:
1. 7EN A EfBAL IR SIGTERM
2. M docker stop -t o IZBEP&IE

3. 187 Dockerfile 789 sTops1GNAL BCE
Q: Wt BMIHEH
RERASEHIZERIEE

## Dockerfile 7=ffl

FROM node:22-alpine

## A exec WM RESHEEIEL node HiZ

CMD ["node", "server.js"]

hRZsi%BH: REIEER node:22-alpine, XE—MEREIHY Node.js 22 A& 5K, AIRIES

REMARZA (40 node:24-alpine. node:latest)o

Q: A/ELERFL
## SREIZRIE
$ docker kill BEE&
## MNRIMTEFLE, RERARR

$ docker inspect ZFEE%
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5.4 HNBEE

5.1 AHAREENS S

£ -d 2HEmIAERGE, BRER/LGIET. UTHRJFEBHENDFIAEREE:

BR Nl

IRl BEERE. NERE. HEHER
RS WITERETS. BEET
BERE EEHIE. WEEER. XHRR

FEN RENNHBL. WIEFR

5.4.2 WHEANST T

Docker IR FHNB 2SS

Y HEEE R
docker exec VEiz:3 BriFmEiE, BREAE A3

PN E#HIZ, BLUFIREFLE

docker attach )\ EIEER o
Bas

5.4.3 docker exec: HFHF
docker exec A%

## HNRBHBERZER shell
$ docker exec -it &2:& /bin/bash
## HEA sh GEAT Alpine HHEEHER)

$ docker exec -it &A% /bin/sh
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SHRA

2% e

-i RIFFRERNITH (interactive)
t DB R (TTY)

-it REHLHE, RIFTBRXERR
-u EERF (30 -u root)

W BETEER

e SBIMETE

docker exec

##t BH—TEE A

$ docker run -dit --name myubuntu ubuntu
69d137adef7a. ..

#H BENEBR (RER shell)

$ docker exec -it myubuntu bash
root@69di137adef7a:/# 1s

bin boot dev etc home 1lib
root@69di137adef7a:/# exit

## DeHIEIETT!

$ docker ps

CONTAINER ID IMAGE STATUS NAMES
69d137adef7a  ubuntu Up 2 minutes  myubuntu

hiTRFGS
HARERN, BERATMS:
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# BEBRNAHE

$ docker exec myubuntu ps aux

# BERREXMH

$ docker exec myubuntu cat /etc/nginx/nginx.conf
## Ll root APHIT

$ docker exec -u root myubuntu apt update

A -i FA -t WX

## [ -1 ALRITERS, BRERTM

$ docker exec -i myubuntu bash

1s # WAL
bin # WHER
boot

dev

## B -it: BRENKRIRKG

$ docker exec -it myubuntu bash
root@69di37adef7a:/# # BRI

¢ BEMER -it A5, REENEAPFEEIEBENGSHARA -i

5.4.4 docker attach: EIEfEH
docker attach £4<F5%

$ docker attach A&

TRRE

attach SHIINEIZRERE AR (PID 1) BT ARNKH:
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=as

FiHiE
PID 1: /bin/bash
docker attach MinnE)x 2 (FMANBZELZEE E#
%)

docker attach 7=l

##t BEIAEE

$ docker run -dit --name myubuntu ubuntu
243c32535da7. ..

## MINNEIA2E

$ docker attach myubuntu
root@243c32535da7:/#

\ EEES
M attach £IEFHIN exit B ctri+pD SFHARFLE!

$ docker attach myubuntu
root@243c32535da7:/# exit # XREILRR!

$ docker ps
CONTAINER ID IMAGE STATUS NAMES
243c32535da7 ubuntu Exited (0) 2 seconds ago myubuntu

REA: attach MiNEE#HE, BEEIHEMSTRESSR,
RSB attach

8578 ctri+p SAJG ctri+q ATLIM attach 2% B, MRELES:
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$ docker attach myubuntu
root@243c32535da7:/#

## ¥ Ctr1+P A/ Ctr1+Q
read escape sequence
$ docker ps

CONTAINER ID
243c32535da7

5.4.5 exec vs attach 3Lt

5
ITHEAR

B H R

# BERNIEETT

NAMES

Up 5 minutes myubuntu

docker exec

TR BABFTHE

AR
AIUF S
i, KRR

v Ei:ze
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docker attach

Bes

MIANZ 3 HFZ PID 1: bash

docker exec

Aas

PID 1: nginx

FHAE KN E! PID 50: bash

5.4.6 & {ESCE%
1. Bi% docker exec

## PENEFER

$ docker exec -it myapp bash

$ docker exec myapp tail -f /var/log/app.log
# PITEIRETS

$ docker exec myapp python manage.py migrate

2. £ B RHND S
EEZRIN: FFMENREBEHNBEEIZIRE, M8

HERATERS (80 docker logs EFXHE)
BIERAETENRS
o EIEPEMIFFoNELR
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3. I shell G902
FLEEEI SRR (W0E T scratch 3¢ distroless) ;&A shell:

## XKW

$ docker exec -it myapp bash
OCI runtime exec failed: exec failed: unable to start container process: exec: "bash": executable fi
le not found

## BRRFR. ERERESE

$ docker debug myapp

5.4.7 B alA
Q: exec HNGEFIH MR IR
XEEEN, exec BEINZMILHE, Z1 exec [IEE AR,
Q: &88%H bash
S fER sh:
$ docker exec -it myapp /bin/sh
Q: FE root /R

$ docker exec -u root -it myapp bash
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5.5 SHMAEA

LBRINFETSERAESNERE, PILUER Docker WRAMSHINEE. ATHRENEBXBE <L
BIER T %o

5.5.1 AR
MEESHAMEANRE], BILUER docker export fi¥o

$ docker container 1s -a

CONTAINER ID IMAGE COMMAND CREATED STATUS

PORTS NAMES

7691a814370e ubuntu:24.04 "/bin/bash" 36 hours ago Exited (@) 21 hours
ago test

$ docker export 7691a814370e > ubuntu.tar

XS H AR R R A3

hRAHEE: SHNBHRRBAGLSIREREAE, SARATUEEXFENRES,

5.5.2 FAARRE
BJLAfER docker import MAESIRESXHEHEIANNHRER, Fla0

$ cat ubuntu.tar | docker import - test/ubuntu:vi.0@

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE
test/ubuntu v1.0 9d37a6082e97 About a minute ago  171.3 MB

tesh, WRILUEEIEE URL SEBRMBERKIA, FlU

$ docker import http://example.com/exampleimage.tgz example/imagerepo

A BFEERTLUEE docker load KFNFEGFMEX A itii715/%, 2aJLEFH docker import
KEN—T BRI R MR G e XFE BIXFITE T B2 IREBX 1 EF B B9/75 E 10 RATH#
EIE R (M RFBZHIBIIRIBERT), TMEREGEFEX G RFTEIDR, BRHBEX, L5, M
BERIREBEX M FNET ] U BFTIEE s E B G B
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5.6 R

MERRNEEMNEL, REFIMNBEAENSTSR. ATTENBNEARHFFIBERTENSSE, Uk
A BEREEFELENES.

5.6.1 BXf%
fEF docker rm lIFREFLEIIA2S:

$ docker rm AREZZILID

¢ docker rmJE docker container rmHYEE, MEZFN.

5.6.2 fifipR3%EI0

WEIR T2 5l

B R EF LN 2S docker rm mycontainer

-f tRE|IFIEI TR AR 2 docker rm -f mycontainer
-v B HFRREENE RS docker rm -v mycontainer
HpREFELERNEES

$ docker rm mycontainer

mycontainer
RFIHPRIE TR AR

## A - =IRES

$ docker rm running_container
Error: cannot remove running container

## N -f SREIMIER

$ docker rm -f running_container
running_container
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I BHIMEFSAERAIE SIGKILLIES, AJReSBEIERR. BVt docker stop LHEFLE,

HprAR R ERIES

## MRBREFENRFEERS

$ docker rm -v mycontainer

AR RBRERE, 3R

5.6.3 #tEMIB

HERFAE EFLENAR

## HR—: B prune &< (EHF)

$ docker container prune

WARNING! This will remove all stopped containers.
Are you sure you want to continue? [y/N] vy
Deleted Containers:

abc123. ..

def456. ..

Total reclaimed space: 150MB

## AT TRTHIA

$ docker container prune -f

MERFAIE AR BEBITHN

## SEILFIERR, Bk

$ docker stop $(docker ps -q)
$ docker rm $(docker ps -aq)

## HEBERGIMI

$ docker rm -f $(docker ps -aq)
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R HBR

# MFRFIEEIREMNE 2R
$ docker rm $(docker
## MFRBIREE "test"

$ docker rm $(docker

## MIbR 24 \BIRIRIEZMNE 2R

ps -aq -f status=exited)

ps -aq -f name=test)

$ docker container prune --filter "until=24h"

5.6.4 ERATIEEH

docker ps BUILIERMRILAACS rm EF :

RS
status=exited
status=created
name=xxx
ancestor=xxx
before=xxx

since=xxx

il

## MBRPREET nginx REMNELE

Wi

BRHHERR

[S)eilkeE S =0l

B MRILED

BETRRGOIZE

ERBRZAEE

ARBBZEEE

$ docker rm $(docker ps -aq -f ancestor=nginx)

## BIFRFIESIRERBHIEEE

$ docker rm $(docker ps -aq -f status=created)
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5.6.5 RS HREIRBIX R

BRHBIRHBIRERTEMER.

## ZEPFERSREBAIRE

$ docker image rm nginx
Error: image is being used by stopped container abc123

## FBELDIFEBIZIRGE R

$ docker rm abc123
$ docker image rm nginx

5.6.6 FFERIEEIN

FRIFR

## TEEPEEE(FIENA S
$ docker container prune -f
# —REEMBERERRR

$ docker system prune -f

EFFIR

## A --rm SEETIRNESE

$ docker run --rm ubuntu echo "Hello"
## BB EBEMER

# THIEE (REREZRE)

$ docker container prune --filter "until=168h" # 1®¥% 7 KWK
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TEEFERNA

#!/bin/bash

## cleanup.sh - Docker AIREIEMIZS

echo "REBFLEHNESS..."
docker container prune -f

echo "BEXRFEHANER..."
docker image prune -f

echo "BEKREANEHKIES..."

docker volume prune -f

echo "BEKRFEANMLE..."

docker network prune -f

echo "JBIESERE! "
docker system df

5.6.7 B IR
Q: BB!LEMIER
Error: container is running
R F(FILREE, WA -1 REIMER

$ docker stop mycontainer
$ docker rm mycontainer

##

$ docker rm -f mycontainer

Q: MipREHiR = E SRR
CIEE SN

1. REHVHIEERMER (ER -v B
2. sREARMIBR
3. MREFREE

iR
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## ERTEHA

$ docker system df

$ docker system prune -a --volumes
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RE/NG

KRENAT Docker BEHIBEN. FLE. FHNMIBRZFAZ ORI,

#R{F

WEHIETT

RENBE

[FaET

BB FLERNES

i3

SRH{F1E

BER

F1EER

HENA R

PITRRGML

EEFHIEEL

MFFEF LR

sEhIMERIZIT RS

MiraERERE

BEFIEBFLEAES

B
docker
docker
docker
docker
docker
docker

docker

docker

q)

docker
docker
docker
docker
docker
docker

docker

run

run -it

run -d

start

stop

kill

restart

stop $(docker ps -

exec -it &8s& bash

exec AZZ @

attach B8

rm BRZ
m -f BBZ
rm -v BRZ

container prune

Built with mdPress

WA

&EANEE AT

TR ImEd 121

BTFIRSENA

ERERRESE

% SIGTERM, #BBYf5 SIGKILL

H1#% SIGKILL

FLIEEIENE )

(FIEFREEITHA S

HEAD
FHNZERR

{

18, BUFIEFILAES

BoEL

BE#ZEmIER

FEEEEERZS

HEFE
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SEMERIFIR
o FRIE{T: IBMF -d BB RE R AR
o AR BIEETHNELR
o MARFLE: IBAFHHCIBRTAIRIE
BIEEIE: HIBEFAKARE
o MIBRIEE: BIEHRKR
BiEL: BUBSEE

7 RIFERACOHEI? DR Issue 5Y PRo
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BARE HECE

‘@E (Repository) %%qﬂﬁﬁ&%%{éﬁﬂ’\]ﬂﬂﬁo

— N BZRBENEIZEMIRS S (Registry)e Kin EEMRSBEEECENEKRSE, 81

RZ2R EAIUEZINCE, MEBETCETEEZ M ESR. MXFEXRR, EEAJUHIAAR—TA
HTHIMBE B R, FIWXNFEEMMUE docker.io/ubuntu i, docker.io & XM AIRSS 28HBLL,

ubuntu %’E‘@‘E%o

RERD ISR, HAFEFREDXHENRZ,

hiRZs= 1% BB
REH KB Registry FIiEx T ERRZSIHER:

o Docker Registry: {8/ registry:2 ¥##FhRZA, BEFIELIPH registry: 1 AEINEA

e Nexus 3: EBIIEERMARRZA (U0 sonatype/nexus3:3.69) MIF latest, EHBEFLRTRN
RAMRIA

o TREBARENE:

o EFFINREXE CENNVEBHIEERES (W myapp:vi.o.0)
o BERMKH latest 17, RAHSNEFEEXBZSBIREES

N ALREDRCRE?

EITICREFNRENEER, LRIERE . FARMRIRN ZBIRIMECRE?
FREBA (BLZFINE. Rl :

o FENHCEFHRNIRER

o HRipREHIFER T

o SBIUEFMEARESR (W1 Harbor = HiRMHIVRECE)
FERMERTAFES:

e Docker Hub AFEEE%

o THRBEMLECENMZA
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IVRERE

o FESTA. &, KHEME
o WEMATILISZE (Nexus3. Harbor) TIEEIERY Registry

KRERENHENERIE S
e Docker Registry: &/NMYEPE (E&EEREIR
o FABCERAEE: HFIIAIE. HTTPS EE£FKE
o Nexus3: BAWRTEMRASGE, IFREER. &H%

TERNR
Docker Hub
IWEEE

SREE

>
(>

Nexus 3
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6.1 Docker Hub

6.1.1 A& Docker Hub

Docker Hub 2 Docker WHRRIREECRE, @I R LIEMAM S ZFMIREX Docker 57,
Docker Hub 5 Docker EFHEIFNARFERCE, HER2IKGEANBSREERE,
ERMT:

o BAHS: B Docker EAMIMEI B (80 Nginx, MySQL, Node.js) #PHEREHE K.
o NABREGE: ARAULEELBECSHER.

o BENHIE: 5 GitHub/Bitbucket &£/ (E11E),

e Webhooks: $RREMTARAEIAE,

6.1.2 #Zi\IheE
1. BEFE S

FATATLURAE docker search Bn L REHXEHZ CEFBFER, HFA docker pull SBLFEE T
B 7,

PR T MDUER, MAILUERG<LTT:

$ docker search centos
NAME DESCRIPTION STARS OFFICIAL
centos The official build of CentOS. 7000+ [OK]

B15:. SRS (E A oFFICIAL FRIEA [oK] BVEEE, T2 EBRME.

2. HIEVER(&

$ docker pull nginx:alpine

3. HEIXEE S

FELEF:
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$ docker login

## INBERT, THEHESEMT docker login &HEGHE Device Code Web Flow (ISE83IAIE)
## BEIERE CI HER, HELES --username 5 --password-stdin BEER

AR FHEX

## 1. WRCEHE
$ docker tag myapp:vl username/myapp:vil
o2, HE

$ docker push username/myapp:vil

6.1.3 RIS ECE

BRASHIEX R

Docker Hub YR REIZEEL A 7 SEREHIBURRIRSE] (BF 6 /)\BSFHA)

P8 PR

ERAR (RER) 6 /\BF 100 RIER
REKF (BEER) 5 6 /)\BY 200 JRIER
Pro/Team/Business PRSI (AT EREE)

AR B2025F 4 Ak, AMBENEITHARFREZELRENEGE. BERBFMZEKFRIPRE
RISAZE, BIVFE CI/CD IMREHRIAAECE docker login LIRS ERMHIENEE
i AR

2T _ERE S EMK S HIEUR G EER Pull Rate Limit Z4b, Docker Hub SFRAERAF (BE8BEiA
IER G EBF) EEET MARIPRRT (Abuse Rate Limiting), ©RIBIEMLZE O IP (IPv4 5
IPv6 /64 FW) T EEMKIGEKINE, HEDSHMEA (BEATDHEHRTRSIBER)-

PENERSHESZE:
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e Pull Rate Limit: ¥3HIEXEIAE LR, 3RFEIR[E] 429 Too Many Requests, FH HTTP R[]
{&/CLI HiR e n = H AR toomanyrequests: You have reached your pull rate
limit 37, BHEKP AR,

e Abuse Rate Limit: FFEizO8iFTH, RESOREIELE 429 Too Many Requestso X—FR
MADNESES, BREE “ZRIGHEZLHOIP” N IVEENHEE=1= Cl kS (A0
GitHub Actions &) #, BEMERELEREE docker login HKIAATEERN A

R SNRTE CI/CD HFIMRIBE 429 FiR, B
1. RS EAEZWEMRT: &M pull rate limit RE1E Cl BEZE docker login (FHERABER
KS) FLEERZPRE S PR,
2. R Z Abuse STFTH, NEEREBENE CEFERNIEEFNIE (Registry pull-through
cache), BRIMBEERZIFKE A Hub,
3. EAERREINESS,

6.1.4 ZLRELK
1. B 2FA: WAFEIAE
NTFRIPIER Docker Hub IKE %%, FfTIBICKRENL T8,

£ Account Settings -> Security /S 2FA, RIFKSZ2. BAGE, CLIEREEFH Access
Token M3EEHR,

2. 558 Access Token

L EBEES: BAEBEERARK CI/CD REH, BIRER -p SHEEZEEI Token (M docker
login -p xxx)! XESHEIERBESEERFANGSHE. HEFIRMNLIHEHP,

1. 7£ Docker Hub -> Account Settings -> Security -> Access Tokens €% Token (PAT),

2. %% Token @I tRERIN (stdin) ££1%%44 Docker:

$ echo "dckr_pat_xxxxxxx" | docker login --username username --password-stdin
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3. XFHRBIRR

Docker Hub #&fft Docker Scout 21 3¥EINEE. E A RGN R ERESERNFRERR 28RN,
Docker Scout BB THAE T R BRI UES 1 MAECE, NEAPITUREEZCE. &5
GBS UE IR ARRER,

6.1.5 Webhooks

HERGREHIXET, AILABEARAZ HTTP B3 (FIa0&0 Cl RFEERE).

BREA%: BEETI@E -> Webhooks -> Create Webhook,

6.1.6 EEhHEE

)\ BaiXPR{IEEEF (Pro/Team) £/,

$EH#% GitHub/Bitbucket g, HAMAERRHITIRZER, Docker Hub ZBEETTIE, XRIE
THRESES5NBEY, BREEHNESFREEE,
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6.2 A EBRE

BESRFER Docker Hub XIFRI AL CERIRERSE, AR RIMEIE— At EHRMLAER.

TN BNFAEREMEE,

Docker Registry R E A IR IR, I UBTHWENMENERECE, sXARETET
distribution/distribution v2.x kx4s.

6.2.1 #3517 docker-registry

B/EBT

MREFEREMBCE, FJLUBEE ARM registry RERIRREE,
fRRILAERE 7S registry $RE&FKIETT.

$ docker run -d -p 5000:5000 --restart=always --name registry registry:2

WA BLBR: {EF registry:2 &R Docker Registry 2.x i 7x, X Y BiEFMMA, IBRZ
Registry 1.x BfELL4F, FREINER. XRERAEAMN registry RERBoIFABCE, RIAE
M, CESKEOIEERSMN /var/lib/registry BR o RALLUET -v SEREBEXEER
EARMBIEE R, FIINTEAGIFE LENEGBEI AT /opt/data/registry BRo

$ docker run -d \
-p 5000:5000 \
-v /opt/data/registry:/var/lib/registry \
registry:2

6.2.2 ERAEECELE. BHR. THES®

BIBGFRBECEZIG, FAILUER docker tag RIFIE—MRER, ARMEERICE. FIMNMLECE

HiltS9 127.0.0.1:50000

FESHNEEEENHRR.
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$ docker image 1ls

REPOSITORY TAG IMAGE ID CREATED

L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago
MB

{5 docker tag ¥ ubuntu:latest XPNERIEFRICH 127.0.0.1:5000/ubuntu: latesto

&I/ docker tag IMAGE[:TAG] [REGISTRY_HOST[:REGISTRY_PORT]/]REPOSITORY[:TAG]o

$ docker tag ubuntu:latest 127.0.0.1:5000/ubuntu:latest
$ docker image ls

REPOSITORY TAG IMAGE ID CREATED

L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago
MB

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago
MB

f#H docker push H1EFRIEHEE,

$ docker push 127.0.0.1:5000/ubuntu:latest

The push refers to repository [127.0.0.1:5000/ubuntu]
373a30c24545: Pushed

a9148f5200b0: Pushed

cdd3de0940ab: Pushed

fc56279bbb33: Pushed

b38367233d37: Pushed

2aebd096e0e2: Pushed

latest: digest: sha256:fe4277621f10b5026266932ddf760f5a756d2facd505a94d2dal12f4f52f71f5a size:

B curl EFCEFNES,

$ curl 127.0.0.1:5000/v2/_catalog
{"repositories":["ubuntu"]}

XEBrLIEER {"repositories": ["ubuntu"]}, FPABEEEWHINLET .

EHERERRE, BEEMLECER THX MR,
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$ docker image rm 127.0.0.1:5000/ubuntu:latest

$ docker pull 127.0.0.1:5000/ubuntu: latest
Pulling repository 127.0.0.1:5000/ubuntu: latest
ba5877dc9bec: Download complete

511136ea3c5a: Download complete

9bad880da3d2: Download complete

25f11f5fbOch: Download complete

ebc34468f71d: Download complete

2318d26665ef: Download complete

$ docker image ls

REPOSITORY TAG IMAGE ID CREATED VIRTU
AL SIZE

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago 192.7
MB

6.2.3 BE0E3F https G AL

WNRIRAAE(FEH 127.0.0.1:5000 {EANEEMIL, LN ARMERBE M F AW AEINEGHIXEIFAE
B, {FFASIEFIE0 192.168.199.100: 5000 XEFNA MM {ERFAE CERLE, XRRS LT
BRINHEIE R 5

X2RE A Docker BRIARARIFIE HTTPSs A HEIX R G FTHLUEE Docker BEEE EIREUHX
FREI, siBEEE T —TEERERET nTTPS IHRMIFAE .

Linux

AAINBL T, Docker s2HfEA HTTPS IR TRR, WREEZNLECER HTTP Y, F
BTN TECE,

FTFEHH systemd IR S, 1ETE /etc/docker/daemon.json FEANMTAR (MEXEGREEIEHE
ZX )

"registry-mirrors": [
"https://docker.your-mirror.example.com"

1
"insecure-registries": [
"192.168.199.100:5000"

]
3

AR RIS json MSE, EN Docker FABERBEH. FRENMELRMUHEER LR A
iR, BAEESN 3.9 HERNEES,
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6.2.4 Hfth

3FF Docker Desktop for Windows. Docker Desktop for Mac 7EI& &Y Docker Engine H#1T4R
15, EINA_ Ea—HRFRFERENA,
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6.3 A B CERRECE

E—TBAMERT T EEEMINENIME CRE, N TIRAIRMER docker compose HEHE—MAH
BPRIAIE. TLS WFAB B,

HE—INMR, UTNSBHEIZX G RF#HT,

6.3.1 E&FILRIES

MRMAE— TR, BRSACRSEIRERENERIES, REA UG openss1 BITEX
iIE:E;O

XEBRIEHEITGEEEZENIAE CEMULA docker . domain.com, FEIEANINTBER opensst BT
& docker .domain.com BYuL S SSL IEH,

FE—F O cAThR,

$ openssl genrsa -out "root-ca.key" 4096

E DR AMACIE ca RIEBIFRM.

$ openssl req \
-new -key "root-ca.key" \
-out "root-ca.csr" -sha256 \
-subj '/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=Your Company Name Docker Registry C

MU ESSH -subj BHEM /c RIREZ, W coN; /STERIY; /L RTIEHESEKX; /0 R-4A
Oz /N IBARTR.

B=PHCE cCARIED, FE root-ca.cnfo

[root_ca]

basicConstraints = critical, CA:TRUE, pathlen:1

keyUsage = critical, nonRepudiation, cRLSign, keyCertSign
subjectKeyIdentifier=hash

BT ERRIUED,
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$ openssl x509 -req -days 3650 -in
-signkey "root-ca.key"
-extfile "root-ca.cnf"

root_ca

BRIPAEMILS ssL FAFA

"root-ca.csr" \
-sha256 -out "root-ca.crt" \
-extensions \

$ openssl genrsa -out "docker.domain.com.key" 4096

FERDERAMAERIERIFTRI M

$ openssl req -new -key "docker.domain.com.key" -out "site.csr" -sha256 \

-subj

'/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=docker.domain.com'

BCPEEIUETR, FE site.onf X

[server]
authorityKeyIdentifier=keyid, issuer
basicConstraints critical, CA:FALSE
extendedKeyUsage=serverAuth

keyUsage
subjectAltName

subjectKeyIdentifier=hash

BI\FEEILS ssLIEH,

critical, digitalSignature,
DNS:docker.domain.com,

keyEncipherment
IP:127.0.0.1

$ openssl x509 -req -days 750 -in "site.csr" -sha256 \

-CA "root-ca.crt" -CAkey "root-ca.key"
-extfile

-out "docker.domain.com.crt"

-CAcreateserial \

"site.cnf" -extensions server

XEHEBELIWE T docker.domain.com BY P i SSL #A$A docker.domain.com.key #1 SSL iE

docker.domain.com.crt &2 CARIE® root-ca.crto

W ss1 XHEFHIE docker .domain.com.key docker.domain.com.crt root-ca.crt X=1"X4#%

N> MIBREM M

6.3.2 ECETAECRE

MEECERINNBREXHAUTF
config.yml, ZEHEHIETEH,

/etc/docker/registry/config.yml , ¥ {15 7£ 7S i#h 4% 48
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log:
accesslog:
disabled: true
level: debug
formatter: text
fields:
service: registry
environment: staging
storage:
delete:
enabled: true
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/registry
auth:
htpasswd:
realm: basic-realm
path: /etc/docker/registry/auth/nginx.htpasswd
http:
addr: :443
host: https://docker.domain.com
headers:
X-Content-Type-Options: [nosniff]
http2:
disabled: false
tls:
certificate: /etc/docker/registry/ssl/docker.domain.com.crt
key: /etc/docker/registry/ssl/docker.domain.com.key
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3

6.3.3 &£ http IAIESF

$ mkdir auth
$ docker run --rm \
--entrypoint htpasswd \

httpd:2.4-alpine \
-Bbn username password > auth/nginx.htpasswd

¥ _EMERY username password B NIRE SBE P B ER,

hiAs#iBE: fE8 httpd:2.4-alpine & F Apache 2.4 IS B 5. NEHMbhA, TEHRA
httpd: latest HIEEEAhRAS S httpd:2.4.58-alpineo
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6.3.4 4548 Docker Compose BCE
%38 compose.yaml (2 docker-compose.yml) BECEII T :

services:
registry:

image: registry:2

ports:
- "443:443"

volumes:
- ./:/etc/docker/registry
- registry-data:/var/lib/registry

volumes:
registry-data:

hx 43 BA: Compose BCE R PAHIEE registry:2 FRA&, £=HIBEEZNEEMRES (M0
registry:2.8.3) MIEMEM latest, UFRIEZBENRIEE M,

6.3.5 €3 Hosts X4

iﬁﬁ /etc/hosts

127.0.0.1 docker.domain.com

6.3.6 BT

$ docker compose up -d
XERNMEBREF 7T —MEENRIAE. TLSHMECRE, BT REITIXEIGEEEIESR,

6.3.7 MiXFAB EETHEE

HTFBITEAN CARIEPAWAREE, FRUEKINTEER CARIED ssl/root-ca.crt AN

/etc/docker/certs.d/docker.domain.com SI#F?EEF'O

$ sudo mkdir -p /etc/docker/certs.d/docker.domain.com

$ sudo cp ssl/root-ca.crt /etc/docker/certs.d/docker.domain.com/ca.crt

ERILEBCE
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$ docker login docker.domain.com

SR, HIEGRK.

$ docker pull ubuntu:24.04

$ docker tag ubuntu:24.04 docker.domain.com/username/ubuntu:24.04
$ docker push docker.domain.com/username/ubuntu:24.04

$ docker image rm docker.domain.com/username/ubuntu:24.04

$ docker pull docker.domain.com/username/ubuntu:24.04

hRZsiEBE : RfGIER ubuntu:24.04, X5 LTS s, #ix
%, BNEFIMERBIEERGRES. NRFNEBREER, =

$ docker logout docker.domain.com
$ docker push docker.domain.com/username/ubuntu:24.04

no basic auth credentials
RURRBTEEER, TREEERGEXIMAECER,

6.3.8 AREM

NRIFAHNERT 44350, {REJLECE Nginx 32, XEBREB
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6.4 Nexus 3

5/ Docker ESHY Registry I CEREIG— AP, LR LLRGEMRUETEERIART
KERE, FE—LEHLELBKTEARGEER Registry, EEI BRI —LL T BB Nexus
PRI WAVHME, =R Nexus3. x £2E<#F Docker BITAB (7R, PRLAERA Nexus 3 —M3X
43K EIE Docker, Maven, Yum, PyPI HE—EEERYIERFR,

6.4.1 B5h Nexus &28

$ docker run -d --name nexus3 --restart=always \
-p 8081:8081 \
--mount src=nexus-data, target=/nexus-data \
sonatype/nexus3:3.69

Hﬁzkiﬁﬂﬂi 'ﬁﬁﬁ Sonatype/nexu53:3.69? *%‘ E’\J Nexus Hﬁztgo ﬁﬁﬁﬂﬁsﬁﬁﬁg?ﬁ'ﬁﬂf latest B]
BUB R BN R RIARER, BRIETTHER 3-5 28, (RAJLUEHA docker logs nexus3
-FEFHE:

$ docker logs nexus3 -f

2021-03-11 15:31:21,990+0000 INFO [jetty-main-1] *SYSTEM org.sonatype.nexus.bootstrap.jetty.JettySe
rver -

heAsiiBe: EiRBEFRETREZE Nexus 3.69 lRAENBEIAE. BERASSMHES SR HRGMEAT
FE. MREMEBIULAST, HEB Nexus ELBEIRI, Rl AFERNKER[ITH

http://YourIP:8081 5] Nexus T o

BRGTIEEE LU T an < IREAIIAZE

$ docker exec nexus3 cat /nexus-data/admin.password

9266139e-41a2-4abb-92ec-e4142a3532ch
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BEURB) Nexus FUERINIKS 2 admin, ZHINE LS RIER, REEA LAER, BRERS
B E R

ERZEAUREE LS RARRARE TER G EH#HTIRE,

6.4.2 BIEBCREE

BIE—1FAEECEMNS L. Repository->Repositories i AIIHE create repository

docker (hosted)

e Name: GERNBR
e HTTP: GEHRIMMIFEIHO (F70: 5001)
e Hosted -> Deployment policy: i&i%#% Allow redeploy &N F % L& Docker $1&o

HEMNECECRAZBERZUBCER, BT LUEIE— docker (proxy) KA G ERZE
DockerHub o BEI#ZE— docker (group) XEMEEENIZA B hosted 5 proxy AIIE—IHE, E
M RINEHEIRIA T EHIAE CEFNRER, NREERFEEE] DockerHub TR EHFHEEER Nexus
f,

6.4.3 ZRMNiARIANFR

38 security->Realms 38 Docker Bearer Token Realm % ZIA1ARERRTZ,

NP LN : & security->Roles->Create role 7 Privileges iEIIEZ docker BAER YL
%o EIGINER ARG R TF.

AINAF . 328 security->Users->Create local user TE Roles JEINAREANIZ GBI NFZEHE
GIINEORRE,

6.4.4 NGINX RACIBEE
TEBHERBEN A CEAT BEIFBER—T,

NGINX REECEM T
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upstream register
{
server "YourHostName OR IP":5001; #iwOAEEAINAEHREECEILEN HTTP EMMNKOS
check interval=3000 rise=2 fall=10 timeout=1000 type=http;
check_http_send "HEAD / HTTP/1.0\r\n\r\n";
check_http_expect_alive http_4xx;

server {

server_name YourDomainName;#313R/&H DNS BRSZ23MMEMNT, BEMBRILETER DY 1P HiikiAIE)
listen 443 ssl;

ssl_certificate key/example.crt;
ssl_certificate_key key/example.key;

ssl_session_timeout 5m;
ssl_protocols TLSvl TLSv1l.1 TLSv1.2;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
large_client_header_buffers 4 32k;
client_max_body_size 300m;
client_body_buffer_size 512k;
proxy_connect_timeout 600;
proxy_read_timeout 600,
proxy_send_timeout 600;
proxy_buffer_size 128k;
proxy_buffers 4 64k;
proxy_busy_buffers_size 128k;
proxy_temp_file_write_size 512k;

location / {
proxy_set_header Host $host;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Port $server_port;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_redirect off;
proxy_set_header X-Real-IP $remote_addr;
proxy_pass http://register;
proxy_read_timeout 900s;

1
error_page 500 502 503 504 /50x.html;

6.4.5 Docker EHIFIRRECRE

WNRAE B SSL el LUE S HiE S T A 7E7INIE https € EFE#IEE] Docker HECE X HARE
& Docker,

£ SSLINE LURRFEE N R A ERBEMEENS N T . BETENT:
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$ openssl s_client -showcerts -connect YourDomainName OR HostIP:443 </dev/null 2>/dev/null|openssl x
509 -outform PEM >ca.crt

$ cat ca.crt | sudo tee -a /etc/ssl/certs/ca-certificates.crt

$ systemctl restart docker

{3 docker login YourDomainName OR HostIP #H{TMlid, FAF REFLIEES EME Nexus FIKEH,
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FEING

KENLT Docker Hub BIER. AR CERBEUM Nexus 3 FWRFE,

Thik Pi8E
BEARE R E AR ERREG
HIEX PR EE# 100 2x/6h, &R 200 %/6h
ZE WEETFTS 2FA HfER Access Token
Bzhfk X #F Webhooks 1 Bshii
S (R[5 338

o ThEGE: HBEBCH Registry
o SHRNNTRSR: NN TE

7 ROERRAEBOHEIN? WDIRZ Issue B PR,
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&2 Dockerfile I5Si¥1iR

42 Dockerfile

Dockerfile —1MX#&XfF, HRABE T —5FH 82 (Instruction), 5—FELHE—R, Al
B—FEHAE, MERRZENHINFWE,

EEEER, FHNES docker commit EI T RGN, B2, Fohcommit REEIENIGEIEH,
HAEEENEFRBERIEES R

£/ Dockerfile B HEGEUTMHE
e HEhK: AILUEIE docker build < BEIHEE®E,
o AIEEM: AT Dockerfile FXAXH, rILUBFRERMENSER—,

o hRZAITH: Dockerfile AT IAMNARAEIZHIR S (90 Git), FEFIBETE,
o BEAM: A AZAILUEDRE Dockerfile T AR B ZRAVIDERITIE,

Dockerfile RE &

TEARNSMECHAT ZA, EERRP-NEXEEZNFEN: Dockerfile FEMZ, MERGKHN
GEIHE . XMXFRE T RN B EEFIELHIER.

HELb4RE Bash IR B4 (“RRIMFHRITXLERRS”), Dockerfile BN ZE (“X—BHEBRNIZ
NEWE, FT—BIASE). XTBHETSEMIRANRE:

o £H®<: — 1 RUN apt-get update && apt-get install ... MNMiZGE—i2, AR FFHK
Z1RINIES, ERENRE— ‘B KiZiE

o EFABEMIIES: coPY VS ADD. CMD VS ENTRYPOINT XLEERARHER, MEIRIBHEGSEN
BICRRER

o RUTRBKI: REAFEEEF. BBRIGEXH, IHXLE B8 REER—B5MK

EPMENRIFANAZNMES. EFIELEEN, BREARE. "XNMEIRAHABUXENAR
TE? 405RFZE Docker, FEZWMMEIZITE? ”

Dockerfile EZA4E#

Dockerfile —fg 3 AIAERS . EMREER. HIFEER. REBFESNAIBBMRRITIES,
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LR
AR Dockerfile FEIENES:

e RUN #1785
o COPY Sl

e ENTRYPOINT A&

o ENVISERIETE

o ARG M5

e VOLUME EXER%E

e EXPOSE 2FFifM

e WORKDIRISETEEHR
e USERISTFYEIAF

e HEALTHCHECK f#EEio2s
e ONBUILD Afth AFIRTKE
o LABEL NE&ARINTE
e SHELL 3%

SR
IETENE Dockerfile BISRIFE
o ZIEGHIIE
o ZNEGHIIEICLY: Laravel (W
SESBETH
Itegh, FAITERE 4B Dockerfile BIER{EIZERF ' W in) i,

° 715 A7
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R Dockerfile #3355
HERERHEARSIERHA:

docker build [i#&M] <ETFXE&E/URL/->

5140, 7E Dockerfile FREE R1T:

docker build -t my-image:1.0 .

XFhrds S RELEE
ARERH Dockerfile RIEANEM RGN ERE A TREN:

o EAME (W ubuntu:24.04. alpine. nginx):. FIFEME, TEEX

o HERHRERARASS (U node:22. python:3.12): ERAEFRMASMIFTEMAS (patch),
XiFAI LA B shRENE MBI T hRES, WRATL2EHH

o B FEBIFEH latest InEHTER patch lkAdS (W0 20.10.0) EANEMEG, BAXS
SEMENREW M T2 XK

REEEAXLETAY, NRESSREFFRERERGENRES,

BEZXT docker build A, BAERSEPSLESRBEIESHITET.
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7.1 RUN $1{78p <

{AIBdfsEF RUN
RUN 2 Dockerfile PREBIIES, TERTHEEGHUENBHTHOREKES, BRI

o IR rRUN apt-get install nginx
o {RIFERF: RUN gcc -0 app main.c
o THISH: RUN curl -0 https://example.com/file.tar.gz

o EIEARS: RUN mkdir -p /app/data

2f# RUN N0 RERREB DR 58— RUN BIZEHRIEZ LEIBHHN—F, XaTMREK
Mo Eitk, GEERRUN (F3IREHZ T RUN) BHREERFHRIXTE,

7.1.1 BAE%

RUN <command>
RUN ["executable", "paramil", "param2"]

RUN 5§ 2 Dockerfile FRERBNIELZ—. EE HAIREE 2 LEEB—THE, RITHEEN®D

2, HRRER.

7.1.2 FAREIUITEL
1. Shell #&=%

RUN apt-get update

o IS BRIA@E /bin/sh -c BiT.
o B TILUEAMETE. BiE. EEMS Shell $54,

o ffl:

RUN echo "Hello" > /test.txt
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2. Exec #&3%

RUN ["apt-get", "update"]

o M EEFBARTRITXH, & Shell
o i3 B Shell FRHBMBTNE, EEFEHRHPEEHRFRNEL.
o AR LA svaR MR 284 BRIERXIFHA shell)o

7.1.3 BN RESLE

1L AAHS: BUEK

S—1 RN IESBRTE—REER. N T ROBREFHEE, FIEMA e EEHS,
X NS (I3 R):

RUN apt-get update
RUN apt-get install -y nginx
RUN rm -rf /var/lib/apt/lists/*

HESERIZLE):

RUN apt-get update && \
apt-get install -y nginx && \
rm -rf /var/lib/apt/lists/*

2. BEEF
ELREZTHNNGE, LEERER, AUEZR/NREGER,
e Debian/Ubuntu:

RUN apt-get update && apt-get install -y package-bar \
&& rm -rf /var/lib/apt/lists/*

¢ Alpine:

RUN apk add --no-cache package-bar
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3. {EF set -e Ml pipefail

RINBERT, BEa< cnd1l | cmd2 FIREEHKRE—

T, EE Run IRTBEML J9 R
X FEigA iR :

## WRTHRKRM, gzip FIRERIREE, BMRTRIMGE, WIRATREAS:

RUN wget http://error-url | gzip -d > file

WESE:

SHELL ["/bin/bash", "-o", "pipefail", "-c"]
RUN wget http://url | gzip -d > file

7.1.4 B 0]
Q: NfH4ARUN cd /app FEXL?

RUN cd /app
RUN touch hello.txt

(cmd2) JRE, BMERTEAERSRK

LR hello.txt SHUMERBR /, MARE 7appo RE: =1 run BE—THEY Shell/ B2 FEH

H1To cd ML ET RUN BIIFIE, #RR: A WoRKDIR F8<,

WORKDIR /app
RUN touch hello.txt

Q: FEBETEREX?

RUN export MY_VAR=hello
RUN echo $MY_VAR

ZR: Rz, RA: AL, MRTERTEHE rNER. R A ENnvIES, SER—1T RUN

RS,

ENV MY_VAR=hello
RUN echo $MY_VAR
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7.1.5 B4&HI5
1. 5 BuildKit NERERE
BuildKit z4%F7E RUN 5 HE - -mount BT, NHERWE,

## 817 apt &

RUN --mount=type=cache, target=/var/cache/apt, sharing=locked \
--mount=type=cache, target=/var/1lib/apt, sharing=1locked \
apt-get update && apt-get install -y gcc

## 817 Go 1R

RUN --mount=type=cache, target=/go/pkg/mod \
go build -o app

2. EHEH

LR SSH A5 Token, MAEHIZREHRET.

RUN --mount=type=secret,id=mysecret \
cat /run/secrets/mysecret

3. Heredoc i&;
BuildKit 3% heredoc IBERE L2174, TEITRRFML \ &EiE:

RUN <<EOF
apt-get update
apt-get install -y \
build-essential \
curl \
git
rm -rf /var/lib/apt/lists/*
EOF

e
o ARMER, FREESTRERM

o BREMAFIENS|S
o H1FEZ heredoc 3R, AIFEEARREB Shell
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RUN <<EOF
echo "fEREAIA /bin/sh"
EOF

RUN <<'EOF'

#!/bin/bash

set -euo pipefail

echo "f#F bash"

wget http://example.com/file.tar.gz
EOF

{EA heredoc EE7E Dockerfile &1T/ABA BuildKit i&
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7.2 COPY &2

{AIB{EH COPY

corY BTEMERERY, RKHZELETX (Dockerfile FFEERMEFER) PHNXHHEREFES
B[ARIES. ERVENARE. BEXHEERNGI

HAEZ S

o SHINRIRIS: copy . /app
o EHFIFEESXF: coPY nginx.conf /etc/nginx/nginx.conf

o SHIFESHEIRE: copy public /app/public

J{t+4 COPY Lk ADD EEBHTE? EEEINIE 90% WIER TER COPY, FEFERZ COPY HiEXE
B — A B EHIXHE, M ADD BEIMNIINEE (BohfEE. X5 URL), XEINREEREFS
HRBEINITH. BRIEREBFEE ADD B mhAREINEE, TNA COPY, i¥0l 7.3 ADD 5% HA93%
AXFLL

7.2.1 BEiE%

COPY [i&EIm] <REE>... <BnKRE>
COPY [EImM] ["<EE&F1>", "<EEEFE2>", ... "<BiREE>"]

copy EL R L X P4 B REFZHRER.

7.2.2 &A%
S

## SFINHIEEER
COPY package.json /app/
# SEXHHEDR

COPY config.json /app/settings.json
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BRI

## SRS MEEXH
COPY package.json package-lock.json /app/
## fEFIBECHT

COPY *.json /app/
COPY src/*.js /app/src/

EFBER

## ERBIMERIANE (FREREES)

COPY src/ /app/src/

L AR EFERN, EFNEERN AR, FEEERES

HWELETX: RIRA:

src/ /app/src/
— index.js - — index.js
L— utils.js L— utils.js

7.2.3 BECRFAN

COPY £#F Go B filepath.Match SBECRTALN

EERRY A il

* CERERFRIFS *.json

? LA FRF config?.json
[abc] CACES RE—FFF [abc] . txt
[a-z] LECSEERFRF file[0-9].txt
COPY hom* /mydir/ # home.txt, homework.md

COPY hom?.txt /mydir/  # home.txt, homy.txt
COPY app[0-9].js /app/ # app0.js ~ app9.js
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7.2.4 BfREEE
LIRE
COPY app.js /usr/src/app/

X E8E: EF WORKDIR

WORKDIR /app

COPY package.json ./ # EHIE] /app/package.json
COPY src/ ./src/ # SHIEl /app/src/
BaItIZBR

MNRBIFERATEE, Docker = BEENBIE:

## /app/config/ AEHEHENCE

COPY settings.json /app/config/

7.2.5 B FRREE
fEF - -chown IEINIK B X 4RI A F4A

## ERAFRMAR

COPY --chown=node:node package.json /app/
## fEF UID A GID

COPY --chown=1000:1000 . /app/

## IEERAR

COPY --chown=node . /app/

¢ BB usERIERER, MR LIE root BFIBETT.
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7.2.6 REXXETHEE
COPY &R BB R TTEUR

e E. 5. HITINR
o {ECABYIE]

XN TR ER:

## start.sh BIAJHITIRSHRE

COPY start.sh /app/

7.2.7 COPY vs ADD
it COPY ADD
At H
B EhARFE tar X 4
5 URL X (=)
HEFIZE i3 ) 7 =R

## W A copy

COPY app.tar.gz /app/
RUN tar -xzf /app/app.tar.gz

## ADD =EEE ((TATHE, FHER)

ADD app.tar.gz /app/

EERW FFIEFFEBDRE tar XX, TNIBAEER COPY, FRHBIITALLIRBIE AT,
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7.2.8 ZMEEHIE+R COPY
ME AR ER S 1

## HEMER

FROM node:22 AS builder
WORKDIR /app

COPY package*.json ./
RUN npm install

COPY . .

RUN npm run build

## EFEMER

FROM nginx:alpine
COPY --from=builder /app/dist /usr/share/nginx/html

5 --link (Bt E7F

## A --link /B, XHLURIZERM, FMREEIFRES

COPY --1link --from=builder /app/dist /usr/share/nginx/html
--link B9L%:

o BEERUFRAWEEZ
o HiTHMEIRE
o MEZMERMIFE

)R FH --link EEREUTERE:

e 3 BuildKit (Docker Engine 23.0+ ZXIAE )
o Dockerfile iIBEhRZS 1.4 HEE ((EETTHEBA # syntax=docker/dockerfile:1)

o BMREARMFESPINAFEINZTER

7.2.9 dockerignore

fEFE .dockerignore HIBF AR EE HIBIS 4!
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## .dockerignore

node_modules
.git

.env

*.1log
Dockerfile
.dockerignore

XA LA
o JR/IVEE ETRSCKR/N
o fNEMEE
o BEGREHIBURH

7.2.10 R{ELE
1. FIFRETE, KSR

## 9 RERKRHEN, BRE, REEHNEG

COPY package.json package-lock.json ./
RUN npm install
COPY . .

#t K E: —REEHFREXY, RBLTESSHEN npn install
COPY . .

RUN npm install

2. {5/ .dockerignore

## MR node_modules FEEH!
COPY . .

## .dockerignore HIWEE node_modules
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3. HAREFIRE

## 47 BAMRIERTR

COPY src/ /app/src/
COPY package.json /app/

# X E: 3TFEZ

COPY . .

& BRIASER

K RABEMA Node.js RZFRY Docker $RfREY, RIVHEHEKMREAEIREL T 2GB, Tz
EERERNFRE K. HELM, Dockerfile FEEMAT copy . . BENMIE L TXERHIRR, S
node_modules/. .git/ BRMAEN XA ELTRITEHER. O MINEECE
.dockerignore X, RINZEFIFIBEXH. BRAREREHAMN— .dockerignore X1, HEBRX
LRANEBEHNER, FHEKRE/NET 200MB, XNHINAEZI#IHEE T © .dockerignore Al
.gitignore —HEE, NZEMBEVRKRHMEIE, MASFE LM ABER. BiVAIR
)ﬁﬁlii%%gﬁﬁu package.json #0 package-lock.json f%ﬁ?ﬁﬁ, ﬁ%ﬁ%ur\_\iﬁﬁﬁéﬁ, [& B £
.dockerignore FBBfA%IH node_modules. .git. test BE%,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7.3 ADD &S FISF

{aIBHé 8 ADD? {a]EFR COPY?
T, IRIESTIE: EASKERT, IREZ6EHE COPY, AR ADD,
ADD 7E copy EXRl_ 1IN T FANERSMNNRE, (BXLETHAEETES | NS S TIEER:

1. EChRE tar E48E (BRMRBESHI— tar.gz &5, i ADD SEIMUEETE)
2. Z3FM URL THEXH (XM IHEERTRERREECH ZIAABRIER)

SRERFRRVRRIN . PRIF(REAMFEEBoHAREINRE (LWNEREMRGMERGRS) , SMIBAEERA
COPY, RERERE —EXM TR, REY Dockerfile 1E 6 B EHIZFLEIFN, BWHEERIL
HRA D ERZ TR

7.3.1 BiE%

ADD [EIN] <RE&E>... <BEIrEE>
ADD [EI] ["<REERR>", ... "<BIREE>"]

ADD £ cory Efili FIZHNT M- NIhEE

1. BEhERE tar £4662
2. M URL TEHXH (RHEE)

7.3.2 ADD vs COPY jF4AxtEL

it COPY ADD
p=bilviSuh gt

B hRE tar X

% #% URL X (RIET)
1T AEIFIE = N33

HEFEE fRScEM XEEDR
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EERBIW: MFIFFEEIRRE tar X, BNIGLRER COPY, BIHRITTALLRRRE AT

7.3.3 ERIRREETHRE
BAM%: EEMRELY tar

## BDIfRE tar.gz FIEFER

ADD app.tar.gz /app/

ADD ZiRF|HARE LA T8I
® . tar
® .tar.gz/ .tgz
e .tar.bz2/.tbz2

® .tar.xz/ .txz
SRR FE
BAEMEBEGEEER ADD fEERXHRS:

FROM scratch
ADD ubuntu-noble-core-cloudimg-amd64-root.tar.gz /

R

ADD app.tar.gz /app/
|
- iR%I .tar.gz #&=x
- EhRE
- WEMN /app/

app.tar.gz 8%: /app/ BRER:
— src/ — src/

| L— main.py | L— main.py
L— config.json L— config.json
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7.3.4 URL T#iThaE: TH#E
BAERZ%

## M URL TEi>x

ADD https://example.com/app.zip /app/app.zip

At ATHE
) WA
N TEHAIXHRA 600, @EFEERIN RUN &
REREE
£X
=R E URL THHEEEF=BEEE
ZAiFinE URL AR ZE WA= EH T
FREE FELI RUN ;B
HEERSE

## XK T FH ADD T

ADD https://example.com/app.tar.gz /tmp/
RUN tar -xzf /tmp/app.tar.gz -C /app && rm /tmp/app.tar.gz

it #E: A RUN + curl

RUN curl -fsSL https://example.com/app.tar.gz | tar -xz -C /app

n:

e —% RUNFER( &L, fRE. JBIE
o BDIRERER
o EAMBIEEREE
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7.3.5 BAXHAEE

ADD --chown=node:node app.tar.gz /app/
ADD --chown=1000:1000 files/ /app/

7.3.6 {ABY{EA ADD
iE&fER ADD

## FREZM tar XM

FROM scratch
ADD rootfs.tar.gz /

## MRIENEAE

ADD dist.tar.gz /app/

K RiEEHER ADD

## SRIEEXH (B copy)

ADD package.json /app/ # X

COPY package.json /app/ #

## TEXMH (B RUN + curl)

ADD https://example.com/file / # X

RUN curl -fsSL ... -o /file #

## FERY tar FEE (A copy)

ADD archive.tar.gz /archives/ # X =fE[E
COPY archive.tar.gz /archives/ # RIFEGE

7.3.7T BEF TR

ADD FIRES BB EF R
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## IR app.tar.gz ABTK, KENEEEHRER

ADD app.tar.gz /app/
RUN npm install

R

## FE RIS

COPY package*.json /app/
RUN npm install

## BARINRZAE

ADD app.tar.gz /app/

7.3.8 I {EKER

1. BRIAERE COPY

#i# KZEHIH=ER COPY

COPY . /app/

2. (RIEREMRERER ADD
i HohfgET=
ADD app.tar.gz /app/

3. X2 F ADD THX#

## K bR
ADD https://example.com/file.tar.gz /tmp/

#t (A #WE

RUN curl -fsSL https://example.com/file.tar.gz | tar -xz -C /app
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4. BESEE

## RFEREHIRELRE
COPY app.tar.gz /tmp/

RUN tar -xzf /tmp/app.tar.gz -C /app && \
rm /tmp/app.tar.gz
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7.4 CMD A2 B5iH <

B CMD, {rIBY{ER ENTRYPOINT?

TERN CMD WA 2 /i, HINFEEFE— KR : CMD #1 ENTRYPOINT R 7E 4 BRHRSE
R?

X3E Dockerfile EAFRERNERZ — EBENEEZ:
e CMD: EXEBH “BUASL”. WIRAFTE docker run BHEMHa<, CMD SEEE
e ENTRYPOINT: EXAEEHN “NOME", BERFRINANEMTERSD
RGN -

LFNAREESAFATENEMZE? LR ERM—EMRLIE, AEETNA - &
ENTRYPOINT

2. APZHEATE docker run fEAFRN&HLE? — £/ CMD (LAAREER)
3. REWEAT, (REERBBALMERNGINEEN? — £/ ENTRYPOINT

FEZAT00 7.5 ENTRYPOINT 5%,

7.4.1 +4% CMD

cvp HEL A TIEERER I RINAITIGR S, EEXTHSEN “THE"

RO AR ERER = THENEHEH, CMD IEENSRTMERX N EHE,

7.4.2 BT

CMD =& :

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

B Bk

CMD [“HJHITXH", “B¥1”,

exec 18\,

”%%&2"]
shell 1#&8x{ CMD #% Bl B2
S %R CMD [“B¥1”, “B%2"]

exec 1§31\ : HE

CMD ["nginx", "-g", "daemon off;"]

CMD ["python", "app.py"]
CMD ["node", "server.js"]

D B=W

o HiZWITIEEER, BF &M PID1
o FHAIZUIES (90 SIGTERM)
o T shell f##7

shell #&={

CMD echo "Hello World"
CMD nginx -g "daemon off;"

LPRTT: SWEER sh ¢
# R0
CMD echo $HOME
## RPIRHITHY
CMD ["sh", "-c", "echo $HOME"]

iR ALUERRRERE. EE% shell 4

R EHIERE sh, ESTALEMREBRLNA
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7.4.3 exec 1= vs shell B\

g exec 13 shell 1=

Erivi EERER /bin/sh

E515iE I K LS

FETE K EE shell 12 Skl

WEER REHGR EE shell 4548
ESERRATHA

## YK shell ¥ : docker stop 28RS
CMD node server.js

## PR sh -c "node server.js"

## SIGTERM KR4 sh, FRfEFEL node
#it exec #z(: docker stop IEETIE
CMD ["node", "server.js"]

## SIGTERM EHiZA% node

7.4.4 z17h4E= CMD
docker run [T =EE Dockerfile 789 CMD:

## ubuntu BXIA CMD 2 /bin/bash

$ docker run -it ubuntu # #HN bash
$ docker run ubuntu cat /etc/os-release # BEx/N cat @
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Dockerfile: docker run @<
CMD ["/bin/bash"] + cat /etc/os-release

| |
: > WES <« !

H1T: cat /etc/os-release

7.4.5 S8R FBUMERH
IR

## K ABBHEIENEH

CMD service nginx start

RE 734

1. CMD service nginx start
| RS

2. CMD ["sh", "-c", "service nginx start"]
1

3. sh JB&h, HIT service @<
!

4. service %% nginx KEIGEE
!

5. service @YLER, sh BY
!

6. A!WEHE (sh) BE - FBEL

IEHRABGE

#Hit it nginx ERIAIET

CMD ["nginx", "-g", "daemon off;"]
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7.4.6 CMD vs ENTRYPOINT

B/e R&

CMD NI

ENTRYPOINT INm
ERIR{ER CMD

## Dockerfile

CMD ["curl", "-s", "http://example.com"]

$ docker run myimage # PITRRIAGD
$ docker run myimage curl -v ... # TE&EZ
B2 ENTRYPOINT

## Dockerfile

ENTRYPOINT ["curl", "-s"]
CMD ["http://example.com"]

$ docker run myimage

A
<

# curl -s http://example.com

BITEHMTR

docker run ¥ & E% =

docker run &

[ETE

$ docker run myimage http://other.com # curl -s http://other.com (B¥E=)

J#00 ENTRYPOINT AOSE=%H,
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7.4.7 R{ELER
1. fE5c(EH exec &N

## (A P
CMD ["python", "app.py"]

## A ERE shell $FMEBIER

CMD ["sh", "-c", "echo $PATH && python app.py"]
2. R ABERI&IE1T

#Hit HIBRET

CMD ["nginx", "-g", "daemon off;"]

CMD ["apache2ctl", "-D", "FOREGROUND"]
CMD ["java", "-jar", "app.jar"]

# K TEFEREERSHS

CMD service nginx start
CMD systemctl start nginx

3. EANEIS

#it Effs: W55
CMD ["node", "server.js"]
# X iR $5|5 (ISON L)

SO noce M server. js')

4. fid& ENTRYPOINT £/

## BTFREESHNGR

ENTRYPOINT ["python", "app.py"]
CMD [n_ -port", ll8080II]

## BT A EERO

$ docker run myapp --port 9000
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7.4.8 E Ilin)@A
Q: CMD AIUE & \g?
A %1 CMD RERB—IMER:

CMD ["echo", "first"]
CMD ["echo", "second"] # REXMEM

Q: W{AITE CMD HRERIFIETE?

## FA1: R shell &R
CMD echo "Port is $PORT"
## k2. BIUER sh -c

CMD ["sh", "-c", "echo Port is $PORT"]
Q: ATATMIAIRAMIRE Ctrl+C?

FJRER AT shell Bz, ESWshlziET !

## X ESTHER
CMD python app.py
Hit S EHfafRi

CMD ["python", "app.py"]
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7.5 ENTRYPOINT A\O=

a5 ENTRYPOINT: M “A2” 3 “6d”

YNSRW CMD B “BEHFHEIAIZER", BBA ENTRYPOINT sl “IBBHB[BTR—Ti", XN B4
RIORE T (RMAIBY{EA ENTRYPOINT,

fEF8 ENTRYPOINT RSB R

LasTIR: RALLREK curl 3 wget — £

ENTRYPOINT ["curl"]
# docker run myimage http://example.com - curl http://example.com

2. NRREIEA: RE—MIRLEE, FEREHSITSH

ENTRYPOINT ["/app/entrypoint.sh"]
# docker run myimage --debug - /app/entrypoint.sh --debug

3. 5 CMD 44 : ENTRYPOINT EX A, CMD EXEIAEEL

ENTRYPOINT ["python", "app.py"]

CMD ["--port", "8000"]

# docker run myimage - python app.py --port 8000

# docker run myimage --port 9000 - python app.py --port 9000

ML CMD: INRGAEXLE “BRBUAMLTH” NFEX, BEEA CMD MEB T,

7.5.1 +4 2 ENTRYPOINT

ENTRYPOINT I8 E B 28 BT IZITTHINORERF. 5 CMD A[E, ENTRYPOINT EXH LA =
docker run E’\J’%%ﬁ%%, e E”&E‘E’%ﬁo

BOMER . ILSREE— NI HRITIEFR M, docker run NEHIFAXMEFRISEL
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7.5.2 B EER

B

exec 11\,

shell 8=

## exec I (HEHF)

ENTRYPOINT ["nginx", "-g", "daemon off;"]

## shell B (RiEEH)

ENTRYPOINT nginx -g "daemon off;"

7.5.3 ENTRYPOINT vs CMD

B3

it

TEfi

docker run &%

BEAN

SRR

TR

## P CMD

cMp ["curl", "-s",

BE HFEE
ENTRYPOINT [“BIHAITMH”,

“B¥1"] -
ENTRYPOINT @< B | RHE=E
ENTRYPOINT CMD
EERANORERF RINSE
IEMASE TeBE
--entrypoint BiFEEGS
HiRBUEm<TH RIMEAITH

"http://example.com"]
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$ docker run myimage # curl -s http://example.com

$ docker run myimage -v # W7 -v (BIg!)

$ docker run myimage curl -v ... # curl -v ... (E£Eif)

## HFA ENTRYPOINT

ENTRYPOINT ["curl", "-s"]

$ docker run myimage # curl -s (BR&%0)

$ docker run myimage http://example.com # curl -s http://example.com v
## ENTRYPOINT + CMD A& (%)

ENTRYPOINT ["curl", "-s"]

CMD ["http://example.com"]

$ docker run myimage # curl -s http://example.com (ZRIA)
$ docker run myimage http://other.com # curl -s http://other.com v
$ docker run myimage -v http://other.com # curl -s -v http://other.com v

1.5.4 98— tBRGGEHST—FER
B|R: BEEEE
NE—IBWARIPH B H&
{85/ CMD MR

FROM ubuntu:24.04
RUN apt-get update && apt-get install -y curl & & rm -rf /var/lib/apt/lists/*
CMD ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v ERIE
LA] IP: 61.148.226.66

$ docker run myip -i # x fHIR!
exec: "-i": executable file not found

# -1 BIRTEAD cMD, WEIFRIHITXH
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£ ENTRYPOINT fi/R

FROM ubuntu:24.04
RUN apt-get update && apt-get install -y curl && rm -rf /var/lib/apt/lists/*
ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v IEBTE
Lf] IP: 61.148.226.66

$ docker run myip -i # v R -1 5%
HTTP/1.1 200 OK

LE] IP: 61.148.226.66

REER

ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]
|

docker run myip -i
|
v

curl -s http://myip.ipip.net -i
L ]

ENTRYPOINT + docker run &%

1.5.59R". BriAIREETIE

®/R

R ERSARITALMAE IEIRETHE. RURIRE).
KA

# BIVER redis:7 = redis:latest, EfFRAESIRIBEFERIER
FROM redis:7-alpine

COPY docker-entrypoint.sh /usr/local/bin/

ENTRYPOINT ["docker-entrypoint.sh"]

CMD ["redis-server"]

docker-entrypoint.sh:
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#!/bin/sh
set -e

## EEIE
echo "Initializing..."
## MBRE—PSEHI redis-server, Ll redis AFIET
if [ "$1" = 'redis-server' ]; then
chown -R redis:redis /data
exec gosu redis "$@"
fi

## Htisn L EERIT

exec "$@"

TERE

docker run redis docker run redis bash
v v
docker-entrypoint.sh redis-server docker-entrypoint.sh bash

- #atk - #tatt
|- chown -R redis:redis /data |
- exec gosu redis redis-server - exec bash
(M redis BPIETT) (KL root AFIETT)

RER

l.exec “S@”: AENNSHEIREFHE, ARESEHES
2. Z5¥HT: B1E CMD REHITAREIZE
3. AP FH gosu IR (tb su BiES A 2S)

1.5.6 IR=. HWSHNA

# BHYEA python:3.12 8 python:3, B{fRASIEENARAMERIEE
FROM python:3.12-s1lim

WORKDIR /app

COPY .

RUN pip install -r requirements.txt

ENTRYPOINT ["python", "app.py"]
CMD ["--host", "0.0.0.0", "--port", "8080"]
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## ERRIASE

$ docker run myapp

## #1T7: python app.py --host 0.0.0.0 --port 8080
# BERBH

$ docker run myapp --host 0.0.0.0 --port 9000

## 1T: python app.py --host 0.0.0.0 --port 9000
#H TEEFRENSH

$ docker run myapp --help

## 1T: python app.py --help

7.5.7T B= ENTRYPOINT
fEH --entrypoint EHEE:

## EHIEBT
$ docker run myimage
## TEZ ENTRYPOINT #AN shell A

$ docker run --entrypoint /bin/sh myimage
## TEE ENTRYPOINT FEASEK

$ docker run --entrypoint /bin/cat myimage /etc/os-release
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7.5.8 ENTRYPOINT 5 CMD A& 3%

ENTRYPOINT CMD

I I

p "emd", "p1"]
["ep", "p1"] 7

["ep", "p1"] ["cmd", "p2"]
ep p1 (shell) ["cmd", "p2"]

) SEE: shell 589 ENTRYPOINT £Z8& CMD!

7.5.9 R{ELER
1. 5F8 exec 81X

#t (A #WE

ENTRYPOINT ["python", "app.py"]
## XK R shell &z

ENTRYPOINT python app.py

2. RHARXHRIASEK

ENTRYPOINT ["nginx"]
CMD ["-g", "daemon off;"]

Built with mdPress
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3. A\AkZfEF exec

#!/bin/sh
#u EETIE. ..
## 1R exec BHMRYpHHIE

exec "$@"

4. QEBES
1R ENTRYPOINT B Z<gE EfR{ERES :

#!/bin/bash
trap 'kill -TERM $PID' TERM INT

## BTINA

app ll$@ll &
PID=$!

## FFNAERLH

wait $PID
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7.6 ENVISENIETE

7.6.1 BEAiE%

## B —: B T2
ENV <key> <value>
## B ZNEE (EHE

ENV <keyl>=<valuel> <key2>=<value2> ...

7.6.2 &A%
GBI TE

ENV NODE_VERSION 20
ENV APP_ENV production

REZIEE

ENV NODE_VERSION=20 \
APP_ENV=production \
APP_NAME="My Application"

¢ BETERNERNSISEER,
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7.6.3 ML ENIER

1. R8RS ER

ENV NODE_VERSION=20.10.0

## £ RUN HH{EFR

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/node-v${NODE_VERSION}-linux-x64.tar.xz \
| tar -xJ -C /usr/local --strip-components=1

## 7 WORKDIR H{Ef

ENV APP_HOME=/app
WORKDIR $APP_HOME

## 1T COPY

COPY . $APP_HOME

2. RIBBBITHER

ENV DATABASE_URL=postgres://localhost/mydb

Rz RACHS FR AT LAISRER

import os
db_url = os.environ.get('DATABASE_URL')

const dbUrl = process.env.DATABASE_URL;

7.6.4 ZIHMRTENIES

LTS LUER sT8%° & s{TE8} K.
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-1

=l

RUN RUN echo $VERSION
CMD CMD ["sh", "-c", "echo $HOME"]
ENTRYPOINT Eill=
COPY COPY . $APP_HOME
ADD ADD app.tar.gz $APP_HOME
WORKDIR WORKDIR $APP_HOME
EXPOSE EXPOSE $PORT
VOLUME VOLUME $DATA_DIR
USER USER $USERNAME
LABEL LABEL version=$VERSION
FROM FROM node : $NODE_VERSION
7.6.5 ETHES

{EF -e 5% --env B= Dockerfile FEXHIFIZT &

# BRREIEE

$ docker run -e APP_ENV=development myimage

#H BESZILE

$ docker run -e APP_ENV=development -e DEBUG=true myimage
# MIFIRZ & X HREY

$ docker run --env-file .env myimage
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.env X

## .env

APP_ENV=development
DEBUG=true

DATABASE_URL=postgres://localhost/mydb

7.6.6 ENV vs ARG

i

At ia]

HEERA

## ARG IZUTHERTSER

ARG NODE_VERSION=20

## ENV RFEEITE

ENV NODE_VERSION=$NODE_VERSION

## [EEIESER

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/...

# MEINEERRZAS

ENV

HIERBY + 5769

SN K, BT8R A

docker run -e

N ARECE

$ docker build --build-arg NODE_VERSION=18 -t myapp .

Built with mdPress
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7.6.7 R{ELER
1. i—EBRES

# 9. WA EE
ENV NGINX_VERSION=1.30 \
NODE_VERSION=22 \
PYTHON_VERSION=3.12
RUN apt-get install nginx=${NGINX_VERSION}

## K E: RESHESL

RUN apt-get install nginx=1.30

2. FEFHERER

## X IR BBENGER
ENV DB_PASSWORD=secret123
it 1Efa: BITRIEN

## docker run -e DB_PASSWORD=xxx myimage

3. AN RRHAERIME

ENV APP_ENV=production \
APP_PORT=8080 \
LOG_LEVEL=info

4. ERARXNNEER

## o B

ENV REDIS_HOST=localhost \
REDIS_PORT=6379

# YW E: EHIG

ENV HOST=localhost \
PORT=6379
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7.6.8 & Min)&A
Q: FIRTEE CMD RREF
exec B A= BoIERAFIELE:

## X TREFF $PORT
CMD ["python", "app.py", "--port", "$PORT"]
#it 5 shell ##XHERXEA sh

CMD ["sh", "-c", "python app.py --port $PORT"]

Q: MAEERBNIFRLEE

$ docker inspect mycontainer --format '{{json .Config.Env}}'
$ docker exec mycontainer env

Q: ZITENVIZEZZ ENV

#it Wiz BB

ENV VAR1=valuel \
VAR2=value2 \
VAR3=value3

## A N ENV 20EZE

ENV VARl=valuel
ENV VAR2=value2
ENV VAR3=value3
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7.7 ARG H9EEE¥K

7.7.1 BEiE%

ARG <B¥FZ>[=<FIAE>]

ARG FESTE X HEATMIZEE, AILATE docker build BH& --build-arg fENo

7.7.2 ARG vs ENV
it ARG ENV
=23 G ] EafEdi) RS + 1z1THY
RFAK VAFEISNEES EEPNT S
B=rR docker build --build-arg docker run -e
SRR WESE (RESF) =1
o] % docker history BJJQ docker inspect B
el BT
|- ARG VERSTON=1.0 | (ARG BSH%K)
- ENV APP_ENV=prod | APP_ENV=prod (1h71E)

- RUN echo $VERSION |

|\ B2l FEMA ARG EERIBERRIESR, docker history AJLAEEFIE ARG Eo
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1.7.3 BEXH%
EXFIER

## EXBEHIAMEN ARG
## BIVERTRAS, 0 20 MiE 20.10.0, XEFAT LB ERENEH T R
ARG NODE_VERSION=20

## £ ARG

FROM node:${NODE_VERSION}-alpine
RUN echo "Using Node.js $NODE_VERSION"

HENES

## ERRIAME
$ docker build -t myapp .
# BERIIME

$ docker build --build-arg NODE_VERSION=18 -t myapp .

7.7.4 ARG B{ERRIS
FROM Z&iifY ARG

## FROM ZHIMY ARG HEEFT FROM 6%

ARG REGISTRY=docker.io
ARG IMAGE_NAME=node

FROM ${REGISTRY}/${IMAGE_NAME}:20
#1# YW XBILEFERLERN ARG

RUN echo $REGISTRY # HiH=
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FROM Z [5EHAEH

ARG NODE_VERSION=20
FROM node:${NODE_VERSION}-alpine
# FEBRERZREERA

ARG NODE_VERSION
RUN echo "Node version: $NODE_VERSION"

ZIEEHI3EPH ARG

ARG BASE_VERSION=alpine
FROM node:22-${BASE_VERSION} AS builder
# REENAEH

ARG NODE_VERSION=20
RUN echo "Building with Node $NODE_VERSION"

FROM node:22-${BASE_VERSION}
## STNREEEEHRER

ARG NODE_VERSION=20
RUN echo "Running with Node $NODE_VERSION"

7.7.5 E0EAHR
1. B ERER AR A

# WEFERAIMRAS (W 3), HIBEXRMAS (W 3.19), BRIEETEMNTRAE
ARG ALPINE_VERSION=3
FROM alpine:${ALPINE_VERSION}

$ docker build --build-arg ALPINE_VERSION=3.19 .

2. KB FhREs

# ERARRAES (1.30) MIFTERES (1.30.0), LUEEREMIRHHTRE
ARG NGINX_VERSION=1.30

RUN curl -fsSL https://nginx.org/download/nginx-${NGINX_VERSION}.tar.gz | tar -xz
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3. EEEMEFIR

ARG BUILD_ENV=production
ARG ENABLE_DEBUG=false

RUN if [ "S$ENABLE_DEBUG" = "true" ]; then \
npm install --include=dev; \
else \

npm install --production; \
fi

4. EEENECE

ARG NPM_TOKEN

RUN echo "//registry.npmjs.org/:_authToken=${NPM_TOKEN}" > ~/.npmrc && \
npm install && \
rm ~/.npmrc

## MERMEN token

$ docker build --build-arg NPM_TOKEN=XXX .

7.7.6 3§ ARG 55845 ENV
IR BB EITIMERR ARG BYME:

ARG VERSION=1.0.0

## 18 ARG fZiB48 ENV

ENV APP_VERSION=$VERSION
## BITNA A

CMD echo "App version: $APP_VERSION"

7.7.7 FiEEX ARG

Docker $2f#t 7 —LEF0E XA ARG, FTFHAERRNEIfEAA:
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ARG 1%BH

HTTP_PROXY HTTP I8
HTTPS_PROXY HTTPS {2
NO_PROXY AMERAARIERYHLE
FTP_PROXY FTP L

## 1ERERRE

$ docker build --build-arg HTTP_PROXY=http://proxy:8080 .

7.7.8 R{ELER

1. 9 ARG B ESERIAME

## 3 BEIME, BiEREHRRASSMIFEREMRES
ARG NODE_VERSION=20
# A FTEEREAN

ARG NODE_VERSION

2. 7EH ARG EEBURER

## X IR BESWIEREREHEH

ARG DB_PASSWORD
RUN echo "password=$DB_PASSWORD" > /app/.env

#it IEHs: M secrets HfTRHEBELTE
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3. M ARG IREWEREMY

# WEERRRASIEES, RiFDocker BEMIENRMAIA T iR
ARG BASE_IMAGE=python:3.12-slim

FROM ${BASE_IMAGE}

## I LU EEM SRR

## docker build --build-arg BASE_IMAGE=python:3-slim .
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7.8 VOLUME EXER#E

7.8.1 BB

VOLUME ["/B&fR1", "/BE&{E2"]
VOLUME /B8R

VOLUME 5L BUEBHERIR, HARCHIMNBERBIE.

7.8.2 At 4fERA VOLUME

BORN: BREFERENIZRSTAS, EEETHBEERN ZFEEET.
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{@H VOLUME:

BEFEE
(RIRTIRTS)

WIEE

RANEIE (Z2)

BaMER, HEXRE

%48 VOLUME:

ReFfERE

HIRES (AE)
B
et

AasilpR = IERX
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7.8.3 BEXR%
BN B E

FROM mysql:8.4
VOLUME /var/lib/mysql

EXZNE

FROM myapp
VOLUME ["/data", "/logs", "/config"]

7.8.4VOLUME B9175H
1. HEBIEER %
NESE{TRISEES, Docker 2EMAIERELE:

$ docker run mysql:8.4

$ docker volume 1s

DRIVER VOLUME NAME

local alb2c3d4es5f6... # HEBIEMNERE

2. ARG R EEE

## EANREERERE

$ docker run -v mysql_data:/var/1lib/mysql mysql:8.4

3. A4 Bind Mount =

## FABEVERER

$ docker run -v /my/data:/var/lib/mysql mysql:8.4
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7.8.5 VOLUME 79N BTN

\ EE:. VOLUME Z2[eX1ZBFHNEHRERER!

FROM ubuntu
VOLUME /data

#it K EIXEFR=HIERED!

RUN echo "hello" > /data/test.txt

RA: £WEIRER, VOLUME 525 NZBEREZE—TIRIIIIER S, 54 RUN IE<LXAXE RAEY
BEARREREEXNMEIES, MIFRER. HiZRUNIELERGE, REERER, ELEANRA
BRFREFIRAHED, TR X5RRETHYENEREZETNRAN —ETHEIBNERE
BREm BN ET.

IEHRfOE
FROM ubuntu
#Hit FE AN
RUN mkdir -p /data && echo "hello" > /data/test.txt
## FAEE VOLUME

VOLUME /data

7.8.6 EN{ERIFHS
HUBEERA L

# BIEMA postgres:16 I postgres:latest, EARASIRIEMIEERAMHIREE
FROM postgres:16
VOLUME /var/1lib/postgresql/data

AEBER

FROM nginx
VOLUME /var/log/nginx
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EEXHER

FROM myapp
VOLUME /app/uploads

7.8.7 &&E VOLUME EX

# BERBEXH VOLUME
$ docker inspect mysql:8.4 --format '{{json .Config.Volumes}}' | jq
{
"/var/1lib/mysql": {3}
}
# BESREHNE

$ docker inspect mycontainer --format '{{json .Mounts}}' | jq

7.8.8 VOLUME vs docker run -v

it Dockerfile VOLUME docker run -v
TE XA, B ERN BERBITE
RIAMTH IEEZS AJIEE i BB EEE
REM & (BEREZ) = (FIERIETE)
AT TE X TFF AR RIENEIEEE
7.8.9 7£ Compose 1
£ Compose FEEMNT:
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services:
db:
# BEBIWER postgres:16 SEMEKARZS, B% latest
image: postgres:16
volumes:

# EE ()

- postgres_data:/var/lib/postgresql/data
# Bind Mount

- ./init.sql:/docker-entrypoint-initdb.d/init.sql

volumes:
postgres_data: # FEEHMREE

7.8.10 RLFFEM
EREFRESBEERR

## £ --rm BITNER, EXRESEREMERET—ERER
$ docker run --rm mysql:8.4

## NeEIEE, BUEERK!

fRR. R ERRRE

$ docker run -v mysql_data:/var/1lib/mysql mysql:8.4

7.8.11 S{EXER
1. B ATHFAHIR R
44 BIRFER TS

FROM postgres:16
VOLUME /var/1lib/postgresql/data
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2. 7"E7 VOLUME GBS

## WK BER

VOLUME /app/data
RUN cp init-data.json /app/data/

## (Y IEtH

RUN mkdir -p /app/data && cp init-data.json /app/data/
VOLUME /app/data

3. X#4dhi%BE VOLUME FBi&

# FANAP LENXXH
VOLUME /app/uploads
# FAEIEESIE

VOLUME /var/lib/mysql
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7.9 EXPOSE &E %

7.9.1 BAiE%

EXPOSE <im[> [<imE>/<im¥>...]

ExPOSE FRFARERIEITRHRMEARS MR L. XB— 1 XHEMRAER, SFERAERSSRSBITMLERE
Ho

7.9.2 BXR*%

## EEABEN RO

EXPOSE 80

## FEAZNHRO

EXPOSE 80 443

## FER TCP #1 UDP %O

EXPOSE 80/tcp
EXPOSE 53/udp

7.9.3 EXPOSE B91EH
1. S35 ER
EIFBGRERE, FERIGEMLRRMHRS:

# ERE-BNNEXZE web WA

EXPOSE 80 443

# BERGRENKO

$ docker inspect nginx --format '{{.Config.ExposedPorts}}'
map[80/tcp:{}]
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2.fie& -P M

{5 docker run -PBY, Docker & EEIIRET EXPOSE MmO E| & EHFEAIH

## Dockerfile

EXPOSE 80

$ docker run -P nginx
$ docker port $(docker ps -q)
80/tcp -> 0.0.0.0:32768

7.9.4 EXPOSE vs -p

it EXPOSE -p
e Dockerfile docker run &%
3:: AR/ XY SRR gt
BBV S Z (SMEBIAIEEY)
BRE & £ B FRE TITRRE
EXPOSE 80
XEREE

docker run -p
Sk Fimis 1 BREY
BEN - - B
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&% EXPOSE 18k -p

## BME8%E EXPOSE, WaJLUER -p
FROM nginx

## %8 EXPOSE

## AR LABRSHim O

$ docker run -p 8080:80 mynginx

7.9.5 B izfE

i=f#: EXPOSE &¥TH O
w W EIRIEER XARAILAIRE MIMERAIE
EXPOSE 80

EXPOSE £:

o BEhit TR BREY
o 1LARSSAIMIINERISIE]
o EABBEIIIFE RO LT

EXPOSE Q2 c#izEPR, At Efirmimizint, BURTAEANNA,

IR

## Dockerfile

FROM nginx
EXPOSE 80 # 1. B X1BBRE 80 imOiRMARS

## BT TE -p AREMINEBIAIR

$ docker run -p 8080:80 nginx # 2. BRET: fEEN 8080 - &I 80
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7.9.6 RRAESCER
1. R EEIAN AERANEO

## Web RS

FROM nginx
EXPOSE 80 443

## BIEE

FROM postgres
EXPOSE 5432

## Redis

FROM redis
EXPOSE 6379

2. fEFBARRRITMY

## BRI TCP

EXPOSE 80

## BRIIETE UDP
EXPOSE 53/udp

## EBIZFF TCP #0 uDP

EXPOSE 53/tcp 53/udp

3. 5N AKkRREOARE—H

#it %F: EXPOSE S5RARA—
ENV PORT=3000

EXPOSE 3000

CMD ["node", "server.js"]

## X #E: EXPOSE SMAKOFR—3 (1RF)

EXPOSE 80
CMD ["node", "server.js"] # SZFRYAIF 3000
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7.9.7 EANIREE

ARG PORT=80
EXPOSE $PORT

7.9.8 7£ Compose 1
7£ Compose HREEEYIT:
services:
web:
build: .
ports:
- "8080:80" # BRGTEHO (B -p)
expose:
- "ge" # XA (Ml EXPOSE)

expose T Compose XA T AR EIAEHINEHAE, R

Built with mdPress
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7.10 WORKDIR I sET{EEH

7.10.1 E&iEx

WORKDIR <IfEERERRE>

WORKDIR IEEGEIESHNIEE R, WRBRATETE, Docker =BHpEIE,

7.10.2 EAH&HE

WORKDIR /app

RUN pwd # Wt /app
RUN echo "hello" > world.txt # QI /app/world.txt
COPY . . # SHIEl /app/

7.10.3 AHAFEE WORKDIR
¥R

## XK IR cd ETF— RUN ALK

RUN cd /app
RUN echo "hello" > world.txt # XHERER!

RE 3

RUN cd /app

EE)J%;%E - cd /app (RRFZK) - ERFEGE - BRER
! ITEERRAZ!

RUN echo "hello" > world.txt

EEjJ?;T@%% (ZfEBRTE /) - 8 /world.txt

1 RUN #EF BB HIT, #I— RUN HRERS (BIFTEER) F=FY.
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IR

it 1E#s: 55 WORKDIR

WORKDIR /app
RUN echo "hello" > world.txt # Bl /app/world.txt

7.10.4 AR E
WORKDIR Z B &2, &F E— WORKDIR:

WORKDIR /a
WORKDIR b
WORKDIR c

RUN pwd # W& /a/b/c

7.10.5 FAFIETE

ENV APP_HOME=/app
WORKDIR $APP_HOME

RUN pwd # Wt /app
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7.10.6 ZME&ta32+HEI WORKDIR

#it TIEBNER
## EBINER node:22 T node: FEMRAIFE, BRER latest

FROM node:22 AS builder
WORKDIR /build

COPY package*.json ./
RUN npm install

COPY .

RUN npm run build

## EFENEL
## BIEMA nginx:alpine SEMEAKARZS

FROM nginx:alpine

WORKDIR /usr/share/nginx/html
COPY --from=builder /build/dist .

7.10.7 SR{ESCER
1. REigE WORKDIR

# BIWER node:22 HE/RIASITE
FROM node:22

WORKDIR /app # RERE

COPY package*.json ./

RUN npm install

COPY .
CMD ["node", "server.js"]

2. EREXRRE

#H Wi B, 2ERER
WORKDIR /app
#o\ BR. BENREFAREHRES

WORKDIR app
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3. 7ZARUNcd

##t K bR
RUN cd /app && echo "hello" > world.txt
## [ #WEF

WORKDIR /app
RUN echo "hello" > world.txt

4. 3EEYEE WORKDIR

WORKDIR /app
#Ho... DFAMEXIBE ...
WORKDIR /data

## ... WARMERIRMF ...

7.10.8 SHfthiEPHIXRK

£ WORKDIR KI§

RUN 7E£ WORKDIR AT <

CMD 7£ WORKDIR /35
ENTRYPOINT £ WORKDIR H/Z5f

coPY X BRI ETF WORKDIR
ADD 183 BiRE82ETF WORKDIR

WORKDIR /app

RUN pwd # /app
COPY . . # SHIE /app
CMD ["./start.sh"] # /app/start.sh
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7.10.9 Z1THNEE
EH -wBHBETEER:

$ docker run -w /tmp myimage pwd
/tmp
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7.11 USER I8EYEIAAF

7.11.1 E&iEx

USER <R &>[:<BFH>]
USER <UID>[:<GID>]

USER 5 HIHR/E4E35< (RUN. CMD. ENTRYPOINT) B9 1TRF,

7.11.2 A+ A EfER USER

E£EE]F: LIEroot AR BEITAREREENRTEEHZ —

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3E root BFIE1T:

AR EEAR

REIRS PIRZIR, fe=REE
f i
BENZERF TEIEHI RS
root B BITRIMPL:
A28 root
Bl gEkik ppEbilla:
1 i
B XA root seefEHIEEN
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7.11.3 &A%
RUEFHHEE F

FROM node:22-alpine
# 1. BIERFMA

RUN addgroup -g 1001 appgroup && \
adduser -u 1001 -G appgroup -D appuser

## 2. REBFRNR

WORKDIR /app
COPY --chown=appuser:appgroup .

# 3. tNEER
USER appuser
## 4. aEEmSLL appuser BiEfT

CMD ["node", "server.js"]

fEF UID/GID

## WEILUERERF

USER 1001:1001

7.11.4 AR ANEEE
USER $ES REEYIE BIEE IR .

# XK HBIR: BPAEE

USER nonexistent

## Error: unable to find user nonexistent
## 1 SelERRP

RUN useradd -r -s /bin/false appuser
USER appuser
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IZAFHNER

Debian/Ubuntu:

RUN groupadd -r appgroup && \
useradd -r -g appgroup appuser

Alpine:

RUN addgroup -g 1001 -S appgroup && \
adduser -u 1001 -S -G appgroup appuser

HEIR EA

-r (useradd) / -s (adduser) ERFKRAP

-9 fEEEH

-G FEREMIINZA

-u f8RE UID

-s /bin/false BRER shell
7.11.5 BTN F

f#F gosu: #HE

£ ENTRYPOINT BIASFREI B A B, REfERA su 8 sudo, NfER gosu:

FROM debian:bookworm

## QAR

RUN groupadd -r redis && useradd -r -g redis redis

## RE gosu

RUN apt-get update && apt-get install -y gosu && rm -rf /var/lib/apt/lists/*
COPY docker-entrypoint.sh /usr/local/bin/

ENTRYPOINT ["docker-entrypoint.sh"]
CMD ["redis-server"]
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docker-entrypoint.sh:

#!/bin/bash
set -e

## LA root HITHIAIL

chown -R redis:redis /data
## A gosu PIHEE| redis AFIBITERS

exec gosu redis "$@"

RHAFHA su/sudo
5] su/sudo
TTY &K FE
=5%iE R IEH
Fittiz =
B X
7.11.6 BfTHEERAF

R -u g --user 2L

## LIEERAPIET
$ docker run -u 1001:1001 myimage
## Ll root BT (EIXET)

$ docker run -u root myimage

7.11.7 X R

ARG, WERNABENLEX M
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FROM node:22-alpine

## SIEAF

RUN adduser -D -u 1001 appuser
WORKDIR /app

## HR1: EA --chown

COPY --chown=appuser:appuser .

# FHR2: Fh chown (BB

## COPY .

## RUN chown -R appuser:appuser /app

USER appuser
CMD ["node", "server.js"]

7.11.8 R{ELE
1. YRR (EAHE root AR

## W #%E

RUN adduser -D appuser
USER appuser

CMD ["myapp"]

# XK R

CMD ["myapp"] # Ll root i&fT

2. EFAEE UID/GID

EFEEENNASEEHEX !

## EAEIMIE root UID

RUN addgroup -g 1000 -S appgroup && \
adduser -u 1000 -S -G appgroup appuser
USER 1000:1000
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3. SHERMWETHEI USER

## MEMEERILUAE root

FROM node:22 AS builder

WORKDIR /app

COPY . .

RUN npm install && npm run build

## EFMERRAIE root

FROM node:22-alpine

RUN adduser -D appuser

WORKDIR /app

COPY --from=builder --chown=appuser:appuser /app/dist .
USER appuser

CMD ["node", "server.js"]

7.11.9 B [A=A
Q: FRHIEL

permission denied: '/app/data.log'

R HIRERNRIER

RUN mkdir -p /app/data && chown appuser:appuser /app/data

Q: FTEMEMT 1024 B9iRO
3F root FAFFEESPRE 80, 443 Fimo
iR

1. eSO (90 8080)

2. TEIE{TAYMRET IR docker run -p 80:8080
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7.12 HEALTHCHECK BT

7.12.1 EAiE%

HEALTHCHECK [i%&I] CMD <#&p<>
HEALTHCHECK NONE

HEALTHCHECK 5 &K Docker i ¥ i R R EREER. XERERS SR HNEENF,

7.12.2 A+AFZE HEALTHCHECK
1387 HEALTHCHECK Z &, Docker Ra5@iT HAZRHAD SRHMTA KT, [ATSR:
o Web IRSSFES, TAMEIER, EHIRMITEIET
o MIREEIETERHT, M ESIFETERE
o MAMNGEMEIR, CPURHEMHIZEE
5|\ HEALTHCHECK [: Docker EEMITISERIMNE S, RIBEREHNERES “BF .

ARSI
Starting —B{I—> Healthy —4kJNX—> Unhealthy
A |

L IEE Ij_',' |

7.12.3 BE4H%
Web [REKEE

# F: nginx HRGEFEAEFORAFE (W0 nginx:1.30-alpine)
FROM nginx
RUN apt-get update && apt-get install -y curl & & rm -rf /var/lib/apt/lists/*

HEALTHCHECK --interval=30s --timeout=3s --retries=3 \
CMD curl -fs http://localhost/ || exit 1
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r¥IREE

e 0: Ak (healthy)
e 1. 5KIK (unhealthy)
o 2. (REAME (FEA)

--interval

--timeout

--start-period

--retries

7.12.4 RikZEKE

WiRA
PRI E R8P
BB AT

BEhE R (HREIRE AT

RE)

ERRM S RITIEN

unhealthy

NRERIREENX T HEALTHCHECK, BRFREFERE:

FROM my-base-image
HEALTHCHECK NONE

7.12.5 EREERZA

HTTP BRSS

fEFE curl 8¢ wget :

Built with mdPress
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## £ curl
HEALTHCHECK CMD curl -f http://localhost/ || exit 1
## £ wget (Alpine ZXAEE)

HEALTHCHECK CMD wget -q --spider http://localhost/ || exit 1

60

## MySQL
HEALTHCHECK CMD mysqladmin ping -h localhost || exit 1
## Redis

HEALTHCHECK CMD redis-cli ping || exit 1

B X7

COPY healthcheck.sh /usr/local/bin/
HEALTHCHECK CMD ["healthcheck.sh"]

7.12.6 7£ Compose H{EH
B] LA7E compose.yaml (2 docker -compose.yml) REZRHTE X fBEINE:

services:
web:

image: nginx

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost"]
interval: 1m30s
timeout: 10s
retries: 3
start_period: 40s

HIRRIOERNKRHER:
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services:
web:
depends_on:
db:
condition: service_healthy # % db LEEAEE web
db:
image: mysql
healthcheck:
test: ["CMD", "mysqladmin", "ping", "-h", "localhost"]

7.12.7 EEBERES

# BEBDHRRS (BBREER)

$ docker ps

CONTAINER ID STATUS

abc123 Up 1 minute (healthy)
def456 Up 2 minutes (unhealthy)

## ERFMRREESE

$ docker inspect --format '{{json .State.Health}}' mycontainer | jq
{

"Status": "healthy",

"FailingStreak": 0O,

"Log": [
{
"Start": "...",
"End": "...",
"ExitCode": 0O,
"Output": "..."
}
1
}
7.12.8 {EXE
1. 8% EIEFA

RENESWIMNERT, FEETNEMAPHITEIZFIOEERER

2. FRHEERTAR

MAERRETFEENTIA (Wwget), BRAT EEIOELERABIKI (40 curl)o
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3. B STER Start Period

N AR R gEEERT|8] (40 Java M A). 1&E --start-period BJ U PFLIETEBEIM AR E LXK MR
Hlo

## AN 1 DHEEHETE

HEALTHCHECK --start-period=60s CMD curl -f http://localhost/ || exit 1

4. BRI

RENENTEXE HAilRS BEAH, MARKNEH TN (BIEES), THEAMANERS
N FRIZEEANE,

5. SAREAFENXA
ARETFA HEALTHCHECK ISz 35 B Fi R

e Docker Compose: Hi#%fFM Dockerfile RE XM HEALTHCHECK, t2RI7E compose.yaml H
B=

e Docker Swarm: f£f HEALTHCHECK #{TIRS R EH AR E I RE

e Kubernetes: ZB& Dockerfile 99 HEALTHCHECK, fEBEEZH livenessProbe F

readinessProbe #1f!

9N 5R 7 FA [E B ZF 2 £ Docker Compose #1 Kubernetes ¥ 15 &1, ##iV7E Dockerfile 1% &
HEALTHCHECK (it Compose f£/), RIBY7E Kubernetes B9 Pod EZE H7E X X R BYIRET o
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7.13 ONBUILD At A {EERTRE

7.13.1 E&iEx

ONBUILD <HEE<S>

oNBUILD B—MIHAVIES, ERHEENEHERS (RN, cory F), XEES EHRIREEE
RASHIT, RELULRMRENEMBREEME T —RRENT IBHMIT.

7.13.2 A+4AFZE ONBUILD

onNBUILD FEATHIE IBSHREMBG o EREMES.

5. 43 Node.js B
BRIZIREZ1 Node.js B, EIIMNMERZE—F:

1. eIEBR=R

2. £%l package. json
3. H11T npm install
4. IR

5. BRI

WNRAfER onBuILD, B NIER Dockerfile HIEEE XL, HiEd cory EFIXHR, EAlitR
BRIETNENFIn B B4 B

{5/ ONBUILD BYfR AR

Elig: (my-node-base):

FROM node:22-alpine
WORKDIR /app

#H XLEESREFREIDENRIT
ONBUILD COPY package*.json ./
ONBUILD RUN npm install

ONBUILD COPY . .

CMD ["npm", "start"]
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FINH Dockerfile:

FROM my-node-base
# JAFEE—1T!

## MEN=B5HRIT CoOPY #1 RUN

7.13.3 Bi1THE!

BRESRGNE:

Dockerfile (& ONBUILD) —build—> EmE& (iI2R7T ONBUILD fii’k28)
(FBLERMIT)

FERGIaE:

FROM EfihfFER —build—> REEMBREMEAR — WITHRBES — HEHITF Dockerfile

7.13.4 ENERTR

1. BRI EREIRE

## Python EHEE

ONBUILD COPY requirements.txt ./
ONBUILD RUN pip install -r requirements.txt

2. BEh4RIFAE

## Go HAHFER

ONBUILD COPY . .
ONBUILD RUN go build -o app main.go

3. A EBERHEHIR

## Nginx FRSWILEMREE

ONBUILD COPY dist/ /usr/share/nginx/html/
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7.13.5 FBEM

1. GAEMEPRE!

ONBUILD 5% REBE—R,
o HfR A (& ONBUILD)

o $%{% B (FROM A) -> fii 2 ONBUILD
o §%{& C (FROM B) -> F& BEXfii& ONBUILD

2. B ETX

FIREMERT, onsuILD copy . . Y . EME FHA MME L TX, MAREMIRERI LT
3. RARVFREX

ONBUILD ONBUILD 2IFERYs fRAEET ONBUILD ONBUILD COPY .. .o

4. FIRER S BMERK

HF onsuitD LR LR EFHEFTHITES, IR FUEAMNETXRAHEEER (HIa0Ek
package.json), SR FIREGHEXK, BiEiREE0IEELLRIENE,

7.13.6 RR{EKER
1. spRASE
BIFERGIRE R -onbuild B4, PAMSNEREZREESMARE,

node:22-onbuild
python:3.12-onbuild

2. BRI TFERIRIE

REARE onsuild FHITE TN AHAERIRE (WEMRGNRMT), XFILFREVEERE
18 BRI,
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3.58BITE

g05R oNBUILD FEL T E T IR, RIFER—MESHTIBE, HERUNGILFREFE,
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7.14 LABEL A& ARMINcEE

7.14.1 E&iEx

LABEL <key>=<value> <key>=<value> ...

LABEL 1§ UREN B VAR ERNNTEE XEHIEFASTMRGRAITIEE, BRI LIFEBAFER
g, BT AEFA,.

7.14.2 A+AFE LABEL

1. REEE: iERhAES. #WERE. Git CommitID
2.BRARES: HIPEHIFE. SXithil, HERE

3. eI R: CI/CD TARILURERZS it K IRIE

4. FANIEHER: AEBRFIRMIY

7.14.3 BEA&R%
ENEMFE

LABEL version="1.0"
LABEL description="XZ—1 Web RAiRSZE"

EXZMRE. #%F

LABEL maintainer="user@example.com" \
version="1.2.0" \
description="My App Description" \
org.opencontainers.image.authors="Yeasy"

¢ BETRIEFERSISEREX.
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7.14.4 ERGENE

ATIREMEIREN, #EMR 0Cl Image Format Specification & X AIFRHEIRES :

172 Key BiEA AN
org.opencontainers.image.c .
FI#2Adia](RFC 3339) 2024-01-01T00:00: 00Z
reated
org.opencontainers.image.a
& | HIPE support@example.com
uthors
org.opencontainers.image.u
MEED https://example.com
ri
org.opencontainers.image.d
S https://example.com/docs
ocumentation
org.opencontainers.image.s = _ https://github.com/user/re
FEEE
ource po
org.opencontainers.image.v o
7SS 1.0.0
ersion
org.opencontainers.image.l .
FR]IIE MIT
icenses
org.opencontainers.image.t e i
BRIRARER My App
itle
org.opencontainers.image.d - Production ready web
iR
escription server
all

LABEL org.opencontainers.image.authors="yeasy" \
org.opencontainers.image.documentation="https://yeasy.gitbooks.io" \
org.opencontainers.image.source="https://github.com/yeasy/docker_practice" \
org.opencontainers.image. licenses="MIT"
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7.14.5 MAINTAINER 3£ : BEH

|HhR <89 Dockerfile & ZE) MAINTAINER FE<:

## X BFEA

MAINTAINER user@example.com

DITEHETFE R LABEL:

w# 4 #E=
LABEL maintainer="user@example.com"
## I

LABEL org.opencontainers.image.authors="user@example.com"

7.14.6 ThSIFE
Bod ARG 6, BILUFEMEERIEIAENTES

ARG BUILD_DATE
ARG VCS_REF

LABEL org.opencontainers.image.created=$BUILD_DATE \
org.opencontainers.image.revision=$VCS_REF

HE<:

$ docker build \
--build-arg BUILD_DATE=$(date -u +'%Y-%m-%dT%H:%M:%SZ"') \
--build-arg VCS_REF=$(git rev-parse --short HEAD) \

7.14.7 EEFE

docker inspect

BEERBITERER:
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$ docker inspect nginx --format '{{json .Config.Labels}}' | jq
{

"maintainer": "NGINX Docker Maintainers <docker-maint@nginx.com>"
RS
B LUERARE SRR

## FIHEER yeasy HIFIEHE
$ docker images --filter "label=org.opencontainers.image.authors=yeasy"
## MIBRPIE TR BEMEHRE

$ docker rmi $(docker images -q --filter "label=stage=builder")
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7.15 SHELL {52

7.15.1 BZ3iES

SHELL ["executable", "parameters"]

SHELL 3§ R 1FE & Docker ZRIAHY shello

e Linux BRIA: ["/bin/sh", "-c"]

e Windows BRiA: ["cmd", "/s", "/c"]

ZIES S MME4EHI RUN, CMD, ENTRYPOINT 35 (M EN1ER shell AR,

7.15.2 A4 EH SHELL 5%

1. 5 bash §i%

BRIARY /bin/sh (JBE Z dash ¢ alpine B9 ash) THEER R, WNRIRFEZEER bash BUIFHEIHEE (40K
éﬂ.\ {} V—}E\ plpefall %-F); E_[LXJC]JEQ She“o

FROM ubuntu:24.04

## JHRE bash

SHELL ["/bin/bash", "-c"]
# DIERILAGERA bash HiET

RUN echo {a..z}

2. MR EE IR R
FINBRT, EEm< cemndl | cmd2 RE cmd2 TN, BMESTMAMI, XAl e EEEIR.

## X XEBEM wget KT, BHERYLSE (BA tar BIHT)

RUN wget -0 - https://invalid-url | tar xz

{5/ SHELL B pipefail:
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#it BA pipefail
SHELL ["/bin/bash", "-o", "pipefail", "-c"]
## TR wget KK, B RUN BERKK

RUN wget -0 - https://invalid-url | tar xz

3. Windows Ifi&

£ Windows 289, KEFEETF cmd # powershell Z BT,

FROM mcr.microsoft.com/windows/servercore:1tsc2022
## BAIAZ cmd

RUN echo Default shell is cmd

## tIE| powershell

SHELL ["powershell", "-command"]
RUN Write-Host "Hello from PowerShell"

## tJJBl cmd

SHELL [llcmdn, "/S", ll/cll]

7.15.3 fEASERE
SHELL F§ A IHINZ R, BRAFMERNES:

FROM ubuntu:24.04

## fEARIA sh

RUN echo "Using sh"
SHELL ["/bin/bash", "-c"]
## £ bash

RUN echo "Using bash"
SHELL ["/bin/sh", "-c"]
## [EIF sh

RUN echo "Using sh again"
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7.15.4 R EAELHIR I

SHELL ZMABYZFA EA shell Bz AY3E<:

BRI EES SHELL &M
RUN command =
RUN ["exec", "param"] x £
CMD command =
CMD ["exec", "param"] X&E
ENTRYPOINT command =
ENTRYPOINT ["exec", "param"] X&
7.15.5 J{EFKER
1. #FEF B pipefail

X FEA bash B95iR, BIVERINFTS pipefail, LUMBRMEIZFHIFEIREER RBTIEIR,

SHELL ["/bin/bash", "-o", "pipefail", "-c"]

2. AHEE
NREBTFRIAFRGINEN shell, m4F7E Dockerfile PEINEER, MABKIEIAIT .
3. RERIF—H

BEFRTE Dockerfile FSMELIR SHELL, X EMEIIEXELIRAEMIRIK, RETEXIBE X —/RED
G
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7.16 &

B X1

e Dockerfile BASEFAE: https://docs.docker.com/engine/reference/builder/

e Dockerfile H& £ S£ B ¥ ® : https://docs.docker.com/develop/develop-

images/dockerfile_best-practices/

e Docker B & pockerfile FE: https://github.com/docker-library/docs

ERESEE
Dockerfile FREYH A< B

e FROM:{EEEMFR, UNEE—FIER
RUN: EHREFHITRS, BTRERHEF

e COPY: EfIXHEIHREH

e ADD: EEfBERIXH (X URL MIBEHAEE)
e CMD: BZEINHITHIER S

e ENTRYPOINT: B8 SoBtHIANCO R

e ENV:iSEfIRTE

e ARG: B ESHTE

e VOLUME: EXEREHEHR

e EXPOSE: FRAE R mITAYIR A

e WORKDIR: EETEBR

e USER:iEEIZITRRIIAF

e HEALTHCHECK: FeERRREFEINE

e ONBUILD: REf&R2815<, EFREMERNIT
o LABEL: ARG TTEIEITE

e SHELL: 5% RUN 35S EHRY shell
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RIESTEREIN
1. {5 B ARV E SRR AR M 3E latest
2. RMESREBEE, &HF RUNER
3. {8 .dockerignore X4 AN BRI M4
4. REVENRGBEEEER
5. £ S M AR IR R R SRR AR
6. B LA root BAIGTTA R A

MBEXHF

e Docker EAR&E: https://hub.docker.com/
o Docker FE&MERIEFEL: https://docs.docker.com/build/building/best-practices/
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1.17 ZMEEtiE

7 Docker 17.05 kxasz &, FA1HE Docker B4, BESXARMMAR

7.17.1 £EPBN—1 Dockerfile

—MHRBEFAE IR RESTE— vockerfile B, EIEMERERBENEE. Wik, T8
e, KEARRHRN—LEFE:

o« FEERS, BEHREA, PENETK

o FRBHEERHRNG

40, 4RE app.go X1F, ZAZFF4ILH Hello World!

package main
import "fmt"

func main(){
fmt.Printf("Hello World!");

3

4HE Dockerfile.one X4

FROM golang:alpine

RUN apk --no-cache add git ca-certificates
WORKDIR /go/src/github.com/go/hellowor1d/
COPY app.go .

RUN go mod init helloworld \
&& go get -d -v github.com/go-sql-driver/mysql \
&& CGO_ENABLED=0 GO0S=linux go build -a -installsuffix cgo -o app . \
&& cp /go/src/github.com/go/helloworld/app /root

WORKDIR /root/

CMD ["./app"]

PSS

$ docker build -t go/helloworld:1 -f Dockerfile.one .
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7.17.2 38EIZ 1 Dockerfile

AN, MERNFLE— pockerfile FWEMEKHERIFNIRNT MG, BREENE
BITHIRER, XMARATERNIEE P Dockerfile Ml—L4miFHIAA B ER M MEXBHESIE
K, XMANRATT RPN E —ME N FERNNL, EREREIERER.

%0, YRS pockerfile.build X

FROM golang:alpine

RUN apk --no-cache add git

WORKDIR /go/src/github.com/go/helloworld

COPY app.go .

RUN go get -d -v github.com/go-sql-driver/mysql \

&& CGO_ENABLED=0 GO0S=1linux go build -a -installsuffix cgo -o app .

%5 Dockerfile.copy X4

FROM alpine:3

RUN apk --no-cache add ca-certificates
WORKDIR /root/

COPY app .

CMD ["./app"]

#7132 build.sh

#1/bin/sh
echo Building go/helloworld:build

docker build -t go/helloworld:build . -f Dockerfile.build
docker create --name extract go/helloworld:build

docker cp extract:/go/src/github.com/go/helloworld/app ./app
docker rm -f extract

echo Building go/helloworld:2

docker build --no-cache -t go/helloworld:2 . -f Dockerfile.copy
rm ./app

B TRIZARI eI R &
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$ chmod +x build.sh

$ ./build.sh

Xt EE A 75 TUAE R AT 3R A /)N

$ docker image ls

REPOSITORY TAG IMAGE ID CREATED SIZE
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago 295MB

7.17.3 SERAZMERE

RFRERLL Eia)#R, Dockerv17.05 FIAZFFZMERMDE (nultistage builds)e FAZMEXMIETA]
AU ERZERFEIRRINE, HEREEHRE— Dockerfile:

590, 485 pockerfile Xf4F

FROM golang:alpine as builder

RUN apk --no-cache add git

WORKDIR /go/src/github.com/go/hellowor1d/

RUN go get -d -v github.com/go-sql-driver/mysql

COPY app.go .

RUN CGO_ENABLED=0 GOOS=1inux go build -a -installsuffix cgo -o app .
FROM alpine:3 as prod

RUN apk --no-cache add ca-certificates

WORKDIR /root/

COPY --from=0 /go/src/github.com/go/helloworld/app .

CMD ["./app"]

aFESES

$ docker build -t go/helloworld:3 .

EE =D ERIG A
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$ docker image 1ls

REPOSITORY TAG IMAGE ID CREATED SIZE

go/helloworld 3 d6911ed9c846 7 seconds ago 6.47MB
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago 295MB

REARERZMEMEBIVRGETV), EINHBTERBRT LBRERE,

7.17.4 ItTRE—MENHRE
HATAIUGER as SRAF—MNERSHE, 0

FROM golang:alpine as builder

BN FATR AR builder FERAISRIRET, 1B/ - -target=builder ZELENE]

$ docker build --target builder -t username/imagename:tag .

7.17.5 MR ME B GE HIXH

FEHFHFHNIFER copy --from=0 /go/src/github.com/go/helloworld/app . M E—PBERAYER
BRPREHIXH, BN EUERTERRERFPIIXMHSF.

COPY --from=nginx:1.30-alpine /etc/nginx/nginx.conf /nginx.conf
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7.18 SCEEZMEEHEE Laravel 25

ATIERTF PHP AR EMR, Laravel EF 8.xXhR7AE, B TMANXHEMARIBEESR, 1FIR
ELFREITEN.

7.18.1 &

HE— Laravel TIEB T EE B Laravel BB R B R T # ## pockerfile .dockerignore
laravel.conf X1,

1= . dockerignore XHEHFBENUTAR.

.idea/
.git/

vendor/

node_modules/

public/js/

public/css/
public/mix-manifest.json

yarn-error. log

bootstrap/cache/*
storage/

## BITAMEMFBEZHRRAISE, Fli0 cenv. * XF

£ laravel.conf XEHE AN nginx Bd&.
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server {
listen 80 default_server;
root /app/laravel/public;
index index.php index.html;
location / {

try_files $uri $uri/ /index.php?$query_string;

location ~ .*\.php(\/.*)*$ {
fastcgi_pass laravel:9000;
include fastcgi.conf;
# fastcgi_connect_timeout 300;

# fastcgi_send_timeout 300;

# fastcgi_read_timeout 300;

7.18.2 gitmtasE

MR ITRIIRE,
# 7. node BEEEFFERAEAEMNRAEIFE (W node:22-alpine)
FROM node:22-alpine as frontend
COPY package.json /app/

RUN set -x ; cd /Zapp \
&& npm install --registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd /Zapp \
&& touch artisan \
&& mkdir -p public \
&& npm run production

7.18.3 &% Composer #kifi

M ERZR % Composer i,
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# k. composer fRIGHTFFEREAEMNIRAIFE (W1 composer:2.x)
FROM composer:2 as composer

COPY database/ /app/database/
COPY composer.json composer.lock /app/

RUN set -x ; cd Zapp \
&& composer config -g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
--ignore-platform-reqgs \
--no-interaction \
--no-plugins \
--no-scripts \
--prefer-dist

7.18.4 BE LI R ERFRAE A4
5= N EEXH I EPNERE ST T EE S

# 7. php BERASEESE major.minor (8.3), £FINEARIBREIRE
FROM php:8.3-fpm-alpine as laravel

ARG LARAVEL_PATH=/app/laravel

COPY --from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY --from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY --from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY --from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set -x ; cd ${LARAVEL_PATH} \
&& mkdir -p storage \
&& mkdir -p storage/framework/cache \
&& mkdir -p storage/framework/sessions \
&& mkdir -p storage/framework/testing \
&& mkdir -p storage/framework/views \
&& mkdir -p storage/logs \
&& chmod -R 777 storage \
&& php artisan package:discover

7.18.5 RE— 1M E&H93E NGINX &

# E: nginx BEEEFERARABMAEIFE (30 nginx:1.30-alpine)
FROM nginx:1.30-alpine as nginx

ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY --from=laravel ${LARAVEL_PATH}/public ${LARAVEL_PATH}/public
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7.18.6 #J% Laravel & Nginx %

f#H docker build R ¥MER R,

$ docker build -t my/laravel --target=laravel .

$ docker build -t my/nginx --target=nginx .

7.18.7 BEhBARFH MR
#1312 Docker (4%

$ docker network create laravel

[B5h laravel 28, --name=laravel BHIEEMN R FHNINS nginx ELE X HFHHY fastcgi_pass

laravel:9000; —5%
$ docker run -dit --rm --name=laravel --network=laravel my/laravel

Bah nginx A28

$ docker run -dit --rm --network=laravel -p 8080:80 my/nginx

NS 281418]) 127.0.0.1:8080 B]LAFF Laravel IEE T,

iF Laravel T B & FIEMIMEBARSS, F140 redis. MySQL, BBEITEMXLRS ZEHH#HTI
i, NTARBER.

7.18.8 &F=IFIEM K

NTABATHENSL, SEEXHEERETHGY, EMGEERN BiX SEEEXHER
config B secret FEHEIR2EH, FHEEBEITFES] Kubernetes IHEXAR.

AT REFMREAN T RERBBT|L, ELZRAAUESE khs1994-docker/laravel-demo TH,

7.18.9 iR

SCEERY Dockerfile A1 TFo
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# 3% EFEREERAKNMAIRE, 0 node:22-alpine. composer:2.x. php:8.3-fpm-alpine. nginx:1.30-alpin
e
FROM node:22-alpine as frontend

COPY package.json /app/

RUN set -x ; cd Zapp \
&& npm install --registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd /app \
&& touch artisan \
&& mkdir -p public \
&& npm run production

FROM composer:2 as composer

COPY database/ /app/database/
COPY composer.json composer.lock /app/

RUN set -x ; cd /app \
&& composer config -g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
--ignore-platform-reqgs \
--no-interaction \
--no-plugins \
--no-scripts \
--prefer-dist

FROM php:8.3-fpm-alpine as laravel
ARG LARAVEL_PATH=/app/laravel

COPY --from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY --from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY --from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY --from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set -x ; cd ${LARAVEL_PATH} \
&& mkdir -p storage \
&& mkdir -p storage/framework/cache \
&& mkdir -p storage/framework/sessions \
&& mkdir -p storage/framework/testing \
&& mkdir -p storage/framework/views \
&& mkdir -p storage/logs \
&& chmod -R 777 storage \
&& php artisan package:discover

FROM nginx:1.30-alpine as nginx
ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY --from=laravel ${LARAVEL_PATH}/public ${LARAVEL_PATH}/public
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FE/NG

FEFANAT Dockerfile WFABZLES, UTERIECERNEER.
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=g

FROM

RUN

COPY

ADD

C™MD

ENTRYPOINT

ENV

ARG

VOLUME

EXPOSE

WORKDIR

USER

HEALTHCHECK

ONBUILD

LABEL

SHELL

e

HEERMRE

EHRERITES

EHI

FRRBEH

¥ =N IN S

AEAOR

REBNET S

HESIR

EXERE

A BRI

EEIEER

EEBITAF

BRERIE

IERMITIES

ANTTEE

BEXERIA shell

Built with mdPress

LFCfER, 35 --from
BohfEE tar, FEFRT TEH
AJ# docker run ZHEE

EERzNE<, CMD fEAZRIA
28

HEERT + BITEIYERR

X3RS 4ERL, FROM FEE
HAER

VOLUME ZaMIfERaE%k
NXHEER, ABEBhRST

B RUN cd, BRAEE=H
ohelE

FRRP®NETEFE, #7F gosu

S
starting/healthy/unhealthy

QYR —IR, REJREX

HE#F OCI thfEtns:, B
MAINTAINER

YT ["/bin/bash", "-0",

llpipefail", ll_Cll]
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FEMRE 3%
o {5/ Dockerfile 5 E: Dockerfile NI’
o ZIMEGHEE: MUBEBEKN
o Dockerfile S {FLE: HE15m
o B! FBLERE
e Compose 1#Eigf: Compose FRECE

7 RIFERWACOHEI? WDIRR Issue 5 PR,
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BI\E YUREE

9NE 8-1 A7, Docker BUEERE T ERER=KEHHNEH

Host
Container
- tmpfs
bind mount
mount volume
Filesystem Memory
I Docker area :
. J

8-1: Docker ¥EEH XA REE
X—ETBUAITE Docker AEI AR B2 2 BIEEMIE, HRRPEEMETEGUT/IMAR:
o HUEL
o HHF
* tmpfs =
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8.1 HIEE

8.1.1 AIHARERIESE

BRNEFEEE—PXRNE. ARMRE, REMET.

A
y

SNEE Aafbr  —RIEEHEREE witable F—»

AeREB1T

DATA LOST! XX

HIEE (Volume) R T XNEE, ERESBEIRIIFASS.

8.1.2 BB BHISE

ik L

B BEMIREHIRNHARS

23 SPBRTUEHR— MBS
BPB 43K SR IRBHERLENAT
FRIMHER BIESRIRIETRITORRE

HEREESF 43 UnionFS, BEIFEE
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8.1.3 g% vs BEFERE

RREHEER TNEEFEEERE

EanAHA = Ak EH

A as bR

SN

BIEEX X

NS
RBFHE BGBE
Writable ReadOnly
Wigd: WE

s

lapp/data AasirR
|
EH SR
\ s
#IELE my-data

FRAEIE
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8.1.4 IR EEAR(F
eifeotig e

$ docker volume create my-vol

S PR SRS

$ docker volume 1s
DRIVER VOLUME NAME

local my-vol
local postgres_data
local redis_data

ERRIESFRE

$ docker volume inspect my-vol

[

{
"CreatedAt": "2026-01-15T10:00:00Z",
"Driver": "local",
"Labels": {3},
"Mountpoint": "/var/lib/docker/volumes/my-vol/_data",
"Name": "my-vol",
"Options": {},
"Scope": "local"
}

XEFE:
e Mountpoint: ¥IBEEREN LRLIFEFMHEAE
e Driver:. TEAEIXEN (EXIA local, WRILIAEE=FIKEh)

8.1.5 EHMIES
AR—: --mount: #E

$ docker run -d \
--name web \
--mount source=my-vol, target=/usr/share/nginx/html \
nginx
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28 WA

source HRER (FEEIEMEIE)

target BEsREHERRER

readonly Ak, RiREH
ARZ: -v: @5

$ docker run -d \
--name web \
-v my-vol:/usr/share/nginx/html \
nginx

BI: -v HELE  BEEIRR[ £

RS RA
e --mount -V
B a(Exd, BEU SS4E, B
 ETGEAEmE, 5oy )
BiEE (Volume) 2175 BRGSO
E
EINBEREESRS, EINRERGES SR
z Bind M t) 17k
RS (Bind Mount) 1570 o chose HES
' PRRL, BES
e ks @RS, BRE o s

ellfEd)

"R BEAEEEMER --nounte BRTIEERAANREEFZIN, REBNITHERLKET HBE
## (Bind Mount) Bt : (IRFHNBEENEREZHKRET, -vSEERHEMEIEI—IT
F; M --mount WS REEHEZRE. XERAMERRBZHE HIRMAEENLE THIR
BR (UNSENAB[HRTEREH) . MYTATH HIES (Volume) EHMS, WEER
EENENFERES8HEES, FENERE Z2—H 8.
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RiEH

## --mount AT

$ docker run -d \
--mount source=my-vol, target=/data, readonly \
nginx

## -v AR
$ docker run -d \

-v my-vol:/data:ro \
nginx

8.1.6 EAH=ETHI
HE—: BURERAK

## BIEEUES
$ docker volume create postgres_data
## 35S PostgreSQL, FIBETEMEELIESES

$ docker run -d \
--name postgres \
-e POSTGRES_PASSWORD=secret \
-v postgres_data:/var/lib/postgresql/data \
postgres:16 # MRSIFIERAR PostgresQL hR7s

## BNEMIPRESE, BIBMARE
$ docker rm -f postgres
# BB, BBEE
$ docker run -d \
--name postgres \
-e POSTGRES_PASSWORD=secret \

-v postgres_data:/var/1lib/postgresql/data \
postgres:16 # HRSIFERAR PostgresQL hR7s
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BR": SRBHERIE

## CIBEHZIIES
$ docker volume create shared-data
## Bes A TAEUR
$ docker run -d --name writer \
-v shared-data:/data \
alpine sh -c "while true; do date >> /data/log.txt; sleep 5; done"
## Bes B IEENEUE
$ docker run --rm \

-v shared-data:/data \
alpine cat /data/log.txt

BR=: BEXHHAK

## 1§ nginx ECEFEEHESH
$ docker run -d \
-v nginx-config:/etc/nginx/conf.d \
-v nginx-logs:/var/log/nginx \
-p 80:80 \
nginx

8.1.7 HIEEEE

Fr%ES

## BIFREERIES
$ docker volume rm my-vol
## MIRA R ERIERESIES

$ docker rm -v container_name
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RERERANRES

## BERREASRERNKES

$ docker volume ls -f dangling=true
## BIFRFIERERNRES

$ docker volume prune

## SREIMER (RERRHIA)

$ docker volume prune -f

L AR HEETaEMRE. KBEGITHRANERBELTHHES,

8.1.8 HIRERNSHE

EHBES

## EAIRNSRERRES, 1887

$ docker run --rm \
-v my-vol:/source:ro \
-v $(pwd):/backup \
alpine tar czf /backup/my-vol-backup.tar.gz -C /source .

[REE:
1. g IREY A 28
2. EHESEHHEUESE /source
3. FEHHAIBERE /backup
4. fEA tar 18
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mEBEE

## QUEITEIES
$ docker volume create my-vol-restored
# REEHINEES
$ docker run --rm \
-v my-vol-restored:/target \

-v $(pwd):/backup:ro \
alpine tar xzf /backup/my-vol-backup.tar.gz -C /target

ARG

#!/bin/bash
## backup-volume.sh
VOLUME_NAME=$1
BACKUP_DIR=${2:-/backups}
TIMESTAMP=$(date +%Y%m%d_%H%M%S )
docker run --rm \
-v ${VOLUME_NAME}:/source:ro \
-v ${BACKUP_DIR}:/backup \

alpine tar czf /backup/${VOLUME_NAME}_${TIMESTAMP}.tar.gz -C /source .

echo "Backed up ${VOLUME_NAME} to ${BACKUP_DIR}/${VOLUME_NAME}_${TIMESTAMP}.tar.gz"

8.1.9 ¥iEE vs PBEHR

Docker EmMEENEIEFAKA X :

52 ¥iE% (Volume) #EEH (Bind Mount)
EESN Docker EIE RPEE

FHENIE /var/lib/docker/volumes/  {EEEENEKRF

BISHE N BYF KHE ENEER
SRR IR AL F R B EH S

&5 FEIR I=EEnEb et
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## BIES

$ docker run -v mydata:/app/data nginx
# GREREE

$ docker run -v /host/path:/app/data nginx

W EEHET,

8.1.10 & Il |r]A
Q: WMfAIHIEASRER T HLiiBE?

$ docker inspect container_name --format '{{json .Mounts}}' | jq

Q: HIREHRIEEWME?

# BERESFE
$ docker volume inspect my-vol
## Mountpoint FERERSLPRERR

"Mountpoint": "/var/lib/docker/volumes/my-vol/_data"

)\ GEE REINEIZEER Mountpoint FREISHE, WiBITA2SE(E,

Q: MAIEFRFHREEIBHREE?

1. TEEN28% 19 . docker run --rm -v mydata:/data -v $(pwd):/backup alpine tar czf

/backup/data.tar.gz -C /data .
2. &5 tar.gz X1
3. EERVIEEIE
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8.2 HHFHNBR

8.2.1 ftARHEHH

Bind Mount (48 E3£%) ¥ Docker daemon FREEN LW E RIXHFEIZEH I BEP. R

MEEX &N EHNXH RS,

BEM

/home/user/code/

< Bind Mount

A

BREH (E—HXXH):

/home/user/code/ (3% /usr/share/nginx/html/)

— index.html

— style.css
L— app.js

8.2.2 Bind Mount vs Volume

it
BIRE
BREIEE

AN

Bind Mount

BENESREZE

W I R

RHLE EAERIE

RHE EN X RS

FAMIR. BEEEXH

BRI
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lusr/share/nginx/html/

Volume

Docker EEMER
e

B4t (Docker EIE)
AR TFAEIRED
EFHIRER AL

ZE @I Docker
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RN

EX HELRE
F&RBSES S Bind Mount
AR Volume
HEFREXH Bind Mount
A EHEYIE Volume
BHE Bind Mount (E#&i1a])
EFHIR Volume
8.2.3 EXiE

{ER - -mount: HFE

$ docker run -d \
--mount type=bind, source=/TEEHIRR, target=/FRER \
nginx

A -v: @5

$ docker run -d \
-v /TBENBRE: /BREBE \

nginx
FFEERLL
% --mount -v
B% RiEXS, BEM BES9MR, EEE
BEREFEN BiEiRES (Fail Fast) BUEmE BR
WEZE WE w=H
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\ BB MR NOERT - PN AEENENRE, €8 -v &7 daemon X4 EF#EREIE—
PMTER. WF7&H Docker Desktop BF, XNMENBEEMEDSN, FFiziE daemon, X
FHMBIEEN 2R, XBE Docker EFEHZFMERA --mount NRE: ESEIZEIRE, BEEK
EBEERMEREUE,

8.2.4 EAGR
BR— FERRRABRY

## BAAED B RERTIRE

$ docker run -d \
-p 8080:80 \
--mount type=bind, source=$(pwd)/src,target=/usr/share/nginx/html \
nginx

#H# B, BENILANER (FAEH)

$ echo "Hello" > src/index.html

## FREERIFEI R BEIZWL

R REXHGEH

## EHBATENX nginx EEE
$ docker run -d \

--mount type=bind, source=/path/to/nginx.conf, target=/etc/nginx/nginx.conf, readonly \
nginx

mER=. BEkE

## BARHEREIBENER
$ docker run -d \

--mount type=bind, source=/var/log/myapp, target=/app/logs \
myapp
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BRI = SSH &R

## HEE SSH A (Ri%)
$ docker run --rm -it \

--mount type=bind, source=$HOME/.ssh, target=/root/.ssh,readonly \
alpine ssh user@remote

8.2.5 RistiEH
BhIE R B E AR A

## --mount IB%

$ docker run -d \
--mount type=bind, source=/config, target=/app/config, readonly \

myapp
## -v iBX

$ docker run -d \
-v /config:/app/config:ro \

myapp
BERZAE NSRS

$ touch /app/config/new.txt
touch: /app/config/new.txt: Read-only file system

8.2.6 HEHBEINH

## ¥EH bash AFIEH

$ docker run --rm -it \
--mount type=bind, source=$HOME/.bash_history, target=/root/.bash_history \
ubuntu bash

## EHBEENXEEXH
$ docker run -d \

--mount type=bind, source=/path/to/my.cnf, target=/etc/mysql/my.cnf \
mysql
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LOER: EHRENXMH, NRBEEN LA REESRER (MIERERMEDR), BBAMEIAX
fr8Yinode, BENERAHRIEHB R

8.2.7TEFEHER

$ docker inspect mycontainer --format '{{json .Mounts}}' | jq
i
[
{
llTypell: “bind",
"Source": "/home/user/code",
"Destination": "/app",
llModell: IIII,
"RW": true,
"Propagation": "rprivate"
}
1
FE BiER
Type EHEE (bind)
Source ’TEI*”:E%'T%
Destination BEARR
RW ERAEE
Propagation H:ﬁkf?%ﬁft
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8.2.8 H M a)&H
Q: BEAEFERE

$ docker run --mount type=bind, source=/not/exist,target=/app nginx
docker: Error response from daemon: invalid mount config for type "bind":
bind source path does not exist: /not/exist

R HRIRRREETE. BMHEFEAIZER, A -v, BEXHIAIZUERZMEE
BYEANBRIZo

Q: MR

AasA R P AT e T AGA RIEE RIS 4 :
## Al BREENXXENR T A LA A
$ chmod -R 755 /path/to/data
## 73552: B root BITAE
$ docker run -u root ...

## 5753 FERAERMP UID

$ docker run -u $(id -u):$(id -g) ...

Q: macOS/Windows 14EE[RIRR

7 Docker Desktop £, Bind Mount 14 &8&i@ % A4 Volume, EAMIEZTEETBENXGERSEM
Linux VM Z[&][E# :

## {#M :cached T :delegated IREM4HE (macos)

$ docker run -v /host/path:/container/path:cached myapp

I WA

:cached BEVANEL, BeFIRENAIFEEIR
rdelegated BBWNE, BEVIRENATAEIER
:consistent ik, TE2—H(RI8)
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8.2.9 R{ELER
1. FRFHEER Bind Mount

## RISHAEH

$ docker run -v $(pwd):/app -p 3000:3000 node npm run dev

2. &£~=1F15(EHA Volume

## BURIAWL

$ docker run -v mysql_data:/var/1lib/mysql mysql

3. BEE XX EEFA RikiER

$ docker run -v /config/nginx.conf:/etc/nginx/nginx.conf:ro nginx

4. IERRERS

# X R EHREFUHEZER
$ docker run -v /:/host ...
#it RESSENER

$ docker run -v /app/data:/data ...
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8.3 tmpfs

tmpfs HEHSIBHIERERES, MARENRRASERMIES. BRIEAT Linux BEXHWRRF
15, EEFERREEEAEKRFAMBEKE,
8.3.1 &%=
o IGBYETF
o ZIEEURE
o FHEZEEIISRAEIX Y
8.3.2 BEAH%
B --mount 1B7E (EFE):

$ docker run --mount type=tmpfs,destination=/run, tmpfs-size=67108864, tmpfs-mode=1770 nginx

‘@E_“«Xfﬁﬁﬁ --tmpfs %E%iﬁl

$ docker run --tmpfs /run:size=64m nginx

AR --tmpfs PEFHEEY S, IRMRHFEEAXAEREH . K/NFMNE, --mount
type=tmpfs, ... BRI M BT, WEETEEER.

8.3.3 AREM

o BBFELE, tmpfs HBEREK

o tmpfs ARBENAE, BWNEIREIAN.

o REAFEFANBIEIE,

* tmpfs FEGZSNERBHER—MPEE, BFESIBEERNEEFE.

o TREFENKREN, BDEHIEAIERRFIINNGIRIE, EULEAZEE tnpfs HIFEWNAZER
BREBR,
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8.3.4 5 Volume / Bind Mount ¥tk

XE BRI BAk BRI

* . /,H\: ﬂﬂ*
Volume Docker EIEE T = :;?EE KHAV 588

FREGE. BEEXH
Bind Mount CEL Ik A=E 2 =5

H=E

SIRIGATEEE. 85U
tmpfs K1z = =R IEEEHE. 8

l[&BY > {4
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FEING

KENAT Docker W=MEIREIEH: #HIEL (Volume). 4FEEH (Bind Mount) I tmpfs 3
#Ho

A R ERYR
Docker B8, 4 epEERIH L % . W%
422 (Volume) ,.,OC er BIE, £AMMIT HRE. MALKIE (EEFLES
AeE 285
4 (Bind Mount) EHEINER, BERE FAFE. BEXH. BE
REFEEARAER, BFLLEAD
tmpfs EH o B SRR, BRE
BiE g
SIREIES docker volume create name
FIHEES docker volume 1s
EEFE docker volume inspect name
pFEIES docker volume rm name
BIEXA docker volume prune
-v name:/path g - -mount
TEHEES
source=name, target=/path
HEfRR{FIR

o #EL: Docker BEIEMIFAWENE

o HTFHH: HHBEINBER

o tmpfs 3 AEFERNIREEFE

o TZ{EIXEN: Docker ZEENKERIE

e Compose #IEEIE: Compose FREHEE
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7

7 RMSEIRHELUOHEIN? RIDIRL Issue Y PR,
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FNE NSHEE

Docker B2 FBME RSN RIS, BEZBEHEEBEMUNSEENES. Docker FEREKAY
=B EMNEELILNE, KZHIERTFHEA.

LR

Docker BahBY BhEIE LU T MLELE

mE

Y112 K ethO
192.168.1.100

docker0 [

172.17.0.1
Containers
BE B B A
ethO ethO
172.17.0.3 172.17.0.2

RERFIFMNLE Docker MABALEMNE A H.
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FEAR

& DNS
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Docker 1.10.0 LA/, WET— DNS k523, FERssn UHIEBIRBBTEBE. HERE
, ABHEQIERENER - -name AAESER R AT,

B 2EF Docker DNS ENEIRE Y, TARERAETE BEXMSE HFEH, iR, NREFEANE

ZRIAMY bridge LR, BT AFERA DNS B, FRIUERITMEEBE XN,

9.1.1 A2&AY DNS %!

Docker 2889 DNS BeBERMIE R

1. BAIA Bridge RI4&: 4#7&7E EA1EY DNS BCE (/etc/resolv.conf)o

2. BEX MK (HET): FH Docker #RAIL DNS fRS52% (Embedded DNS), ziF@id
ARSS & 3o

]

BaER #HiT

9.1.2 #R AT DNS

X2 Docker M4ERBAMINEEZ — EEHEXMER, Rzl LB “BF #HIKL, mAE
BHEXR AR IP (AR IP AIgERZ),

## 1. BIEBEXMNE

$ docker network create mynet

## 2. BEIEE web HIMAWLE

$ docker run -d --name web --network mynet nginx

## 3. BENAEE client HEi® ping web

$ docker run -it --rm --network mynet alpine ping web

PING web (172.18.0.2): 56 data bytes
64 bytes from 172.18.0.2: seq=0 ttl=64 time=0.074 ms

[RE: Docker SFHFHIZTE 127.0.0.11 13177 —1 DNS iR5528. B2ENAY DNS IERSWEE L FX
B, NREBR[A, BITNELEIP; MNREINEFIHE (30 google.com), &L, Lk DNS,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

9.1.3 BZE DNS &

MBIREEFoHECE A SHY DNS (FIENEA AN DNS RS 28), BILLTE docker run FERIUTS
0.

1. --dns
$E7E DNS AR5328 P,

$ docker run -it --dns=114.114.114.114 ubuntu cat /etc/resolv.conf
nameserver 114.114.114.114

2. --dns-search

FETE DNS &g, FlIlgEN example.com, il ping host SEIERMT host. example.como

$ docker run --dns-search=example.com myapp

3.--hosthame 5 -h
KERNENR.

$ docker run -h myweb nginx

9.1.4 25 DNS EcE

MREFLEMBESHBHMERAIS TR DNS RS 8 (MARHRABEN), I UEBK

/etc/docker/daemon. json.

{

"dns": [
"114.114.114.114",
"8.8.8.8"

1

}

BREEEER Docker JRS5: systemctl restart dockero
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9.1.5 B

T2 EAZA28 DNS BT E B9 al @ R R 75 7% :

Q: AI|TEMINTEZ

P& : ping www.baidu.com 2Kk, 1B ping 8.8.8.8 AT, MEAR:

1. BENIM /etc/resolv.conf ATEER AR (HIUNEEE T A BIIR#E 127.0.0.53, $¥5E
Ubuntu #&%t), Docker AJgeaZ=iHBE, BENSKK.

2. 2 Foh#SE DNS: docker run --dns 8.8.8.8 ...
3. [ERANEEEIZE T UDP 53 imH,

Q: TABIARBRERE

IR ping db#E7R bad address 'db'c REA:

o {RETRETE(EFS RRIARY bridge M4, PRI bridge W% RziF BT A28 2#H1T DNS g (X2
— P HAEEZIRIT.

o fRR. FFBEENXMLE (docker network create ...)o
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9.2 PLEASEY

Docker 121t 7 ZMMLZIRcHRFHE A RNERTSR. L2 Docker [, RASBENEIE=TEIAW
K.

=A

$ docker network 1s

NETWORK ID NAME DRIVER SCOPE
abc123. .. bridge bridge local
def456. .. host host local
ghi789... none null local
9.2.1 LR EIXLL
EMBRAFRAEATRT:
PILRASEY WEEA ERTR
BRINREY, BeiEiERlEIK
bridge PSS mEEEE KB BN
U
host B EEEAETNMEL R ERE MR
none B REWLE TEefRENEE
overlay BB EMMLE Docker Swarm 8¢
macvlan BB MAC it REEEENYIENE
FEIMEEKERZE. Xt MAC &
ipvlan FERHEAE0 MAC, T 1P A o

ZPRAIMILE

9.2.2 Bridge M4&: BRiA

Bridge & Docker FRIAERHIMEEER, Docker BEIFIY=BEISIZE dockero AN, FRIERIEE
BRI B SR E SRR R XM Lo

DA
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A B

docker0 R, FTHEIIRIAE

veth pair EINEX, —IRER2RN, —ImEZMR
A& etho ISR S

IP Hbsit BHRIM 172.17.0.0/16 MEESI BC

9.2.3 Host %

R - -network host ZHBHMNBRZIEREABENHINEL, FBAEIRIINMEZSHETE,
ASEANHEOMEEENNED, THEEORE

$ docker run -d --network host nginx
XMEN TR MRS, BFRBZENBEINNZEREMNEREE.

9.2.4 None M4%

M - -network none ZHBEIHIBRRIE Lo BEIFNF, T2RKBIMINEERE. EATRFEES
THEES. TRENENESR.

$ docker run -it --network none alpine ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> ...
inet 127.0.0.1/8 scope host lo

9.2.5 BUERF

BBRMERREIRRE A LD A A TSR
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WHNEBIEIR), FEum 1 AREY

SMEBIBER eth0 docker0 Nes A
IR N
A28 A(172.17.0.2) docker0 eth0 BHEXW
AaRiENEE
A8 A(172.17.0.2) docker0 A28 B (172.17.0.3)
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9.3 HENX ML

TEFWRS, EEERRAFBEXMEAEIIND bridge WML8, BEXMERMT EFRESE
FMARSS R IAESTo

9.3.1 AftaERBE XML

FAIA bridge MAEFTELUTEIR, MEEX ML IR T AR RX L o) .

) BEXMENE
SEER IP &S ZFFA 28RS DNS f#tf
PRE B RBTER—ME EIFRFREE

RE --link (BEF) [REZFFRSS &

9.3.2 RIE B RE XML

{8 docker network create Bp< B LLBIEBE X ML :

## RIS
$ docker network create mynet
# BEWEKIFE

$ docker network inspect mynet

9.3.3 EABE XML
BB ET - -network SEUIETEIEIZAIMEE

## REIBRERDIEEX MK

$ docker run -d --name web --network mynet nginx
$ docker run -d --name db --network mynet postgres

## 1T web BBPRILIERASREIARF db
$ docker exec web ping db

PING db (172.18.0.3): 56 data bytes
64 bytes from 172.18.0.3: seq=0 ttl=64 time=0.083 ms
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9.3.4 28733 DNS f#tr

BE XM Eohiett DNS fRs5. Docker SPFHIETE 127.0.0.11 5177 — PRI DNS fRS 28,
BEEAM DNS IBERESWELEIXE

o MNREREH, WITNEERIP
o YNRIZIMNIBIFE (40 google.com), FELE ks DNS

mynet [ : web B3R LAA 'db' fEAENR AR db BES
web db
—DNS: 'db' -~ 172.18.0.3—»
172.18.0.2 172.18.0.3
9.3.5 EAM%

LA R 2 Docker WL BEEHREANGS:

## FIHRLE

$ docker network 1s

#H I

$ docker network create mynet

# BENMEFE

$ docker network inspect mynet

#H EEARIIME

$ docker network connect mynet mycontainer
# BT EERE

$ docker network disconnect mynet mycontainer
## BRI

$ docker network rm mynet

## BERERANIMLE

$ docker network prune
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& BIALR

— M FFAEED docker compose FBE TR NBRUARS . ARSS A FIARSS B. M7EARSS A B9
=it locatlhost:3000 HRIARSS B, LERMAZEEBE, XM EIRIEBRIKE—EARHEN
FAENERHRE, AAMETEER—MHEZRNX, HERMERMIAANBHAEINEEE
B, KRRER: ST ERBEMININEHBTE, localhost ERBNIRIEMERE
2, FEEINEAZHMEE. ERNMUERER Compose BritIZBIARS BIEAENS:
http://service-b:3000, Compose =HTEMLEFEMARSS BB DNS, XixA23EBE 6
kg, SAoHXE—1THREE, RIEMZER.
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9.4 RREEX

B ZBIMLBISZE Docker MBRIZILINEEZ — BTN BERSREBKB MG

9.4.1 F—MEKANE R
F—BEEXMERNERA N EEEIAREEE, XERENEREEAR:

## B
$ docker network create app-net

## BRI AANEIERE

$ docker run -d --name redis --network app-net redis
$ docker run -d --name app --network app-net myapp

## app BDEEPAILUA redis:6379 i#E#E Redis

9.4.2 EEFZ ML
— A BERALEEERZ NG, X TFEEEME Bt ERSIEm:

#H# BENA SR

$ docker run -d --name multi-net-container --network frontend nginx
## BIEREIS— WK

$ docker network connect backend multi-net-container

# BEBROINE

$ docker inspect multi-net-container --format '{{json .NetworkSettings.Networks}}'

9.4.3 A --link BEE

--link & Docker REIRTFAREEKMN AR, BEWER, FTENERNBEDRFER, BEFEABEX
LB

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## [BATR
$ docker
## AR
$ docker

$ docker
$ docker

(FH#%E)

run --link db:database myapp
(%)

network create mynet

run --network mynet --name db postgr
run --network mynet --name app myapp

ERBEEXMENNBEET:

o JREESZH5 DNS AR
s FNEEREAHZRIITEINERKHN

o FEXE, HJLABHZ connect/disconnect

es
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O

.5 SMERIGIR = 8%

ARETITEECHIRBEMKIFRR (B% E Bridge &R)o AT LLIMNBMEIHR B RN, Ffl]
B R 830V CIBRET R 78 EANAIIR .

M Dt

9.5.1 At AEMSTiE O

AEIMEIA RN :
o FEZiE: AILUET IP HARE (BEEXME) Bl
o BENIFIAEEE: FAILUBI AR IP ARl
o HMNEBRILIHIMARE: X BAL EEZIARL

ATILGNEB (INFRATN SRR, HABIEMINER) iR B BABARSS, HNFRRA[MIR0 BREY 25
FHANHO,

SMERFEF (Browser)

f&EH (localhost:8080)

Docker Proxy
i CIBRET (8080 -> 80)

A28 (Class B: 80)
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9.5.2 IR OBRGT A

Docker 1248 T £H75 RIS E Ik CIBRET.
1. $EEMREY

B -p <BEHHO>: <A8/HO> MK

## BEEVH 8080 IHmOMETZEIZRZ N 80 w0l

$ docker run -d -p 8080:80 nginx

ItEBSIA18] http://localhost : 8086 BIE]E E| Nginx TiHo,

Zihigt:

B aX

ip:hostPort:containerPort HEIETE IP BV EIRO

ip::containerPort HBEIETE IP BIFEH I

UBTEFRAS 1P (0.0.0.0) BYsSE i

hostPort:containerPort

A

containerPort HEFRA IP BYBENLIR O

2. BEABRES

Nl

-p 127.0.0.1:8080:80 (X7~
MiA1a))

-p 127.0.0.1::80

-p 8080:80 (ERIA)

-p 80

WMNRAROEENERB N mO, BJLAERBENMEY . F8 -p (K5) 2%, Docker =1 Dockerfile
1 ExposE IELRENME RO A REIBEENMENS LR, EEEER RO, BURFEENS

A Bl FA Y I B i 1 SE Bl

$ docker run -d -P nginx

EERGTER:
$ docker ps
CONTAINER ID PORTS
abc123456 0.0.0.0:49153->80/tcp
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IHEBS Nginx #BRESE] T B ENB— M ENE RO, F190 49153,

9.5.3 EF IR CIBREY

B LUER U T er S EE R 83005 CIBRET

docker port

1&1T docker port FAIABFEIEE S 288im RSB :

$ docker port mycontainer
80/tcp -> 0.0.0.0:8080
80/tcp -> [::]:8080

docker ps

1517 docker ps AILAEBEIFTE R2s09im M5

$ docker ps
CONTAINER ID IMAGE PORTS NAMES
abc123456 nginx 0.0.0.0:8080->80/tcp  web
= 5 e |
9.5.4 RELKRSERE

ARBROMEY, EEIBUTREEM:
1. [RHILEIf IP

BINBRT, -p 8080:80 213l 0.0.0.0:8080, XBKREEMARZREEZMAEEN IP, RLEEY
[B]3ZARSS o

INRAFHENINRE (FINBIREEMRSS), M4PEER 127.0.0.1:

## (NARFAEANIAR

$ docker run -d -p 127.0.0.1:3306:3306 mysql

2. B SR R PR

YNRTEEN 8080 BELWEAT, BT ERD.
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fRR:
o FIFEIEMIFO: -p 8081:80
e 1t Docker BEEhEE: -p 80
3. UDP B

FRAZ TCP il SNRERRET UDP ARSS (40 DNS, Syslog):

$ docker run -d -p 53:53/udp dns-server

9.5.5 SR
Docker {§FH docker -proxy #HiZ (AP ) 3¢ iptables DNAT #N (RZZE) KL MmO %,
HREABEENIRAR, iptables MNP E BirtiHE 0 EES IP HiEEXL:

## B1LHY iptables iB%8

iptables -t nat -A DOCKER -p tcp --dport 8080 -j DNAT --to-destination 172.17.0.2:80

XMWEBAFAFERSEABEINHENRE IPEEZMX IP (80 172.17.0.1), MAZELAIIMER
Client IP (BR3EfEF host IR,
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9.6 MABIRE

Docker R T RANIREAES, FRAMNBZEINEREIATEBIS. X2 Docker WEREH
BB,

9.6.1 MAEFRERE
TRMGZEZINRE, FBRRESA—MERNBREREE:

## BIEEFRA ML

$ docker network create frontend
$ docker network create backend

## Aes A 1£ frontend

$ docker run -d --name web --network frontend nginx
## ZAes B £ backend

$ docker run -d --name db --network backend postgres
## web FTEEIZIAN db (RREIMLE)

$ docker exec web ping db
ping: db: Name or service not known

9.6.2 BB

XMFEBEIERUT L 2N

173 WA

A fa iR B Al A 2R 70 A BRI SR B P 4%
R SS RS IR AR S5 4B AT LAfsE FA AR B P48
£zl FREFNBREFRMNEPTEIRE
R/VNR BRI RBENNERR

9.6.3 EMLKZERS

IRMLFERNFREMLBIE, TLRERNERRZMHE:
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## BIE—PrhEEER, EEIIRE RS

$ docker run -d --name api --network frontend myapi
$ docker network connect backend api

## I api BEEEAILUAN frontend AEY web, WEILAIAGR backend FEY db
X LR USRI B 28 o] U MLS@E(E, B/ W ERED,

9.6.4 BRRYRILEEEH

— MBS RN AMNERTINT:

frontend R4

A EII RS

N

Web ARZE28 1 Web BR3528 2

backend 4% .

API fR55 28

N

HiERE Redis &7

TEXTIRM R, API BRSS2RERTEREER Frontend # backend W4, FTHR MR ZEMINR. A
¥#23A Web IR 2T EEZIHINEIERE, HETZEM.
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0.7 ARMBFRIFIE

T ERE Docker BEEAMMERMLELZEES . Overlay MEE. BRS A IF DNS 2. B1R
Kubernetes fRHER4S AL, 40 CNIF0 NetworkPolicy, RERZREFF

9.7.1 Overlay MERESHE

Overlay MEEII A MEEM FZIIEMNLE, RiFRREREINBRE. ER Swarm 75 a0
M%glzﬁbz_o

Overlay MR T{ERIEE

Overlay Mz@ I FET R A (BERZ VXLAN) FARBWLREHETRE VISR UDP £
EE L.

A8 A (192.168.0.2)

vethlS(TJL

br—n;t (PHF)

Dock;r 3|% (VXLAN
%IEW:% (172.16.0.0/24)
Dock;r 5|% (VXLAN figifst)
br-n;t (RA%T)

vethliﬁ

N ; (192.168.0.3, AREBEEM)

BUEEFMGER Overlay R4

Overlay PIZE#K#: Swarm, HEILIRIIAEZMAN overlay MLE, FEIBMLELIEN attachables
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# #0IR1 swarm
docker swarm init

# Bl attachable overlay R4

docker network create --driver overlay \
--attachable \
--subnet 192.168.0.0/24 \
--opt com.docker.network.driver.mtu=1450 \
my-overlay-net

# BIERILREIE
docker network 1s
docker network inspect my-overlay-net

# 1% Swarm RS overlay M4
docker service create --name web \
--network my-overlay-net \
--replicas 3 \
nginx # MRSIFERAMN Nginx RRZA

# BAIMETHAILULEBESEMA attachable overlay R4
docker run -d --name containerl --network my-overlay-net busybox sleep 1d
docker run -d --name container2 --network my-overlay-net busybox sleep 1d

# MXERRBE
docker exec containerl ping -c 1 container2

Overlay M4 EEEM 1K

# A% MTU (Maximum Transmission Unit) BERDH

# VXLAN FFHH 50 FT5, ¥I2 MTU 1500 BIEIGE&ERN 1450

docker network create --driver overlay \
--attachable \
--opt com.docker.network.driver.mtu=1450 \
optimized-overlay

# B IP HhEIE (IPAM) BENX

docker network create --driver overlay \
--attachable \
--subnet 10.0.9.0/24 \
--aux-address "my-router=10.0.9.2" \
my-custom-over lay

9.7.2 2% DNS fBArH1E

Docker & DNS fR5528, 1B DNS T e BEMNECE,
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DNS f#tfr itz

ABNA (dig www.example.com)

%§%§P; /etc/resolv.conf (127.0.0.11:53)

Dock;r AIER DNS ARS328 (127.0.0.11)
l

FAFBEX DNS FHTEEW /etc/resolv.conf
!

4MEB DNS AR$32% (8.8.8.8 %)

DNS ;mm - BREF - NA

ECEA2% DNS
TEIZ{THTERE DNS:

# B8
docker run -d \
--dns 8.8.8.8 \
--dns 1.1.1.1 \
--dns-search example.com \
nginx # HRSIFEFREAH Nginx kizs

# DNS &I

docker run -d \
--dns-option ndots:2 \
--dns-option timeout:1 \
--dns-option attempts:3 \
nginx # MRSIFEREH Nginx hizs

# BEBERE DNS BB
docker exec <container_id> cat /etc/resolv.conf

Docker Compose DNS A& :
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services:
web:

image: nginx

dns:
- 8.8.8.8
-1.1.1.1

dns_search:
- example.com
- local

db:
image: postgres
networks:
- backend
hostname: postgres-db

networks:
backend:
driver: bridge

BEA /etc/resolv.conf FWEMEE
search example.com local
nameserver 8.8.8.8

nameserver 1.1.1.1

H* O #H OH®

Docker TP HIZRFIECE :

{
"dns": ["8.8.8.8", "1.1.1.1"],
"dns-search": ["example.com"]

BHEX RS AT

58 Docker % DNS BYRRSS R IL
# BIEBENWE
docker network create mynet
# BITRS

docker run -d --name web --network mynet nginx # HARSIFEFEAM Nginx HRZs
docker run -d --name db --network mynet postgres # HIRSIFEFEABH PostgreSQL ks

# EHMASRPELRS BN
docker run -it --network mynet busybox sh

2 web B2 IP
E db =g IP

# ping web # EZf

fi#
# ping db  # EEhfg

Compose RSB BERIZI:
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services:
frontend:
image: nginx
depends_on:
- backend
environment:
BACKEND_URL: http://backend:8080

backend:
image: myapp
depends_on:
- database

database:
image: postgres
environment:
POSTGRES_DB: mydb

# frontend REFAILIEEIAR http://backend:8080
# backend A2FRILIEIAIR postgres://database:5432

9.7.3 FFEiLR

Docker B9 48 &= 5 & & i i bridge. host. none. overlay #1 DNS & & /3. CNI.
NetworkPolicy. Calico. Cilium XE#EEF Kubernetes fRHEMLEHISERE, [F47E Kubernetes
ENHERASEFNW,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

FEING

KNENAT Docker NAECERNRTHH:

;= E2x
BEXMEZFFIRAT DNS, FliEdA2ERME
DNS i2E
M
——— bridge (#81A). host. none. overlay.
macvlan
BHEX RS WEER, Z1FA28% DNS BITMEFIRES
B{/EEX E—BEXMNEAS BRI EEBEI R R 2RE
U 1 BR & -p BENRO: FEmO BEARS N
e FEIMERIAPGER, BB
--link BEF, ERAEEXMEEA
TR

o flE DNS: BEEX DNSIKE

o MLZEAY: Bridge. Host. None HFMLEIRL
o HEMML: BIEMEEETENXME

o FIBLOEX: RBENBEAR

o IHMBRE: SRIFARE

o MEMRHE: NWERESIRERE

e EXPOSE 5% 7£ Dockerfile A= ERIH O

e Compose [4&: Compose FHIMIKZECE
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S RMEIRWECOHEIN? FRIDIRAZ Issue 5% PR,

Built with mdPress


https://github.com/yeasy/docker_practice/issues
https://github.com/yeasy/docker_practice/pulls
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

%+Z Docker Buildx

Docker Buildx @— docker CLI }&f¥, H¥ BT docker #5%, Z#F Moby BuildKit 12 8IThEE,
1’7 5 docker build #ERIMABF AL, FHIEMNT FZHINEE.

Buildx 2 Docker v23.0+ (ZhRZSEE BuildKit B AZRIANES|E8) , HEFFER Docker v28 KA
FRRA LGRS R 5TEHY Buildx ThEES 1,

FERA
REIZIF S4B Docker Buildx BY{EHE, €31E:

e {FF BuildKit #9iE5E&
e {HM Buildx #iE5E&

o MEZMARZLEENIHIFH Docker 5

HNERSSEMEERE: IARGHNTESD, BEFIRIEA (Provenance, E BuildKit A
BRIALL mode=min FNA0) FNEREYIELEE (SBOM, L@ --sbom=true EXRFE) BELMARE
EEMMEFH, XL Attestations HIBREA manifest MiETE &% 35( (Image Index) L,
IERETFILIFK, B Docker Engine 29 F2EMZEIHREIAZ A containerd image store I
#3F Image Index HISEEAMZRFEES], MRRT EFREZHFMEEE (Classic Store) TEBHL
127 Attestations FRIGFRS BV, XEFIRAILAF A docker buildx imagetools inspect &
FE;, BEMBITBHECEEGAREITITE Registry AMBERRU B EHHIR 2 TTHIE.
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10.1 BuildKit

BuildKit @ T —RRVRGIIEAH, 7 moby/buildkit FFiF.

EE: B Docker23ig, BuildKit Bt/ RINGEIEE, TFEFNBM. Docker Engine 29 i#
—# ¥ Containerd $RREFEMEIEAIRIN, IFS Kubernetes BB 121EM,

B &7, Docker Hub Boh# B B £ % #F BuildKit, B {&iE& £ docker-practice/docker-hub-
buildxe

10.1.1 pockerfile %5 Si+MR

BuildKit 3INT ZTUfi1E<, EEMUMREFNZREN. UTFRFANTAXEESHAE.
£ BuildKit fa, FATETLAER TEJL MY Dockerfile 35 RANRREGADE,
B{EARARY Dockerfile EEYFIE, EINFE Dockerfile FFKARMNEZES !

## syntax=docker/dockerfile:1

XREARMAVIRERRIE AMEITES, FARIRA LUERPIA &,
RUN --mount=type=cache

Brl, J\FFrENREFESSERKMEERETA, B4 co FBY go mod. Node.js B npm FF, HIK
MNEE—IREN, TEIEENMEBRNFRIUKHE, HUEE, AKERTHRENWER

=

=
o

Flan— M Eiis TIEHEEAE npm:
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FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/

RUN npm i --registry=https://registry.npmmirror.com \
&& rm -rf ~/.npm

COPY src /app/src
RUN npm run build
FROM nginx:alpine

COPY --from=builder /app/dist /app/dist

FERZMENE, MENRGTREET BIrXMHE dist, BNHAEE—LLN@, H package.json
XHZEET, RUN npm i && rm -rf ~/.npm X—EREBHHIT, EBEZRGE, ERTRENFEE
iR

FRRFXAEER, #—FZHIRNTA LU — 1 BIRE 1IThaE, TESREAMZERHE node_modules
XHFEH EE, EWETHRG, X node_modules XHR=BmhEH, EKMRNREFHFES
node_modules XM, XFERITME ET ERIREVKFAVBTE, KKIGMTHREWERE, FH
Bt 7 R T AERNTFEIERE.

BuildKit 38T RUN --mount=type=cache }§<, RIS _LiOAVISAE,
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## syntax=docker/dockerfile:1
FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/
RUN --mount=type=cache, target=/app/node_modules, id=my_app_npm_module, sharing=locked \
--mount=type=cache, target=/root/.npm, id=npm_cache \
npm i --registry=https://registry.npmmirror.com
COPY src /app/src
RUN --mount=type=cache, target=/app/node_modules, id=my_app_npm_module, sharing=locked |
## --mount=type=cache, target=/app/dist, id=my_app_dist, sharing=locked \
npm run build
FROM nginx:alpine
## COPY --from=builder /app/dist /app/dist

## RNTEEWHIEE from 1 source 3ES, XEBEFEMA RUN S

RUN --mount=type=cache, target=/tmp/dist, from=builder, source=/app/dist \
# --mount=type=cache, target=/tmp/dist, from=my_app_dist, sharing=1locked \

mkdir -p /app/dist && cp -r /tmp/dist/* /app/dist

F—PRINIBSHITE, id A my_app_npm_module NEFXHFEZET /app/node_modules X4
k., ZRMITEARERFEZSMHERRS,

BN RUNIESHITIRIEEHE] node_modules X3, node_modules BEEE, an<SHrILIIER
Hi7o

FB=T RN FERR E—MEFENXHFERIZIEEMNE, from FERAREFRRIER, X2 builder "R
B RFTHIEMNE—EL, source I8PAREFRIRMIX M4,

™89 pockerfile A - -mount=type=cache, ... PIESIERAIT:
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Option Description

id id IEBE—MFE, UBXD%EF.
target (WAIEIN) EEFNEFHBEIRHFE,
ro,readonly R, BENXHLXFERS N

A shared private locked {EBJ{HIER,
sharing KEH—NMEFEWZXRER Ejﬂ"]?—%ﬂ];
T Buildkit STFFHITHIE, SS NP EER
E—&EFH (F— id) I&REHR, shared KRR
ZNTRALUFRRE, private RIRHZNT
BRERR—EEFN, SN PRERATFRNE
#, locked RNE— NI REMBEREERT,
BT BA se R ERZEF.

sharing

from REXRR (WEMER), MESNAZEXHE,

source ﬂ%;ﬁﬂgj'fq:yéﬁg?éo

RUN --mount=type=bind
ZHELHURE—MEE (Bl L —WEME) XA EHEEEMLE.

## syntax=docker/dockerfile:1
RUN --mount=type=bind, from=php:alpine, source=/usr/local/bin/docker-php-entrypoint, target=/docker-php

-entrypoint \
cat /docker-php-entrypoint

RUN --mount=type=tmpfs
ZIEL B LI —1 tmpfs XIFRFIEHIIEELE,

## syntax=docker/dockerfile:1

RUN --mount=type=tmpfs, target=/temp \
mount | grep /temp
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RUN --mount=type=secret
T LA LR — XXM+ (B3N 5R) HEHEFEEME,

## syntax=docker/dockerfile:1

RUN --mount=type=secret,id=aws, target=/root/.aws/credentials \
cat /root/.aws/credentials

$ docker build -t test --secret id=aws,src=$HOME/.aws/credentials .

RUN --mount=type=ssh
ZIES A LUEEL ssh Z 5.

## syntax=docker/dockerfile:1
FROM alpine
RUN apk add --no-cache openssh-client

RUN mkdir -p -m 0700 ~/.ssh && ssh-keyscan gitlab.com >> ~/.ssh/known_hosts
RUN --mount=type=ssh ssh git@gitlab.com | tee /hello

$ eval $(ssh-agent)

$ ssh-add ~/.ssh/id_rsa

(Input your passphrase here)

$ docker build -t test --ssh default=$SSH_AUTH_SOCK .

10.1.2 {6 docker compose build 5 BuildKit
Docker Compose [FEI##32#F BuildKit, XS ZIRS N ANMEENE X

B Docker 23 #2, BuildkKit ERINBH, THEHNHNEKE, WREHABRE, ATRKE

DOCKER_BUILDKIT=1IfETEEH,

10.1.3 EA Y

e https://github.com/moby/buildkit/blob/master/frontend/dockerfile/docs/experimental.

md
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10.2 {EA buildx K&

10.2.1 M4
Buildx IEERIEREEM, LAZEIER TR LIEN docker build #5 <,
{RE] LA E3Z(E A docker buildx build FpS R,

$ docker buildx build .
[+] Building 8.4s (23/32)
== ...

Buildx f£/ BuildKit 3|Z# 172, FFZHBVINEE, BiAS%E Buildkit —Ti.

{6 bake

docker buildx bake B—TEHKWEW<L, ZHM HCL. JSON B Compose XHFHRENXHER
R, SRS ZEURKEAE,

## M Compose X{FITEFRERRS

$ docker buildx bake
## (VEIBE B

$ docker buildx bake web

4 pk SBOM

Buildx 3T 2R HIZ4 L SBOM (Software Bill of Materials), X3 FHREMHNELEEXE
E,

$ docker buildx build --sbom=true -t myimage .

ZILEEMELERPE S SPDX 5 CycloneDX #43{HY SBOM #4E,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

) EBRSKKELR . EE SBOM (HETE attestation 7ToiE) BINMEFH I, WEKEBRFMER
XBRIEEK: BAIAR classic image store A32#F manifest list/index X#7F1K attestation BY

25,
MRRERBT LRGBS, FAlgEs@Eln “SHIIALT, BFMBREHERE SBOM” BE
=RE,
IEHRRREZE MK
1. ¥EXEEMEERE: {5 docker buildx build --sbom=true --push -t myimage:tag BY,
SBOM RIEMREFEIIHEE, i&im OCl RANBR CEREB T BEFMEXLETHIE,

2. }|BM containerd image store: 7E Docker SFiF##Z2/Z A containerd image store 4%
(Docker 29+, #i&LEIHREIABF, Docker Desktop EtWERZEIRER), vIUTERM
EEFNEIE SBOM £ attestation o,

10.2.2 EA XY

e Docker buildx g5 £#Y
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10.3 £F buildx WEZSMARFARISHIFH

Docker &

Docker $RIGAI AT IF LALLM, XBREIRAILITE x86_64. arme4 FAREZRIANINES _ LIZTTH
— PG, X —PNBA “manifest list” (A “fat manifest”) BISCHREZINAY,

10.3.1 Manifest List +4?
NTIERZEMBRENERE, FNEELT A Manifest List BB,

Manifest list @— MR & T Z M EEARRZERBHE S manifest I, HIRHIE— M FS MM
$RfRAY, Docker =B hRIBIR L BT RFAZRMIERFHRIEN AR &,

a0, EFRY hello-world SRIEMZIFZ MM, {RAILAGER docker manifest inspect B8 KE
FE M manifest list:

$ docker manifest inspect hello-world

{
"schemaversion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.list.v2+json",
"manifests": [
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
"digest": "sha256:80852a401a974d9e923719a948cc5335a0a4435be8778b475844a7153a2382e5",
"platform": {
"architecture": "amd64",
"os": "1linux"
}
3
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
"digest": "sha256:3adea81344bel1724b383d501736c3852939b33b3903d02474373700b25e5d6e3",
"platform": {
"architecture": "arm",
"os": "linux",
"variant": "v5"
}
i
// ... more architectures
]
}
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10.3.2 {85/ docker buildx iR Z IR

docker buildx RWEZRMBENRIELERTR, ERkTRENERE, RUET BUESREN
BIRAYEETTo

£ Docker 19.03+ hizZH, docker buildx EHFRNATFHESEMREIIE, EFEM Buildkit
FRRY, BIUIAKENITEZE (Docker 23+ BRIAE A BuildKit)

¥132E builder 32

B, MMBEELE—TIHE builder 2, ANEXFENAZMTEWE,

$ docker buildx create --name mybuilder --use
$ docker buildx inspect --bootstrap

X

{5 docker buildx build s HIEE --platform B, FTLARNMEXFZMEMMNER, --
push 2 SBEHWEIFIIFRSF manifest list #:1XF Docker €%,

## Dockerfile
FROM --platform=$TARGETPLATFORM alpine
RUN uname -a > /os.txt

CMD cat /os.txt

$ docker buildx build --platform linux/amd64, linux/armé4, linux/arm/v7 -t your-username/multi-arch-im
age . --push

METRRE, R IEREZRMEBIH 28 EHIENFFIETT your -username/multi-arch-image X5
To

REXHIHESHK
£ pockerfile 1, {RAILAER—LEFE XHIMESLHCRIRIEEIR T A EHWEIE:
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® TARGETPLATFORM: MJESRERRIBIRTAR, I3 linux/amd64.
® TARGETOS: BIRTFERNRIERS, H40 linuxo

® TARGETARCH: BIRF&ERIZHM, Ul andedo

® TARGETVARIANT: BIRTFEMZEM, i v7,

® BUILDPLATFORM: MEIFIEHITFEE,

e BUILDOS: MEIFIRRIRIERSE,

® BUILDARCH: HJEIFIFAIERF,

e BUILDVARIANT: MJEIFIZRITF,

BN, PREILUXEELRTS Dockerfile K% DUAFEZoMIBY Z I 4

FROM scratch

ARG TARGETOS
ARG TARGETARCH

COPY bin/dist-${TARGETOS}-${TARGETARCH} /dist

ENTRYPOINT ["/dist"]

10.3.3 58 docker manifest: KB LR
BR7T docker buildx, Fefi1trILAE#EIR(E Manifest List RFh4A & REZRMHBVHEZ.

docker manifest @— TEKEBEMN® S, ALIAREIE. KEFMMEIX manifest liste FFA docker
buildx EARZEIER TESHE, BETHE docker manifest HABBTIEMEETERIE,

£l manifest list

## B, NETRMEFHEERE

$ docker buildx build --platform linux/amd64 -t your-username/my-app:amdé4 . --push
$ docker buildx build --platform linux/armé4 -t your-username/my-app:armé4 . --push

## AR, BIE— manifest list, BEIH&E—&E

$ docker manifest create your-username/my-app:latest \
--amend your-username/my-app:amd64 \
--amend your-username/my-app:armé4

## Bfg, #IX manifest list

$ docker manifest push your-username/my-app: latest
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& manifest list

fRA]LAfEFE docker manifest inspect 3REFH— manifest list BVIFAES, 0LEXFITo
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FEING

Docker Buildx 2 Docker WERZLNER#HN, RETEN. K2BBFIZTARIRGHNREET,

= BEx

BuildKit T—HHE51%2, Docker 23+ EIABH

BFHEH RUN --mount=type=cache fIIE{K %t

Secret #E#H RUN --mount=type=secret Z&{51E%$H

buildx build B docker build, ZIFEZIPEINEE

IRt --platform S —EIE L HIEMIRE

Manifest List SIRMIRGRIRS XM+

SBOM BT - - sbom=true ERLREMIFLE SR
TR

e Dockerfile $5%1%##: Dockerfile 45 EHit
o ZIMMERHIEE: MILEKATR

e Dockerfile R{EEE: wE =X Dockerfile

S EMEIRHAEXOHEEIN? WDIRS Issue B PR,
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#+— Docker Compose

Docker Compose & Docker E 5 4w#E (Orchestration) INBz—, fARIRERNIBE D BN,

) EEIRT: Compose V1l BELEZHEF

FHIETF Python 85 #J Compose V1 (8379 docker-compose) BF 2023 FRIEHFIEX
B, MELEAALNET Go FEH Compose V2, ¥EJ Docker CLI NE AHiEHIRME (<H
docker compose, FRIBJATHE), AFRIEE BEESTIYLU V2 HIZOAREHRTTIHE,

Docker Compose ff R4 a7a?

#£55) Compose 241, BEMBWTNHEN(E. BIGFEEFE— MURSLE /%, &
. BIBE= RS, MRIRA Docker FBHFIETEN], RSIBTRLLTR:

L BRI : BEESMEE, BEEN, REDNH

2 s =M ERBERRILER

3. BEE: FHRDEERIHEER

4 FATE: SIRSWEEREE ML

5 docker run ENBEINE, FEICE 3 KERMNm<L. M Docker Compose HIZILMIMERLE
A—" YAML X &R EXEINA, AF—% < docker compose up BIFiBRS . X2
Compose # 7ZRANERE—TRAME L T A3t F LTINS 2414

N ZZF Compose? EfalfEMA Docker #TARMARIIAN, UNRFBERRIPE Z A3 BB

REIE N B compose B BRI ZEEMER,
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iy

11.1

compose I B & Docker EAFMIFRINE, ARSI Docker B2sVIRRGmH . MINEELE, IR
openstack FHY Heat +93 (o

R

HABB#RITE docker/compose BF EFR,

compose E I “ENXHIZITZ 1 Docker B28HIN A (Defining and running multi-container
Docker applications)”, Hai&fFIREHE Fig.

W E—EDPINE, FITMEFER— pockerfile IR, AILILAFRAEHNENX —1 8
MWNAAER. A, TEHELIES, SECHEFTES N SSEERSRITMETESHIE R,
FINESLH— Web IH, FRT Web fRSBSFHEE, FTEEFEBN LEHRNIBIEERS S,
BEEXSFEMHYE R SRS

Compose [RIF#HE 7 XHEFNFER, EATFAP BT — 1R compose.yanl (AERINZ BRI
docker -compose.yml) R4 (YAML #&10) R E X —HEXENN BE28A— 1 H (project).

11.1.1 #5R

Docker Compose It AFEEBUEBRA AR EXMNERZREBNH,. ENZONMEEZT: B—1
YAML X 4B —1E B FEhHY docker run 8%, FEERMNANBDN. FELEMEETE—RAZX,

MFFAEHFPAMES, Compose fERT = NKERE: ME—HME (“EFHV2B LaER” WE&) . R
SHRPERE (MEURBEENBZAIBE) .. MEALZ-MR-£FNEEEREE (B
compose.override.yaml SSIR ZIFIRIEED) o

11.1.2 BIRSCEFIE

Compose R HRAE YAML &L, FRBEN .yml H .yanl,

#AE: Compose Specification BITRE version FEXBFRERS, HAIEMRIEH obsolete,
MR INEZRERZT R,

Docker Compose ERINEA compose.yaml, WRR compose.yml, docker-compose.yaml. docker -
compose.yml FX 4 &,

Compose FERINEENEE:
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o RS (service): —PNANASE, KM LEAIUEEEFEZTHEREGNEZEEG,
e IH (project): A—HXKMNNAREAMN— PRI SZHIT, £ Compose XHHE Xo

compose HIEVABIEMREME , @i FapSx T H P — AR SFHTEEME S AREE,
compose B FHAH Python 485, #7/9 Docker Compose V1,

IITERY Docker Compose V2 @—* Go BS54 5 Y Docker CLI }iiff (HEIMRASERHE v5.x &R
5, LB % 5|H Compose X IRZASEE) . Docker Desktop ZRINELEE; 7£ Linux £, Ha]
U EEAMIID CLH EHREEEEET docker compose ¥ FEH, TRt T BIRAVMEREFMELT
ISR AR,

S EFRIERIT 83245 Docker API, FABTLATEE EFIA compose KFHITHRAFEIE,
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11.2 RES5H#H

compose 52 Docker ELRIFFRIIE, fAFKIMX Docker BEREEFAIIREIRHE

Z AR Compose LA docker compose T8 X HIAZ IR M., Docker Desktop £ macOS. Windows
M Linux LRVABEE,; MNRIFELTE Linux EBIRZRET Docker Engine #l Docker CLI, AL
B %% Compose CLI ##fF,

11.2.1 Linux

£ Linux £, fREJLUEE Docker EA ATl & 3 Compose CLI . B #H G X HFREFE
$DOCKER_CONFIG/cli-plugins/docker-compose, FHIEFHITIXPEENA],

$ DOCKER_CONFIG=${DOCKER_CONFIG: -$HOME/.docker}

$ mkdir -p $DOCKER_CONFIG/cli-plugins

$ curl -SL https://github.com/docker/compose/releases/latest/download/docker-compose-1linux-x86_64 -o
$DOCKER_CONFIG/cli-plugins/docker-compose

$ chmod +x $DOCKER_CONFIG/cli-plugins/docker-compose

11.2.2 MR &k

$ docker compose version
Docker Compose version v5.X

11.2.3 H1F
MBS HEIE AN, MR #EISCEENE,

$ rm $DOCKER_CONFIG/cli-plugins/docker-compose
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11.3 f£H

AT BT — M EER Web RZFZEAI, 7748 Docker Compose BYEAHESH 5 F1R1E.

11.3.1 RiB
BANABILITARNIE,
o RS (service): — I ARES, EfF LEAILUBETTZMERIEREGAHISEA,

e IiE (project): H—HXEMINARIRAMII— MBS ETT,

B0, —PMNEELEZ MRS (B88) KEXMAL, compose ERMH#HITEIE,

11.3.2 A&
TEOIE—E web A redis ARMESEREIFE,
RZFIRH

MEXHR, EEERPRS app.py X

from flask import Flask
from redis import Redis

app = Flask(__name__)
redis = Redis(host='redis', port=6379)

@app.route('/")
def hello():
count = redis.incr('hits"')
return 'Hello World! ZTIEBE#IAIA {} Ko \n'.format(count)

if __name__ == "__main__":

app.run(host="0.0.0.0", debug=True)

Dockerfile

‘BE Dockerfile X, BN

FROM python:3.12-alpine

ADD . /code

WORKDIR /code

RUN pip install redis flask
CMD ["python", "app.py"]
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compose.yaml

YRE compose.yaml XfF, XE Compose #HZEFEAMERR MY (B3R A docker-compose.yml F[f
EXHEE),

services:
web:
build: .
ports:
- "5000:5000"

redis:
image: "redis:alpine"

11.3.3 BEI5KIE
BRImA
$ docker compose up
ItEBY I RIS seee wE, SXRRIFTE, HEEISM 1o
¥TF ctri-c 2LEME,
E&iEfT5ELE

$ docker compose up -d
$ docker compose stop

E50E

$ docker compose logs -f

HNBRSS

$ docker compose exec redis sh
/data # redis-cli
127.0.0.1:6379> get hits

llgll
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11.3.4 EA®HS
mRSER

$ docker compose build
$ docker compose start

S—/— ~, A
BT —RM4H<S
$ docker compose run web python app.py

Wik S AE

$ docker compose config
$ docker compose down

¢ docker compose down FRIASMIPFAB[BMMG, B REBIEE. WERANRIRIIES, BF

L

H docker compose down -vo
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11.4 ep<5EA

Docker Compose et 7 FEMN ML REEMBENAS, ATIFANBXLEHSHERRIME
J22priAnis
IR AR <. RLIERE
FEFESIREGTH, LRMMERTREER, XEFTTUEBMIRERNIEFTEMNGL !
HEBRSFL:
® docker compose up: F—RBHIME, HEHRE. CIRESE
e docker compose start: BEBELEMNER (HEBHEHE)
e docker compose stop: FEMZIEAEE (RHIPRER)
e docker compose down: TE&EIE, MIEBRIINE (FARER)
BHASEE:
e docker compose ps: EEINEPHNBEINRE
® docker compose logs: BERBRAE HERENE—F)
e docker compose exec: FHANIEEBITHARAITHS
MERSEN:
e docker compose build: EFHHIEHEG (&KX Dockerfile /5)
e docker compose pull: EHFIERGEEIRMRE

ECELOIIE:

e docker compose config: I&IF docker-compose.yml X EEEH
pose.y

11.4.1 SR REBI

X Compose i, KEFD LR REIFILUEIMBE RS, WAILIEEANTEFRIRSHER -
MRLBEFIRIREA, SLTHNRKERIE, XEREHNEFFAEHNRSHSRE LR,

11T docker compose [COMMAND] --help Z{#& docker compose help [COMMAND] AJLAEFEBEMAEN
anTHIERAER.
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docker compose SR LHIEZAHIFEAMETNE

docker compose [-f=<arg>...] [options] [COMMAND] [ARGS...]

11.4.2 633510
o -f, --file FILE IEEFEAB Compose EIRXHF., FKIAZBEBHIRF compose.yaml (LA
docker-compose.yml %), HHERUZKRIEE,
® -p, --project-name NAME FEETNE BHF, BRIANSERFIEERBFMEANTIE B.
--verbose ML EZIAIX(E R,

e _v, --version ¥TENRRZSFHIEH.

11.4.3 s {EAHEA

build
&=L docker compose build [options] [SERVICE...]o
W32 (EFWE) BB RHARS B 88

RERe:—BEMER, B LE—NMrid®R, MOXTF web MEHFH—1 db B28, AIEER
web_db,

A LARERS7EIN B B ] FIiE1T docker compose build REFIEIRS
I ELFE

o __force-rm HHFFIETIZEFAIGES B2,
e - _no-cache MEHBRGIIZEFARER cache (XEMEMEIZIE),
o __pull HAREIET pull RIKENEFhRAMIHE G,

config

I8 Compose XN EBEIEMR, EERNERIE, ERNERETREIRER.,

s SR RIFLE up SBLFRBTINA RS, HIZFRNLE
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images

Fllth Compose XHHEEMHR L,

kill

F&TU9 docker compose kill [options] [SERVICE...Jo

B &IX SIGKILL 55 KEBHIF LIRS B8R0

ZHEHBE -s BECRIEERZNES, FIUIEEINTIESKIE SIGINT 55,

$ docker compose kill -s SIGINT

logs
%I 0 docker compose logs [options] [SERVICE...]o

EERS A ENEE . BRIANBRT, docker compose Fx RAEIARS W FERARBNEIGEREX
o BILUEIE - -no-color KXFENE,

Zan LTI R AR+ 8 Ao

pause

&9 docker compose pause [SERVICE...]o

HIEF—TIRS AR

port

&I/ docker compose port [options] SERVICE PRIVATE_PORT,
FTENFEA B IR O FMBRETBY At im [,

PRI
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® - _protocol=proto }EEIHAMIN, tcp (BRIAE) FE udp.
e --index=index NIRA—RSZHFEZ B2, BEBTHREBBNES (BIAH 1),
ps
&9 docker compose ps [options] [SERVICE...Jo
FILmE FBEarE A28,
PRI
o -q RITENFL[WIDER.
pull
&I docker compose pull [options] [SERVICE...]o
HIENAR S5 RRY R 1R
i i
e --ignore-pull-failures ZBEHIENERGISIZHIIEEIR,
push
HEAR SRRV RS E Docker SRR B,
restart
F}&TUJ9 docker compose restart [options] [SERVICE...Jo
ERIEFMARS.
prin Gl
e -t, --timeout TIMEOUT IS EBHI{ZIERZZAVERT (BRIAA 10 #0)o
rm
&9 docker compose rm [options] [SERVICE...]o
HIBRERE (FLLIREH) RSB 28, HTFSLINIT docker compose stop B RIFLER 2R,

1IN
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e -f, --force BHEIHIZEMIF, BIEFFLLREHNER, —RREFECMAZET.
o -vFFREBPIEHNEGES.
run

&I docker compose run [options] [-p PORT...] [-e KEY=VAL...] SERVICE [COMMAND]

[ARGS. ..]o
FIRERS EHIT—1 %,
flan:

$ docker compose run ubuntu ping docker.com

¥=REoh—1 ubuntu fRSZ A28, HIMIT ping docker.com Ao,
ARINERT, MRFEEXE, NWEAEXBENRSERBoiREE, RIFXLERSELETETH.
Zan X INB B REEITIEENGS, HXE. HERESHNERBICER LI,

NG

\

o REMIRIBEFENEMEITHS;
o F=BNIRKO, LUBRMR,

MRAFELEBDEEIRERIERE, AJLUER --no-deps I, B4

$ docker compose run --no-deps web python manage.py shell

BA=B5h web BEFIKEXHNHEE RS,

PRI
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-d FRIEITAS.

® --name NAME NBFIEE —TEFo

e __entrypoint cMD BEIINNBEBINIES,

* -e KEY=VAL IREBIMRTLEE, AIZRERARITIRGES NIRRT S,
® -u, --user=""}EEBITABMAFABHE uido

--no-deps A EHRNXEXMIARS A28

o --miETHLEEINRGER,  EXTRZE,

® -p, --publish=[] BREYE 28w OISt AL,

® --service-ports BCERSSIH O FIRET I At 4o

o -TANDERMN ty, BERERKRM tty ISR TEIEIT

scale
7£370 Compose CLI F, BEREZNYT 8B 5 A2181d docker compose up --scale SEffo

fBugn:

$ docker compose up -d --scale web=3 --scale dbh=2

R /25h 3 NEERIETT web ARSS, 2 NAERIETT db ARSS.

WEA: BLIAFIRESRIEMNOPR{IPIEELH IR docker compose scale, BEARN B SHI

Compose HBAIRERIAT T,

—HRBY, SIEEHRESZSTZRSHURKIRETER, FMEIBABMESR;, kRZ, HFLER.
RS ECIETN .

e -d )—E—E\Eﬁbo

® -_scale SERVICE=NUMIEERRSZSLHI%E, AIEEFEH,
start
%I/ docker compose start [SERVICE...]Jo

BEBEEEFENRS B
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stop

#3209 docker compose stop [options] [SERVICE...]Jo

FLEEEATFIEITIRESNSEE, BARRIBRE. 181 docker compose start RIABRBIXLER 2.
prin Ui

e -t, --timeout TIMEOUT {ZLEA2SEHEAVEBEY (FRIAS 10 #)s

unpause

&I docker compose unpause [SERVICE...]o

e R TFEHIEREFBIARS.

up

&I docker compose up [options] [SERVICE...]Jo

ZELT0EA, ERRHEMTHNEENERS, (EF) QIZIRS, Boiiks, FXREXERSHEX
BR—RTEF

HHENIRSEE W BEEE, RIFEELTFBEITRS.
BB, AE MR U EEET Zan < REBH— TR,

FINBER, docker compose up Bl ARREET S, EHERENITEHFRERESNREER,
B LR 77 @E# 1T,

LB ctri-c LT, FIERSBREEL,

SNSR{EA docker compose up -d, REEEERBIHEBITENSSE. —IIEFEESINE T ERZ

T

FRINER, MNRIRSZSBIBRBELTFETE, docker compose up BEEAFIERER, AREMEIE ((RIFE
FA volumes-from EEHME), URIEH/EIARS LA Compose X EHNHEHAS. MIRAFRAEE
BeERIFIEHEFMEIZE, PILUER docker compose up --no-recreate, XIFFRZEENLTIFLE
KENBE, MABEELKIETHRS. MRAFRRBEWHIBBENIRS, FJLUER docker compose
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up --no-deps -d <SERVICE_NAME> REFMBIZRSZHESFLLIARS, BohFMkRS, HA=EME
HEr IR S o

T .
o -JdEERIETTIRSE R,
® --no-color MEREIBRKXK D RREIMARSSAVIZH Q.
® --no-deps NBEIARSSFAEEIERI S 280
e --force-recreate SRHIEHEIBREE, THES --no-recreate FRIER,
® --no-recreate IRBBEZFE T, WAREMBCIE, FTHES --force-recreate AIYEM,
® --no-build FENPERKIRSFH S,
e _t, --timeout TIMEOUT {ZLEAR2EENREAVEERY (EXIAFT 10 #0),

version

&I/ docker compose versione
FTENRRZASE R0

watch
#%Z0 9 docker compose watch [options] [SERVICE...]Jo

BRAALAER, BohBEMERERBEHEXGAETHNRBIFRS. XFEEDEHE compose. yaml (5%
docker-compose.yml), BENXT x-develop 2 develop ACE o

faugn:

services:
web:
build: .
develop:
watch:

- action: sync
path: ./web
target: /src/web
ignore:

- node_modules/

- action: rebuild
path: package.json

PRI
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o --no-up REENEENERS.

e - _quiet FRERIET,
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11.5 Compose &R

RIRX 2 ERA compose BIIZLy, W REIFIESKBF MRS, BEARFTAEL, XEEAID
HELER docker run HHXRSEHIE XEBE R,

IR SLE B R compose.yaml (tBFEZA docker -compose.yml HEHAEXHR), & YAML,

services:
webapp:
image: examples/web
ports:
- "80:80"
volumes:
- "/data"

AR TIRSELIUET inage FELIEEIRIRE build $5< (FE Dockerfile) FR B o2 EpLIR

WRAER build 8%, 7E pockerfile RIKEHIIEIN (I90: cMD. EXPOSE. VOLUME. ENV F) =8
HHRIREY, FTEE Compose XEHFEEILE,

TEZANMTAZMELHIAE.
11.5.1 build

5 RE pockerfile FRTEXFRBIEEIE (FTLLZBLXERIE, HE MBI Compose XHHIERTE). compose
B AECBaNEXMESR, AREAX1ER.

services:
webapp:
build: ./dir

R BT LAfE A context 8487 Dockerfile FRTEN {4 F IR TR,
f£F3 dockerfile $§L 8 Dockerfile X1 R,

fEF arg IEIEEMRREHNNEE,

services:
webapp:
build:
context: ./dir
dockerfile: Dockerfile-alternate
args:
buildno: 1
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&R cache_from IEEMEIRERIVERE

build:
context: .
cache_from:
- alpine:latest
- corp/web_app:3.14

11.5.2 cap_add, cap_drop
18 E B EHINIZEE ST (capacity) S L.
Bian, LRI EFRBRENTILIEERN:

cap_add:
- ALL

%35 NET_ADMIN BEHRILIFEE R

cap_drop:
- NET_ADMIN

11.5.3 command
BEARBIRERIMITHG S,

command: echo "hello world"

11.5.4 configs

configs 3R H Compose Specification, B Swarm FE2REEIR; T4 docker compose I
TEB XM EHNA ST, BEEENEURT Compose A 5iE1TES,

11.5.5 cgroup_parent

EEX cgroup H, BERERUFIZEBIZIRIRE

g0, €T — cgroup LHRFRA cgroups_1,

cgroup_parent: cgroups_1
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11.5.6 container_name
IEEBBREAT. RINESER MBS _RSEH_FeS XM

container_name: docker-web-container

AR EERBRBMGE, ZIRSKILEHITH R (scale), EH Docker AR FZ A EFEME
GEZ i

11.5.7 deploy

deploy BRI AT, EHMEE. BREFFIMESI. ZFEE Swarm PRIFHR7TE,; FX
# docker compose up = TBEERBIHDFEREN.

11.5.8 devices
FEEIRZ AT X R,

devices:
"/dev/ttyUSB1:/dev/ttyusBe"

11.5.9 depends_on

FRRB BRI, BEENEE. UTHFHRITBEE redis db BB web

services:
web:
build: .
depends_on:
- db
- redis

redis:
image: redis

db:
image: postgres

AR EREERF, web REAFAEFFredisdb “TRBEN ZEAB.

NRBEFHFRIIRSME, LA condition FERALH healthcheck:
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services:
web:
build:
depends_on:
db:
condition: service_healthy
redis:
condition: service_healthy

redis:
image: redis
healthcheck:
test: [“CMD”, “redis-cli”, “ping”]
interval: 5s
timeout: 3s
retries: 5

db:
image: postgres
healthcheck:
test: [“CMD-SHELL”, “pg_isready -U postgres”]
interval: 5s

timeout: 3s
retries: 5

condition XFF="ME:

o service_started: BzsBaIELHEE (BHA),
e service_healthy: &28HY healthcheck IR healthy B Eo

® service_completed_successfully: BasfIhiBH (GBRHEEH0) BIHE, EHTFVBRHES
E—RMHRR.

11.5.10 dns

BEX Dns fRS588. AILLUE—ME, WAIME—17%,

dns: 8.8.8.8

dns:
- 8.8.8.8
- 114.114.114.114

11.5.11 dns_search

FCE ons RN, AILUR—NME, BAIE—1YI%.
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dns_search: example.com

dns_search:
- domainl.example.com
- domain2.example.com

11.5.12 tmpfs
EH— tmpfs X RS EIR2R.

tmpfs: /run
tmpfs:

- /run

- /tmp

11.5.13 env_file

MXHRIREIFREE, BN SRR ERIE TR,

YNEREIT docker compose -f FILE FIURISRE Compose 1#EHRMHF, M env file FEEMRES
BEFEIR AR

NRBLERNS environment F5LHR, MIRERMBRGI, LUeENE,

env_file: .env

env_file:
- ./common.env
- ./apps/web.env
- /opt/secrets.env

HRZEXHPE—TOMGERIV, S # FFRBERT,

## common.env: Set development environment

PROG_ENV=development

11.5.14 environment

REWETE, (Re]UERHANFERMET

ERHZERBEIRENETT Compose EH EXMNEERE, AJUARMLEMERLERER
?Eo
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environment:
RACK_ENV: development
SESSION_SECRET:

environment:
- RACK_ENV=development
- SESSION_SECRET

MNRTE=ZMEEEFAE true|false, yes|no ERAGRENXMIEL, REFRFEIGISE, B%E
YAML Bt RLABT AR RIBEN . XEFEIRL, 8iF

y|Y|yes|Yes|YES|n|N|no|No|NO|true|True|TRUE|false|False|FALSE|on|On|ON|off|Off|OFF

11.5.15 expose
RKERKO, BFRMFRNEIEN, RFEEZENRSIHE.
XA LIS E R ER RO NS

expose:
- IIBOOOII
- IISOOOII

11.5.16 external links

AR FENERZES.

P12 El Compose XHSMBRIAES, EZEFHIE compose BIEMIMNIEA 2R,

external_links:
- redis_1
- project_db_1:mysql
- project_db_1:postgresql

11.5.17 extra_hosts

K{MU Docker FABY - -add-host £, EEFIMY host ZFRBRFHE R0

extra_hosts:
- "googledns:8.8.8.8"
- "dockerhub:52.1.157.61"

STERMENARSZ A 2H /etc/hosts XEFRMMTRFFE.
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8.8.8.8 googledns
52.1.157.61 dockerhub

11.5.18 healthcheck
BYmSRNERR L REIET.

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost"]
interval: 1m30s
timeout: 10s
retries: 3

11.5.19 image

HEENREBBNIIRK ID. MRBERELRMAIFE, compose =

image: ubuntu
image: orchardup/postgresql
image: a4bc65fd

11.5.20 tabels

IHAENX M5B

ﬁ@%%,d\\b[] DOCker TESI&*E (metadata) 1%/%\0 17)7”&[]5_[nygg%%/d“bﬂiﬁﬁﬂlﬁﬁﬁ{mu_.\o

labels:
com.startupteam.description: "webapp for a startup team"
com.startupteam.department: "devops department"
com.startupteam.release: "rc3 for vi.0"

11.5.21 links

AR FHEEERZIES. BesZBRiET Docker W& (networks) #1THEX,

11.5.22 logging
@EEE"—;\ Iﬁo

logging:
driver: syslog
options:
syslog-address: "tcp://192.168.0.42:123"
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BRI =M B SRR EL,

driver: "json-file"
driver: "syslog"
driver: "none"

options BCE HEWRERIEX S,

options:
max-size: "200k"
max-file: "10"

11.5.23 network_mode

IHEMBIER. A docker run BY - -network S —1FME,

network_mode: "bridge"

network_mode: "host"

network_mode: "none"

network_mode: "service:[service name]"
network_mode: "container:[container name/id]"

11.5.24 networks
Ao BB EEAIMLE,

services:
some-service:
networks:
- some-network
- other-network
networks:

some-network:
other-network:

11.5.25 pid

RENAGHEHABR SR ZTE, THRETNERZE, URBRNEENRGZE A LLETHE
ID SRABE 13121 E.

pid: "host"
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11.5.26 ports
REBROEE.

fERBEERO: FERURE (HOST: CONTAINER) A&T\, NEMNMUIEERLRMIRO (8 XK 2 MENIER IR
M) #BAT LA

ports:
- "3000"
- "8000:8000"
- "49100:22"
- "127.0.0.1:8001:8001"

FE H{EMH HOST: CONTAINER 15U RARE T i% CIBY, YIRITEHF LI Basiln L/F 60 # HRHKE5|5
B, OJEEREREIRER, FN vanL & BT xx:yy XTI FEICH 60 #Hil, F9885% H Xt
JaJER, FEINEFHERES| S EIEEERIFITHEL

11.5.27 secrets
TFAESUREEE, 130 mysql BRSZ RS,

services:

mysql:
image: mysql
environment:
MYSQL_ROOT_PASSWORD_FILE: /run/secrets/db_root_password
secrets:
- db_root_password
- my_other_secret

secrets:
db_root_password:
file: ./db_root_password.txt
my_other_secret:
external: true

11.5.28 security_opt

EE B SBERITE (label) MFIWEINEE (BF. A, LB £31F). FINEERERNAA &M
AR,

security_opt:
- label:user:USER
- label:role:ROLE
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11.5.29 stop_signal
HES—NMESRELRER. ERINER TERRE SIGTERM LA 2R,

stop_signal: SIGUSR1

11.5.30 sysctls
=g e 8

sysctls:
net.core.somaxconn: 1024
net.ipv4.tcp_syncookies: 0

sysctls:

- net.core.somaxconn=1024
- net.ipv4.tcp_syncookies=0

11.5.31 ulimits
FEER M ulimits PREIE,

BN, EERAFHIZEN 65535, EEXMHAIRET 20000 (KPR, NZAAPTLAREEHEDL, Faeidid
FEPRI) A0 40000 (RIHEMRT], REE root AF1RSE).
ulimits:
nproc: 65535
nofile:

soft: 20000
hard: 40000

11.5.32 volumes

WIESHEHRBRRIRE, AJUIRE B EHN R (HOST:CONTAINER) T & W IE & & X
(VOLUME : CONTAINER), FHBILISEIFIFHIETN (HOST: CONTAINER: ro)o

ZIE L PRI SFHEN B’ Z.

volumes:
- /var/1lib/mysql
- cache/:/tmp/cache
- ~/configs:/etc/configs/:ro

IRBBREANBKIEERM, BDIAEXFHECESIES.
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services:
my_src:
image: mysql:8.4
volumes:
- mysql_data:/var/1lib/mysql

volumes:
mysql_data:

11.5.33 HE#5$

lig 9|‘, ® B 8 domainname, entrypoint, hostname, 1ipc, mac_address, privileged,
read_only, shm_size, restart, stdin_open, tty, user, working_dir F§<, BEZAIR docker

run XNV SEREVTHRE—E

HEERS BHERMEHRITHIANOX M

entrypoint: /code/entrypoint.sh

EERRPTIETNANAFR R,

user: nginx

7

EEASERIEER.

working_dir: /code

\)

IEEASBHEFIEEZ. EHA. mac it

domainname: your_website.com
hostname: test
mac_address: 08-00-27-00-0C-0A

AWBBPIBIT LG L.

privileged: true

EEABREBRHENERRE, ZHTWRF[RZBELBTTIEN, AEFHIRREFEEN

always Z{7#& unless-stoppedo
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ERBE WA

no BRINME, FEHER

TR BEDUNME, 48R ER; Docker SFF#HZ
always

BHNBERER
on-failure[:max-retries] NEEZREBNER, AiEERAEZIHREK

£ always, BFHNFIEHNASEETIFHIEES
BRT=EEE

unless-stopped

restart: always

MRIEEHEH A8 root XERSE, BRETRENBBABTHITEL.

read_only: true

FIFF RN, TR SN

stdin_open: true
B — MK i,

tty: true

11.5.34 profiles

profiles B FRIFEEFMERBINIRS . KRIETE profiles BARSZEIRINIBRBE; #RI2 7T profiles AY
RSB FEIT R profile BY A B5ho
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services:
web:
image: nginx
debug:
image: busybox
profiles:
- debug
test:
image: node
profiles:
- test

BohES@E - -profile BUE:

$ docker compose --profile debug up # 350 web + debug
$ docker compose up # 1XBEN web

11.5.35 EBNTE
Compose BIR X4 Z oS IEEEVNARAIMETEN HFIER T .env XHFHTE,

g0, TERY Compose X4 MIETTERIFEHIEENT 2 ${MONGO_VERSION} HI{H, HEAHRITH

?E% o

services:

db:
image: "mongo:${MONGO_VERSION}"

NER 1T MONGO_VERSION=3.2 docker compose up MIEBEEI— mongo:3.2 HGHIAES; WRHIT
MONGO_VERSION=2.8 docker compose up M&EEI— mongo:2.8 HBEHNEES.

EURIEREFE .env XfF, 19T docker compose B BTG MIZXEHIZENT £,
EHAIERHE env XHEHEAUTHS.

## T # SR

MONGO_VERSION=3.6

17 docker compose up MZBEI— mongo:3.6 FRIGHIRER.
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11.6 SE4% Django

TINTABIES python FRAGRIRIR,

hRZASIER: AR BIER A T R&hRE

e Python: 3.12-slim (AJ&#9EAM 3.x hitds)
e PostgreSQL: 16 (RIE#RAHEM 16.x. 15.x FhRA)
e Django: >=5.0,<6.0 (FItRIEIEHKRIFE)

TR R Docker Compose B2 & Hiz1T— Django + PostgreSQL WV, E£EEFRNENRBENK
TR, TBBESMEEDNER, UNKARIFENMEFIMNENES.

11.6.1 ZRHHE%

TRz A, SERAKLEN (WNE 11-1 FR):
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Docker Compose P&

web ARSS

Django
RzFd

/

15432

db BRS3 ///////

PostgreSQL
iERE

:8000

localhost:8000
X 43 28371R))

11-1: Django + PostgreSQL #J Compose 2244

e

web AR55151T Django A3, Xf5M&EE 8000 im[

db ARSZIE1T PostgreSQL #iERE, RTEREZBMLEAT AR

N ARSS @i Docker Compose BEfRIRMMLZEE &S
web IRZ AT LUBIEARSEZ B db 1R EKEE (Docker RE DNS)

11.6.2 £ TE
BlE—NIE B SIHEN:

$ mkdir django-docker && cd django-docker

HEIMNEBEQNE=1XH": pockerfile. requirements.txt F compose.yamlo
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11.6.3 & 1. €l Dockerfile

FROM python:3.12-s1lim

## BHLE Python £ stdout/stderr, it BESEEHEH

ENV PYTHONUNBUFFERED=1

## IRBETFER

WORKDIR /code

# TEHIEKHE, FIA Docker EEFMEME

COPY requirements.txt /code/

#H REARH

RUN pip install --no-cache-dir -r requirements.txt
## SHIE AR

COPY . /code/

EITIREE:
BS e HHLXHES
CROM ovthon 3. 12-s i . slim hRAStb 2 E R NMEZ, B
on:.o. -SLim
> § E475(T Python FIBH—1]
it print () MBEIZENE R,
ENV PYTHONUNBUFFERED=1 X A% 248
EFIAIR
WORKDIR /code KETIEESH [E4amSEELLE RAUIT

3% requirements.txt T{LAT

COPY requirements.txt {ERI PEEF IR, N

--no-cache-dir TEETF pip T BNRRIEATR

¢ BEEBRN RERBTUMERNXHELES, TUIMESHNEESH, XEFEURALFB
Docker B E T
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11.6.4 58 2. Bl requirements.txt

Django>=5.0,<6.0
psycopg[binary]>=3.1,<4.0
gunicorn>=21.0,<22.0

kR BEA -

12k EF8

Django Web HEZR

psycopg[binary] PostgreSQL #3EEEIRTH (WEZER psycopg 3)
gunicorn IR WSGI BRS5 88 (R, FABIRIARA)

11.6.5 5% 3. 8 compose.yaml
FCEWT:

services:
db:
image: postgres:16
environment:
POSTGRES_DB: django_db
POSTGRES_USER: django_user
POSTGRES_PASSWORD: django_password
volumes:
- postgres_data:/var/lib/postgresql/data
healthcheck:
test: ["CMD-SHELL", "pg_isready -U django_user -d django_db"]
interval: 5s
timeout: 5s
retries: 5

web:
build:
command: python manage.py runserver 0.0.0.0:8000
volumes:
- .:/code
ports:
- "8000:8000"
depends_on:
db:
condition: service_healthy
environment:
DATABASE_URL: postgres://django_user:django_password@db:5432/django_db

volumes:
postgres_data:
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[ y—gEa

db RS
db RSB T:
db:
image: postgres:16 # {EFAEH PostgresQL 16 Hi&
environment:
POSTGRES_DB: django_db # BIEMVEIERER
POSTGRES_USER: django_user # BUBERFP
POSTGRES_PASSWORD: django_password # #UIEEZ
volumes:
- postgres_data:/var/lib/postgresql/data # HFALEEE
healthcheck: # BENE, WEREIEEMLSE

test: ["CMD-SHELL", "pg_isready -U django_user -d django_db"]
interval: 5s

I\ EERE. volumes RERERE! KRBT, BRABEBKIEHSER, EEBNIFTVHFH
ABIEX—F, FBHARSEEHER.

web RS
web IRSZECEMT:
web:
build: . # MEBTERK Dockerfile i
command: python manage.py runserver # /35 Django F&IRSE2R
volumes:
- .:/code # HHABER, ZFREH
ports:
- "8000:8000" # BRgtIE O
depends_on:
db:
condition: service_healthy # EFEEREEER
XEECEWA:
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BB (3! EEHEN

FENUE, ERNBER

1 : .:/cod DR
volumes code £3 e
MIREUIBER S Django 7
depends_on + healthcheck Bz B, ﬁ%ﬁ?ﬁ;ﬁ; &
R WERAMIRTEEERE, o
environment FET =

FrERED

11.6.6 & 4. 6l Django IH
BT T a2 )& Y Django IH :

$ docker compose run --rm web django-admin startproject mysite .

R
® docker compose run: BT S
o --rm: BIRHITIEMIFRIGET AR
® web: 7E web fRSZBIFEHHIT
® django-admin startproject mysite .. TEHAEIEREIE DjangoIﬁE

ERMBIEREH:

django-docker/
|— compose.yaml
— Dockerfile
— requirements.txt
— manage.py
L— mysite/
F— _init__.py
f— settings.py
— urls.py
— asgi.py
L— wsgi.py

¢ Linux BRAE: RBZINPREREE, 1T sudo chown -R $USER:SUSER .
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11.6.7 PR 5: EBMIEEER
B2 mysite/settings.py, ACEHUEEEE:

import os
DATABASES = {
'default': {

'"ENGINE': 'django.db.backends.postgresql',
'"NAME': os.environ.get('POSTGRES_DB', 'django_db'),
'USER': os.environ.get('POSTGRES_USER', 'django_user'),
'"PASSWORD': os.environ.get('POSTGRES_PASSWORD', 'django_password'),
"HOST': 'db', # Docker Compose ARZH
'PORT': 5432,

}

# RN EN (FFRIFIR)

ALLOWED_HOSTS = ['*']

J+4 HOST 2 db MIARE localhost?

£ Docker Compose #, ZiRSE LIRS BIEEIHIA. Docker WERI DNS &% db fi#tr 9 db fRSS
A8 IP Hilk, X2 Docker Compose BIMZIOINEEZ —,

11.6.8 B 6. BRI

$ docker compose up

r=2&3:

1. &M web 1% (B—XiE17)
2. Bah db BR%, FHEEKNTET
3. @& web RS

db-1 | PostgreSQL init process complete; ready for start up.
db-1 | LOG: database system is ready to accept connections
web-1 | Watching for file changes with StatReloader

web-1 | Starting development server at http://0.0.0.0:8000/

FIFXIEE283/10] http://localhost:8000, BJLAEE| Django YHDIE !

11.6.9 EBFF LR
T35— ImE OHIT:
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# PITEIREETS

$ docker compose exec web python manage.py migrate

## BIEBRAR

$ docker compose exec web python manage.py createsuperuser
## #HN Django shell

$ docker compose exec web python manage.py shell

## FHN PostgreSQL <17

$ docker compose exec db psql -U django_user -d django_db

¢ EBBWER exec MARE rune exec AEBITHARBPHITHS, run ZEEHEE.

L4

11.6.10 & I jn)@HeEs

Ql: HEREEREKW

HiRER: django.db.utils.OperationalError: could not connect to server Al eERE SRR

R

RE fRRF R

BIREIR R B Eh5ERY f$/8 depends_on + healthcheck
HOST BECE 1R afRERARS A db MARE localhost
e SeilFe 51T docker compose down JFEEHT up

## AR RERIEERTIERIET

$ docker compose ps
$ docker compose logs db

Q2: RIBEBEEELEN

AIRERHA:
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1. A RS [/EEEIER: HREH runserver MARE gunicorn
2.Volume EHBIF: & compose.yaml FY volumes Bt &
3. &FAE: =3 docker compose restart web

Q3: #PRiA)A

## MRBBALIENXMH root BFFE

$ sudo chown -R $USER:$USER .

11.6.11 R vs &£/=: XBER

EEFIIRE, ATNEER ARE KB, £-IMETEUTIRE:

BoEDm FRIFE 4IRS
Web fR3528 runserver gunicorn + Nginx
DEBUG True False
{#H Docker S ts WIFIEL
gﬁg%ﬂ EHYEEEEE = ocKer >ecrets 5232
=
Volume EHARBEER B E#E COPY #HiB &
ALLOWED_HOSTS ['*'] B{RiEE

43118 Compose XAl

## compose.prod.yaml

services:
web:
build: .
command: gunicorn mysite.wsgi:application --bind 0.0.0.0:8000

# THEHRE, ERREGNAINS

environment:

DEBUG: 'False'

ALLOWED_HOSTS: 'example.com,www.example.com'
# ...
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11.6.12 FEMRFIR
e Compose BRI : RNIEfE Compose XHHIFFEEIEIN

o fFf WordPress: 55— Compose 325524
e Dockerfile Fz{¥5Ek: WEE/)\. ERLMNHER
o HUEEIE: Volume FEURIFA (LiFHR
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11.7 SE£% Rails

TNTABTIES Ruby FEAGRFIR.

RSB AR BIEE AR LA T SRRk :

e Ruby: 3.2 (RIE#EAECM 3.x frAR)
e PostgreSQL: 16 (RIE#RAHEM 16.x. 15.x FhRZAR)
e Rails: ~>7.1 (FI1RIEHEFRIFE)

AT Docker Compose BREHIiEIT—1 Rails + PostgreSQL [ F,

11.7.1 8RR
90E 11-2 Fr7R, Rails 5 PostgreSQL 7E[E— Compose MLE S E 1.
Docker Compose 4§
web ARSS
Rails
Rz A
:5432
db ARSS //
‘/
PostgreSQL
:3000
SRR

localhost:3000
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11-2: Rails + PostgreSQL #9 Compose %214

11.7.2 8Tk
AERMEES:

$ mkdir rails-docker && cd rails-docker
FEQIE=1X: pockerfile. Gemfile F compose.yamlo

11.7.3 P % 1. €l Dockerfile

FROM ruby:3.2

#H TERRGKH

RUN apt-get update -qg && \
apt-get install -y build-essential libpg-dev nodejs && \
rm -rf /var/lib/apt/lists/*

# IEBTEER

WORKDIR /myapp

## 5tEHl Gemfile, FIABFMEMLE

COPY Gemfile /myapp/Gemfile

COPY Gemfile.lock /myapp/Gemfile. lock

RUN bundle install

## SHIN B

COPY . /myapp

BB
i0g EF
build-essential R ELY BFE
libpg-dev PostgreSQL % F i
nodejs Rails Asset Pipeline 5
S8l Gemfile RBEKRFB LB ZA EH bundle install
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11.7.4 X%, 2: 63 Gemfile

BIEE—NIIEH Gemfile, THESH# rails new B .

source 'https://rubygems.org'’
gem 'rails', '~> 7.1'

B3R cemfile. lock:

$ touch Gemfile.lock

11.7.5 3% 3. 6I#E compose.yaml
FCEWT:

services:
db:
image: postgres:16
environment:
POSTGRES_PASSWORD: password
volumes:
- postgres_data:/var/lib/postgresql/data

web:
build:
command: bash -c "rm -f tmp/pids/server.pid && bundle exec rails s -p 3000 -b '0.0.0.0'"
volumes:
- .:/myapp
ports:
- "3000:3000"
depends_on:
- db
environment:
DATABASE_URL: postgres://postgres:password@db:5432/myapp_development

volumes:
postgres_data:

EEIFME:
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ECET
rm -f tmp/pids/server.pid
volumes: .:/myapp

depends_on: db

DATABASE_URL

WA

AEERFERHEETH PID X4

THABER, SHFAER

M IREEE SR ED

Rails 12-factor KGR EIEZEECE

11.7.6 & 4: 4 Rails I H
fEF8 docker compose run SRRIMEEER:

$ docker compose run --rm web rails new . --force --database=postgresql

YRR
o --rn: HITEMIFRIGETESEE
e --force: BHEHEENXMH
e -_database=postgresql: ECEFH PostgreSQL

e __skip-bundle: BARZEMKH (HEH—TE)

F B R
$ 1s
Dockerfile Gemfile Rakefile config lib
Gemfile. lock README . md app config.ru log
compose.yaml bin db public

--skip-bundle

tmp
vendor

\ Linux P : W@ PRIa)&E, #$9T sudo chown -R $USER:$USER .

11.7.7 B 5: EFtEEs
BT T HN Gemfile, EEEHHMEEGIURE IR

$ docker compose build
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11.7.8 $ & 6. ELERUEEERE

{&E4 config/database.yml:

default: &default
adapter: postgresql
encoding: unicode
pool: <%= ENV.fetch("RAILS_MAX_THREADS") { 5 } %>
url: <%= ENV['DATABASE_URL'] %>

development:
<<: *default

test:
<<: *default
database: myapp_test

production:
<<: *default

¢ f£F3 pATABASE URL MR B EMEHIRE, FE 12-factor KEBRN, EFEARBIFIREIL]
2,

11.7.9 58 7: BEIRA

$ docker compose up

- — .

Rt
db-1 PostgreSQL init process complete; ready for start up.
db-1 LOG: database system is ready to accept connections
web-1 => Booting Puma

|
|
|
web-1 | => Rails 7.1.0 application starting in development
|
|
|

web-1 => Run “bin/rails server --help" for more startup options
web-1 Puma starting in single mode. ..
web-1 * Listening on http://0.0.0.0:3000

11.7.10 & 8: IR
ER—MRBHIT:

$ docker compose exec web rails db:create
Created database 'myapp_development'
Created database 'myapp_test'

18] http://localhost:3000 && Rails XL TAHE,
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11.7.11 EEFA®HS

# BIERET

$ docker compose exec web rails db:migrate

## Rails #EHI&

$ docker compose exec web rails console

## BT

$ docker compose exec web rails test

# ERIFR

$ docker compose exec web rails generate scaffold Post title:string body:text
## HENBEE Shell

$ docker compose exec web bash

11.7.12 & Il ja)@A

Q: BEEERKW

107 DATABASE_URL MR T ERNE S EH, MR db RS ERE5Eh:

$ docker compose ps
$ docker compose logs db

Q: server.pid XHSBEEIELMK

FRIRER:. A server is already running
B command FFAN0 rm -f tmp/pids/server.pid &8, WA RI:

$ docker compose exec web rm -f tmp/pids/server.pid

Q: Gem REXK
FIBEEEEH bundler SEIEETE:

$ docker compose run --rm web bundle update
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11.7.13 A&k vs &7

BB HFARIAE E=IFIE
Rails fR5 28 Puma (FF&RIED) Puma + Nginx
AV EEES S &£ volumes HRIBITEHRGR

. FERIF (rails
BSER S HRIFE

assets:precompile)
BIRERRS XL E fEEF Secrets B2
11.7.14 ZEfH%

e {#M Django: Python Web HEZ2SL k%
e Compose iR th: BLE ¥R

o WIEER: WERAK
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11.8 S5 WordPress

hRZASBER . AR BIE A LA T 8RR

e MySQL: 8.0 (AI&i#pHEM 8.x s, Z{FEA MariaDB &1X)

e WordPress: latest (BiNTEAEFIFIRIEEEARREA, %06.x)

WordPress @R RITHARAERAY (CMS), 1FA Docker Compose A LATE/LD #HREE—
BEWIEE. Web IRBIIFANEEIVEFS WordPress IR,

11.8.1 IE4H

wordpress/

— compose.yaml
F— .env

# MIRTE (BRER)
L— nginx/

# Ak REANIERE

L— nginx.conf

11.8.2 485 compose.yaml

XR— M EFTANSIVEEE:
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services:

# WIREMRS

db:
image: mysql:8.4
container_name: wordpress_db
restart: always
command :
# BRREEEINE (MySQL 8.4 BAZA, IHAR wp HAMFE)

- --mysql-native-password=0N
- --character-set-server=utf8mb4
- --collation-server=utf8mb4_unicode_ci
environment:
MYSQL_ROOT_PASSWORD: ${DB_ROOT_PASSWORD}
MYSQL_DATABASE: wordpress
MYSQL_USER: wordpress
MYSQL_PASSWORD: ${DB_PASSWORD}
volumes:
- db_data:/var/1lib/mysql
networks:
- wp_net

# WordPress PRSS

wordpress:
image: wordpress:latest
container_name: wordpress_app
restart: always
ports:
"'8000:80"
environment:
WORDPRESS_DB_HOST: db:3306
WORDPRESS_DB_USER: wordpress
WORDPRESS_DB_PASSWORD: ${DB_PASSWORD}
WORDPRESS_DB_NAME: wordpress
volumes:
- wp_data:/var/www/html
# TN BRI K/ NRE!

- ./uploads.ini:/usr/local/etc/php/conf.d/uploads.ini
depends_on:

- db
networks:

- wp_net

volumes:
db_data: # HEESAL
wp_data: # WordPress X (¥ff/ER/ LF)FAKL

networks:
wp_net:
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11.8.3 B X Hi¥fR
1. FIRTEXH .env
NTEE, AETE compose.yaml PEIZEEZHE, BIE .env X14:

DB_ROOT_PASSWORD=somestrongrootpassword
DB_PASSWORD=somestronguserpassword

Compose = BB EILR B R TR 4.
2. BuE A
HNEX TR BRE!
e db_data: AR MySQL ResEREHIEAEL
e wp_data: fRfF WordPress BUIZOXX . $@fF. @A _EERVRAES
3. PHP EEEfitL

AAIARY WordPress $5{&_EESXHFIREIEV)N (BE 2MB)o Bl uploads.ini:

file_uploads = On
memory_limit = 256M
upload_max_filesize = 64M
post_max_size = 64M
max_execution_time = 600

11.8.4 BEh5iE1T
1. BEhARE

$ docker compose up -d

2. AR ERE: TS E8148] http://localhost : 8000

3.BEFRE:

$ docker compose logs -f
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11.8.5 £~ IERELE
1. BUEESED
AREDKH Volume, EINEHAEDEUERE:

## SH sqL

$ docker exec wordpress_db mysqldump -u wordpress -pwordpress wordpress > backup.sql

HEMI—BHENEE:

backup:
image: tiredofit/db-backup
volumes:
- ./backups:/backup
environment:
- DB_TYPE=mysql
- DB_HOST=db
- DB_NAME=wordpress
- DB_USER=wordpress
- DB_PASS=${DB_PASSWORD}
- DB_DUMP_FREQ=1440 # S&X&H—KX
depends_on:
- db
networks:
- wp_net

2. {EH Nginx kAR
TEE=INEHR, FEBHIZRE WordPress is[, MEiEid Nginx i
3. i Redis &5

WordPress 3% Redis £ LUR S 148E,

redis:
image: redis:alpine
restart: always
networks:
- wp_net

1 WordPress AgsIfiE T 2700

WORDPRESS_REDIS_HOST: redis

F %% Redis Object Cache &
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11.8.6 E ILinl&A
Q: BUERFEIZEIR
MK : HRITIEET “Error establishing a database connection”, HFZ:

1. 1875 docker compose logs wordpress

2. HiA .env FREYERED S YAML X145 | A—
3. Ff5iA WORDPRESS_DB_HOST 1.2 db (BRZ )

4. MySQL 8.0 AJREEE JI#P#h/E5h, WordPress s B&hEIR, HERZIENF,
Q: TELEAXHE

AR MREHT uploads.ini BifE, HEER T A2E:

$ docker compose restart wordpress

11.8.7 FEfRIRIE
e Compose iR RNT RECEIN

o HiEE: IBMREUBIEA
e Docker Hub WordPress: B A $S&>1Y

Built with mdPress


https://hub.docker.com/_/wordpress
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

11.9 SCAX LNMP

42 LNMP

LNMP 2— 280y Web WA, HU TN FRRAESTIR:

L: Linux (IER%)

N: Nginx (Web AR5528)
M: MySQL (¥iEERS23)
P: PHP (HIAiES

XPMEGH ZATIHESMEEER Web N,

&5 Docker Compose ZfE LNMP

ZS10 B 43P E khs1994 MYFFRINE khs1994-docker/lnmp f#F3 Docker Compose 27T —E5%
) LNMP IR1R,

2EmE
ZIME R EHRS:

e Nginx: Web fR55238, AFRIEHTTPIEK

e MySQL/MariaDB: *ZREHIEERS

e PHP-FPM: PHP %0283, 5 Nginx & Fast CGl &S
e Redis: FLANAGFEERS (ATFRIENER)

FIHHF
SUFRETUSE ZFEEU THRFIET LNMP:

e Docker B EE
o Kubernetes SE8#4mHE
o FFEFRPLRIEE
o AFHIRREESE

MBIt : khs1994-docker/lnmp
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WTZIME, RE]UFSIRNNMEER Docker Compose EX ZMAE XEXMARS, UNKNAIERES
IR RSN R E S E A,
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BE/NEG

Docker Compose @ EIELZ AN AMNFIZE, BT YAML XHFEBERME XRS. WMEHNEIES

A E2x

EZNY RS (service) F1IM A (project)

BEEN compose.yaml (#7%) 5% docker - compose.yml

o Compose V2 § Go RERY CLI fft, @i
docker compose {8

B docker compose up -d JBEIFFEIRS

=i docker compose down {ZLEFHIZFRAEE

BEERS docker compose ps BERZIRE

HEBE docker compose logs BERSHE

F4F services. networks. volumes ZFINZKED

B
B
SRR
e Compose EiRX#%: FMERIEESE

e Compose fi<¥ it TEHLSYIER
o WMEAIE: Docker PLEEHY
o HIEEIR: MIBELEE

7 ROEIRRAEBOHEIN? WDPIRZ Issue B PR,
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FT+E RESH

Docker R BBIZ O R BHE Linux LY@ & =8 (Namespaces). #ZHlI4H (Control groups).
Union X &%t (Union file systems) F1888#& T (Container format)s

FAIEE, FHREMVIEITEREEEHFIEIT hypervisor FIEP—BETBIEGIFRIR LA E
HABVRER G, EIMWAREENFIREAREIN, BRRILEEN. XMEZNEERI T
RRRTENHE, ERSHEIEERERARFRIIRE. 610, UBEENMEMURSEEH N
Linux Z4tR61, EIMPEITHNAESSR U BAEBEENRARIETIFR,

HiFE, TRERSS, SFERAL. XHRF. M. PID. UID. IPC. AfFE. B&E. CPUFE
%, MENARBENAHEERELAZN, ERNIMENML, BRTELIWFAF. CPU. WL 10,
FEEZ 10, FRETEFRIRGISL, BELMXHERSE. WLE. PID. UID. IPC EFWHEERS. Bi&
BNEZER L, FENEEBEEINARARIIRALS .

BEE Linux R T a2 T ENEENTESLIN, EFRELF UL LEMNMMEER, iILXE#HIZE
ERIFEER SR TEFIET. ARBABHA—NARMELETHIFME (fliIl—LER25Ga<SMAR
%), ERRILANERE, HMUNRFHIAEECHFE. XMYIFHIFES S (Container), FIMEs
AT EIRMBARBIBREEH, A cgroups RMMEIRDEC.

FEAR

e P T|E

o ITHL
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12.1 BEZ4<%2H

Docker BYZR#IZIHE A=, FEHEF iHMARSS i Ek4H K.

12.1.1 ZOZEEE

Docker AT C/S (B if/IRSEZHE) 2549, Client A Daemon &i%i&K, Daemon fARME. i&1T
MR RBR.

N Sontainers
Bas
. /docker run__| dockerd
AT g
docker pull
Images
EIE—»
= 51
12.1.2 AR

Docker WAIBIZRIINEIFR—H#DE, 8—BEERAFER:

1. Docker CLI: ZF i

AR5 Docker REMNEFEFH. ERAFH<L (4 docker run) ¥iA APIIERKZ4 dockerd,
2. Dockerd: SFiP#HTE

Docker By A,

o M APIIER
o B Docker MR (Htgk. Fis. WL, B)
o FHITBAMTRIIE

3. Containerd: B4s{TE

TR ER A 88IETTEY (CNCF Bk I g ),
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o BIRRBNTEEGAEM (B, FLE)

o HRIGHIENSTF(E

o FEE ERNSERTLXHNTHEE (WHEE. API)

e Kubernetes WAJ LA E A containerd (BkiZ Docker)
4. Runc: {E&iz{TES
BATFelEMEITE2:3/ CLI T&,

o HE5MWIZ3E (Namespaces, Cgroups)

e &fE OCI (Open Container Initiative) 158

o FEMR: RIBICERI—1"52, REERE (BIEHINRARERETRE)
5. Shim
BRI EE 1 shim #i2

o fR¥E: A dockerd ERMAH MBS ERIEIT
o RIFI10: AIFFBHRERNGE L
o IRACIB: M containerd STIRB D BREIRS

12.1.3 ARBEHE

AT docker run -d nginx B, REEETHA?
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BF docker run -d nginx

1. RETT API 2. glRPC
Dockerd Containerd
gl )&%%ﬁ%%u Bundle 4. Eﬁji Shim
OCI Bundle Containerd-shim
5?ﬁ
8. I51% 10 MR Runc

6. Bl # Namespaces #l \ i
7. HIZRH

Cgroups 1
N ‘# |
ﬁlgglji BH
nginx

. CLI &1XiEK%5 Dockerd

. Dockerd f###7353K, 1AF Containerd

. Containerd E&7fR, ¥%#79 OCl Bundle

. Containerd % Shim #72

. Shim /A Runc

.Runc 5Z&%A%ZRXE, BI& Namespaces #l Cgroups
. Runc B35 nginx #ZEIRH

. Shim B A28 10 MEmE R
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12.1.4 Docker Engine v29.x Tk
M Docker Engine v29.x FH8, ZeHgt—FEWMATEN:

e Containerd $E57Zf# (Image Store): 7 v29.x HHILEHRHIINBH. Docker HiZfFH
Containerd MiRIGEIERES, FHAEIFESH—E graphdriver,

o {i%: ZTAREIIFEE. REHENEIR (lazy pulling). 5 K8s HEH K,

o SLIOM nftables 2#F: FEE T Linux 21ThRiZZ F A iptables, Dockerv29.x 5| N7 323atE
nftables [5if. BRI dockerd --firewall-backend=nftables, B] EHIiZ6IZE nftables i
MmEERKH iptables-nft 3#FiRE. £FIFIRIFIEIEFER.

12.1.5 Docker Desktop Z8#4

£ macOS #l Windows £, EARZER, EHHEHEZ:.

MacOS / Windows
Linux VM (FE4/1)
Dockerd <--> Containerd <-
Docker CLI (Socket BREY)
-> Runc
o FRRELKEMA (Apple Virtualization / WSL 2) i&17 Linux A%

o X{H#% (Bind Mount) REBEH VM B R (XBEX 4 1/0 1EHIREH)
o MEHOFEMBENEZLE VM
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12.1.6 245

a1 ae ES: i

CLI EIEE RiXIES, B4

Dockerd REXR AP0, BE&KFEE

Containerd 218 ARt AR, REEE

Shim BT R 10, RFLETIFHIZER

Runc TA HIEFE (RIEA2E), T
E

12.1.7 FEFRFIR

e HEZFIE: Runc YAIfREAE
o ITHIZA: Runc FNAIPREIZIE
o BLENHMAY: HRIGUNMEITEME
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12.2 ep R =[]

R TIERE Linux AZ— 1AL B1FHREHEECRIRMImRTE, BITEEFINAEE
BEERIARERSTIZT ¥, SRTIEMRILET BHEZERIEE R,

12.2.1 4= Namespace

**Namespace =& Linux Rz BN R FRRENG, ©ilas3RHRAGRETERIIMIRIERS
F, **Namespace BB ANZOEMZ —, EEREIZET —XEE@: MAL—NEE “KL
A BeHMSBENRSR?

BENREA

PID 1: systemd

PID 2: sshd

PID 3: dockerd

BRANRA

PID 1: nginx

PID 1234: nginx oo TIFEBENE 1234) -t S
nginx (SEFR2EENA ) C ABHEZE PID 1

PID 1235: nginx worker

PID 2: nginx worker

12.2.2 Namespace By3$E!

Linux W% (5.6+) LiZfH 8 1 Namespace, Docker REREUAEREF 78 (RE Time) :
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Namespace

PID

NET

MNT

UTS

IPC

USER

Cgroup

Time

12.2.3 PID Namespace

RERA

#H3E ID

PIET%

EHR

E ]k

HAZEEE

FAF /481D

Cgroup IRER

AT

BRPPR

REEA PID M 1 Fta, ERE
Hth A 25M1E A

JRITAIMR. 1P hE, 3RO
ERERR

IRIMXHRGAE, BEH
RER

JRIZ B EN B MHF

MUMES R, HEEF. it
=p7s

LA root B LARRET AEE
M EERAF

PR cgroup EZ&FE (Linux
4.6+)

FEE CLOCK_MONOTONIC #01
CLOCK_BOOTTIME (Linux
5.6+)

PID Namespace 71 53#12 ID HIfRE, FERsNBHZRILLARR I,

PID B9/EFR

[REHIZ ID, iLE AR EECHHRERSTE,
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PID [REXM R

## BENLEEHRE
$ ps aux | grep nginx

root 12345 0.0 0.1 nginx: master process
root 12346 0.0 0.1 nginx: worker process

$ docker exec mycontainer ps aux

PID USER COMMAND
1 root nginx: master process ~ EAERZ PID 1
2 root nginx: worker process
PID X$Em

o BBBAMPID 1 #EKHEE —ERARNTHE, RENEFHELL
o AEATEERIBEENNEMEBIAVHIZ
o BENAUBERIFIEALENRNHELE (1B PID R[E)

12.2.4 NET Namespace
NET Namespace fAaSZMEXRIIRE, SEMK. BEXRM iptables MM,
NET B9{EMR

[REME, S ARRAIRIIAMKIFES,

NET FRES3R
BEM B
eth0: 192.168.1.10 eth0: 172.17.0.2
i 80 AIFH i 80 AIFH
docker0: 172.17.0.1 (veth pair &%)
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NET X5

o FNARBINIIMIM-E. IP. BBAHK. iptables #ENI
o ZARB[OILUEITERIO (40EB R0 80)
o Docker f#f veth pair 1A 23 ML FNTE EVLHT

12.2.5 MNT Namespace

MNT Namespace AR XHFRSGEH AHIRE, HFESSEIRIINXHRATE,
MNT B9/EFR

[BEXHRGEHR, STEHEEFECHRER.

MNT FREIR
BENXH RS BREREFIN:
/ / ~ BRORER
— bin/ — bin/
— home/ — home/
— var/ — var/
L lib/ | L— 1lib/

L— docker/ |
L— overlay2/ |

L— merged/ —— XNBRBABTRHN /

|
|
|
|
I_-un I_unu

5 chroot X3!
1 chroot MNT Namespace
Tk B Ak B
HHES x TefRE
/proc/mounts H= L va
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12.2.6 UTS Namespace

UTS Namespace FEZRFREEVBMIHE.

UTS B{EFE

[REINENERE, eI ARTUERSHNENE,
UTS lRERR

## {EMN

$ hostname
my-server

## BN

$ docker run --hostname mycontainer ubuntu hostname
mycontainer

UTS= “UNIX Time-sharing System”, &7 F£iEEFHIE R,

12.2.7 IPC Namespace

IPC Namespace A TIREHIZEIBEZEIR, 0 System V IPC #1 POSIX EEFAF,
IPC K9EM

PR System V IPC 1 POSIX ;B E AT,

FREREIR

e {SS = (semaphores)
EPBAFI (message queues)

H
o HERTE (shared memory)

PCXER

o [E—ZA2ENBIHIZALUET IPCEE
o FEBZAHIZEL LB IPCEE RIEERAHE)
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12.2.8 USER Namespace
USER Namespace s iF A 23HNBIAF 1D BT EIE ENEIARBEAF 1D,
USER B91EM

fREAFM4E D, SSIANPRIEE.,

USER fREXE
ARR BaEN
UID 100000
UID 0 (root) B} T
UID 1 (daemon) B &} UID 100001
REBX

e root AR AT LIS ABEN LNEBAF, MERSEERE, WEEEBEENLEREE
AR

¢ EEEIN EFIMERINEA User Namespace, 1R et,

12.2.9 BhF L8 {418 Namespace

f#M8 unshare S8R LIEARER Docker BB F143E Namespace:
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S°0% 1: UTS Namespace

## BUEEEIAY UTS namespace FBEN shell
$ sudo unshare --uts /bin/bash

## BIRENEZ (RFEMX namespace)

$ hostname container-test

$ hostname

container-test

# BREEEBEBENINE (RHZ)

$ exit

$ hostname
my-server

5218 2: PID Namespace

## GIEFEY PID # MNT namespace

$ sudo unshare --pid --mount --fork /bin/bash
## FEHHHY /proc

$ mount -t proc proc /proc

## BEBE (REEEEIHA shell)

$ ps aux

USER PID %CPU %MEM VSZ  RSS TTY STAT START
root 1 0.0 0.0 8960 4516 pts/0 S 10:00
root 8 0.0 0.0 10072 3200 pts/0 R+ 10:00

528 3: NET Namespace

## BIEEFTHIMLE namespace
$ sudo unshare --net /bin/bash
# BEEMEEO (RE lo)

$ ip addr
1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

12.2.10 Namespace HE PR

Namespace It TfRBEFRE L LR :

Built with mdPress
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BHE A

FrEERAZEENAR, NIRRT EERR

AERE FERR
/proc. /sys BB ARREIN; Time

BB EIRKREE Namespace (Linux 5.6+) 2B R, 18 Docker
HINFBA

E| 3521 {14 b B IAN I PR RS 1455

EEFERREA, AJEE gVisor. Kata Containers ER 2R H R,
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12.3 #=HlH

12H4E (Cgroups) & Linux RiZdR RS —MXBIG], TE2RTHRRENRSIFEIT

12.3.1 FaEizHA

=148 (Control Groups, f&i#F cgroups) = Linux RZB—MEE, BT BEl. SRR #2448
BERER (CPU. RTE. &R 1/0. MLBE),

BMER: LENEBRTHEBINAR, BHLEEINERERRAA R,
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A cgroups Rl

BENEIR

A
1GB
24%

1GB
1%

1GB
1%

7 cgroups PR

BENEIR

NEE
=)=
REF CPU

A28 B. Cili#
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12.3.2 cgroups MFHSE
Bl

2006

2007

2008
2016

o

=4

Google T#2Mig “process containers” #f

A
A

RS Linux BSE0RE, B8N
“control groups” (cgroups)

Linux 2.6.24 (20085 18) EX&F cgroups

vl

Linux 4.5 5|\ cgroups v2

Docker TET8 EHZ#F cgroups v2 BY = BEhfE
Fv2, ZNELERE vl

12.3.3 cgroups AT LARRHIAYEIR

TR
CPU

RF
Rig#& 1/0
R

HIEE

FRS

cpu, cpuset

memory

blkio

net_cls, net_prio

pids

Built with mdPress
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RTEER _ERF swap
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12.3.4 Docker YK TRIRF

Docker et T FEMNSHREERRNFRIRG, TEEERTF. CPU. H&EZ1/0%F

N7 BRE!

#4 [REIBSBRZEA 512MB AE
$ docker run -m 512m myapp

## [RHINTE + swap

$ docker run -m 512m --memory-swap 1g myapp
## WIRGI (BIRES, A= 00M Kill)

$ docker run --memory-reservation 256m myapp

B8 WA

-m/ - -memory PR (#8522 OOM Kill)

- -memory - swap A7E + swap 2R

--memory-reservation PRE (RAERFERER)

--oom-kill-disable 2 F3 OOM Killer (FZI&EfEH)
CPU BRI

## PREIER 1.5 1 CPU &l

$ docker run --cpus=1.5 myapp

## PREIEM cPu 0 A 1

$ docker run --cpuset-cpus="0,1" myapp
## RE CPU EAMNE (183fE, ik 1024)

$ docker run --cpu-shares=512 myapp
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2% A

--cpus PRI CPU #Z0\#R (40 1.5)
--cpuset-cpus HEEFTE CPU ity
--cpu-shares CPU B{a] F A E (HEX41E)
--cpu-period / --cpu-quota F54R1=H CPU EcEn

Bé#R 1/0 BRI

## REIRESNEEN 10MB/s

$ docker run --device-write-bps /dev/sda:16mb myapp
## RN EIRERE

$ docker run --device-read-bps /dev/sda:10mb myapp
## R TOPS

$ docker run --device-write-iops /dev/sda:100 myapp

prig e el

## PREIRZ 100 N#HiE

$ docker run --pids-limit=100 myapp

12.3.5 ERRBHRRER

## RIS ISIEFR R BRI RIREA

$ docker stats

CONTAINER ID NAME CPU % MEM USAGE / LIMIT MEM % NET I/O BLOCK I/0
abc123 web 0.50% 45.5MiB / 512MiB 8.89% 1.2kB / 0B 0B / 6B
def456 db 2.30% 256MiB / 1GiB 25.00% 5.6kB / 3.2kB 4.1MB / 2.3MB

$ docker stats mycontainer
##t BEREM cgroup BEE

$ docker inspect mycontainer --format '{{json .HostConfig}}' | jq
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12.3.6 FIRRFIHIRR
RFER

## BEIPREI 100MB ATEHIAS

$ docker run -m 100m stress --vm 1 --vm-bytes 200M
## BERSW 00M Killer 3

$ docker ps -a

CONTAINER ID STATUS NAMES

abc123 Exited (137) 5 seconds ago hopeful_darwin

## 137 = 128 + 9, T SIGKILL (9) R3E

CPU PRHIZEIIE

## IR cpu

$ docker run --rm stress --cpu 4

## SHPTE CPU

# REI7 1 Db

$ docker run --rm --cpus=1 stress --cpu 4

## DBEERLY 100% CPU (1 ™MZily)
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12.3.7 cgroups vl vs v2

5 cgroups vl
BRLE ZRE (B RRRIH)
BIEERE I=E
HIRSEC BETFER
PSI (FEH1454%) X
rootless 2% B HF

Docker ¥f cgroups v2 B

cgroups v2
SBi—ER
EhC4

BT Fin
TR

Docker 19.03+ BRIARL(ER cgroups v2 (MNRARSAZ) , IREEFHNUEMNRRRE. NRE
Atz EI sk BB B v1, AT LLEE Docker sFIF#HIZEC & X /etc/docker/daemon. json & X

cgroup-driver &%K:

{
"cgroup-driver": "systemd"

3

DAY cgroup-driver {EE4E systemd (¥E#F) F cgroupfso EF Docker SFIFHIZEEER,

KERREBIMRE

## BTEH cgroup ARz

$ mount | grep cgroup

cgroup2 on /sys/fs/cgroup type cgroup2 (rw,nosuid,nodev,noexec,relatime)

## MBI cgroup2 TR v2
## NE
$ cat /proc/filesystems | grep cgroup

nodev  cgroup
nodev  cgroup2
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12.3.8 7£ Compose G E[RF!

7£ Compose HIKERFHIACEUNT :

services:
web:
image: nginx
deploy:
resources:
limits:
cpus: '0.5"'
memory: 512M
reservations:
cpus: '0.25'

memory: 256M

12.3.9 BRfESCER
TE4ER Cgroups IRAIZHREY, BB LR ESRRE AT LB SR ETERYIEIRL,
1. $44R BT IR

## Bl oomM FEMATEEA

$ docker run -m 1g myapp

2. AXBENAIEE CPU fRIE

$ docker run --cpus=2 --cpu-shares=2048 critical-app

3. BEHIRAER

## Bd& Prometheus + cAdvisor M#F

$ docker run -d --name cadvisor \
-v /:/rootfs:ro \
-v /var/run:/var/run:ro \
-v /sys:/sys:ro \
-v /var/lib/docker:/var/lib/docker:ro \
ghcr.io/google/cadvisor
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124 BXEXHAES

BXEX £ (UnionFS) 2 Docker iR EEIEHVEL, EAPRZ I BREHAE— M EMSH

R,

12.4.1 HARKRENXHRS

KEXMHARS (UnionFS) 2—H 2B, BB BIXHARS, ERSZITER “KE” BEHEIFR—T
EPAER, ER—1TS5—HIXHRAEAE,

BLER: BE2PNRIREENM, REEAS, ERTENXHRT.
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AREBINXGRS
/bin /etc /lib /usr /var /app
/data

UnionFS BX &%

aHEE (B®F)
lapp/data/log.txt FTE \)

BEB®E3 (R %)
lapp/app.py

BHBRE?2 (R %)
/usr/local/bin/python

BIBREL (HIE) : /bin letc
Jlib (RS

12.4.2 Af+4 Docker EHBES SRS

Docker tFEXEXHRIENEFHEER, TEEFLUT/LMROMNE.

Built with mdPress
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1. REDEER

nginx:alpine myapp:latest

.

alpine:3.19 (XEZEHE)

ZNBEGRAZHERNEER, TRBETE,
2. R

8 Dockerfile t59 82— &, RATUNEFTESEE:

FROM node:22 # B1: EiEG
COPY package.json ./ # [B22: {REENX
RUN npm install # B3 RERKH
COPY . . # B4 NMARE

BTN, REEEE4, B 1-3FREF
3. ARBEMR

ARENAFRERRE, RFE:

E]

L EREELEE—ENAIERE
2. XEHEFERE

12.4.3 Copy-on-Write: GRS

U IR URR RIS
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(E=E

BHE
letc/nginx.conf — EHIE A
aRf=EE

HRE

letc/nginx.conf (R XX & 15
£, 1BHER)

REE

/etc/nginx.conf

Vs
1. NRIRE BN
2. EHEIB BN SR
3. T 5B
4. [REEEVMER T B BHRRA
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12.4.4 Docker ZFM7FHEIRED

Docker TZ(EIRTHEZ T MBEAS N ZHEBING] (40 aufs, devicemapper) , EI# 72 ERNIIN
FHET (Enginev29.x ) EWMREGREPRIABRAN

£2# graph driver (overlay2),
containerd $E{&77E5|% (containerd image store) BYEMH,

FhEE [ =

containerd image store

overlay2

aufs

btrfs/zfs

devicemapper

vfs

B EA

(V29.x Fi— BN G, #ik
2XA) BT containerd B9
snapshotters, R&#F OCI
image index. ZEWEHS
Attestations 1932 MIRTTEIE
=g,

(£284 Graph Driver) {£4:2244
TR Linux BRIAIRES, 14
BELTS, BIEMESZMBIRT
g (FRsl) BIZMR,

FHIRGA, FAEME

ERREREXFRSIRIRRE
71

Big & RIFhE

TMERA CoW, BRTRES!

Classic Graph Drivers 5 Snapshotters NiZOER

HEREE

(AR (BAERRIA)

(A% (T EEE)

HEHR

BERS (ERZTFH)

el

ZHRIEE (W overlay2) KRG HEXNAE R FER Docker B9 graph drivers 238, M
containerd image store MR X—ERSZHE FRL T containerd B B Y snapshotters (KB

Linux &Z1Thiu@E &AFBIRIER SN overlayfs) . XMZEHy

THET !

1. G HEVE E ST 44551& index manifest 5 attestations (SBOM. Provenance)s

2. 8% T LIRISHT CRIGREXAHIRERIEE, FHHREGFHIRE Kubernetes £ES3HE 1.
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EESAEERES R

# BEREMIAFHEIRED
$ docker info | grep "Storage Driver"
Storage Driver: overlay2

## £ Engine v29.x A, AJLUBEW TFRAEIERSHET containerd HB&EIH:
$ docker info | grep "containerd image store"
containerd image store: true

12.4.5 overlay2 T{ERIE

overlay2 & B RIREFIFEIKED:

merged (§FHE)
AREINTEXXHRSA

OverlayFS
upper lower2 lowerl
(BEEE) (RIER) (ERtZE)
B Rig R

o lowerdir: RIFMIFEEE (AIIEZD)
e upperdir: AIEHNBRE

e workdir: OverlayFSHWTEB=H

e merged: BXEEHSRIMNE
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XTI R

BR1F

12.4.6 EEHGE

# BEREGNERER

$ docker history nginx:

IMAGE
a6eb2a334a9f
<missing>
<missing>
<missing>
<missing>

CREATED

2 weeks ago
weeks ago
weeks ago
weeks ago
weeks ago

NN NN

## BEERNFHEUE

$ docker inspect nginx:alpine --format '{{json .GraphDriver.Data}}' | jq
{
"LowerDir": "/var/lib/docker/overlay2/.../diff:/var/1lib/docker/overlay2/. .
"MergedDir": "/var/lib/docker/overlay2/.../merged",
"UpperDir": "/var/lib/docker/overlay2/.../diff",
"WorkDir": "/var/lib/docker/overlay2/.../work"
}
S
12.4.7 {ESEER
ATHESN. BENRE, RNEERAKESXGRRNEEIEUAT/LR.

alpine

M LEEITFERE AR 4

7 upper BelE

WRTE lower B, FEFHIE| upper EHEER

£ upper E8132 whiteout XHHRICHIBR

CREATED BY

CMD ["nginx" "-g" "daemon off;"]

STOPSIGNAL SIGQUIT

EXPOSE map[80/tcp:{}]

ENTRYPOINT ["/docker-entrypoint.sh"]

COPY 30-tune-worker-processes.sh /docker-ent..

Built with mdPress
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0B

[0]=}

[0]=}
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1. RO REGER

#t X BEHIUIE—

Bl

RUN apt-get update
RUN apt-get install -y nginx
RUN rm -rf /var/lib/apt/lists/*

#it EHA—E

RUN apt-get update && \
apt-get install -y nginx && \
rm -rf /var/lib/apt/lists/*

2. BRERSBPENKELUE
AEENENERETEEEN. KEHRENER:

o HiEL (Volume)

o HEHEH (Bind Mount)
3. f#/ .dockerignore
HPR AT E2 8 ET L

o B/VEELETX
o BRUIBFTLENE
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12.5 ABEN

Docker A2 AYR

4], Docker #AT Lxc FHIBEEE. M 0.7 IR LUSFFIEERR LXC BUMRE, EMERBITHA
B9 libcontainer, M 1.11 748, Ni#E—FE#AEEA runC # containerd,

KA HHA

LXC

Docker 2HARRZA (0.1-0.7) HIZMFER LXC fEANRLRIEITEY, FA Linux Namespaces #1 Cgroups
SN

libcontainer

e Docker BITHAKNEEE

o IRMtT ARAEREO

o FEKFFHFER Linux 2L
o BRUEMAE

runC

e OCI (Open Container Initiative) #R&ESZIN
o BRERNRIIEITH
o TR TGN, AIEIh{ER
e ET libcontainer X @M*
containerd
Docker R R 231z THY
RET ABNZEEGARER
X runC MEfh OCI BAMTITHR
£ Kubernetes HF4RFRFAHT 7ZEH

Built with mdPress


https://github.com/docker/libcontainer
https://github.com/opencontainers/runc
https://github.com/containerd/containerd
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

BasEinE
Docker #tk£5 Open Container Initiative (OCI) BHIE, T UTHEHNARE:

e Image Spec: ARG ILAE
e Runtime Spec: A EITIHEOME

e Distribution Spec: B25iE&% D AHTE

RIRTHNE

M LXC — libcontainer = runC/containerd BY/EZRME T LU TR

LR GMEB AR

3. E@fEfTdkiRE (OCl)

4. 1EIRPIISIE A B IR (FIE
5. ZFE ST A RBITINER
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12.6 W&

Docker IS SCIMESEFAZ2FIA T Linux LRI SR TE M EMMEZIRE (1552 veth pair), &
WAEBR T BRI B LS BIREAE,
12.6.1 EZ&FE

B, BXRUMKEE, NEFRED—TMLEDO (WIRROENED) RIABIESR; 1,
MRREFMZBEEHITERS, FTEEBEH,

Docker ABYMLZZEOEINE R EMAIED. EPEONRBEZ —BEABERRS. LinuxBIER
ZREITHIEERIRLIEMEO ZEREIER &, REZEONRKEEFTIHTEERERESZE
BWEONEREEF, HTFAMAGNEERNRAERAEZR—TNEENURN+, IREARE
EHIFRIMNIMKIRERRE, FEERRZS,

Docker BEMEMAA T XA, CEXNMENNBZRDICER—NEDBIEO, HitTilEiLt
B (XA —IHEOMWM veth pair)e

12.6.2 RIEMBEE

Docker SIEE—MNARMBHE, ST TR

o BIE—MEMIZED, 2AREIAMENMFHERER;
o ZAMEN—ImITHEEIRIAR docker0 BFEEMG L, HEBE—HE—RIRF, 0 veth65f9;
o AHE—ImMEIFALET, FHMERRBFIEN eth0, XMEOREABNHBRTEAN;

o MMIHFR] AL EE R IREN— TN D ACLA B 2509 eth0, HECEEVARBEIFHEN <
veth65f9,

FERXEZE, BEMEIUER eth0 EPAN-RREZREMASFMEMMNLE,

B LATE docker run BYBHZEIE - -network SERIEERHIMBELE, & 4 MNrliEE:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

® --network=bridge iz/l\%ﬁ%ﬁikfﬁ, EEZ R ZRIARYPAT

® --network=host &if Docker RERREMEZREIEENGRTEFR, BIFERRUBRAN
WK, LA SIERARMENNING, SRET2NAMETIZEOIHRINR, Fe3HER LUR
FNEE root #HIZ—HF ] LTHHESEEMNR O, BILAGRIZAS#INEEARSS L0 D-bus, ERILLLE
ABM—LEEZMEDNENARANER, LNEBEN. FLERAXMETREHMEEIEE /I,
MRHF—FHER --privileged=true, BRSWAFEIZAE FVIHINEHER,

® __network=container:NAME_or_1ID it Docker BB HIENEI — N EFESIHIMNLE %
o, MASHFERAE XGRS, HIEFIRMZR RS, ESMEFENERLE IP HHHAD
ImOFEMLERIR, MEHIEDUEZET 1o FEZRABEE.

e --network=none it Docker AR BEIRBHIME L, BEENHITNEERE, 25, AF
AL E S #1TECE,

12.6.3 NKEEHAT

FBPER --net=none [5, AILLBITEEENS, LB AZEFE—HFEGHRMEINE, BidiX
MIFE, BILAT R Docker ECEBMZHIAT,

B, BI— /bin/bash B28, 18X - -net=none B,

$ docker run -i -t --rm --net=none base /bin/bash
root@63f36fcO1b5f:/#

TEARMEN BB SEHZ d, HFAEIEMKZHE=E,

$ docker inspect -f '{{.State.Pid}}' 63f36fc01b5f
2778

$ pid=2778

$ sudo mkdir -p /var/run/netns

$ sudo ln -s /proc/$pid/ns/net /var/run/netns/$pid

HEFHEM R/ 1P FFMEiEE S,

$ ip addr show docker®
21: dockero: ...
inet 172.17.0.1/16 scope global docker@®

BIZ—3 “vethpair” O A B, 487 A ZIMHF dockero, HEAE
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$ sudo ip link add A type veth peer name B
$ sudo brctl addif docker@ A
$ sudo ip link set A up

s BIREIBSBHINEanR=E), &N eth0, BEHEHEE— N IP (FHERER) FIFIAMX.

sudo ip link set B netns $pid

sudo ip netns exec $pid ip link set dev B name eth®

sudo ip netns exec $pid ip link set eth® up

sudo ip netns exec $pid ip addr add 172.17.0.99/16 dev eth®
sudo ip netns exec $pid ip route add default via 172.17.0.1

R

L E, #t2 Docker BBE ML EAFITTE,

URBLERG, Docker 25T ER2E, BesAM eth0 SEME AT B —EHBUEM, AZEOWWER
M dockero &,

tth, FAPAILUER ip netns exec AR REIBEMEZ B TB)HHITHLE, MMECESZZABIM
P

=Ho
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FEING

KERANITAT Docker WERERIL, BiFsRTE. HHRIAMBEXHRFA=ZRIZOZR,

AR

Namespace

Cgroups

Union FS

Namespace
PID

NET

MNT

UTsS

IPC

USER

e

—

RIRIRE

PR

DEFE

REARE
#7Z ID
e
NXHRG
FHE
HAZEIEE

BF ID

Built with mdPress

ER

PID. NET. MNT. UTS.
IPC. USER 7x#ans =5a]

PRI CPU. ATF. HEE 1/0.

HIZEL

overlay2 A¥EEFIRE, HF
Copy-on-Write

—a)iE A

A6 HCH#HEN
AEEECSH IP MixO
AEEEHCHIRER
A2EE B hostname
A28l IPCIRE

A28 root # EEAH root
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Az
CPU #&il

CPU 4%

B 1/0

B

FEfEIIR

P =)

e 1 <|8):

o 1THI4H (Cgroups):

RIRFRE G2
RIRPREIHLH

PRI

--cpus

--cpuset-cpus

--device-write-bps

--pids-limit

o BXENMARY: NEFMHEIEI

e RRRELHK
HR BRREIE
BiE: BREFHEE

o HEEER: Dockerfile EHISIE

/ ROERNABCHEI? DR Issue F PRo

Built with mdPress
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FT=F FatmHEm

Kubernetes & Google RENFREABHEHRS, EXFEMETES5ABEIER .

Kubernetes ATM AR LEAHHTRES KA, HENS LA EISHFHIMEENA, M
EEFohTFME N FREmARAT,.

Kubernetes E/NEAEEAIZ Pode — Pod H—AHEBIMEN B, SITHEENKZHRA
1Bl IP LANER D 1E6EEE, WAl LIRIEZE N Pod 1T MRS,

H}

RERE D5 T4 Kubernetes:

° ’e'j"/\
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13.1 &%

& 13-1 Fiis, Kubernetes {ERACFEFRERIBFRIR,

13-1: Kubernetes T E#KiR

13.1.1 4= Kubernetes

Kubernetes (& 8#5 /9 K8s) & Google FFRHI R 23w HES|1Z, WRiH Docker fE/ART “WNIFTEF
BIXEER MEE, ABA Kubernetes SRR “WMEEESEEERVIAE. BITMLER
BRI R,

ERMUNZB—MRHRS, BER— cRENBRIERS,

FFERK: Kubernetes ERREBREN “BF & “WTR". K8s EEN kFls ZiaG 8 4~F
2,

13.1.2 A+ AFEE Kubernetes
YUBRNEEN BT8R0, Docker Compose LB T . BEAFIESR, HNEE@mRT:

o ZEINRE: FRNZEITEWENEL?

o BRIRE: BREART EAN? TRETELAD?
o [RBARM: BRIPET, HMRSEAKEE?
o RAFIGE:. REKXT, MADKAEZIEIA?

o RENEH: WNAIRPUIARS FARNFAE?

i
o

Kubernetes SR 7 XL a)Eh,
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13.1.3 B

Kubernetes B9#Z 02 83E Pod. Node. Deployment. Service 1 Namespace &, XEZ2HFT]
FMEA Kubernetes FIE i,

Pod: 3%

Kubernetes BE/NEAE Sl — Pod AJABE— IS REMEN DS (HENBMEFME). W
BRI XENTHE—1F,

Node: =&
1517 Pod BY4IEAN B0 R0

Deployment: ZE

EXNANIERES (. FE 3 MEIE, [BEHEREN vl). K8s FHAMERIANRTHIHRENR

Service: RS
EX—A Pod BYiAIBIREE, IRMEFRER Cluster IP 1 DNS &R, fa=hEityE,
Namespace: @& %a]

BFZHEPRRES,

13.1.4 Docker R 8ATE
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Docker #E= Kubernetes Bf3

Container Pod

Volume PersistentVolume

Network Service/Ingress

Compose Deployment + Service
13.1.5 &1

WA

K8s 1817 —/= Pod %
K8s MTFEE NIk R M5B K
K8s HIMLSIREL B s F

AEANEENEZE—HH

Kubernetes t2:2 C/S 2243, H Control Plane (3= &) #1 Worker Node (T{ETi =) 4HAL:

e Control Plane: fa33/R%E (APl Server, Scheduler, Controller Manager, etcd)

e Worker Node: faZiF’& (Kubelet, Kube-proxy, Container Runtime)

13.1.6 FEIN
Kubernetes B SR IRFEIH, ZBINAFESIRIZ:
1. EBREABES: Pod, Deployment, Service
2. BhFELER: EFA Minikube 3 Kind TEAS IS R 6B
3. BEBNA: KE YAML EBE—PTIRER A
4. @RNRER: WMEEE, F6ENH. AERE

13.1.7 ZETIE

e Minikube &3 : ZH#h{ALS K8s

e Kubernetes EM: BEANM
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& 13-2 Fi7s, Kubernetes BIZHITFES TIET =M.

) i N
pod | HEes AESENEESST

. — L podegipialftiThs
BIE & I e

'\ replication }7 [
_ Controller |

o ‘_.ﬂ"@}

(amasteny— [Scheduler \

IneEHME [/controller_rn‘,:"_mr(-:’?r |

~ slave

k | EfEsE
— REEM |
N FERGNE (
| rems '.( .......................

13-2: Kubernetes B4 SR EE
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e T (Node): — MR REE—ME1T Kubernetes Y FEALo

o A28 (Pod): — Pod WNFHETAFBAMN—TAEE, ATEARNNETRHEZ—FE

% (volume)o

o ABALAEH (pod-states): BEFMERBNDES, CIERRMANRSLEE, ARHEGA
HA, =, ER%EE, LUK replication controllers,

® Replication Controllers: FZEHFRIEEEHER pod EE—BE—#EiE1T.

o R3S (services): —1> Kubernetes fRSZ5 2R FAFENERIMR, FRBEIMRHIGEEEE
£HRYRBK,

* % (volumes): —PMEMEB—TER, FENEBINR,

o 17 (labels): MMEEBANREZE—HNRHN, LLINEEH, 1A LIRARAL[MEZRE XS
Ko

o 1ZMOMUIR (accessing the_api): ImH, P #ALFIAIRRIBAASERLN,
o web FRE (ux): APALUEE web RER{E Kubernetes,

o T TTIRIE (c1i): kubectl#%,
13.2.1%H=

7 Kubernetes P, PHEELMFLENS, TRAUSEMISEYIEY S, KT — £,
BT R E—LERENRSLUETASRAH, #EENHALETETAREE, NERSEE
Docker, kubelet F11{IEARSS.

BT
,@%—E)Ij("_,\ﬁﬁ;'%#*' -H-'J_-_'E/Jéﬁu’lkn_.\o i}ln.;?‘_a /\l:P@z/E\_ =$ .

EMIP

ENIPEEZFEXREIF, Kubernetes IBEENREHN—Z 0 RKREF. U0R Kubernetes :KBIETT
E=¥a TE IDMEREN. IPHALAT TN, HEATUEEZMHERA IP ik, I
P, ﬂ\ﬁlp, oS IP, ipve FE,

TREM

BE iR T EE Pending, Running, Terminated =NEEA, W18 Kubernetes M7 — 1T aFHH
HB[F, B84 Kubernetes B EFRIE N Pending. ABTEENEIZ, Kubernetes B airicEH N
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Running, T MBEVLERFEHAIRA Terminatede —NELR Terminated T R AR EZTIAEEAIE
XK, #EELEH LIETTHRSSA B =MBR.

REPRSBEE —H%MG (Conditions) FK¥EiA, TEFMEFE Ready (kubelet f2ER B A LUEIR
Pod)\ MemoryPressure (NfEARE). DiskPressure (HAZEIFE) # pippressure (GHIZEIT %)
%, HAP Ready HFURAXE: BN True RATRERABEAE, False RINTIEA®, Unknown 3R
T I ERE I —E BB R UL E OB

TRER

T RFHIE Kubernetes 8, MEH=FALIE, HEMESYIENS. E?L‘,(mo 7 Kubernetes H,
TENNE—RIER, THEEEZGE, Kubernetes &MBHEER B, ILUEE kubect 1 EF T
(E=W

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
control-plane Ready control-plane 10d v1.36.0
worker-1 Ready <none> 10d v1.36.0
worker-2 Ready <none> 10d v1.36.0

BT RENFAER MU TS RTE:

apivVersion: vi
kind: Node
metadata:
name: worker-1
labels:
kubernetes.io/os: 1linux
status:
capacity:
cpu: "4"
memory: 8Gi
conditions:
- type: Ready
status: "True"

pe)=taaibrd
7 Kubernetes I E, Toizhl2s (Node Controller) A REBET aMNERAERE, TEGS:

o KEEERNT RINSRET
o Bt aEIIEIE
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TRIEHBIFLEBETRNEERS. dNREANREEN, ERISSFTF—MENER, A5
Rz = LAY Pod FRIZ AR, HARAEMIBEE. AILAGER kubect 1 REET R, HIMNAFETRA
ARSI T R BB TR

## MIETHRAREEE
$ kubectl cordon worker-1

## HEETH LR Pod
$ kubectl drain worker-1 --ignore-daemonsets

13.2.2 834

£ Kubernetes 1, FHENR/NAEREME R4 (Pod), E20E. AE. EBMNs/NE1, —1
Pod 88— 1 HZ M EZIMENREE, TIIEENEMETEMEFEES

Pod BEASHWEZLRE, MEi@id Deployment FiTHIZEREE, YT AKREWEN, THISs
FHMAIBT R LEHEIE Pod,

BRAILTEIIR

=234 (Pod) IR EEE A T AN BIE N £ R M EN R R ZE L,
HRHENERS

AT EENTHERAZENCEN ZENER.

T BREF, FRTEAREHINESHUNIED, TLlBIAMPNERELBE. SMARE
EEMRIRY IP, AJAEISMERMNEMYIEENNES RIS,

At —ATEME (HHR), TERNTURREERZEAIUAERMIE,
ARAEE

AHAR—TNAEENHFENSERHR, RANHE—HRENZEO, SHAHAZME. KTHRE
BB/ NEB AL,

ARAENGER

R IR HGRNEERNNA, HENERRIES:
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o ¥, MR

o ITHlIZE, BIE, EEUKERMN

A AT E—NBREBITSNERF

REEE, XHMBEMHUREMEFEES,
o ASHMNERED, E4%E, REF.

o MITHIEZM, RERAE, ASHEIERIE, HEAXHF.

1LZERE: AT ERBATNBRFRIF—HOEMIKENRS, LLiN#EREEENRIRGE.
2. fERBIRHE . S AR A I EREN LR,

3. AEfER: ARARIETTRIINEFERE, BFRREOETNAREFINRERS.

4. B FREIEMIHAESHNINE, SRLNEREN.

BRANERRE

BIEETIREE: Pending. Running. Succeeded. Faileds

&

Pending

Running

Succeeded

Failed

ARAERARSER R

WA

Pod EWREEER, BE—IHZIMEHELR
BiafTie® (AJRETEHIENRR).

Pod ERIAEEITI R, HEFBERRHER
e EVBE—ITBBATEITRE.

Pod FHFFIERREBERRL, BEFASWE
Bo

Pod HEIFFEBRRHELLL, BELE—E
22 LS BOR AR o

Pod FIE R (restartPolicy) JRE 7 BesBHERTTH:
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ERRE AREEERH ARAHERH

Always (ZRiA) El =P E) =P
OnFailure RER ESJ=PAFTS
Never RERF &Rz

LT RRPENARNAR, T REHSRSRZT S LA Pod BURESHIRIE A Failed, SASRIXLE Pod B
Deployment FiTHl28E1E, ITHlssBoTEMM TR LEMEIE,

13.2.3 Deployment 5 ReplicaSet

Deployment R BB RSN AEEFS, Ti@id ReplicaSet KIARIEEIHNER Pod BIAIGLTE

l_'f—.ro

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.30
ports:

- containerPort: 80

Deployment B9iZ 0 \EE /1 BLIE

o HIXERE. MRIBABIEEHER Pod 7EIETT
o RuhEH. BHEMIBARZ Pod, KIMEBEHIERE
o [ER: WNRHMhRAHILENE, A LAREEIREZ FIBYARZA

2 Hi Kubernetes f£ B Replication Controller (RC) 3k & 2 8 &~ , I B &
ReplicaSet/Deployment EXfX.
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13.2.4 StatefulSet

Deployment @& LAREN A, M StatefulSet B TFEEERESNA (MNHIEE. BENMTD. 5
Deployment R[&], StatefulSet F& Pod 1R{HA2E N MEIFIRFIFA K EE,

apiVersion: apps/vi
kind: StatefulSet
metadata:
name: mysql
spec:
serviceName: mysql
replicas: 3
selector:
matchLabels:
app: mysql
template:
metadata:
labels:

app: mysql

spec:
containers:

- name: mysql
image: mysql:8.4
volumeMounts:

- name: data
mountPath: /var/lib/mysql
volumeClaimTemplates:
- metadata:
name: data
spec:

accessModes: ["ReadWriteOnce"]

resources:
requests:

storage: 10Gi

StatefulSet BIZCMFE :

o BEMMSKIFIA: Pod BFFEIRFESARS (mysql-0, mysql-1, mysql-2) , BZ& Headless
Service =R PIFNAY DNS B R

o EFSESHER: PodzFSINERIE, FFMER
o IFATENME: BT volumeclaimTemplates AE Pod BEhtliEIhIzAY PVC
13.2.5 DaemonSet

DaemonSet HREEHNEI TR (FEETR) LiB1T—1 Pod BlA, HERESERTR
&, EERENMNSET
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apiVersion: apps/vi
kind: DaemonSet
metadata:
name: fluentd
spec:
selector:
matchLabels:
app: fluentd
template:
metadata:
labels:

app: fluentd

spec:
containers:

- name: fluentd
image: fluent/fluentd:v1.17
volumeMounts:

- name: varlog
mountPath: /var/log
volumes:

- name: varlog
hostPath:

path: /var/log

HITRIMAEEFE, DaemonSet ZEEIEZTI R EEIE Pod; ST RWBERET, INAY Pod
= EI.

13.2.6 Job 5 CronJob

Job AFBEIT—RI%EMES, MWIRIEEEER Pod FXTh7er/EERNRH,. CronJob MI#ZHE cron &iA
VB At EIE Job,

apiVersion: batch/vi
kind: Job
metadata:

name: data-migration

spec:
completions: 1
template:
spec:
containers:

- name: migrate
image: myapp/migrate:latest
command: ["python", "migrate.py"]
restartPolicy: Never
backoffLimit: 3
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apiVersion: batch/vi
kind: CronJob
metadata:
name: daily-backup
spec:
schedule: "0 2 * * *"
jobTemplate:
spec:
template:
spec:
containers:
- name: backup
image: myapp/backup:latest
restartPolicy: OnFailure

Job By backoffLimit IFHIKME IR N ER, completions IEEFEMRINTEH A Pod $12., CronJob
ERATFEREGR. RRERFHS

13.2.7 R

AR53 (Service) EX T —*4H Pod HIIBEE SRR, AT Pod 89 IP it B oh& 2 EZRY, Service
T —MEERIARAND,

apivVersion: vi
kind: Service
metadata:
name: nginx-service
spec:
selector:
app: nginx
ports:
- port: 80
targetPort: 80
type: ClusterIP

& LAY Service ZHY:

Eo3it] %B8
ClusterIP ERINERY, {NEBEAERAIIAIA)
EEIHR EAREEIRO, EEEIMeEE
NodePort .
1P O 518
LoadBalancer B e hEYtssRmEZRSE
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13.2.8 %

% (Volume) 9 Pod HR AR HIFA (LTF(E. Kubernetes £ fE388Y

HHE WA

emptyDir IEBS7ZAE, Pod MIBREEIERL
hostPath EHTR ENXAEER
PersistentVolumeClaim ERFBAEER, SKEFEFER
configMap / secret R o & s BUR BB H I X

SFIRIER, #EEFERA PersistentVolume (PV) # PersistentVolumeClaim (PVC) REIE7ZfE, S
EEZE RS FERENER.

13.2.9 i5%

R (Label) 2MIN0E] Kubernetes WR EHNREN, ATHRMEBRNERFE. TER
Kubernetes LIRS I XA Ho

## 7 Pod FRIMNARES
$ kubectl label pod my-pod env=production

## BEIREIEEREN
$ kubectl get pods -1 env=production

Service. Deployment F X IREBETIFZ LRSS (selector) KXEXEHR Pod,
13.2.10 API ifinl

Kubernetes API B9/ [a]i@id = N ER 1T

1. JAJE (Authentication): WIFERENS D (WIEF. Token. OIDC)
2. X (Authorization): F|BTERE RS ENRHNITIRIE (BEEHE RBAC)
3. JEIZH (Admission Control): EiEREIFA M Z A HFITRIG T EDK
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13.2.11 Dashboard

Kubernetes Dashboard @— 1NEF Web WA RmE, ATFSERR/HWNA.
A&, Dashboard BIEFE S A1¥ W EEE Dashboard E¥5,

13.2.12 55 $1TT A kubectl
kubectl & Kubernetes s 1TTHE, BFE5EEHITRE, FHEGIWT:

## EEEHPNER

$ kubectl get pods,deployments, services, nodes

# BIERIR
$ kubectl apply -f deployment.yaml

## BF Pod BHE
$ kubectl logs my-pod

## HEN Pod HITEHS
$ kubectl exec -it my-pod -- /bin/sh

## BERRIFE
$ kubectl describe pod my-pod

B % kubectl| #2{Fi¥ M kubectl S5 $1TE T,
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13.3 ZEtigit

EARNFHHRBEHEAFRFRERMEILIT. ANTRETA Kubernetes AR S EBNIKITE IS,

13.3.1 E&EE
MELRINTECMLEST—ERRSETE, ST/ AE2EESEIN:
o STETEEM, R EY;

o BIBEMRWINEITE + MESHRNETER;

o —EXEBHEERS, SEWIBZOEIMNEEL;

o —ENBRNIRSFHITHRM HA WES,

13.3.2 i={TREE

WNE 13-3 Fiis, 1ZBETEER T Kubernetes iz TRIE,
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5

Firewall
kubectl (user commands)

Node A

!
T~

docker
| v
Pod

Y Pod Pod

authorization
authentication

1|

APls cAdvisor n contairier H e II
REST

scheduling —>» (pods, services, (<

actuator

rep. controllers)

Distributed
Watchable
Scheduler replication controller Storage
Schedurer (implemented via etcd)
Master components

Colocated, or spread across machines, ubolet Proxy
as dictated by cluster size. ubeles
N \ docker

Pod Pod

comainer o II

Node

A

Pod

—1 |

cAdvisor

L

13-3: Kubernetes iz{TRIEE]

A0, Kubernetes BA@—ENHRNES, HEIMTRARN, TRIARME: —RXEZETEETFA
BET 5 /55T = (Master Node); —( 2B FIETFERM T = (Worker Node)o

B, EFNIHFEEBRAEFNTREMT, TENTRARRERENREZROMEDHRED

N

o
MIXBKE L, HAVREEERI Kubernetes R FEHITEN DR, BRETHIBERESH
R—ENHHXNRIEE Etcd, FELANRASZT B HHEM,

13.3.3 &£HIFE

=% m (Control Plane) & Kubernetes S8 HY KK, fARMHERFRER (WAE) AR MF0 06 &7
SERBEMN,
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FTRMRS
FrR FEERHNTHEERERS:
e apiserver BENRFMINTIMEO, 1EH—F RESTful B9 Kubernetes API, tEFIRFMEETLH
HIAMA;
e scheduler IBRMZRFITHE, PEE pod FIEIMTR L. 2 pluggable B9, EFRERA
SEFEHEIMAR,;
e controller-manager AR EIEITHIZS, B¥E endpoint-controller (RIFTARSF pod BIXKEXE
&) # replication-controller ((E1FFEA pod WEFINELERIEE).

Etcd

X8 Etcd BMENEIERIR, XIFAHEERIEIH

8T Etcd REFFEFAIBMNET R LARSER, RESEAENTRNNHRAY E.

A EILA BRI MU Etcd RRVEMETURRIGERN, HERSENEHNEUERFITHEM VR,

13.3.4 THETR

o kubelet 2 TETI mITIRIERY agent, ATRAMRNERERFREE, RIEMEIEEFIRIE
SEKREERLE, H LR pod BITIRESF;

e kube-proxy @—MEEAIMLLIHRKIE, FAtEE— Load Balancer, ERFFHRIZIED
ARSSAIERBADECLS TIE T = £ Pod (R—RA47%).
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port: 9376 port: 9376 port: 9376

Backend Pod 1| |Backend Pod 2| |Backend Pod 3
labels: app=MyApp labels: app=MyApp labels: app=MyApp

apiserver

5) proxy to a backend

1) watch Services

and Endpoints kube - proxy

2) open proxy port
and set portal rules

4) redirect to (random)
proxy port

iptables

3) connect to 10.0.0.1:1234

Client

13-4: kube-proxy IEKREZEATEE
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13.4 E4451

2187 Kubernetes B9#Z: 0 (Pod, Service, Deployment) i, HRINEETHREZSHFELL
MBEFRN .

13.4.1Helm - 8B TH

Helm ##F 5 Kubernetes UL EIESS (ST Linux B9 apt/yum), ©IE—4H Kubernetes &FIRE X
X418 83— Chart,

o REWNM: helm install my-release bitnami/mysqgl
o hRAERE: BMEIRNANEFRD.
o BRIRIL: S ERNNANESIEBRE,

13.4.2 Gateway API 5 Ingress

Service BAAIRM T Ai9%r, (B@FEZE 42 (TCP/UDP), &EBEE 7 /2 (HTTP/HTTPS) IREIAEIR

Gateway APl (#7¥)

EE . Kubernetes t X # ZF ff B Gateway APl fE A i — K A= E BN &, R
kubernetes/ingress-nginx 1B BF 2026 & 3 BiRZFILLER, FBERZESEH.

Gateway APl &F CRD I, 1RET L Ingress Easa KFIREMIREEIE/ES:

GatewayClass: EXMXEI (L IngressClass) o
Gateway: EXEWiHOAMMIN (HEMIZIEENEIE) .
HTTPRoute: EX HTTP BN (BEZAEPAEE).
MENE: EMLE. EHEHNNBALESESNER,
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apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: my-route
spec:
parentRefs:
- name: my-gateway
hostnames:
- "api.example.com"
rules:
- matches:
- path:
type: PathPrefix
value: /api
backendRefs:
- name: api-svc
port: 80

= DLHY Gateway API SEIE Envoy Gateway. Istio. Cilium. Traefik. Kong %,

Ingress (f¥475%)

Ingress ZRNAIIER A, BEINFHINE BIZXA Gateway APl, B Ingress FeBRIEFZ ST
#%.

o HEEMH: EF Host HIFERELFREIRS.
o BR{ZERER: BT Path KiERE XK,
o SSL/TLS: SHEMEIEH,

13.4.3 Persistent Volume 5 StorageClass

BRANXHZIRER. WFERSKA (NEERE), FEFANEFRE.
e PVC (Persistent Volume Claim): AP BIEFMEINEER,
e PV (Persistent Volume): SCIREVTFAEZRIR (NFS, AWS EBS, Ceph ).
o StorageClass: EXFEE, ZFFhSEIE PV,

13.4.4 Horizontal Pod Autoscaling

HPA 1R#E CPU #| AR EMIEIT (WIRNTF. BEXIEtT) B5h 48 Deployment B ReplicaSet 7Ry
Pod %&%o
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apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: php-apache
spec:
scaleTargetRef:
apiVersion: apps/vi
kind: Deployment
name: php-apache
minReplicas: 1
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 50

13.4.5 ConfigMap 5 Secret

e ConfigMap: FEIFNZERVECEEIE (BCEXH. IMRTE),
e Secret: FENZEEE (M. Token. IEP), 7E Etcd HINZEIFNE,

BIREESREDE, RIETAEABIEN,

13.4.6 Pod Security Standards

7R PodSecurityPolicy (PSP) BTE Kubernetes 1.25 FE£2#R,

Kubernetes £ F§ Pod Security Standards E X = 1% £ %5, @E A EMN Pod Security
Admission 1= H237E8n & T EIKAIHIT:

e Privileged: FZ[RE, EATARARMEMIGHETIERE,
e Baseline: BFIEEHBINIRIEFH, ERTFARZEHIIERNEH,
e Restricted: ™&RH, EfE Pod T2 MNERESLE.

apivVersion: vi
kind: Namespace
metadata:
name: my-app
labels:
pod-security.kubernetes.io/enforce: baseline
pod-security.kubernetes.io/warn: restricted
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13.5 SEHEER S

EERFEI—NEEIESG]: ZBE— Nginx Mk, HAEEE Service # Ingress, FEREXEIHE

£ [:SpSIVIRSS

13.5.1 Bi%

1. #BZ—> Nginx Deployment,
2. BFE— Service BF Nginx.

3. (A1) 182 Ingress iA1aARS -

13.5.2 X% 1: 6l Deployment
BIE—12 7 nginx-deployment .yaml RIS 14 :

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:1.30
ports:

- containerPort: 80

NRECE:

kubectl apply -f nginx-deployment.yaml

13.5.3 & 2: BIE Service

BliE—NE RN nginx-service.yaml B :
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apivVersion: vi
kind: Service
metadata:

name: nginx-service
spec:

selector:

app: nginx

ports:

- protocol: TCP
port: 80
targetPort: 80

type: NodePort # fEF NodePort J5f@Ezcithillix

NREE:

kubectl apply -f nginx-service.yaml

BEEDECRIRA:

kubectl get svc nginx-service
SNRAm iR 2 s0:30080/TcP, REILUET http://<NodeIP>:30080 Al NginXo

13.5.4 B 3. BIRRIER
BR nginx-deployment.yaml, S e AN nginx:1.30-alpineo

kubectl apply -f nginx-deployment.yaml

MEEFIIE

kubectl rollout status deployment/nginx-deployment

13.5.5 5% 4. FERAR
SIERE, BEEERR:

kubectl delete -f nginx-service.yaml
kubectl delete -f nginx-deployment.yaml
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FEING

Kubernetes 2RI EMPBRHAFTE, HERAEEREMEEN API HANIRE SR U AR
iy X SRRt

o ZRZE Kubernetes: ¥£# Kubernetes 5&%
e Ftcd: Kubernetes fERBSHTERE
o EETLI: BB ARIE

B ER
Pod RNAERN, BE—AHAHEMEMEENS
o

25

BTSN B Pod BIARE, ZIFRIEH
Deployment .

ELR
StatefulSet EBEERENA, RERENMEIRRFRIA

atefulSe

KTzt

BEREMN T RIETT—1 Pod B, EAFH
DaemonSet + ey
Job/CronJob BIT—REHERTS, HEETSHINTEH
Service 79 Pod 1REIRERIMLLIA RN DR T2 #is9E
Namespace RFRBENZHEP T
ConfigMap/Secret LB S8RIEENEIE

iz1T API Server. Scheduler. Controller
Master T =

Manager
Worker s i51T kubelet. kube-proxy 1A 28E1THY

HE(RR{EIR
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7

7 RMSEIRHELUOHEIN? RIDIRL Issue Y PR,
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$1-P/IE Z=E Kubernetes

BAT, Kubernetes ZIFEZMIFIE TR, SiEAMEMN (Ubuntu. Debian. CentOS. Fedora
%), zRkE (Bls. FEs. EESE).

RAET LUER T LF A NEFE Kubernetes, & FRA/NTEMEZFHABITIEHANLE,

o {FF kubeadm ZF% (CRI {FHH containerd).
o {FH kubeadm ZFZE ( Docker),
e 7T Docker Desktop &/

e Kind - Kubernetes IN Docker

e K3s-RBE Kubernetes
o —4HEZE Kubernetes &8¢
e ZB= Dashboard

e Kubernetes 5517 kubectl
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14.1 (€A kubeadm 82 Kubernetes

kubeadm ¥ T kubeadm init BAKZ kubeadm join X MNEES, {ENIRERBLIZEE Kubernetes EEEFRE
AITHE,

hRA<i5BA: Kubernetes IR AEFIXIR (YT 4 NBA—1HhRZAS), AXAEETF Kubernetes 1.36 4
5, BB EMEAMIREIEL Kubernetes E7 kubeadm X4 # containerd EA XY 7

o

14.1.1 &% containerd
BE L% Docker — 550 apt/yum iR, ZEHITINTH<,

# debian %
$ sudo apt install containerd.io
# rhel &

$ sudo yum install containerd.io

14.1.2 fid& containerd

FTERBINEREXY, AERIAES kubeadm HHXBY X HRIN

$ sudo mkdir -p /etc/containerd
$ containerd config default | sudo tee /etc/containerd/config.toml > /dev/null

$TFF /etc/containerd/config. toml, HIA runc FEIN{HEH systemd cgroup JXzEh:

# containerd 2.x (HBIZAIARRZS)
[plugins."io.containerd.cri.vl.runtime".containerd.runtimes.runc.options]
SystemdCgroup = true

# containerd 1.x (IBRRZA) ERLLITEERE, 2.x TFRE
# [plugins."io.containerd.grpc.vl.cri".containerd.runtimes.runc.options]

# SystemdCgroup = true
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&R containerd config default RN ES BoE B HARAVIERERR. WRIMRE
FHBIZ containerd 2.x, BCEHRVGHHEFERRIELL io. containerd.cri.vi.runtime FF3k; WIRNBE

fH 1.x, M7 io.containerd.grpc.vi.crio

HNRRERENEHEARNBT BRI UREFAE, BHN5EREER containerd:

$ sudo systemctl restart containerd

14.1.3 &3 kubelet. kubeadm. kubectl. cri-tools. kubernetes-cni
EETEEAVS ERELTHIRGE:
Ubuntu/Debian

$ K8S_MINOR="v1.36"

$ sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

©*

sudo install -m 0755 -d /etc/apt/keyrings
curl -fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg --dearmor -
/etc/apt/keyrings/kubernetes-apt-keyring.gpg

#» O ¥ &

sudo chmod a+r /etc/apt/keyrings/kubernetes-apt-keyring.gpg

$ echo "deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg] https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt-get update
$ sudo apt-get install -y kubelet kubeadm kubectl cri-tools kubernetes-cni

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.36"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl cri-tools kubernetes-cni

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

14.1.4 EBAREBBITEH
I PIZARIR

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

cgroup v2 E3R: %I

Kubernetes v1.36 BRIAERTI M fEA cgroup v2, kubelet 7 cgroup vl T EBRIARIEL RN, B
BIER AT kubelet EBEHIZE failCgroupvl: false RF]A cgroupvl (NBNBTFEBRSA
EHR) o FIET R E X HF cgroup v2:

$ mount | grep cgroup2

MRMEEE cgroup2, MAREFKZBZHF cgroup v2, IFFMIEMEA cgroup vl WAL (WIRIAW
RHEL 8) , BNHARRNIZHEMRHREEUBA cgroup v2.

BHHswap: %M;
kubelet BRINEREA swap, BN EIEESHABHRM T ST EMANER

$ sudo swapoff -a

# WNEKAZER, AJfE /etc/fstab HFER swap MRAT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf

net.bridge.bridge-nf-call-iptables =1
net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

# NFARE

$ sysctl --system

14.1.5 ECE kubelet

ATk kubelet IEHETT, HMFENHE#T -LELENEE,
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{2 kubelet.service (AJiE: IPVS #&3)

A& kube-proxy BY IPVS i 2 B7E Kubernetes 1.35 F#HRIZAFR, FHitXIERERATE
BRo FEPEREINERZANAR iptables I EL nftables ##, (Kubernetes 1.31+ &), LLF IPVS
EEEUFEERSIRIMRNTRESE,

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf E AU TAHAR

# B ipvs MEXWIZER (EFA, BiUEHE nftables)
[Service]

ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr

ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

WITUT LN AEE,

$ sudo systemctl daemon-reload

14.1.6 SpE
REFBBTRG, FKITEDFU7E Master T 5550 Worker 15 &5 _E#H{TEE121E,
master

$ sudo systemctl enable containerd

$ sudo systemctl start containerd

$ sudo kubeadm init \
--image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
--pod-network-cidr 10.244.0.0/16 \
--cri-socket unix:///run/containerd/containerd.sock \

--v 5\
--ignore-preflight-errors=all

® --pod-network-cidr 10.244.0.0/16 S 5EE CNIEHBEX, XEBL flannel B, BEE
IBH MR HINK IR IEE LS,

MITRIRELLINEEIR, BIAIRRIMKHIEL, RIBRTZER,

WITRIh =
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[addons] Applied essential addon: CoreDNS

I1116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht
tps://192.168.199.100:6443/api/vl/namespaces/kube-system/serviceaccounts

11116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://192.168.199.100:6443/api/vl/namespaces/kube-system/configmaps

[addons] Applied essential addon: kube-proxy

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config
You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 192.168.199.100:6443 --token cz8l1lzt.orsy9gmove49e51f \

--discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792chal5cdf1c899a366f147aa03cha52d4e5¢c5884a
dg36fe

node TS

TSN EE BB /NTLUFNS R, REEELF kubeleto 1RIBIRT, MAZIEE

$ systemctl enable containerd
$ systemctl start containerd

$ kubeadm join 192.168.199.100:6443 \

--token cz81zt.orsy9gmove49e51f \

--discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792chal5cdf1c899a366f147aa@3cha52d4e5¢c5884a
dg36fe \

--cri-socket unix:///run/containerd/containerd.sock

14.1.7 EERS

o
I
o
S
F{

FrERSELE, B crictl EEARMKIRTHERR. XERSAMOIN=E: £
FH RIRSHEERS.

CONTAINER_RUNTIME_ENDPOINT=unix:///run/containerd/containerd.sock crictl ps -a
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ETRARSS

e apiserver EEMARLMIIMEO, =M RESTiul AXEEFFIHMEEHG AR,
o scheduler AT MNHRFEHITIRAE, PECED pod BE IR L;

® controller-manager AR B IRITHI2E, BFE endpoint-controller (RIFTARS 1 pod BIXKEX(E
£) # replication-controller (43P FEA pod BIEH| RECERVEE),

THETRIRS

* proxy /J pod ERIARSSIRMIARIAIFIR,
HERS

o Etcd BFFEIRSHIEEEIER;

14.1.8 £
¥ /etc/kubernetes/admin.conf EFIZE ~/. kube/config
1T $ kubectl get all -ABEERBEINARS

HFAREFZE CNI #EHF, CoreDNS RIEE BN, WEIER Kubernetes, 158 ER4ET,

14.1.9 &B=E CNI

XELL flannel ABIFHITNA.
flannel
0% podCIDR I&E

$ kubectl get node -o yaml | grep CIDR
# HH

podCIDR: 10.244.0.0/16
podCIDRs:

# AR v0.28.2 NEEAXENNRNRA, BRIEFZERNHFRA

# 2N https://github.com/flannel-io/flannel/releases

$ kubectl apply -f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.2/Documentation/kube-f
lannel.yml
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14.1.10 master T REAIAREEZTT pod

YNRA kubeadm BE—PMRTREE, MIANBRTIEER, BRITUT o< REIRIRSE

$ kubectl taint nodes --all node-role.kubernetes.io/control-plane-
# WIBMASEERA master taint

# $ kubectl taint nodes --all node-role.kubernetes.io/master-

# MERINME

# $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/control-plane=true:NoSchedule
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14.2 1€ kubeadm Z82 Kubernetes: &
Docker

kubeadm }2f T kubeadm init LUKz kubeadm join XN, EARIREIEE Kubernetes SEB¥HYER
(ETHEN

hRAsBE . A4 ETF Kubernetes v1.36 85, Kubernetes IRZAEFHIRIR (95 4 NE—1NH
BRZA), AXRHPHE=ATARZ (40 cri-dockerd. flannel) {XJmfEl, BRIBELPREREH
EHFIMRA, BRBNLTEMRAMIREIEL Kubernetes B 75 X1 A4,

)\ 38ZUER: Docker 5 Kubernetes IFEHERAKH R

B Kubernetes v1.24 #2, RNEH dockershim HEBEWIERXZIR, XELLE Kubernetes 7B
Docker Engine fEARRIANEN B ZRITITH . 2| Docker NARIRA MR, BIRRGHAEE
TH, BEBRBEZE kubelet IERIATITENIEDN,

I, BIEEF SEHEZESZRBERTH (FEH kubeadm ZE Kubernetes (CRI 1§ FH
containerd)) EAFEMIBERRL,

AXERE, TERATHEWREIRFIFHT RIS NRRONDIERFE Kubernetes S£8fHH
4x42{FE M Docker Engine fEAREBIEITE, RATIEAR CRIBHGH], FINBEHREE=FRE
/& cri-dockerd, [EBITESRERFoH4IFE - -cri-socket EEELAR,

14.2.1 &% Docker

HEZ LR Docker — &3 Docker,

14.2.2 £ HEE cri-dockerd

HF Kubernetes v1.24 #%P& TN &M dockershim, EERIINL 3 cri-dockerd {9 Docker 5
kubelet Z (889 CRI (Container Runtime Interface) EHiE.
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Ubuntu/Debian

# &% cri-dockerd
# JER: v0.3.24 AREARXENIRHRA, SRIBEFEEEIRNLRIRAE
# B0 https://github.com/Mirantis/cri-dockerd/releases
$ cd /tmp
$ wget https://github.com/Mirantis/cri-dockerd/releases/download/v0.3.24/cri-dockerd-0.3.24.amd64.tg
z
$ tar xzvf cri-dockerd-0.3.24.amd64.tgz
$ sudo mv cri-dockerd/cri-dockerd /usr/local/bin/
# THFHRE systemd service XfF
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se
rvice
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so
cket
$ sed -1 -e 's,/usr/bin/cri-dockerd, /usr/local/bin/cri-dockerd, ' cri-docker.service
$ sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/
# B&) cri-dockerd
$ sudo systemctl daemon-reload
$ sudo systemctl enable cri-docker
$ sudo systemctl start cri-docker
# IFRE
$ sudo /usr/local/bin/cri-dockerd --version
CentOS/Fedora
# i cri-dockerd
# JER: v0.3.24 AREARXENNRHNRA, HRBEFEEEIRANLRIRAE
# B0 https://github.com/Mirantis/cri-dockerd/releases
$ cd /tmp
$ wget https://github.com/Mirantis/cri-dockerd/releases/download/v0.3.24/cri-dockerd-0.3.24.amd64.tg
z
$ tar xzvf cri-dockerd-0.3.24.amd64.tgz
$ sudo mv cri-dockerd/cri-dockerd /usr/local/bin/
# THFHRE systemd service XfF
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se
rvice
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so
cket
$ sed -1 -e 's,/usr/bin/cri-dockerd, /usr/local/bin/cri-dockerd, ' cri-docker.service
$ sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/
# BTN cri-dockerd
$ sudo systemctl daemon-reload
$ sudo systemctl enable cri-docker
$ sudo systemctl start cri-docker
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14.2.3 &3 kubelet. kubeadm. kubectl
EETEAVS ERELTHIRGE:
Ubuntu/Debian

$ K8S_MINOR="v1.36"

$ sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

©*

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg --dearmor -
/etc/apt/keyrings/kubernetes-apt-keyring.gpg

sudo chmod a+r /etc/apt/keyrings/kubernetes-apt-keyring.gpg

®» O ©¥ &

$ echo "deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg] https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt-get update
$ sudo apt-get install -y kubelet kubeadm kubectl

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.36"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl

14.2.4 BRI TSR
cgroup v2 ER: %I

Kubernetes v1.36 BRIAERTI M fEA cgroup v2, kubelet 7£ cgroup vl R EBRIARIEL RN, B
B R B LUTE kubelet EEEHIRE failcgroupvi: false KFEZA cgroupvl (XEMNATFEEZERSK
WEH) . W REEHF cgroup v2:

$ mount | grep cgroup2
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MRHEEE cgroup2, MAREFKEEZFF cgroup v2, W FHIEMER cgroup vl RS (WEIEH
RHEL 8), BINHLNZIEMAREE LIS cgroup v2,

INEPRARIR

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

swap iRE: RAKENENMN XA

I Kubernetes #1, Linux TRBEBZXFBEAMNER swap 1THERH. 3T Z K kubeadm HEFIF
1%, RFEXHE swap ARRRZHMIAMGE, EAXERBEENESRL, HEEBRFRLT
hRAD kubelet BCE £ R HRAVHHERM S,

NSRBI RA swap MEIIR FIETH R, MRERIMZI kubelet B9 Noswap / Limitedswap BRE
55871 Kubernetes liiAs3 s, MAEIE “FF&E swap t1EER” BRHIEBERIIARR,

$ sudo swapoff -a

# WNEKAER, BIE /etc/fstab HERE swap FRAT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

# NMARE

$ sysctl --system

14.2.5 B2E& kubelet

AT ik kubelet IE#HIETT, BAIFEMNHFIT LB ENEKE,
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{EB kubelet.service (AJ3%: IPVS &)

X kube-proxy B9 IPVS 2B 7E Kubernetes 1.35 F#tRiCAFTA, FHitRIEELEMRATHE
BRo FEPEEINEAEIAR iptables B 5E nftables #1{ (Kubernetes 1.31+ 8]JFH), LLF IPVS
EENHFERS HIMENTRESE,

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf EANULTARAR

# BA ipvs BXAZER (BFH, BIIHBE nftables)

[Service]

ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr
ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

WITUT <L NAEE,

$ sudo systemctl daemon-reload

14.2.6 SpE
REFMBTREG, FKITED 37T Master T 551 Worker 15 &5 _E#H I TERE121E,
master

$ sudo kubeadm init --image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
--pod-network-cidr 10.244.0.0/16 \
--cri-socket unix:///var/run/cri-dockerd.sock \
--v 5\
--ignore-preflight-errors=all

e __cri-socket unix:///var/run/cri-dockerd.sock S¥I5EMEA cri-dockerd fE AR ERIBTT
At#EC,
® --pod-network-cidr 10.244.0.0/16 S 5E4L CNIERHBEX, XEBL flannel B, BEEE
ERE H BRI E R E UL B
PITAIREHINERIR, HIaNE/ MRS, BRI RTEEN],

WITRIh =
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[addons] Applied essential addon: CoreDNS
11116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht

tps://192.168.199.100:6443/api/vl/namespaces/kube-system/serviceaccounts
11116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://192.168.199.100:6443/api/vi/namespaces/kube-system/configmaps
[addons] Applied essential addon: kube-proxy
Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config
You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 192.168.199.100:6443 --token cz81zt.orsy9gmove49e51f \

--discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792chbal5cdf1c899a366f147aa@3cha52d4e5¢c5884a
dg36fe

node TS

TSN EE BB /NTLURNS R, REEEL kubeleto 1RIBIRT, MAZIEE

$ kubeadm join 192.168.199.100:6443 --token cz81zt.orsy9gmove49e51f \
--discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792chbals5cdf1c899a366f147aa03cha52d4e5¢c5884a

dg36fe

14.2.7 EERS

FrERSBohE, EEAMEFREITH Docker a8, XERSAED N=3L: FTTRKRS. TET
RIRSHMEERS

FTRMRS
e apiserver @ENRFANXIIMEO, 1EM RESTIul FREEFFHMECHGER,
e scheduler AWM HFFRHITHE, HFEED pod FIE MR E

e controller-manager AR EIEITHIZE, BE endpoint-controller (RIFTARS 1 pod BYXKEX(S
B) # replication-controller (43PFE 4 pod WEHINEERIEE).
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THENRIRS
e proxy A pod FHIARSZRAIA NI,
HERS

e Etcd BFFEIRSHIEFEEIER;

14.2.8 f5H

¥ /etc/kubernetes/admin.conf EFIE] ~/ . kube/config
1T $ kubectl get all -ABEERBINARS.

HFAREFZE CNI #EHF, CoreDNS RIEE BN, WEIER Kubernetes, 158 ER4ET,

14.2.9 &B=E CNI

XEBLA flannel AFIHEHITAE,
flannel

0% podCIDR IZE

$ kubectl get node -o yaml | grep CIDR
#

podCIDR: 10.244.0.0/16
podCIDRS:

# AR v0.28.2 NREEAXENNRNRA, HRIBFEEIR N HFRA
# 2N https://github.com/flannel-io/flannel/releases

$ kubectl apply -f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.2/Documentation/kube-f
lannel.yml

14.2.10 master T RRRIAREEETT pod

SN5RA kubeadm BE—PETRERE, RINBERTLEER, BHRITUT o AEERIRE
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$ kubectl taint nodes --all node-role.kubernetes.io/control-plane-

# BIRRRZASEA master taint

# $ kubectl taint nodes --all node-role.kubernetes.io/master -

# MEIME

# $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/control-plane=true:NoSchedule
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14.3 7£ Docker Desktop

/8 Docker Desktop B] AR5 EHI/Z A Kubernetes,

14.3.1 5 H Kubernetes

E

£ Docker Desktop I B TIHE, /i Kubernetes, 3%&3¥ Enable Kubernetes, HHERZI, BEAT

75 Kubernetes A running, Kubernetes BN

m

EE . Kubernetes BISRIR7ZMETE registry.k8s.io, MREARAMNE L EZEE IR, U
Docker Desktop BERE B Docker Engine AECERG IR, HEFIBEANCRSENEREGE

PEF BN R GFH retago

14.3.2 Mk

$ kubectl version

MRIEFEHEEE, MIERA Kubernetes FINEE.
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14.4 Kind - Kubernetes IN Docker

Kind (Kubernetes in Docker) @—M#EMA Docker RE8{EA T mia{T4s# Kubernetes 851 T &,
FERATF M Kubernetes &, IEEESAMIALH Cl IFIR,

MRASHEE: A ETF Kind v0.31.0 5. Kind £1R1E FHNERIAIT N E S RIEN B
Kubernetes kA, EINEHIEFH Kind EI&FTHRE LGRS &R FTHY Kubernetes X #F, ¥ Kind

Releases,

14.4.1 I+ 43%$E Kind
Kind #BEb E fthdsithEE 8% /5 22 (40 Minikube) B LT EZEMLE:

REBEE: REAG Docker INIBENE], TETIMNEIMUNL
SHRMIR. JUBRNEABE SRR,
BRAZR: ZIHETE Kubernetes hiiasi# 4Tl

HA 23%:. ZFEINS oI AEEE (% Control Plane),

14.4.2 &% Kind
Kind @— 1M 2#$ISXH, H7E PATH REIAIfEA, U TERRRIRANLES %,
macOS

brew install kind

Linux / Windows
B] LU 8 IS

# Linux AMD64
# EE v0.31.0 NREAENNRNRE, HREFEERANYFIRE
# BN https://github.com/kubernetes-sigs/kind/releases

curl -Lo ./kind https://kind.sigs.k8s.i0/d1/v0.31.0/kind-linux-amd64

chmod +x ./kind
sudo mv ./kind /usr/local/bin/kind
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14.4.3 BIERSERY

HEENEIEA:
kind create cluster

IEESERRT:

kind create cluster --name my-cluster

14.4.4 588X E
Kind =Bz kubeconfig &3 2 ~/ . kube/config.

kubectl cluster-info --context kind-kind
kubectl get nodes

14.4.5 SR A%: ICESEH
83— kind-config.yaml RERIEEE, FIGNMETIHORIEEN:

kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4

nodes:
- role: control-plane
extraPortMappings:

- containerPort: 80
hostPort: 8080
protocol: TCP

- role: worker
- role: worker

NRECE:

kind create cluster --config kind-config.yaml

14.4.6 HHBREES

kind delete cluster
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14.5 K3s - 32E4k Kubernetes

K3s 2— MR 2R/ Kubernetes £1ThR, H Rancher Labs FF&. EERIAEITE. ¥ELM. Cl.
ARM SR BEZRIIFIEIRIT, K3s #ITEREANZ#HEIXME, FEAFRE 100MB, i@ ET CNCF B
—EMEM

RRASHER . K3s hiiAs5 Kubernetes hRAITRZ, REMAS B IENEMIRERE. NFEER

ERRZAS, BITEZRERTIEE INSTALL K3S_VERSION IFIBT &, ¥ K3s Releases.

14.5.1 Bt

o BB BIRHIA. IEMAB Kubernetes Thak (MR IRMMEIEM), £ SQLite fEA
FINBIRETFAE (25245 Etcd/MySQL/Postgres)s

o BT FrE4AM (APl Server, Controller Manager, Scheduler, Kubelet, Kube-
proxy) 3B E—MHERIETT.

o FFFEEPA: ME Helm Controller. Traefik Ingress controller. ServiceLB. Local-Path-

Provisioner,

o R RIARARLEE, BEF TLSBEE.
14.5.2 &3t

K3s Mg aEsiEs, BARMET ERINREmZ,
MiARE

K3s 3Rt T IR BB R A .

curl -sfL https://get.k3s.io | sh -

HTE, K3s ZEMBEIHECEY systemd IRS5.

it

I

BERE
sudo k3s kubectl get nodes

HH I
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NAME STATUS ROLES AGE VERSION
k3s-master Ready control-plane, master im v1.36.0+k3s1

hRZASiRER: HiHAAY vi.36.0+k3s1 ARE AN XALBSAVRRZAS R 5, SEPRiaHEARZAS S BURTFIRFr R
89 K3s hrAds, EZEEI15E M K3s Releases,

14.5.3 RiEEH

.

K3s NE 7 kubectl A8 < (BT k3s kubectl ), AT HE, BEESBIUFBZNECE
KUBECONFIGo

## REX K3s WVECENH
export KUBECONFIG=/etc/rancher/k3s/k3s.yaml
## ME U EEFER kubectl

kubectl get pods -A

14.5.4 FEHE

/usr/local/bin/k3s-uninstall.sh
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14.6 —3 3 ZB=E Kubernetes S8

14.6.1 #HR

ZBE Kubernetes S8 N ZNAMHLENACE, BFE Master H A1 Worker T, &
fAfER systemd BIRXLEARSS A4 SR E B

14.6.2 Kubernetes =E4 4

Master T A4

kube-apiserver: APl k5328, Kubernetes &EE£RYHr

kube-controller-manager: #=HI2s &2
kube-scheduler: JAEz2s, 151 Pod AE
eted: DHNREEM, EHEEEIUE

Worker i 2404

e kubelet: TmIE, BEERSEREH
o kube-proxy: MR, MIERARSMILE

e Container Runtime: Fz281z178S (Docker. containerd &)

14.6.3 fE/ systemd B2 Kubernetes R3S

ARS3 BTt

A7 1k systemd EIE Kubernetes fRS5, HECIEMERNEY .service X, FIa0:

/etc/systemd/system/kubelet.service
/etc/systemd/system/kube-proxy.service
/etc/systemd/system/kube-apiserver.service
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HBRAGS

# BEiRS

sudo systemctl start kubelet

# {FLEARSS
sudo systemctl stop kubelet

# BRRS
sudo systemctl restart kubelet

# BERSKE
sudo systemctl status kubelet

# REFANBER

sudo systemctl enable kubelet

NRFLEEFETER systemd FE XA, BILLEZFE opsnull/follow-me-install-kubernetes-
cluster XEHXIME, BEEAEFINXE kubeadm 544 AL & it BB IR B A RAZ,

14.6.4 #HEF K

1. 32f# Kubernetes Z2¥9f1 & LA HHIVER

2. EEBFIRMARSIME (Linux M. MBEES)
3. P BLEED Kubernetes 4

4. FeE systemd PRSB B T

5. FIEEEBHERRE

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

14.7 2% Dashboard

Kubernetes Dashboard @& FMT1AY Kubernetes AP R &,

7 E . & kubernetes/dashboard IIE B F 2026 £ 1 A 21 QA= L 4P, HEFER
Headlamp FER AR, UTREBNEREESE, ET)IEI05M Helm ZEF .

s

14.7.1 ZE
Dashboard 7.0+ R AN 2 ##@d Helm &2

$ helm repo add kubernetes-dashboard https://kubernetes.github.io/dashboard/

$ helm upgrade --install kubernetes-dashboard kubernetes-dashboard/kubernetes-dashboard \
--create-namespace --namespace kubernetes-dashboard

N, N
14.7.2 i5in]
B im%% %51 Dashboard:
$ kubectl -n kubernetes-dashboard port-forward svc/kubernetes-dashboard-kong-proxy 8443:443

SRIGTE R SR 28T FF https: //localhost: 8443 BIRIIA|E),

14.7.3 &R
BIREELIRS KA HRNERHE:

$ kubectl create sa dashboard-admin -n kubernetes-dashboard

$ kubectl create clusterrolebinding dashboard-admin --clusterrole=cluster-admin --serviceaccount=kub
ernetes-dashboard:dashboard-admin

$ kubectl create token dashboard-admin -n kubernetes-dashboard

Riamp SRR ERE, BIAER,.
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14.8 Kubernetes #5<$1T kubectl

kubectl & Kubernetes B EFinm, AJLUATREIZIZ(E Kubernetes,

kubectl FYEZARERIUN:

kubectl [command] [resource] [name] [flags]

Hh command @ Em < (40 get. apply. delete), resource @ ZFREXHE (U pod.
deployment. service), name RFBEEZ (AIiE), flags BEZIEMSE

PHSIHER HEANGLZ—, BTEREHEFNERRS.

# &TEFIE Pod
$ kubectl get pods

# BHRIEEMATIEIPH Deployment
$ kubectl get deployment -n kube-system

# BEMBAR
$ kubectl get all

# FERAEEMNEHER
$ kubectl get pods -o wide

# WA vauL B
$ kubectl get pod my-pod -o yaml

# IRIEMREIREARR
$ kubectl get pods -1 app=nginx

14.8.2 describe
ETEBRNFMAEER, IEEH. RS, BESE, AF ARNEERENTREER,

# BEFE Pod HiFE
$ kubectl describe pod my-pod

# &EH Node HI¥IE
$ kubectl describe node node-1

# BF Deployment HI¥IE
$ kubectl describe deployment nginx-deployment
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14.8.3 apply

MXGERERAN AR R, XEFEANFREENITES, AIRTRIRNERRR.

# RZF YAML X
$ kubectl apply -f deployment.yaml

# NABERPHME YAML XH
$ kubectl apply -f ./manifests/

# MARERANNREE
$ cat deployment.yaml | kubectl apply -f -

14.8.4 create

MXHESARERNCIEZR R, 5 apply FE), create (XA FEIEFHZIR, WNRZA

# BIREIR
$ kubectl create -f pod.yaml

# MIRERNCIE
$ kubectl create -f - < deployment.yaml

14.8.5 delete

BIBR— P HBZTHIR. FFRBI. 78, BREEESHA IR

RERMIRR
kubectl delete pod my-pod

®» F#*

H*

MEREED Deployment (FERTMPREEIERN Pod)
kubectl delete deployment nginx-deployment

©

AT MR
kubectl delete pods -1 app=nginx

® F*

F*

SRR
kubectl delete -f deployment.yaml

©*

14.8.6 logs

EE Pod FAZNAES. BT REEHNABANEERS ML,
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# &F Pod WHE
$ kubectl logs my-pod

# BF Pod PHERRNVAS
$ kubectl logs my-pod -c container-name

# EHRERES M tail -f)
$ kubectl logs -f my-pod

# BERA 100 7AE
$ kubectl logs my-pod --tail=100

# BF pod BEFINEE (EATERRNER)
$ kubectl logs my-pod --previous

14.8.7 exec

EEITPNABREBRITR L. ATIEE. HERRSHITR A RRERE

HANBRNRZER shell
$ kubectl exec -it my-pod -- /bin/sh

F*

EARPRITHS
$ kubectl exec my-pod -- 1s -la /app

I+

£ Pod HHEERBRITHS
$ kubectl exec -it my-pod -c container-name -- /bin/bash

H*

14.8.8 port-forward
KA thim %2 % 5 Pod Bk, AFAIFIRERFANARS, THESEEE Service,

# g7y 8080 WO ARE! Pod B 80 WO
$ kubectl port-forward pod/my-pod 8080:80

# fERRBHA RO
$ kubectl port-forward pod/my-pod :80

# ¥ &EH| Service
$ kubectl port-forward svc/my-service 8080:80

14.8.9 rollout

3} Deployment. DaemonSet. StatefulSet EFHRFHMITRIEN. HEiF. LEHLCIRIZIE,
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EERDEHRE
kubectl rollout

HIERNEH
kubectl rollout

PRERTHERT
kubectl rollout

EEEHHRE
kubectl rollout

ELREIFI— MR
kubectl rollout

EIREFE MR A
kubectl rollout

14.8.10 label

status deployment/nginx-deployment

pause deployment/nginx-deployment

resume deployment/nginx-deployment

history deployment/nginx-deployment

undo deployment/nginx-deployment

undo deployment/nginx-deployment --to-revision=2

EZIRAM. ENEBPFTE. nEATAHRMERZIR.

#
$

H*

I

F*

73 Pod FRANAREE

kubectl label pod my-pod env=production

ERERITE

kubectl label pod my-pod env=staging --overwrite

IR

kubectl label pod my-pod env-

NENERRINITE

kubectl label pods -1 app=nginx version=vil

14.8.11 annotate

A IR AN SIS CUE R

$ kubectl annotate pod my-pod description="Production pod"

/JJJI]/EE%‘F

# BRUERE

$ kubectl annotate pod my-pod description="Staging pod" --overwrite

#

illE Sz

$ kubectl annotate pod my-pod description-

14.8.12 edit

BiEYmiE Kubernetes RiR. 4miE2sH EpITOR IMIEL 515
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# YRi8 Pod
$ kubectl edit pod my-pod

# Y®%8 Deployment
$ kubectl edit deployment nginx-deployment

14.8.13 config
EBIE kubectl WEEEXH (BEITF ~/.kube/config)o

# EELHAERE
$ kubectl config view

# PR ETFX

$ kubectl config use-context my-cluster

# BEMBLTX
$ kubectl config get-contexts

# RBRINGRTIE
$ kubectl config set-context --current --namespace=my-namespace

14.8.14 cluster-info
S TREBMIEIEEBNARRS,

# ETREHER
$ kubectl cluster-info

# DTRTENERRES (BEREAM)

$ kubectl get componentstatuses

14.8.15 version
ER kubectl 2 iEFN Kubernetes API server YRR ZS(E 2.

# SRR
$ kubectl version

# NEREFIHhRES
$ kubectl version --client

# Ll JSON

$ kubectl version --output=json

14.8.16 api-versions

FltH APl server Sx¥5RIPRAE APIRRZS, B0 H “H/IRAE".
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$ kubectl api-versions

14.8.17 explain

ERAFNFEE X, BT TH YAML BEEEXHH&FERIER.

# BF Pod FENFEIRA
$ kubectl explain pod

# &F Pod T spec FERHYIHEA
$ kubectl explain pod.spec

# BEREFRIIFHGH

$ kubectl explain pod.spec.containers

14.8.18 auth
KERFPNE, ATFIIE RBAC ALE,

# KMELFIAR RS AENRIITIRE

$ kubectl auth can-i create pods

# RERERF IR

$ kubectl auth can-i create pods --as=other-user

14.8.19 help
EREAGSHERNER,

# BN kubectl H9—RREEED
$ kubectl help

# RRIRESSHIAEED
$ kubectl get --help

# BRERH API i
$ kubectl explain deployment
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FEING

ZBZE Kubernetes EB¥EZMA R, NIREFERIZIRERESENAZE,

BESN ERTR =

kubeadm HFEIRE EAHEENERNETLAR

Docker Desktop RFF A —RaR, A

Kind CI/CD ik Kubernetes IN Docker, i
ellfe-S

K3s W5t &/ loT BE%, HRAL

FrhEE FIRIE ZLSEESMAY, IRER

FEfHRIRIR

o RNEEHERE: Kubernetes fZi S
e Dashboard: ZEAMHERRE

o kubectl: spITTREFERIEE

7 EMEIRRAEMOHREIN? IR Issue 5% PR,
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B+AE Eted

etcd & Coreos FIPAREHN— M EIRALEE SRS AN (Service Discovery) WIE, EX—EE
H, HITEET eted 3.5 ZFRRANBZMENBELR, LEMER, URIMAEAR,

hRABER: AERGIET eted 3.5 RINRAERS. etcd EAFLEIFRMANRIRA (a1 3.5
3.6)o 1FIAIE) etcd EA AT RENRFTARZANE S

&

ok
b2,
%

¥
5

i
o
H

:

e {FH etcdctl
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>

15.1 1817

hA5EA: NERNBSET etcd 3.5 RIRARE . ERFEFRHHNRMRAE (HFik 3.5
3.6). 1FAIR) etcd EA R T REVEMARA(E Bo

YNE 15-1 Fri7R, etcd BB EAIZAFIR.

metcd

15-1: etcd IME4FIR

etcd =2 Coreos HIPAF 2013 & 6 B REHNFARIE, ENERENE— TSRS HIREE
(key-value) ¥#EE, BT coiBSKM. FA1xE, ERHNERRHR, EMRSHEEEFESHNER
PE, RSHNERAZ— M REXERBEERREEZNAE. coreos MEMBEET etcd KERX—IA]

o

etcd BHITE github.com/etcd-io/etcd #H1T4ER,

F| Apache ZooKeeper B doozer MBEMEXR, etcd FRITHEESRZE T TEENE

=
=

of
g

o HE: AEEXRY. mmAFH ArI (gRPC)
D X uTTes ARHYIAIE)
D EEHE 10 k/s WEI2E

D XRRHINEN, BT raft B—EEEE

it
>

H
et

) 1)

a|
k

Apache ZooKeeper @ —EHIEBIF Tt R A FAITIAIL HI— L EFEFI T A,
doozer B— 1 —H1t 57 1T EHE o

Raft @ —EB G tEF T RREL S B RA—HMERIEE, 1L FA SR Paxos B4, EHY
DEEBZSWNIERE, H Stanford XFE9 Diego Ongaro 1 John Ousterhout t&itl. FEZH T ALY
&Z raftconsensus.github.io.
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—RIERT, APER etcd AINES MR LBEHZNEG, FHRMENA—ER, F—1&H
BH eted EFIFZRFRILESH—E%.
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5.2 &

TRNA eted WIMER LRSI, SFEZ#HI%E. Docker $RERIBITURE macOS EHNZ

-

WP

o

etcd BF co HEEM, Hit, APAIUMIIE 0 FEURAEBITHRIE, AL FERIFFH
B, EEERERIEIFH pocker FEIIFFRIFLL,

AE: etcd EANRGEIFEFHHNKRARZA (HF78 3.5 3.6), etcd3.4BF 2026 F£5 BERE
¥ (EOL), NEER 34 AR NRRALR, KERFIETF etcd3.5.x lRAEHRE, etcd 3.6.x AJ
BFHEE, Fihi0) eted EA AR FERHAREA.

15.2.1 T#EIXE AR TH

YRIFITHY B A EBTE github.com/etcd-io/etcd/releases TiE, AP AILUERFEMMRA, =
B T TR TH,

15']?1[1, TQFH curl IET?‘ZE%@, #ﬁEEo

# T# etcd v3.5.29 kA (35508 https://github.com/etcd-io/etcd/releases FRENERHHRZ)
$ curl -L https://github.com/etcd-io/etcd/releases/download/v3.5.29/etcd-v3.5.29-1linux-amd64.tar.gz
-0 etcd-v3.5.29-1linux-amd64.tar.gz

## ERAAAERERERNMEINESR (URBREENE)

$ tar xzvf etcd-v3.5.29-1linux-amd64.tar.gz
$ cd etcd-v3.5.29-1linux-amd64

fRxlE, AJUEREIXHERE

$ 1s
Documentation README-etcdctl.md README.md READMEv2-etcdctl.md etcd etcdctl

Hrf etcd @ARSZENXMY, etcdetl BRIRMLAFPHGRSE iR, HMXXHBZIF X,
TER eted etedet | XFHREIRFERTHITER (H140 /usr/local/bin/)o

$ sudo cp etcd* /usr/local/bin/

AN 2379 IR O EBEZE P IRANIER, 2380 InARTEREZMABINES. BE) etcd BRFEMI TR

=8
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$ etcd

2017-12-03 11:18:34.411579 I | embed: listening for peers on http://localhost:2380
2017-12-03 11:18:34.411938 I | embed: listening for client requests on localhost:2379

B, RILAEA etedetl ap < T M, 1REFMIKENEEE testkey: "hello world", K etcd AR
73?E::FhﬁtﬁYIb

$ ETCDCTL_API=3 etcdctl member 1list
8e9e05c52164694d, started, default, http://localhost:2380, http://localhost:2379

$ ETCDCTL_API=3 etcdctl put testkey "hello world"
OK

$ ETCDCTL_API=3 etcdctl get testkey
testkey
hello world

WEH eted BREZEBERINBRNIT -

15.2.2 Docker B A RIEIT

RRB N quay.io/coreos/eted, RILUEE TEMSGSBE) eted ARSZISIFTE 2379 F 2380 K[,

hRASHER: RBIREER va.5.20 5%, BRI etcd BE75 &% 01 SRENEGHT A B AR AR o

$ docker run \

-p 2379:2379 \

-p 2380:2380 \

--mount type=bind, source=/tmp/etcd-data.tmp,destination=/etcd-data \
--name etcd-gcr-v3.5.29 \

quay.io/coreos/etcd:v3.5.29 \

/usr/local/bin/etcd \

--name s1 \

--data-dir /etcd-data \

--listen-client-urls http://0.0.0.0:2379 \
--advertise-client-urls http://<HOST_IP>:2379 \
--listen-peer-urls http://0.0.0.0:2380 \
--initial-advertise-peer-urls http://<HOST_IP>:2380 \
--initial-cluster si=http://<HOST_IP>:2380 \
--initial-cluster-token tkn \

--initial-cluster-state new \

--log-level info \

--logger zap \

--log-outputs stderr

EHrh listen-* AILASFTE 0.0.0.0 WSIRFAEM, 1B advertise-* NMIEE HMT R & F imSLpRa A
IR ENMAE, FEEEIES L 0.0.0.00
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FIFRNARIRIRIE E—P 75 7E NI etcd RERIIBR,

15.2.3 macOS 1T

$ brew install etcd
$ etcd

$ ETCDCTL_API=3 etcdctl member list
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15.3 £

ks : ATRBIEER eted v3.5.29, EIAIE] etcd B A7 1 SRENEGRFThRANE S

TmEFH(1ER Docker Compose IABEI—1 3 TR etcd &EEY

4R4E compose.yaml (2 docker -compose.yml) {4
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services:

nodel:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- nodel-data:/etcd-data
expose:
- 2379
- 2380
networks:
cluster_net:
ipv4_address: 172.16.238.100
environment:
- ETCDCTL_API=3
command:
- /usr/local/bin/etcd
- --data-dir=/etcd-data
- --name
- nodel
- --initial-advertise-peer-urls
- http://172.16.238.100:2380
- --listen-peer-urls
- http://0.0.0.0:2380
- --advertise-client-urls
- http://172.16.238.100:2379
- --listen-client-urls
- http://0.0.0.0:2379
- --initial-cluster
- nodel=http://172.16.238.100:2380,node2=http://172.16.238.101:2380,node3=http://172.16.238.10

2:2380
- --initial-cluster-state
- new
- --initial-cluster-token
- docker-etcd
node2:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- node2-data:/etcd-data
networks:

cluster_net:
ipv4_address: 172.16.238.101

environment:

- ETCDCTL_API=3
expose:

- 2379

- 2380
command :

- /usr/local/bin/etcd

- --data-dir=/etcd-data

- --name

- node2

- --initial-advertise-peer-urls

- http://172.16.238.101:2380

- --listen-peer-urls

- http://0.0.0.0:2380

- --advertise-client-urls

- http://172.16.238.101:2379

- --listen-client-urls

- http://0.0.0.0:2379
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- --initial-cluster
- nodel=http://172.16.238.100:2380, node2=http://172.16.238.101:2380, node3=http://172.16.238.10

2:2380
- --initial-cluster-state
- new
- --initial-cluster-token
- docker-etcd
node3:
image: quay.io/coreos/etcd:v3.5.29
volumes:
- node3-data:/etcd-data
networks:

cluster_net:
ipv4_address: 172.16.238.102

environment:

- ETCDCTL_API=3
expose:

- 2379

- 2380
command :

- /usr/local/bin/etcd

- --data-dir=/etcd-data

- --name

- node3

- --initial-advertise-peer-urls

- http://172.16.238.102:2380

- --listen-peer-urls

- http://0.0.0.0:2380

- --advertise-client-urls

- http://172.16.238.102:2379

- --listen-client-urls

- http://0.0.0.0:2379

- --initial-cluster

- nodel=http://172.16.238.100:2380, node2=http://172.16.238.101:2380, node3=http://172.16.238.10

2:2380

- --initial-cluster-state

- new

- --initial-cluster-token

- docker-etcd

volumes:
nodel-data:
node2-data:
node3-data:

networks:
cluster_net:
driver: bridge
ipam:
driver: default
config:

subnet: 172.16.238.0/24

{5 docker compose up BEIEEEZ M docker exec RSB REE—T =Mk etcd &S
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/ # etcdctl member list

daf3fd52e3583ff, started, node3, http://172.16.238.102:2380, http://172.16.238.102:2379
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:2379
ed635d2a2dbef43d, started, node2, http://172.16.238.101:2380, http://172.16.238.101:2379
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15.4 (£ etcdctl

kA ATRGIET eted 3.5 RFINRAS, 1FiAE) etcd B AT T RENERFThRANME S

etcdct L B— ML TE PR, TR —EEENG®<S, HAPEER etcd RBITRE, MEFR
BT H1TP API Ao XARLEFBRTHERAE, FIMAF MRS ETUIANEFHELIEER

Bo BMMEHEFENEEM eted BB etcdet 1 Bp L KABMEKBVIRIE, XLERIER HTTP API SUFR
ERIINAETY,

etcd MEBZ#FRITEFELREET etcdctl THE, ZREMWIE, A LM github.com/etcd-
io/etcd/releases T,

etcdet L SZHFUI T HIER S, AIA LD NBIEEIRIEMARSIREREIEEME, FERKD 5 IEITHRE.
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NAME :

USAGE:

VERSION:

etcdctl - A simple command line client for etcd3.

etcdctl

3.5.29

API VERSION:

3.5

COMMANDS :

OPTIONS:

get

put

del

txn

compaction

alarm disarm
alarm list
defrag

endpoint health
endpoint status
watch

version

lease grant
lease revoke
lease timetolive
lease keep-alive
member add
member remove
member update
member list
snapshot save
snapshot restore
snapshot status
make-mirror
migrate

lock

elect

auth enable

auth disable
user add

user delete

user get

user list

user passwd

user grant-role
user revoke-role
role add

role delete

role get

role list

role grant-permission
role revoke-permission

check perf
help

Gets the key or a range of keys

Puts the given key into the store

Removes the specified key or range of keys [key, range_end)
Txn processes all the requests in one transaction
Compacts the event history in etcd

Disarms all alarms

Lists all alarms

Defragments the storage of the etcd members with given endpoints
Checks the healthiness of endpoints specified in "--endpoints® flag
Prints out the status of endpoints specified in "--endpoints” flag
Watches events stream on keys or prefixes

Prints the version of etcdctl

Creates leases

Revokes leases

Get lease information

Keeps leases alive (renew)

Adds a member into the cluster

Removes a member from the cluster

Updates a member in the cluster

Lists all members in the cluster

Stores an etcd node backend snapshot to a given file
Restores an etcd member snapshot to an etcd directory
Gets backend snapshot status of a given file

Makes a mirror at the destination etcd cluster
Migrates keys in a v2 store to a mvcc store

Acquires a named lock

Observes and participates in leader election

Enables authentication

Disables authentication

Adds a new user

Deletes a user

Gets detailed information of a user

Lists all users

Changes password of user

Grants a role to a user

Revokes a role from a user

Adds a new role

Deletes a role

Gets detailed information of a role

Lists all roles

Grants a key to a role

Revokes a key from a role

Check the performance of the etcd cluster

Help about any command
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--cacert="" verify certificates of TLS-enabled secure servers us
ing this CA bundle

--cert="" identify secure client using this TLS certificate fi
le
--command-timeout=5s timeout for short running command (excluding dial ti
meout)
--debug[=false] enable client-side debug logging
--dial-timeout=2s dial timeout for client connections
--endpoints=[127.0.0.1:2379] gRPC endpoints
--hex[=false] print byte strings as hex encoded strings
--insecure-skip-tls-verify[=false] skip server certificate verification
--insecure-transport[=true] disable transport security for client connections
--key="" identify secure client using this TLS key file
--user="" username[:password] for authentication (prompt if pa
ssword is not supplied)
-w, --write-out="simple" set the output format (fields, json, protobuf, simpl
e, table)

15.4.1 HIERER(E

IREREES I 2 EN B RAY CRUD (& REST KM —ERIE: Create) RBEMAMRNE
#,

etcd ERAVAR ERA T BRI EIZN (RMTFXHRAEFERIMRR), BRIEENERIUN
BHAEF, W testkey, NI ERERBER / TEH, BAUANEEEBREW, N
clusteril/node2/testkey, M BN 89 B K&,

7£: CRUD BP Create, Read, Update, Delete, 2#T& REST XL —E API 121E

put

$ etcdctl put /testdir/testkey "Hello world"
OK

get
IREVIEE B2RYME, 540

$ etcdctl put testkey hello
OK

$ etcdctl get testkey
testkey

hello

SFFRETUA

--sort-by I8 EHEFFEE (CREATE / KEY / MODIFY / VALUE / VERSION)
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--order ¥8EHF I (ASCEND / DESCEND)
--consistency FEE—HELRF (1 &ME—E, s &17)
del

MIERIE N RE, BN

$ etcdctl del testkey
1

15.4.2 EBIEREIRIE
watch
WN—NMEENT L, —BRELREEHN, i ERHRNE,

540, B EH testkey B{E /I Hello worldo

$ etcdctl watch testkey
PUT

testkey

2

member
J8id list. add. update. remove BFFIH. A, EHF. MR etcd LHIF eted EEEH,

planasu B s—1 eted ARSFEHIE, AIUBUNITHLHITES.

$ etcdctl member list
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:2379
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FEING

etcd & Kubernetes Itz OEEAH, RO ASIRE T ENREFENIRS A IEES.

= 2R
. SHAREEFEERS, ATEEEENRS A
i -

i BT Raft —HMEE, RIEHIEER—

API 12t gRPC #1 HTTP API

i BIEREZHTR 385 1) #fE
MYITEETH, Z#F put/get/del/watch &

etcdctl
1B21E

oy S5 TLS MNEH&(EF0 RBAC ih1a)1EH

SRR 338

o FEREHEER: Kubernetes dNfalfE A etcd
o ZBE Kubernetes: TESEEFHEPE etcd

7 EMERNBCUHEIN? IR Issue B PRo

Built with mdPress


https://github.com/yeasy/docker_practice/issues
https://github.com/yeasy/docker_practice/pulls
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

BTAREARSTIR

hRZsiiBE: =¥ &HY Kubernetes ix A<M B 23RS INAEEH MR, ANERFIERERRY AP higZs
(%0 apps/v1) , BINERE R BE A XEREHMBIRS RAMEESRE.

Docker BRIBZRREI T RZEAB R FANXE, HNEREMIZINIIZOTILSS,

BRT AWS. Google. Azure %, EIRNEARLE =] &, X LEFENZF T EMVIARSNET
Kubernetes W&EZB =W 55, BHEME T HMARS, fIMBRREGESIIAREs LZELXE2EN
HRGIEE. 2E2ERS.
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>

16.1 18]7]

AR S TFENARIRSIAEIFINE, NERGHIEATE LA Kubernetes APl ks, 2
WIHEIE A BEAXES (%0 AWS EKS. Azure AKS. Google GKE. fIEZ= ACK. BBl TKE)
REEHEE.

MERRKANER, BRIERNSITERSHMBREMTRANTERS. SEREXNITER
SEBEDNUUTILFEE:
16.1.1 FREAHFEERS

XEHIRERMWER. = BIEE Kubernetes HITHIFE (Master ), AR REEET T
= (Worker Node),

o fi%: FET Kubernetes SEB¥RVLEIFRRAS, =R M BRI,
o BARUARST: AWS EKS, Azure AKS, Google GKE, P2z ACK, BBl TKE,
16.1.2 B2RSEHIARSS

X—ZEIRSZEEWFIT A CaaS (Container as a Service)o AR TEBEKRERS 2R (EC2/CVM), RE
BB EGNECER E TA 28

o % MM, BIViTER, Timi,

o BARUARSS: AWS Fargate, Azure Container Instances, Google Cloud Run, P2z ECl,
16.1.3 RGCERS
RitRe. FJFERME Docker sREGFMERS, BES R BRI CI/CD FKLREERK.

o BARVPRSZ: AWSECR, Azure ACR, Google GCR/GAR, FIEZ ACR.

AEBNBUNEE/NLNEARSFEES LER Docker # Kubernetes RS
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16.2 5=

B oA RS TKE BB SRMEN Kubernetes HERRS, EBEIERRUNANEBEE =L, EA
MXHE BT AR .

EAH BT

16-1: BB =ARIR

TEOREIREAEER, BEMAH. SEEENEE RSN RS IR,
AR RERE

E 16-2: B =ARRST<EE
BER=A88RSS: TKE &7

il = A 28ARSS (TKE, Tencent Kubernetes Engine) R—RAREKHTE, ETFFEE Kubernetes
IR, XIFET R, AEE. ZuUBRXEESEWRINEE, TKE BEFAEREHENE
BEUNA, HFRERHSENERE,

BEXRGERPE
1. BIEREREEE

EREBACES G, EANTHRSIER:
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o IR “QUESEEY, EEHERRIN. AN
o ERTREKE (RIRSFAMENHE)

o I&E Kubernetes i AR &40

o STRLBIEEIRIGEEF kubeconfig X

# T# kubeconfig XH/E, ELEAMIFE
export KUBECONFIG=/path/to/kubeconfig.yaml
kubectl cluster-info

2. BERSELA
83 Deployment ZPE N 3 :

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-app
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:latest
ports:
- containerPort: 80

R FRECE X 14

kubectl apply -f deployment.yaml
kubectl get pods
kubectl get svc

3. EERR
ERENCASRREMRS (TCR) FHEMO LKL BRE:
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# BERBACRECE

docker login ccr.ccs.tencentyun.com -u <username>

# FRCAHIRER

docker tag my-app:latest ccr.ccs.tencentyun.com/namespace/my-app: latest

# EERGIBAS

docker push ccr.ccs.tencentyun.com/namespace/my-app: latest

BB Docker HRGNNERACE

SNRIRAINK S FHE 7 3R INIESS, A LUBITHI & 45 AV S N Docker iE&.
Linux RAEE

W18 /etc/docker/daemon. json X (WIRAFFENCIE) :

# PIESgRIERCE
sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

AU TARA:

{
"registry-mirrors": [
"https://mirror.ccs.tencentyun.com"
1,
"insecure-registries": []

}

E = Docker fRS3:

sudo systemctl daemon-reload
sudo systemctl restart docker

WIFECE

docker info | grep -A 5 "Registry Mirrors"

Windows/Mac E2&

3tF Docker Desktop, 7EI&KE R EFFTH pocker Engine, LR registry-mirrors FEEE AN
JSON FEBBRIT],
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BR=AsH GRS TCR
TCRIZHAEBEOE. WRIEHIMEGES L5EH. — M NR/IREIMT:

# BRIFEN= TCR
docker login ccr.ccs.tencentyun.com --username <username>

# MWEHHERE

docker build -t my-app:v1i.0 .

docker tag my-app:v1.0 ccr.ccs.tencentyun.com/my-namespace/my-app:vi.0
docker push ccr.ccs.tencentyun.com/my-namespace/my-app:v1i.0

TKE S8 fEFH TCR R

e B RGHIEVEIEfS, £ Deployment FE#%5|F TCR $F4&:

apiVersion: apps/vi
kind: Deployment
metadata:
name: my-app-deployment
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
imagePullSecrets:
- name: tcr-secret
containers:
- name: my-app
image: ccr.ccs.tencentyun.com/my-namespace/my-app:v1l.o
ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:
memory: "512Mi"
cpu: "500m"
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16.3 MEXR

YNE 16-3: FAiR, MEZERERERERSFEZ—

o

16-3: FIERARIR

MEARBIZTF 2009 F, BHERENTIHTEFTG, MERBANTRER S, RN ITENHELE

FIEEMNZFEHATR, FREWE. RS Bk, ABEF-AMBEEEERNAE, EXEN 11 23K
ERXTEREWEONAIRS, MERRFERFIVIEITLR,

BB XA 28ARSS Kubernetes iR ACK 1Rt T & 146E. FIRENA RN ABIERS, XFHE—HBMR
5523 LiB1d Docker B2 R#HIT A EAHIEIE, BRRSRKENT AP N AR EEEHIER
T1E, BERETHEREML. FiE. WENLLEN. FRRSEERT SMEBLEHA TR
KGRIV TRES), [REZFFHMARS RN, BIRAP L% L oMEREE,

& 16-4: MESARBRSTEE (b RECRERIRS ACKEAXY BEEEHAE)
] B =88 AR 55 ACK E7Y

fil B = & 85 iR 55 Kubernetes hix (ACK, Container Service for Kubernetes) @ — & & & =
Kubernetes B35, ETFFHIR Kubernetes 1972, 1R RMNB2RIRANEIERES. ACK &/ T [
BREFME. NENL2EEH, ZFHEMHNAISPSEAARERZ R,

BEAERIR

1. BlIERSEE

ERMEREHE, HAB2EMRSS > Kubernetes &£5%:
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o i “BIEER, TIFEHEE

o FEEHRBEM. Mg, FTAXMTAKE
o EETRAEIME (HSR4HRLE)

o MEMKZSHNLLIRE

o SERLOIEE, TE kubeconfig XXff

# FEEZAM kubectl
export KUBECONFIG=/path/to/kubeconfig.yaml
kubectl get nodes

2. BERBNA
B2 Deployment ZRE N AR :

apiVersion: apps/vi
kind: Deployment
metadata:
name: web-server
spec:
replicas: 2
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:vil
ports:
- containerPort: 8080

resources:
limits:
memory: "512Mi"
cpu: "500m"
EREN A

kubectl apply -f deployment.yaml
kubectl get pods -o wide
kubectl logs <pod-name>

3. REBRS

Bl Service BEN:
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apivVersion: vi
kind: Service
metadata:

name: web-service
spec:

type: LoadBalancer

ports:
- port: 80
targetPort: 8080
selector:
app: web
WAZZ

kubectl apply -f service.yaml
kubectl get svc web-service

FIEZ Docker $RIGINERACE

AT INMRMAIEZRERAENE B RENVEE, FAIUEREREMNES. MESNELERS ACKAF
R T RBERREINERS.

IREUINIE 23k

ERMERBARREERSEHE, £ “REIR” > “SEMERSE" PEIRED ARSI

(ZEPATF nttps://xxxxxx.mirror.aliyuncs.com)o

Linux RAEE

YmiEEL Bl /etc/docker/daemon. json X1

sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

ANSHEATAE (B IRETINERESHL) |

{
"registry-mirrors": [
"https://xxxxxx.mirror.aliyuncs.com"

1
3

BHMNEFHER Docker:

sudo systemctl daemon-reload
sudo systemctl restart docker
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WIFRCE £

docker info | grep -A 5 "Registry Mirrors"

Windows/Mac E2&
7£ Docker Desktop B9 Settings H:

1.3# N “Docker Engine” #5%:
2. %748 JSON B2&, AN registry-mirrors FE&

3.miF “Apply & Restart”

AANERRR

# MIDERBHEGRES (RENZPAZREA)
docker pull nginx:latest
time docker pull alpine:latest

FIEZARTEGRIRS: ACR
I = A2 HRIRARSS (ACR, Container Registry) 1V RN BB RIGEMEM D AT A

o WEBBROE: IFZ I mBTiE, ARENRE
EEEE: sindmIFNeE, ZRFE CI/CD
HFHAR: BoolBGPNRENEEAE
EHRE . IFRGEES M MENES AR
Rk ACK: 5 ACK TC485ERL, BmhSMIAILE
FEREEE: B, [REIHFIE. (REXER
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STREHEX/ RIENT B

# ERWERRECE (BB Docker BR)

# ERAMERKF ID M RAM IFRIZEEATZRS

docker login registry.cn-hangzhou.aliyuncs.com \
- -username=<fIE =K 1D>

# A ERAFEHEG
docker pull registry.cn-hangzhou.aliyuncs.com/library/nginx: latest

# MEARHMIGE
docker build -t my-app:v1i.0 .

# RciREANET et
docker tag my-app:v1i.0 \
registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1.0

# HWIXRERIMESR ACR
docker push registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1.0

# 7 Dockerfile Hf#f ACR &%

FROM registry.cn-hangzhou.aliyuncs.com/myapp/my-app:v1l.0
COPY . /app

RUN echo "BRINERMEREREG"

ACK £85rh{#F ACR #f&

£ ACK £8h, FELIEFRGHEUEIE (Secret), FAIS7E Deployment H15|FH:
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apiVersion: apps/vi
kind: Deployment
metadata:
name: web-server
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
# MREBHBEHRE, FREBRGHINEIE
imagePullSecrets:
- name: acr-secret
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:v2.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "106m"
limits:
memory: "512Mi"
cpu: "500m"
affinity:
# BB Pod RFEMM, DHEIFRRETR
podAntiAffinity:
preferredburingSchedulingIgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- web
topologyKey: kubernetes.io/hostname

U RGHIEEIE

£ ACK SEBEHP B Secret, FFHIEVFAR R
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# BIRIREHNIEY Secret

kubectl create secret docker-registry acr-secret \
--docker-server=registry.cn-hangzhou.aliyuncs.com \
--docker-username=<fIE =M ID> \
- -docker - password=<RAMifB)ZZ5ASBFT> \
- -docker -emai l=<HpFgithit>

# EEOIEM Secret

kubectl get secret acr-secret

kubectl describe secret acr-secret

ACR (&%

o EACKEERSRBECELESEMN, FHIDIAL
o 3¢¥f Helm Chart FEMARAEIE, HENARY
o RMUTEMNELARGECEEERE

o FTEEMHEITAEHRIFBERTEE

o MFRGBEMIRENFRRS
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16.4 1 S =

YNE 16-5: FiR, AWS B2KERBIRSFEZ—

_ NENE S i
R

-

WS

16-5: AWS #RiR

AWS, BP Amazon Web Services, SIS (Amazon) AFIH [aaS 1 PaaS FE RS, AWS IRET
—RBREREMIHNNAREFRS, ERAFPFEBERPETUINARR: MU HAEFMKX
RIME, BB ARERF. AWS AR RMEEEEITE. T, #UEE. LA
FERAN—BERITEIRS, SeBEBERERE IT NREFMLEFR A,

ER2845F, AWS BrRiEREENRILIIRIZ= D
1. Amazon EKS: FE& Kubernetes 1Z%IF@E, EEtNERRETERE,

2. Amazon Ecs: AWS REREHIIRS, EERESEM AWS &7 (IAM. ALB. CloudWatch) 17

ZI~0

3.Aws Fargate: TCARSZ 2B ESIETTRY, PI5 EKS/ECS E&EFEMA, BT R,
4, amazon ECR: HRIGCERS, REMBREGEE. HESIHRIEH,

SCERERIN
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o HIPAE B & Kubernetes %

:.'LL’ ﬁ_?ﬁ

%FE EKS;

EXREREHEEFERNSEEIZITE AWS, A5 ECS + Fargate;

o TitmHIA WM, #EWER ECRS—

,,,,,,,,,,,,,,,,,,,,,,,,,,,

EIERGEMA,

User / Scheduler

AZ2

Container Instance

Docker
Task

| Container n-l

Task

| Container ”-I
T
T

E | ECS Agent

Docker

Container Instance

Docker

Container Instance

Task Task
| Contalner | Contamer

ECS Agent 1 3

Task Task
| Gonlamer | Conmlner

ECS Agent

,,,,,,,,,,,,,,,,,,,,,

L e

Cluster Management Engine

Key/Value Store

16-6: AWS B#RSTEE

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

16.5 ZREFE R

PUEERARBETAE, BESTE AWS EKS, Azure AKS, Google GKE UIKERMMEZR ACK,
W TKE ZiEE# T,

16.5.1 = A2AE = Kubernetes fRE X EL

S Google GKE AWS EKS Azure AKS
ra— =R, ﬁ".%?% K8s#r MRS, FERE iftE[?ﬁ%‘iz, BERE
KR E & i 4 e
21RE, B,
$0.10/h (B FreeTier 1%, HITESE
EHTrEmEe
w0 | 1E, Z
$0.10/h
GKE Autopilot #3{5€ Managed Node Virtual Machine
TREE . e
2RETR Groups fEI ¢ EIE Scale Sets
AWSVPCCNI,Pod B Azure CNI (jE#% IP %)
PIEIREY VPC-native, 4RELT -
1ZFREX VPC IP 8¢ Kubenet
5 GCP #uga . Al T AWSIAM, ALB, 5 Active Direct
E N 5 Active Directory,
ERE - CloudWatch &EURE Y
IRSBEMER - Azure DevOps £
=]
16.5.2 ZIPEREL

ETIESHY B, B—o e /EHEMEER, ZniEMAERE,
1. B=RE: Active-Passive

FRISETE—TT (WAWS), BEEXFEFES—I = (WWER), SETRKEREN, RE
THREI&E =,

o fim: RMBNESR, BIE-BUEIFTH,
o MRm: RRNEREE, IRATEEE RTO,
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2. Z3ESE: Active-Active
WERERNEZNELEETT, BY2RRAEEIE (DNS/GSLB) 9 &A=,

o LR SAA, MEENRARF AL,
o RR: HERAPEZR, BERMBIERAM,

3. B
ZIOEGEM SR SIREBEFMB = (IDC), #Eskaiml ZEHEEAE -o

e TH: Google Anthos, AWS Outposts, Azure Arc B3R AT RRES EEMmE,

16.5.3 #iX

o KRR REMFEMRER Kubernetes API, BRI ERXMITE R BRI CRD HEHRS,
DNCSSIVEELSEIEE =

e laC BHE: M Terraform 2 Pulumi T E4—EEZ 2%,
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H

B/NG

-

4

BENAT RETARS X Docker AR H, UKMTHEIANE R T A,
ELE, Docker KKAKLIE BRMARAKR T BT IHIL R,

S

SEERBCHEMIN Docker 5, AIRERIGEZRITFR, B

e

o FEIRERAVIFLEIIFEEREST;
o FIFRZEEIE, HOBoHIRSH[IZFEHITEMSROFIA;
o FIFREZ=H Docker B4 EIN A EBITERMY BN B,

[, BEFEASEDWIRMNISEREHRLAFER,
HNEETNAFANBENZR,

7 BEMHRNBCUHEIN? IR Issue B PR,
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FTELEARHEES

RAiHEE: ZENEHMITAEMIEZITER (Podman. Buildah. Skopeo. containerd. Kata
Containers. gVisor. WasmEdge %) ZBRIFERXIIFF L, BiX:

o BRHEMABE A ISR IARA

o TEAEFIMREARKIERAZRAM

o XAEAKRMGURHATHREARTE

REIZ /4B Docker 1 Kubernetes Z MBS E SR,
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FEAR

e Fedora Core0S &7t

o TRARBUIRHEIRITIRERY

e Fedora CoreOS RESHEE

o CoreOS ILEAFXSERAE,

e Podman
o F&ZA Docker CLI I F—HKTFIF#HIER285 %,

e Buildah

o TFETIF#HEN OCI FRHREMETLR,
* Skopeo
o RN EMEIRERREHRFILE.
e containerd
o EANIARBESEANZOBEIEIT,
o TLARInITR
o BIIRHEREEMRFIELEMITASZER (W Kata Containers. gVisor),

e WebAssembly

o —MIREBNINEERETFE _HFIIEIHEI
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17.1 Fedora CoreOS f&i7r

hRZsi5%BH: Fedora CoreOS EHRAMEH . BN EA TEHE KENEHIRAHMZER LS
=W

Fedora CoreOS B@— 1M BMIEFHM, &=/NH, BAEMW, URSIAPOLHNRERSE, FMERTE
B, MBRIMINETT, HEIETT Kubernetes #1777 fifb. EE7ELE S CoreOS Container Linux
#1 Fedora Atomic Host B9ff 52, 3 Container Linux B9 Ignition 5 rpm-ostree 1 Project
Atomic HRY SELinux 2 EFERABER . HEGERHEENTSEEIN, UREe, AMEMETE
BUHITIERE,

17.1.1 FCOS 454

— I RIMUGRER SR

FCOS #Wigit B — M E T B RN R/NEMIIRIRER S, SHILEMW Linux ZEFYTE 40% 1Y
RAM (AK£9 114M) F 223 M PXE 2 iPXE JEERER BT,

REANIAN

Ignition B—TECESLAIER, AIRENECEXF (JSON ##3) HRIEZECEECE FCOS RS, AIERCE
AR EIEEME, XHRS, systemd AR,

Ignition E &L E /X BEhHRIE] (T initramfs ) {B1T—R. HTF Ignition ERshIZEFHRHRE
17, At ETUERFRTEFEEZAEMNHESX, SAUXHRSE, QIBBAFRHEAX
. & systemd FapY, systemd RZERE NEE, MMINRT BabEtiEl,

BEhEH

FCOS fF rpm-ostree RAFITESZMH K. THFH yum AR EAKENREE, M= rpm-
ostree ¥ 0S ARIEN— PR FETIHIT. YOS BEEFARMEHTIT, HETREHSISHE
Mo MRAZLIIEEA, W—REIRMEFHBHRFERFREIZILFIVRS. BRT RAFRITE
SERENTMEEIR .

BHRIR

MNFENEE, ERMEMEESRNMES, FCOS B—ABRITANRE T Docker CLI, podman
CLI TEXFHFZRBIaTIINEE, FIMiaTT, Bah, =1k, JHAMMEFEB[MEE. skopeo CLI
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TEAUES, INEMESZEEB, TR LUER crictl CLI TEFR4IE CRI-0 285 | EHRA SRS
%o
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17.2 Fedora CoreQOS %t

17.2.1 F# 1SO

£ FZiTiE Bare Metal & Virtualized #r& 01 F&; I1SO,

17.2.2 48’5 Butane i &

AR Fedora CoreOS BB TABEM fcct (Fedora CoreOS Config Transpiler) 8+ /3 Butane,
WARASEER . bu T BRRAEHHA spec hrAS,

## example.bu

variant: fcos
version: 1.6.0
passwd:
users:
- name: core
ssh_authorized_keys:
- ssh-rsa AAAA...

¥ ssh-rsa AAAA. .. BB CBI SSH 2% (iiF ~/.ssh/id_rsa.pub)s

17.2.3 ¥4 Butane B2EX Ignition

$ docker run -i --rm quay.io/coreos/butane:release --pretty --strict < example.bu > example.ign

17.2.4 % 1SO BriEMNFHREE
EMWEEHER 36B U ERTE, BUETERL,

R IRHRIT A T o S R

$ sudo coreos-installer install /dev/sda --ignition-file example.ign

LxZEEHRBEIRIER,
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17.2.5 f5H

$ ssh core@@EWHLIP

$ podman --version
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17.3 Podman - T—f{ Linux 83 L&

MRZ<i%BE . Podman REFFHRMNFA AN ELHAEL. #iNiHiR Podman B A X # GitHub

Releases FRENEFThRZS,

Podman @— NI FF#HIE. 5 Docker L EERBNT—M Linux 28T E, ©H Red Hat 7
X, BERE—EZENBERIBITIME,

17.3.1 Podman vs Docker

Podman #1 Docker fFi8itIES LEEEEER, FTEARIIEZEMFINEETR |,

it

ES

R

&

HREME

17.3.2 =&

Docker

C/S BRHy, {RHI<FIF#IE
(dockerd)

BIAEE root (R (BB
Rootless &)

REWES RS (Compose,

Swarm)

docker build

Podman 25 ZMiEIERYE, REIIZBAXE R,

CentOS / RHEL

$ sudo yum -y install podman

macO0S

macOS EEE L% Podman Desktop (i&d Homebrew &

Built with mdPress

gt .
!

Podman

TSF1P#HFE (Daemonless)

Z{iAZ3#F Rootless (3E root
FiE1T)

BxENAE, iiS
Kubernetes {8

podman build % buildah
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$ brew install podman
$ podman machine init
$ podman machine start

17.3.3 & EH

podman IR 21T/ S docker TRERE, KZHIBERT, IRRER docker A podman BIA],

## $ docker run -d -p 80:80 nginx:alpine

$ podman run -d -p 80:80 nginx:alpine

FthAes

$ podman ps

HEHRE

$ podman build -t myimage .

17.3.4 Pods B98ES

5 Docker A[E], Podman Z#F “Pod” BIBER (FEMUTF Kubernetes B9 Pod), AVFIRTER—1MLS
R T EPIEITE B

## BIE—" Pod

$ podman pod create --name mypod -p 8080:80

## 1€ Pod HIG{TRR

$ podman run -d --pod mypod --name webbing nginx
17.3.5 E#% % Podman
SNIRIRSIIRER docker 5%, RILAERMISERH !

$ alias docker=podman

Systemd £}

Podman RILLERK systemd BB, it BHRGEBERFRS—HFEE,
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## QAR

$ podman run -d --name myweb -p 8080:80 nginx

## 4R systemd X

$ podman generate systemd --name myweb --files --new
## BRHBRIRS

$ systemctl --user enable --now container-myweb.service

Podman Compose

&R Podman 3% Docker Compose, {BTERLEH S TIRAIAEE ERRHAERA podman-composeo

$ pip3 install podman-compose
$ podman-compose up -d
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17.4 Buildah - ZRHBGWETH

heZsi5%BH: Buildah 5 Podman #0 Skopeo #[E437, EiXZEH Buildah B 7 X14 # GitHub
Releases 7 f#ExHThR 7S,

ATIT4R Buildah, SEHEEMES. AR UKRESES,.

17.4.1 Buildah &7y

Buildah — AT #% OCI (Open Container Initiative) AKX BREBERNARGSITIE,
5 Docker EE—BHETHWTFIF#EHTE (daemon) F[E, Buildah Mgt ¥R L H TP HE
(daemonless) BENRITE, HBEWFRIRHIER root iR (rootless), XESIEIFLEEM/IFHIE
(CI/CD) MEHMEFEGNEBREMREERS,

Buildah 5 Red Hat F&FF %, @%# Podman. Skopeo —iZfffH, WINNBHWE. BITHNEER
HBW—EWR U LA, TRZFEEBLSUMEETRHTIFHENH ST, Buildah Z docker

build A LHRIEBN AR,

17.4.2 %t

o EFiPi#tTE (Daemonless): Buildah BE#@ I AFAIFBAEN. MWEMBEXHRG, RO TER
MU B KPS 25 TR EHo

o MEMES: JUEHRGNRXXGRADIAN, FEZEMNBABEIVNNIAENERITRE, 3F
B R

o RAM: FHIFRIEESA Dockerfile, FEESEEFRA OCI (Open Container Initiative) #x
RN Docker &2

e 5 Podman £H: Podman B SR &I podman build KEXLFR_ EHEAFH: Buildah
SRS IAY,

17.4.3 &35 Buildah
TiIFZ M Linux R1ThRPER AT LUEY 61 E1E28 HiE %% Buildah,
A Fedora/CentOS/RHEL 7915):

$ sudo dnf install -y buildah
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LA Ubuntu/Debian Al (FSINERRER):

$ sudo apt-get update
$ sudo apt-get -y install buildah

17.4.4 B ET6

1. MIIEM Dockerfile #9328 &

Buildah &E WA LT 2% Docker —#£1R1E Dockerfile R EHE &, BJLIEIZEFERA buildah

bud (Z{#& buildah build-using-dockerfile) #<:

$ buildah bud -t my-app:latest .

AUEIEXE L, ©5 docker build AL —H,
2. TRERMNSHEGF B

B% 7 €£F Dockerfile, Buildah &3 KBIINEENR B T ERIRREDNMBIAAENSl, Il 1T UAM—1
RENHRE (BEMRG) FRR:

# FRER—ERE
$ container=$(buildah from alpine:latest)

# REEHS, HEEHER

$ mnt=$(buildah mount $container)

$ echo $mnt
/var/lib/containers/storage/overlay/xxx/merged

# FIABENEZCIEXS, MAREERRNIETHS
$ echo "Hello Buildah" > $mnt/hello.txt

# AI—LEREMmS
$ buildah config --cmd "cat /hello.txt" $container

# BASBRINEER
$ buildah commit $container my-hello-image: latest

# MESERERIUEHEHFERBRLETX
buildah unmount $container
$ buildah rm $container

©

XMRIE B R EPIRNAER, RARNAILUG ERIIZRE liin &R bash filZds, TFEANT
WEREMES REEIRIIEEZPEITH Dockerfile 5<%

3. EEMHRARG

8T buildah images AILAEE HRIFREHRIRE, HIXREEIIMNE Registry i+ D REHE:
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# TEREAMMEARE

buildah images

©*»

# HEIXIREE Docker Hub CEEZEXER)
$ buildah push my-hello-image:latest docker://docker.io/username/my-hello-image: latest

HZEHLTHENMREM AR, Buildah EZRSEREREWEND % OCI SHENAFREER.
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17.5 Skopeo - R EHEETH

hRZs3BH: Skopeo BF containers B4R, EiXiAin Skopeo EX € FE M GitHub Releases
RENERFThRASE Bo

ATI7T4E Skopeo, BIEEHEMEES. NAHRUKRERES,

17.5.1 Skopeo &7t

Skopeo @—"H Red Hat BB A RN G LITIE, SUUEARATEEITASTIFHE (W0 Docker
Daemon) BIEIIR T, WMABBGHTRESHNIRENERE, 0FF: KE. 25 BRBRNERE
1#1F.

Skopeo XA REZHAIUE “FRFEGHEIEIAM" NIERT, BETT Registry (REE
F) ZiBSERREMMRIZE, MMAEBENEHREMEETE. XtURCERSRSHEN D R THIESE
RLDBYRE,

17.5.2 i

o 325&1&1* iB3d skopeo inspect AJUEERHCETFEGHTHIE (FINESHLER. FIET
EEE8. N\Of$E), ML EREZEREG.

o REEFERAY: IFIMBEAZENEER R, WEFRNBRCEZE. HEMCEAEL
FAHEIE R, HEFEN OCI mELEWF.

o SRIGMER: FTLUZEMFFCETRERS (FERENR).
o FERWIE: X/HAENKBFEIHITHFERURER 2.

17.5.3 &% Skopeo
F{UF Buildah, Skopeo WEZREBEEAERS T MM Linux J7H,
7% Fedora/CentOS/RHEL & 41ThR=

$ sudo dnf install -y skopeo

7£ Ubuntu/Debian #1:
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$ sudo apt-get update
$ sudo apt-get -y install skopeo

MNRE macOS IFIE, ATLUET Homebrew 23

$ brew install skopeo

17.5.4 B A ERA
TR EES

BRMERNMNRABANEZIRRGIVIFAEE, HAEHEE. TEZZE Docker Hub £/ Alpine $7
BE9HGIF:

$ skopeo inspect docker://docker.io/library/alpine:latest

XML =RE—E JSON RIHERIE, HREE THENREREE (Digest) . gIEE. 2R
(Architecture) . #7% (Tags) FFEER. EEMUNIANARHEERER, XB2—MFAHK
ERAYFERo

2. AP EEHIER
skopeo copy =fFRERAI 2GS, ERLUERENECE. RIS ZEITEREIRS.

B, M—PMAHECEEERREREE — MR BEEWECE (EFRHEI docker pull A, B
docker push)l

$ skopeo copy docker://docker.io/library/alpine:latest docker://registry.example.com/library/alpine:
latest

X&E, RABTEEGRANEIAM, IATREERBRENER, LB EGEED4HED
BR T OCI #SE1Em:

$ skopeo copy docker://docker.io/library/alpine:latest oci:alpine-oci

MRFNBRE SR B R TRTEFRIREGERXHER Registry SN HeFERE MRS
PR, L.
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® docker:// iZif Registry

e docker-archive: / docker-daemon: Docker ¥Rz AT Y B AN ISP PH S
® oci:/oci-archive: OClI HEHRR

o dir: ANMMAEHR

3. RENFI SRS

MR EELHACELNREG, AERFEBEIIFERN TLS IEBHEMN, Skopeo HIHEEHERER
y?ﬂ"]i'iﬁﬁ’\], tbﬂﬂ?ﬂl«){ﬁ%f?ﬁ%ﬂﬂ --src-creds 3§ --dest-tls-verify=false %7'5?5{, Y?_L
TRERBENERRGREIREPEE AR,

MNFEFNBBIMRH LA A TIRGAEIEN T RKN, Skopeo IRt T — PN EIEMIBARIE
' “fRzI.
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17.6 containerd - O ASSE1TH

k2<% B8 : containerd 1 nerdctl REFERBI LKA H . BiINER containerd B 75 X1
nerdctl GitHub Releases FXEXGRHRAE B

TN containerd, ERIMAB AR RAZOHEMAHZ—, TH#E containerd BBIFE
ENMIERE Docker 1 Kubernetes NIEREIZ{THLE,

17.6.1 containerd &7t

containerd @— MTWIRERN B 2RIB1TH, ©&RV)EH Docker 5|ZHhRIE HEMN—MZOA N,
JG3K Docker G EHIBML T =EEITEEESS (CNCF), HEIELZE— CNCF Bl (Graduated)
=N

ENETERREEERENME TN LTBNRREGEH, 8.

o RENERMNEFE
o AaITHMER
o TFHEMMNEEONEIRE

BIEAsRIE, HIRTEMEA Docker (& Kubernetes Bf, BEIFXKEFABZRERSIZED (W0 Linux B9
Namespace #1 Cgroups) RS EERR[HEMN, FERE containerd (REFTIEMB runc 4
%o

17.6.2 5 Docker #1 Kubernetes fy% %

hRZsiBE: AsE35585 K containerd. Docker #l Kubernetes FZMNERZS, BRINEIRAE A XIS T #72
BHNEAMEER.

I2f% containerd, BAEIEBEE S AP HE12(ER Docker LUK Kubernetes Yk A,

Docker BY%E#

E2H3, Docker 3IZR—1MEETFBRENREAREN, MERARNZBRMITAENLER, Docker
RREXTASRGTIRIER D EMEE, A2 T containerd # runco

HIRFAIT— docker run B5LEY, JEMEERASBUIT:
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1. Docker Client &iXi53K%4 Docker Daemon (dockerd)o
2. dockerd ¥IEKI¥E KL containerds
3. containerd EBRIFIREGN SN EIFE, AFAERE runce

4. runc TA3%H8 OCI (Open Container Initiative) R, HIEEHIZITEHIEMNARIHIE,

Ett, Docker MIELPR LB METE containerd Z EH—1MEEBESZHAERFEFE (WWESE
f&. Compose BIE%E) HILRT A,

Kubernetes 5 CRI

Kubernetes fFEA— 1B RmHRASL, N TRBEBEFARABSREITHNHNILMESR, 5INT CRI

(Container Runtime Interface) #r/f,

o BRHARRZAH, Kubernetes ZRIAEMA docker fERIiETTHY, WBiE—NR A dockershim BINTELA
4331 Docker, Docker B¥t#E containerd.

o [BEE containerd [REIFT CRIHEMH, Kubernetes FFIAEES containerd @15, X8 7T
dockershim £l dockerd FREIR. XFENTAM Kubernetes 1.24+ 745 “FF Docker” 5|
KT 7ZxE, EPrLk Kubernetes RE2FH dockershim, [REMKRIATEFEAM Docker BEH
WE4RY containerd, &I Kubernetes B 14,

e containerd 2.0+ #F& T EF AR CRIvlalpha2 0, YR8 CRIvl (Kubernetes 1.26+ X%
5 CRIV1), WNREEP{IAERKE CRI vialpha2 F9ZAHE, F4% containerd 2.x BIZE S5 AGT
#. containerd 2.3+ & 2.x RFIE LTS hRAS, Z#FM 1.7 LTS BIEAR, £F-IRRHERE
F. #M containerd & #iPH,

17.6.3 A4 E#E({EA containerd?

BN A &E R, Docker fRAREMALFMMIANEIE, EXTFHWESFE. Bk
FREEIE Kubernetes S£BFHR A TIEIMRIE, BHiFEH containerd AJ L 3K :

o FEMMEESE/ VAR E= T Docker Daemon EMINIAHNIESE, PEERERE,
o FRMBEM: EATETEITNMNKREAY, ENZOINERNIETE BEHZIT,
o EHiIERA Kubernetes CRI#RfE: 7£4 74Kk Kubernetes S35 {E MR ERCE,

17.6.4 BEMAZSTANSA

RETF docker B5LITITEA, containerd =it 7 RENE FimnREHEAENERTR!
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e ctr: containerd BFEMIEIXARFif. ©IMRELLREL, FEATHLREREF K containerd
BHEITIRRIAN, —RTMEARLAFNAEEETR,
e crictl: Kubernetes {2{fY CRI 88 %1TT R, ERTHZE Kubernetes 15 = ERIE M3
(Pod) a)#,
e nerdctl: XE—H containerd B 4IFEF AR, TE2FRZA Docker CLI {AIRAY
containerd 88178 i, MFSJIBRT docker run/ps/build BRI, nerdetl AILA
EABEIFZIE containerd WIEREE N M, HFETCEZIFEEWEREG (¥ BuildKit).

nerdctl BRG]
ZEE5E containerd # nerdctl f§, {RRILUAIEE]JLF S Docker ee—HmIG<1T:

# BEi—1 nginx Aas
$ nerdctl run -d -p 8080:80 --name my-nginx nginx:alpine

# BRIBITHNESE
$ nerdctl ps

# BEFHIREK

$ nerdctl images

X FABLEREAELE RS2 LRIE Docker AR, BEXBEIREZEM Docker 5 EHIERLITIALL

BIFEF, containerd+ nerdctl @— MME{EMNAHEE.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

17.7 ReBRic7H

hxZi%BR: Kata Containers. gVisor # Firecracker ¥ /8B FAMINB, BXNERZMEES
XASIREN IR A FFE A MS S . Kata Containers. gVisor. Firecracker,

ADNBRBRAESFNLLEBTREIE, TERNERBENRZ M FLARE Linux B8
— AR, ERNEE Kata Containers # gVisor,

17.7.1 AT LB ERL2RH?

FRERY Linux 28 (30 Docker. Podman ZEMAY containerd/runc Frig#ay) &K#F Linux RiZ
B Namespace (fpR&ZE]) #0 Cgroups (FHI4H) SRSEIHIZLFINIRSESEFRE, XHRE
KBRS RAHEZR— 8B =N Z,

REXMANEMENBHRE LIBREEAMNE, BHERT —ITEZNHRS: REY (Isolation)
AR, MRENBHANERHEF BT BEENRZNRETER T @5 (Privilege Escalation), &
R EANE ENIUARE _EIE1TRRRE Hth A 23S S K D

MBEABIFER (ZHEFPHR) HETAAEHNE=AFRBEN, REAREARTBEREMN, A
THRRX—EF, tXEHT “®238 (Secure Containers/Sandboxed Containers)” BY#f
Do TERBNZVIETZE: REXMEHWAGEREY, FNFRSFENSRNESE. RERBH
MENEIE,

17.7.2 +4 2 Kata Containers?

Kata Containers @— N FFREIE, H OpenStack Foundation (B84 Openlinfra Foundation)
HE., RN NIE —Intel Clear Containers #1 Hyper runV &4 M.

Kata Containers iz 0B E: SERABRERNEMYL (Lightweight VM) RiZfTE— AR E
Pod,

TRRE

LA Kata Containers BY, EAREBIEN LBI—MSBVIRILHE, MEERA— M EEEEMR
IR EIEIZF (30 QEMU. Firecracker 8 Cloud Hypervisor) Bii—NNEBIEI. Bes
MBI FA#IEET TEX N EIMAIRE IR AZE D FE .
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s BERE: RANHEACHIRIRNEZ, BMERRANNARNARZREREL, SHRERITE
B PALSREVAX, RATTAAR KB EVE ERIA %,

o FAM: KataContainers 5223287 OCI (Open Container Initiative) #5E#0 CRI
(Container Runtime Interface) 5. XEMKE T A LEN containerd 5% bocker BIEKEIE
TR EE B IREIABY runc,

e 5 Kubernetes E£5%: 7 Kubernetes 1, {REJLLA—MFER Pod $E3E runtimeClassName:
kata, LEEBERNESBEITEEMVIESRERER,

17.7.3 AR gVisor?
gVisor 26 Google FF & HFFRHN—FMARRRIRE D R SBITH A,

EXRET 5 Kata Containers T2 RNREINEAKL, EXABEMNTENEMUN, MBRMET — K
&M% (User-space Kernel)

TFRE
gVisor BUIZILABHFE— TR Sentry BB F=(E)#IE, Sentry #1787 —1 "WERE" AR,

o URBAMNABE#HTAZIAA (System Call, LIRS XH. MLERE) B, XEFAAS
# Sentry £ EHFFHIT—EBEIMELLIE, AEEH Sentry IR TR 2T IEFMERIRANIERE KA
BENRZ.

o [EH Sentry FHRPEEM T —E Linux RFIFREO, SR TNABEZEMEEIRER
FAZBERETR. XEFEMBRAHE T FBRBEAZRRAREREN®EE S

o gVisor EFRA OCI #3E, HEiZOEITIRAMSFTA runse, FLUEAIREIZEITENS Docker 3%
Kubernetes #1T& .

Built with mdPress


https://gvisor.dev/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

17.7.4 BE&E57LH

it

FRERAR

MEREFFHH

BENEE

#E Linux 338
(runc)

Namespace &

Cgroups

BIX (HEBENRN
1%)

R (RE#HTE)

IR (ZFD/F4R)

tx (FFERAEA
¥ FFIRIGSEIL)

Kata Containers
REREI (FRIZA
%)

e (BEHFREDAME
L)

hE (HFELmR
FE4 VM)

R (BEZA)

Rar (FBETER)

gVisor (runsc)

RFSRZ (REEA
=#)

= (B> ARRIEE)
PERRE (BURT
ARG E R FTH)
R ELRERR)

g (BEROBEZR
R BSHFR
48 E PR A] REHR ER

WM<, B AWS XN BBER T I LIRSS 25068E (Serverless Containers) FISEMR
BERR 2R EIWETESS Firecracker, AJUEERLZEBHRESH5 Kata EIUAENEREEA-

N FEBOHRS A LKA ATERCTELREARERE, BEREMZSEP TS (Paas).

TERSASHBERE (FaaS) EXNRMBEEXRKSHT=

RENLZ BB RARIL T EABNNE,
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17.8 WebAssembly 5528

hRZsi%BH: WebAssembly Fl#ExHY Wasm iz17BY (40 WasmEdge. Spin) 2T IHiRiEHMER.
EBINER WebAssembly EA XY, WasmEdge 1 Spin B A XAKERHES.

AT 48 WebAssembly (815 9 Wasm) IR EAAMAMKABERESPERIEBBRDARARE
5

17.8.1 +4%Z WebAssembly?

WebAssembly (Wasm) &z #]:@H W3C ES89—IA 7 BRI BIF JavaScript 14 Be#R M & BBEYH;
Ain. EE—MMETRRE. MERRN. REZLDENSHTHEIELNIESERY, BT
C/C++. Rust. Go FEERKIBZRIFAM .wasm B, XLERF I UEREMBMARR KPP LUIER
[FREARBIRE R EMIETT,

PR, —HURARTRIRIRBEA, AANSHNSEREHBEESTET BIUNUFERE?

RAFBEHXBEREIRE, Wasm FTEENZOFETERE T ZREBHIFR. AMBIE T &
g0 WASI (WebAssembly System Interface) X#RIRE, FEBED MK ST BE T RS [ im1%
RS L,

17.8.2 Wasm 588 EN=ERE

¥ Wasm WATFRS Ry, ERIL T —ErgetbfE4: Linux B AMREUHEIE:

Built with mdPress


https://webassembly.org/
https://webassembly.org/
https://wasmedge.org/
https://developer.fermyon.com/spin
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

LIRERNSBERE: F4 Lnuix BREALBRMNEERSZ, BEEBRATERIL
Namespace #1 Cgroups UKR—EEXH RS, BEFTEAFZMNELF, M Wasm EIRRE
EXERFNIFIRIEN, EBBELEZENZREEMMEIHNIT, XX TFERS B[R

(Serverless Functions) M= B XKMEF

2. B &1 (Write Once, Run Anywhere): F{1%13& Docker ¥R 3B E B4 E R, MR
E x86_64 T & LITHMRER, BELZEETET ARMHNARS (WERMARISHFEEMNS
&) EEZETEERE, BRIEER QEMU BHTRMIZFHE LTI IMWESZ LM (Multi-arch)
R4 manifests, M Wasm Z#EGIAFERFELXNTFEREIESREER! REFHERN
—1% .wasm AJHITIRIR, FAMEMEDE, FAAILIZE x86 BY Linux fRS28. ARM RYIALZILE.
EZEZ Windows #1 macOS EHiZ@id Wasm 7B RIXsp 1T, BEMET “RE—
xR, FIRIETT,

3. RANZLDFNSF: Wasm It Z VM EERREERIN ) RIMERIEITRANLIDA,
HLHITIMEIEE RS, RATREFNENSARSER, NARAEIHRERBRE TR
XHHEEN. ERINLZ2RB LMK SE Namespaces B Z A Linux B2 E MR
&

4. NNEER: Linux SRFETE—BEABEEZELR 0S REREM, M—IMRIFH
HIhEESTERY Wasm BRIR(FFEBERRLIKEZEL+ Kb, HRAMANR T FE KR MEF) A
B E

17.8.3 & Docker & L WebAssembly

EMRNBBRESRARFR, Wasm HAREEREWENEHHY Docker 3(#& Kubernetes BIF A,
MERAT— 5 Linux e E#HBRE (e TERFHZEE,

Hai, X&@id OCl (Open Container Initiative) #1 CRI #R SR 7 &£/ LAY —:

1. % Wasm 783 OCI §f&: BIANBFHIEESH Linux RootFS, ER@ItELMITETIA
EWERI LU FBIEF R E . wasm MR R IR A— DA LIIEIXE Docker Hub SR EA registry
BRI ERGIISE,

2. BEABETREIENTIT: Docker BEE 54 WasmEdge # Spin & MAERI IR Wasm iE
ARHITTEAERETE

N4 7E Docker Desktop HEEERL T containerd BIIRIER, FATRILA+43 8 5 LA @52 & A
BEXEFREBHIET—PNET Wasm HFIENGEHRS (BEIEEMEMND --platform HE BT --
runtime=io.containerd.wasmedge.vli & &), BEUMBXMNFF— M ENBFHIZE—HF1L Docker hE
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EERE. IEMRXHNMEKIRCOMS, EE@id Docker Compose F— 1M E B MIEES I XLM5
— Wasm iS5 LB hEIEHE .

17.8.4 B4

BEE R AEKEEW WASI FESERETMI AT E (FINRHEENERFNEZ R URRARIRIFIEEZ
), BRINEEREEAMNELSIHTESLERS SR AR, sEHRESHTFRENRZ2MERSIER
ERNzREERHRRSHAERBAX—FBETRAORNEER “HETER" 2, ErE
K, Wasm B ATIRES Docker ESHEEHIE,
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FEING

Docker HIFA B ESHME—ERE, THEMTAGHTRESRMESENRKAEE,

=

Fedora CoreOS

Podman

Buildah

Skopeo

containerd

Wasm

Podman vs Docker

HENEEXS:

=

EfL

BRUIRERR

BEREES|E

REWETIR

RECEERE

ZILERRIETTEY

)
N
1

RS

Bt
&L

WA TERAE

Built with mdPress

R

BEhE#. AR TEMILHE.
ThEBTASRKLIT

TFIFRTE. ]S Docker
CLI. %#F Rootless . &
R4 Pod

Daemonless T{EER. &
BRI ZAS LR BE S

TFEHENEI A BT IR TR,
EeE/MATEIBRE

RESM. f748 CRIFE. 2
Docker WEAZ—

F AR EREIN (Kata) A
P &M% (gVisor) BALERESR,
hEZSE

AR R EBRERS
SrakaERELYZE8EN
Y S IR ERITHT 75 ]
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FFEEI Docker Podman

TRHE Z=E dockerd THm TP

PR FINEZE root R4 5 Rootless

CLI %A - 5 Docker S RA

Pod Z§F Sz B4 $F Pod #E&
podman-compose HERFIE

Compose docker compose .
G20

SRR

o EESEI: BEBRARNAZE
o T BRREDRKH

i

>

7 RMEIRREMOHRERIN? IR Issue 5% PR,
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BFHN\EZRE

BRESREFBHENRLER, KENE Docker R LHHIRBIETEE,
AR ENAERK

B AEELZEINA, REESTEIML. NEEEMNENRESZEEISTE?
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BRESEE:
HIRIEE (2R {ATE)
B
(HER)

Namespace <-- fRE1A5R
Cgroups
Capabilities

W R 2RE
;TE ASET  (MAEiE T

Guest OS

Hypervisor
<-- fREIA5R

Host OS

FERE

KE M= Docker REMZNEE, MRZIEENHZIEITHBIFMHAER 2,
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o MRATEMELLEN. User Namespace S51EIXFHIF,

o 1B Cgroups [RFIBRARIRFER, FHLERFEERKT,

° ZiH
o Docker SFIF#HEEMN T LA E S ML IHIRIEH,
° 2 aE |

o Linux Capabilities BY4RI EAPRITHI,

o RERe (RAEHE. TR . BTR%E2 (JErootizfT. RIXXHFRS.
Seccomp. AppArmor). Dockerfile &L, MHMHNHELE (SBOM. SLSA),

HBERE

o AB/REMZLHM. KNS ERIIE,

RedmBEe

HMEFOE:
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KEM

Pyt

3E root iE1T

RIRPRE

S Y

TR

Bx/|\BET]

e HE

WmL/HE
docker scout cves B trivy

7 Dockerfile B9 USER

wE

-m, --cpus BL
& --read-only
FINEE --privileged
¥Z --cap-drop=all

KENERE

A TrEYRATZE R
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18.1 Rt =i

i i8] (Namespace) & Linux B23fRENEL, SR T RSANHEL ZERZRTIENHEM
A% BAELSPE 12 EFHNELEMEEEIHAENSET Namespace, BEDSTH, HITHK
FhARTH R2BX MEXEE.

18.1.1 [EEMRLARK
Docker SFIFHZERIA RN, RERENRRCNE—ERIUINGRTIE, mETERMET REM
T RREENRS:
e PID Namespace: [5IERZBHNHEEZTERXILBEEVHEMBR[INHE BEREEEE
BRAIRFT root R, WIEED kil L FMEEN LAXTERS.
e NET Namespace: B8 1A2(#E B IRIIAIMEIR, MR EE B ITIHROMSFIE RS
EEDE WS, BResZBITEMEER, MMEHT Ea%shiIEET.
e MNT Namespace: ARZBRMIMTZXERAME, XA UM IERR AL EEMELE
FNHNEEERKXMHE (W /etc/passwd) o

\

18.1.2 Sp R FEF BN R 2P

REGBRTEIRETREFNREN, BENMIINRE: AIENARBRKAELEZER—IPMBEENH
Linux %%,

XEKE, —BEINNNZEERERE (&R Dirty COW RA) , WEEH ol gedid =K
Namespace HI[RHI, BERTAZEEHRITERMNE, MMKIM “FFkR”,

I\ Warning

AT BEBRNIZREE R, £=IFESRRFEE M Linux RIZBREHMERN S EHT, &
fEBNIEU gVisor. Kata Containers FRMH T AZMN T 2R REAR. R, FERITERH
AE1THT (W0 runC) BYIRITE. 2025 £F 11 BIKFTEHY—ZS! runC B2sRki®iRE (CVE-2025-
31133, CVE-2025-52565. CVE-2025-52881) #i#REH, BMERXRIFER, TITHERIRME
AR e S A 23R B WK

@I e8], Docker tBEEIRFIHIZMIMNGBIARIRENE R, HlaN, BT HBIRKIES, HEER
EHSERTARMEIINGRE ENNEERN. CSEHARERINEMBRNHIZT IR, BT EBINES
HARFHTRE (FFRIFEIEE).
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18.1.3 AP s R =ia SiAPhIR
7EFREBI Namespace H, User Namespace X & 2RI XHE,

FERNBRT, BFEEAB root AR (UID=0) FMEBENLH root AP, MRHEHERERKT A
SRV EMREAEIIRE 7 B ENBVHRRIR, tHREEENMNRSRENR,

i@id 5 User Namespace Remapping (AP iR ZiEIBSY), FITeILUS AR root A BREY
BB EN LN — DR ER

W{AIEZE User Namespace
E7F Docker RSB imBHAX—4F4%, EEEX Docker EZE X4 /etc/docker/daemon. jsono
1. i E AT SRR

YRIBECE X, N0 userns-remap BCEBEIN:

{

"userns-remap": "default"

3

fEF default {ERY, Docker 2BIERBEMN LEIZE—1RA dockremap I PB4,
2. I83EF UID #1F GID £
Docker 23831 /etc/subuid F /etc/subgid XA dockremap 3 BEe— N {iAY UID SEE:

$ cat /etc/subuid
dockremap:165536:65536

XEKE. BesWNEIUIDo (root BF) EBEEMN _LESEFRHEIRETEL T UID 165536, IR RN
UID 1, XNTEENEY 165537, LULEHE,

3. =3 Docker SFP#E

$ sudo systemctl restart docker

IO IFBRETRIR

AT LUETT—ME R B EHINT sleep 8%, FNERBEN LMRHIZRIPAEE !
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## ERB/BALL root FRIETT
$ docker run -d --name userns_test alpine sleep 3600

## EBEENLEEEZ sleep #HiE2

$ ps aux | grep sleep
165536 12345 0.0 0.0 1568 4 2 Ss  14:20 0:00 sleep 3600

Ra%kil, REEASNZHIZZH root BEIRY, BEBENL, EHIBER 165536 (— 2K
BEBIAF) .

¢ Tip
JEF8 User Namespace XA BHEEZBEENEIEE (Bind Mount) FEMIRFN, (RFEZEH
RERSTFERYEL UID M8 N EREH B RAESENIRENR,

18.1.4 545

NiZEs R = EIM Linux 2.6.15 hRZs (2006 F) #K5IN, +REE, XEANFINATEMETES AL
RS0, B REN AR RTE (LHZ User Namespace) , BILURAMIKEREE,
EERATHMBENR 2
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-‘A'I
18.2 =Hl2A
=528 (Cgroups) & Linux RSB IM—1KBA S, WRIHdE=TIE (Namespace) RET A
2 B 4, BATHIATRE T A6 A 2V E TR,
FELefgh, BENATREEERE—MLLED. THHEMSZEMARNE TR, X3t
FIRERRFEREKTE (WE4IRS KNG DoS) EXEE,
18.2.1 I ATERRHIXFERL?

AIANBILT, Docker BN RAARFNEARKERGER: — M EFEIC LAUERBEENMERN
CPU i+RHEEH. IZXFERAE. ERFAERARS PID,

BR—TUTZ=R:

o —NEERAFPEMBEELANBNALREEEHXBER.
» WARFEEPEFERNFRR.
o BEHENERRE, BEEBITTEN AIER.

WMREHE Cgroups BIRREI, ENEBANZETH (HEEKRE) BaETREEINNERER, SHE
FH EEMEREINSIZEE Docker SFIFHIZB S A OOM (Out Of Memory) BEEiEK CPU IEMM
Z1EMmR,

18.2.2 #ZVE TRPRHISE A%

NTHREZEPTE WABHILER PaaS T6) WREN, HETEFHEDERSRKEE,
HINNEFNERA RN BAERRIR LR AI>1%.

1. RERH]
REIARE R LM LE N A2 R ERF RS S & FEE ] O0M,
XESH:

e -m, --memory="": WE[RH|, BEFERANRARFE.
e - _memory-swap="": PRFEIBEIERANAFS Swap B2,

SCER I
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FRHI AR Z HEEEH 512MB N7E, HBZA Swap (B memory #1 memory-swap i& & l—##
BY{ERPT]) :

$ docker run -d \
--name web_app \
--memory="512m" \
--memory-swap="512m" \
nginx:alpine

NRZBFANNAZHDECET 512MB A%, ZHEZBIWAIZE OOM Killer i, BLLER
SRR EEEHNBIEER D

2. CPU PRl
PRI CPU AT LABALE MBI B R E RN AR ZRT CPU BYal, RIERZRAE AT,
xRS

® . _cpus=<value>. IEER 20 LUFEHAR CPU L #=2 (ATLLZ/NVE) o

® _c, --cpu-shares=0: IPRHI, IEER2EFEH CPURIMEMINE (FRIAZ 1024),
SEE B
R SesmZHEA 1.5 19 CPU ZLBIE A

$ docker run -d \
--name worker_app \
--cpus="1.5" \
busybox \
md5sum /dev/urandom

B LERYE LB — MILEIFHIIE R I EHE, BEHKTTAIZHNZ CPU ZENEEE T,
3. HEEPRE!

#i2NF% (Fork Bomb) B—fHERELRSKELHLIN, ©EIFE fork() FEERER RS
HIZRFE, SERATEIREMHRES.

KBS
® - _pids-limit=<number>: PRFEIBZZARIFEIZRIRAHIZE,

SEETR:
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— B Web IRESHBEEBE/LTI LB 2B, FENTLUEE— NS IER _ERRESSE Fork YE
GE

$ docker run -d \
--name app_service \
--pids-1limit=100 \
python:alpine python app.py

HARBVANFERELSEHIAE 100 B, FRAZSEHIKREFHFENIREER =KW HIR[E] Resource
temporarily unavailable, MBI XHNKEITH,
18.2.3 BR{ESEEEI

EEFIRF, NMUBTRYER Docker spLINIREX LS, BN AEEMHRFHFTIADRHEIRR
BN o

540, 7E Kubernetes A, 5ZZUEEINAE A Pod IZE requests F limits:

resources:
requests:
memory: "256Mi"
cpu: "250m"
limits:
memory: "512Mi"
cpu: "500m"

T Cgroups HERLFIES], RAILUMIRZA LB —RSEEBENRATAAMRISHER. XWH—
FfE1S Docker IR BBHEAR N T UAE A ARSI AL EE.
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18.3 AR5 impBAF

Docker sF#R##2 (dockerd) BB ZEMAIANIZOIEEN]. BIAMERT, Docker REHNEITHEE
MEHARZHN (root IR), HItHEZEMXRIBESBENMNEREFLT,

.

g02R Docker SPF#HIZRIFNZHISBMYF, BEBELE AT LUET Docker API 12 5B 5h—MFY
B2, AEBEINRER (/) BEHIIBRP, MMTeEERSR.

AT ISR ARSSIRAVERIF, FAIFEMIpRES]. BEMEMNR&E MU= NMEEHITNE.

18.3.1 fRil API 3i7]
Docker 2% (docker #<) 1®iT REST APl 5P it 1@,

ERHAMRAF, Docker BN SYFETE 127.0.0.1 B TCP EiEF L, EXAZEEBILHA (Bih
W) Wi, MENRITIREIAGER Unix Domain Socket (/var/run/docker.sock) FH&KFISXHEHRSE
BRI PRI=H,

R 1: ARARAETLIAEN TCP ImORKREELN
XERENM Docker RNEBIMEEBTHNERERE! SREEEESETARLEFRNEL FRBITAR -H

tcp://0.0.0.0:23750

gnR A SSHHIRFEITAZI18) Docker TP, BB TLS IAENG, 1LF P iRFNARSS i B AR
ITIEFRE,

FFE TLS INEXR AN
MAZ2NG, BERIABEIRNNVENNEG, HERIEBFRP FHITRE:
1. B5&fEH opensst ETF A CA TRER—ER P in SRS 20VIE,.

2. B2& Docker SFPiHFIE (GBEZ daemon. json B dockerd BohEE) , I8TEIEPEKREIR:

dockerd \
--tlsverify \
--tlscacert=ca.pem \
--tlscert=server-cert.pem \
--tlskey=server-key.pem \
-H=0.0.0.0:2376

3. EP B, BORE A IRIER.
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¢ Tip
FOE TLS R BRSRER S BB L1217 Docker E75 TLS X1, EIMGEHERS (40
Kubernetes) |, BESE Bt HREEXLEEE,

18.3.2 fR#PZ#h Socket iR

BB ARFBEMEIRO, ARHBY /var/run/docker . sock WEEEEIFFF,

FAI#%F1Z Socket G RAIEF GEEMIIN docker AFP4H), ERETFTHE T HBENMZRL
EIPOER, Bl “TEEBBRZE sudo R,

@ Caution

KRB ARAEMNEBAFIMAE docker BFAR, B, AR RHNREERKEE
HLAY /var/run/docker . sock EZMRET 4 E B A A, XMURTL#EIT/I Docker-in-Docker
(DinD) 8% Docker-out-of-Docker (DooD), 7Z7E%=HIEA XL,

18.3.3 Rootless = : E4FPUETT

RNT MR EfER “4E Docker socket Fiig root” B[R, Docker fEiLEH# L T Rootless &
o

Rootless iR A FET 2 FBRFIE root AP BIIFIEHIZETT Docker SFF#HFE (dockerd) FIE2S.
ZAENF) A T A Linux RWiZAY User Namespace FARFIIESFINN R dp 2 == 18] SE o

EZEi=1T Rootless Docker
713k root IF1EHIETT Docker, REEFE ST

1. ZENBERRGH (BE R uidnap TEBLUERSEIF newuidmap F newgidmap)

$ sudo apt-get install uidmap

2. R E|— NGB sudo IR EBEF (RIS &9 testuser) :

$ su - testuser

3. 1517 Docker B /1R fHEY Rootless ZiEfAN
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$ curl -fsSL https://get.docker.com/rootless | sh

4, RBEIR T S5 EIENFTAT socket:

$ export DOCKER_HOST=unix:///run/user/1000/docker.sock
$ docker version

ZEHEEHANNERERS, ZBPHNFERERIIBEFME S8 Docker Daemon, BEMERFTE
LERA0 0-Day EER KL ERK T B8, MITERESTRTF testuser XNIEFNEFFRERE R
RAIFIEA,

18.3.4 #Z8U&EMH (Authorization Plugin) SifiRIgEm&

FERAIRIEAR, 3T Docker SFF#HZRYIA T HIFEFERNBFXHRFANR, FFHE BN ERIIRIN
%%, Authorization Plugin HHI A VF7E APl BEITERFITI=EFN S,

= BRI e

e OPA/Conftest: FHERIES|ZE, ZIFEBRERE N,
e Prisma Cloud (Twistlock) : AU BRELZELTFE,
o BENXHIZA: RIFIFRAZE (FE. 2. BPE) MEHARF/ELRTE,

BZE Authorization Plugin

1 daemon. json FISEEBUEM

{

"authorization-plugins": ["myauthorizer"]

3

th/E, Docker SPIF#HIZRTEHITER AP IERAT, RERERLGENGRMEHITHI.

@ Caution

EEMLLEN: FEE Authorization Plugin BY, SAHRIGH RS BB 4N RS ER,
A EBEAIMZA AuthZ BiiES6dRRE, RIRESBIREE ST BRIMGEHIRIEE ENIH RN
Ro HRIN:
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o EHIFITERMNEMHMAS, RERTHURNIFREEIRAI.
o EARBAERRIENGENS, HRSHERESRN.

o RENMKEBEERSHMZ 2N (40 TLSIAIE. Rootless &RX) LEEER, WEYRM
1o

18.3.5 4518

R Docker [RFIHHNL T BEMBE: KATLEIIMNB LR, ™E Socket IHENIR, M—
BEMARKFHRIT, BRRNBMEESIFREA Rootless IR FE—THIEHNREMEEE,
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18.4 RtEE I

248 Linux BIAPRIRELIEE K. #HEDN “Ri#HTE" (Bl root BF vip oiafT) # “JE45A#H
" (EfBUID B1T) 0 XHERT — 1M HBEE—RE—NEERSFE— TRV (1045
Z"FJEH: 1024 B 0A) , FATRIE FFAERY root IR, —EZIRSHEE, RAFEZ2ELK,

AT ERX—aE, Linux 5INT BEAHE (Capabilities), EIEEFARILEE root IFRXID AL+
NN ERVIR{ERE ST,
18.4.1 ZEBANER Capability A%

ERIABRT, BME—PBEETE root AP BT, Docker BRAHRNZIR T TFRAERIAREIH
B —I\ERD “BRE” BN,

DLEY Linux Capabilities 85 :
® CAP_CHOWN: {EEAXXHFRrE &,
® CAP_NET_BIND_SERVICE: 48w (BN 1024 ATFAYIHO) o

e CAP_NET_ADMIN: WREBHNREINE (FIaNEERBEE, REHAERNE),

® CAP_SYS_ADMIN: f¥E “Linux RIZBISINNE”, AFEIMEERE (EHEE. Hin8Rg
&%),

RTE “BVSNEN UIES TIEZ S, Docker il BT AE SR AR ATCHEEIFE
FABBES, BIun:

o FELEFT{EENED cAP_SYs ADMIN HITHIRZIOER SIS FIE1E,
o B HERRIZIER,
o B IBEIHNBEHERT,

X “JE5EE” B9 root AP BERIERE D N AEREEMMENRNEN, BEETAN RSN
B El & ARo

18.4.2 KK: AMMSRIZFAES

LREoI— Docker B280%, FATRILIFIA --cap-add (EAN4A) # --cap-drop (RIF4HENR) A
SERFAITHIHIEINER,
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SKEZR— WERRE 2K Web 241

RIIREERMH—DAHE Web B (FAREEEMNEMESHABOARENIRNE eIRIRET
=, fRATLUBT an < eS8 bk B BUARET], ARBIRERINGZTIF#E— MR CRIEEST.

$ docker run -d \
--name max_secure_web \
--cap-drop ALL \
--cap-add NET_BIND_SERVICE \
nginx:alpine

XERY --cap-drop ALL BSEH “Fif&/IVME” BIRIRARTFIE. IR, EMEXEZFA 0-Day FRE
2|7 Web Ar5589A 28 root Shell, HfthiXEREERIRETtE CHIHBEBENEFREINET, RS
= HRIBIELITIR,

KEZRT RERRMSRIEQNMSESLE

RIERBANERFE—TMEIRREE (40 tshark 2 tcpdump) , XEFARTE Docker FRHAIERIA
BREZA, ANZEFREERRNRENFRE, MK Permission Denieds

RS, FHANFELEEIIRRRVE DR OEIERES:

$ docker run -it --rm \
--name network_sniffer \
--cap-add NET_ADMIN \
--cap-add NET_RAW \
tshark-image /bin/bash

EINIABFTEHNMNEEIEES] (NET_ADMIN) iR REEZEFINE (NET_RAW), MRxE
TIEFTENBRARMZRE - -privileged B,

I\ Warning

AREFRZAGBET “NRERIEL" IR, FEIBREEZBERM --privileged X
ik, BXRHE BENL—ISRAFRE R RIRETERNARBANRAF, HiElME
MFRALBHES! BFSLERHZHIENERRE, BERMNGERIFRE cap_* BEFT.

18.4.3 545
FIFEBEAIMLE (Capabilities) BHITIHRANRAZLHRITHIFKE—IF, EE ‘BRBMFIIFR

HERF (--cap-drop ALL)” BIRIRECEH AT, XFEFEMEREFASKRAEE, WHEEK
FEEREE—N L FELRSHRENIZREREF,
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18.5 HEZ 24

(&7 BRBs B iE. BB LIBENNE, Linux RiZEZREESTFIRET AELLIEBINAE,
ENHEERE T —EFHYEN “DFIBMHL . ATEENRBEGEIHEITE. RAFREESUKRE
MBS REREE AR,
18.5.1 AGtiEREIE

seccomp (Secure Computing mode) =& Linux AZH— 1ML 2N, BFRGIHZEBLZENR
,Jbﬂﬁﬁﬁﬁio

— EERY Linux AIZdRIE T 300 2P R40EA, M—NEBBTHNESRMNMA (B30 Nginx BRS3)
QZAINTNMER, EMEREEE T T AENNEAORRH#ITAZENE PXiGEHK

BE

o

Docker BRINBH T Seccomp HFIBEFERN BIARLEXH Bl UFI BN AR BARSERD T AEe—*
(FOUAZAT 44 1MERNARAR, LLNEBHNXHERRS).

MR ANRFARFHE T WEE, (RellARSEERZREAN,
S A chmod RAAATE
B, 95— no-chmod. json BISRBESC 1

{
"defaultAction": "SCMP_ACT_ALLOW",
"syscalls": [
{
"name": "chmod",
"action": "SCMP_ACT_ERRNO"
}
1
}

B ThEt &3k Docker ANXEIDIEECE :

$ docker run --rm -it \
--security-opt seccomp=no-chmod.json \
alpine sh

/ # chmod 777 /etc/passwd
chmod: /etc/passwd: Operation not permitted

NARBRMFEFHITER R, HRMFRGEGTESLLIZE,
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18.5.2 s&liAinliEFl: AppArmor [ SELinux

Z4EHY Linux IREETE DAC (BEiFRER]), XEKRBMR - I XHRETF T E2RIBEENR

(777) , EBIRE NMERABEEEEEN. B MAC GREARESH) £, Y Apparmor (AT
Ubuntu/Debian) 3% seLinux (%M F CentOS/RHEL), AILKIELL “XHEFREN" BHRMAMEH
ERBRIEHIIRIR,

TEART ERHIHIBINEE £

e AppArmor: Docker AFTERBSHBIN BINE T — M ERIARY docker -default #2134, TNRIRHY
RUEREETH (NEFEFHENRNZOIEERENERE) 7E AppArmor FASIRZ £, BME
B2 Root, BEANREFXK,

e SELinux: FiB R Docker 2 1E3RHIMINNATIH L T XARIRIRE . MBIBENR 7 HELL T REZHY
HKiRSS, BEWNARET Docker IR ENI X HHITIRE RN IR W A LE.

RN ERESEN AN ERVIMNRRUS IR, FTLUBEN A ERERINIR

$ docker run --rm -it \
--security-opt apparmor=custom-nginx-profile \
nginx

18.5.3 ARHRBIR RS

MABFRBHEEERAIEETME, A “E” ERETHESD KRR, REL2RE
HARRAPABERHNERZERE, ME8REESINENEM ApT REFEERT FRAR
FR BBV SR

568 Trivy iRBIXEE

Trivy ZH Aqua Security RITH—m it W BB XA RE R R RFDEFE. TRANATIEIE
RIS BT LARDEEE K Z 20X PL,

Built with mdPress


https://github.com/aquasecurity/trivy
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

## MRFEAAMEGHSITHERSRRE
$ trivy image alpine:3.20

2024-03-01T10:05:07.124Z INFO Number of language-specific files: 1
2024-03-01T10:05:07.1247 INFO Detecting vulnerabilities...

alpine:3.20 (alpine 3.20.0)

Total: 2 (UNKNOWN: @, LOW: ©, MEDIUM: 1, HIGH: 1, CRITICAL: 0)

| busybox | CVE-2022-28391 | HIGH | 1.30.1-r3 | 1.30.1-r4 | busybox: out-of-bounds
read in... |

REWBERAE LEALARER LR CES LRSI YHEMEINE CI/CD ke, WNRHIM HicH &K
CRITICAL EMIREICRAITIHIZEE, XASFERMENDHIREENNESIMREKIRE, B
Trivy 45, &#T8Y Docker hiAsth ERE X IFE /5 131##]7] Docker Scout,

18.5.4 RO BERASEIE

FIXE, Docker HIRFEBEMARRREL LM M BRFBERE(coroups) T #HIE/M
% | B 19 T ik (Namespace) « E 4 8EE 77 B UK (capabilities) B 2 WEBEIREEE E 4
(seccomp/AppArmor) BB TeEE, BAHEHE “100% REMNEZZFRIMPLLE", REFAEFIR
PERR/IMUIRN , BBRHELZ 0] UMEISMEEEFHMN,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

18.6 AR RARLARSHNER S

£ DevOps 7ii2H, BRHELELELMNFABRRBUBIREIRT . ML, WiE. FHEIEE, &
BB EGARBEEREMP. ATARNTEREREEE. REYELEE (SBOM). H#RIEE
RIIEFHNVER 2 K.

18.6.1 AR GRARBI ALY
Trivy - REBRATREE

Trivy BH Aqua Security FFANFRREHES, UHEER, RR. EHMESE, ERALAER
o

ffim:

o KR, FATHBIXH

o HEEER (W)

o MHHRKR. XHRSF. Git CEZSMITHER

o WUEESHBMEMR

o LFZMEHHRIN (JSON. FA&. SBOM FH)

RESEAXER:

# T Trivy

curl -sfL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh | sh -s -- -b
/usr/local/bin

# FEAHIRER

trivy image nginx:latest

# SR JSON #&RIRE

trivy image -f json -o report.json nginx:latest

# PREXHERS
trivy fs /path/to/project

# FiE cit BF
trivy repo https://github.com/aquasecurity/trivy

7E CI/CD H£ERK:
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# REMTEIREETIE

trivy image --severity HIGH,CRITICAL \
--exit-code 1 \
myregistry.com/myapp:v1.0.0

Grype - TR ZHRHERAHESS
Grype H Anchore FF&, Bz EEESRIES,
V=

e Z¥F Java. Python. Go. Ruby. JavaScript &ZMiE =S BRI
o 5 Syft (SBOM 428 BLEMELT

o HHEXRBEIEER

o LTRBAIMIEN

RESEM:

# &E Grype

curl -sSfL https://raw.githubusercontent.com/anchore/grype/main/install.sh | sh -s -- -b /usr/local/
bin

# PREERE
grype docker:nginx:latest

# 5 syft BC&EH%R SBOM
syft docker:nginx:latest -o json > sbom.json
grype sbom:sbom.json

# PRERERR
grype dir:/path/to/app

Snyk - RENRLTE
Snyk -t T BIEN TR EHERS, FHIESEIIFE,
ST

o NFFIRRBMFAIETE

e 54 Git FERESEM (GitHub. GitLab. Bitbucket)
o IRMEERINABIKIEE PR

o Z¥f Kubernetes SBER LT

EAfER:
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# Z# Snyk CLI
npm install -g snyk

# IAIE
snyk auth

# ARG

snyk container test docker-archive://image.tar

# BITCE
snyk monitor --docker

Itk4h, Docker B 1A Docker Scout (docker scout CLI) RJLAE#ZTE Docker Desktop Zan<e
TR REHITREREAKBS, EEHEFAREFRENSE:

# FEAHIRER

$ docker scout cves myapp:latest

# BERGIKNFRREE

$ docker scout quickview myapp:latest

TARXMLER:
Sk Docker Scout  Trivy Grype Snyk
Docker £/ v (RE) TR TR ERE
SKH X v X X
BEER X v v X
YFRIEE v X v v
B E &N v X X v
FrRS 2% =lib) v v B3
IDE SER% V4 v v v4

18.6.2 SBOM ({4+YElEE) £S5 EE

SBOM (Software Bill of Materials) B—{1F4%3%R, IER T HREPERNFREANG. KIERE
MRAEE. SBOMEHNEZEHREXREE, FHIRELAIFNZLRAR, EREREMZFIME
W FHo
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Syft - SBOM £ T A
Syft @ Anchore #HIZ I SBOM £ T A,

E:

curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s -- -b /usr/local/b
in
4k SBOM:

# MBEBRER sBoM (ZFE()

syft docker:nginx:latest -o json > sbom.json
syft docker:nginx:latest -o spdx > sbom.spdx
syft docker:nginx:latest -o cyclonedx > sbom.xml

# MAHIXHRGER
syft dir:/path/to/app -o json > sbom.json

# M OCI RGIURER

syft oci-archive:image.tar -o json > sbom.json

CycloneDX 5 SPDX #&=\
FEfhETREY SBOM A=

CycloneDX &3 f1:

<?xml version="1.0" encoding="UTF-8"?>
<bom xmlns="http://cyclonedx.org/schema/bom/1.4" version="1">
<components>
<component type="library">
<name>openssl</name>
<version>1.1.1k</version>
<pur l>pkg:deb/debian/openssl@l.1.1k-1+deb11u5</pur1>

</component>
<component type="1library">
<name>cur l</name>

<version>7.74.0-1.3+debllul</version>
<purl>pkg:deb/debian/curl@7.74.0-1.3+debl1lul</purl>
</component>
</components>
</bom>

SPDX &3\l

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

"SPDXID": "SPDXRef-DOCUMENT",
"spdxVersion": "SPDX-2.2",
"creationInfo": {
"created": "2024-03-01T12:00:00Z",
"creators": ["Tool: syft"]

}l
"packages": [
{
"SPDXID": "SPDXRef-Package-openssl",
"name": "openssl",
"versionInfo": "1.1.1k",
"downloadLocation": "NOASSERTION"

SBOM MIN FRiZ=R
KBk
LHAY CVE #RIIEY, AR E R mEIN A :

# A Grype ¥ SBOM HITRERM
grype sbom:sbom.json --add-cpes-if-none

BRMERS:

¥ SBOM RENEY), BFEITMNEGAERLE.
REALIRER -

BI DT SBOM FRBYKHARA, HIEREFALKITE.

18.6.3 SRIGER 5L

RETBHRFEORRTEERKENL. RHERSGER Cosign M Notary,
Cosign - IRERRRTTH

Cosign &2 Sigstore MEMNZOLDT R, FHLEAEE, S8 CI/CD it
RE:

wget https://github.com/sigstore/cosign/releases/latest/download/cosign-1linux-amd64
chmod +x cosign-linux-amd64
sudo mv cosign-linux-amd64 /usr/local/bin/cosign
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EREAN (RHRAR):

cosign generate-key-pair

# 4R cosign.key # cosign.pub

TRES:

# EALAES MEIICRER)

cosign sign --key cosign.key myregistry.com/myapp:v1.0.0

# RERTTBNTAAED

IIrER:

# ERARTARIE
cosign verify --key cosign.pub myregistry.com/myapp:v1.0.0

# WHERRG
# Verification successful!

# {

# "critical": {

# "identity": {...},

# "image": {...},

# "type": "cosign container image signature"
# }I

# "optional": {...}

# 3}

Keyless &% (##EHF CI/CD):

# 1E GitHub Actions % CI HFEHEEHEER
cosign sign --yes myregistry.com/myapp:v1.0.0

# WIEETEEhER 0IDC SHIIIES %
cosign verify myregistry.com/myapp:v1.0.0 \

--certificate-identity https://github.com/myorg/myrepo/.github/workflows/build.yml@refs/heads/main

--certificate-oidc-issuer https://token.actions.githubusercontent.com
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Docker Content Trust 5 Notary

AR DCTRKAEZ

Docker EE7%1E% Content Trust, F<EBTS:

e 20254 8 Bitc: ®RFP—t DCT ERIEHFTIATHA
e 20254 9 A 30 Hitg: #mEM=AAIBEA DCT
e 20283 A 31 H: DCT=£#kR, FiE DCT BIEKAMIER

BRI BiEER _ EXN B Cosign (Sigstore) #1TiR&E R ; WA DCT ARPNREHIET
Bitxlo

Docker Content Trust f£/ Notary SKItREE R, = Docker EFMERERBBRF .

BA DCT:

# TEFRAEA peT
export DOCKER_CONTENT_TRUST=1

# IL/SFFE docker push/pull HEBEEH
docker push myregistry.com/myapp:v1.0.0

# MRBHERER, BIFRRIES
# 2R DCT ((NATHERM)

docker push --disable-content-trust myregistry.com/myapp:v1.0.0

EREAEE:

# BEENRIEREIE Delegation Key
# BREATEHETE ~/.docker/trust/private/root_keys/ # ~/.docker/trust/private/tuf_keys/

# BREEEER
docker inspect --format='{{.RepoDigests}}' myregistry.com/myapp:v1.0.0
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18.6.4 VRS RIECEE
1. BrlisgGg&e

# X FH#HFE: F/A latest %
FROM ubuntu: latest
RUN apt-get update && apt-get install -y curl

# v W= BEEMBGRATNEE
FROM ubuntu:22.04@sha256:a6d2b38300ce017add71440577d5b0a90460d0e6e0e14. .. (¥ 64 fiIla#H)
RUN apt-get update && apt-get install -y curl=7.68.0-1lubuntul

2. MR
1£ Dockerfile HERZEHHE:

FROM golang:1.26-alpine AS builder
WORKDIR /app
COPY .

# A Trivy HERKE
RUN apk add --no-cache curl && \

curl -sfL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh | sh -s -
- -b /usr/local/bin && \

trivy fs . --exit-code 1 --severity HIGH,CRITICAL

RUN go build -o app .

FROM alpine:3.17@sha256:abcd1234... (GFERALIrTEN 64 UHERE)
COPY --from=builder /app/app /app

3. ETH SR G R

# SRIGMESTRE A

trivy image --severity HIGH,CRITICAL \
--exit-code 1 \
--timeout 36m \
$IMAGE_NAME : $IMAGE_TAG

# TEEEEBENGRE
trivy image --scanners vuln,misconfig registry:5000/myapp: latest

4. RECERSEE
Harbor (RAHRGERE) NREHAM!
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# harbor.yml BC&ETRH
trivy:
enabled: true
# BRRGEE
image_source: "Official"

# RINTHEE
scan_on_push: true # HEIEBIEIRE
scan_all: true # RBCERNFRESRRE

5. BURH1T
7T Kubernetes 157 {EF Admission Webhook 324552 M3 :

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
name: image-security-policy
webhooks:
- name: image-security.example.com
clientConfig:
service:
name: image-security-webhook
namespace: security
path: "/validate"
rules:
- operations: ["CREATE", "UPDATE"]
apiGroups: [""]
apivVersions: ["v1"]
resources: ["pods"]
admissionReviewVersions: ["v1"]
sideEffects: None
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18.6.5 CI/CD REEM T LA

GitHub Actions T{E#RHI

name:

on:

Build and Scan Image

push:

branches: [main, develop]
pull_request:

branches: [main]

env:

REGISTRY: ghcr.io
IMAGE_NAME: ${{ github.repository }}

jobs:

build-scan:

runs-on: ubuntu-latest
permissions:

contents: read
packages: write
security-events: write

steps:
- name: Checkout code

uses: actions/checkout@vé

- name: Set up Docker Buildx

uses: docker/setup-buildx-action@v4

name: Build Docker image
uses: docker/build-push-action@v7

with:
context:
push: false
load: true

tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

name: Run Trivy vulnerability scan
# LTEIEFR: 2026 £ 3 B 19 H Trivy GitHub Actions BN HEKE,
# 76 MhRASITRERENT, SUERARAIZR commit SHA 51A, MAERIZIRE,
# fEAFIEE https://github.com/aquasecurity/trivy-action/releases #%32 SHA Wt[ZIEHERRZS,
uses: aquasecurity/trivy-action@57a97c7e7821a5776cebc9bb87c984fa69cha8fl # v0.35.0
with:

image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

format: 'sarif'

output: 'trivy-results.sarif'

severity: 'HIGH,CRITICAL'

name: Upload Trivy results to GitHub Security tab
uses: github/codeql-action/upload-sarif@v3
with:

sarif_file: 'trivy-results.sarif'

name: Generate SBOM

uses: anchore/sbhom-action@ve
with:
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image: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: cyclonedx-json
output-file: sbom-cyclonedx.json

- name: Upload SBOM
uses: actions/upload-artifact@v4
with:
name: sbom
path: sbom-cyclonedx.json

- name: Sign image with Cosign
if: github.event_name == 'push'
run: |
cosign sign --yes ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

- name: Login to Registry and Push

if: github.event_name == 'push'
uses: docker/login-action@v3
with:

registry: ${{ env.REGISTRY }}
username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}

- name: Push image
uses: docker/build-push-action@v7

with:
context:
push: true

tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
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GitLab Cl T{EfRMHI

stages:
- build
- scan
- sign
- push

variables:
REGISTRY: registry.gitlab.com
IMAGE_NAME: $REGISTRY/$CI_PROJECT_PATH

build:
stage: build
image: docker:latest
services:
- docker:dind
script:
- docker build -t $IMAGE_NAME:$CI_COMMIT_SHA .
- docker save $IMAGE_NAME:$CI_COMMIT_SHA > image.tar

scan:trivy:
stage: scan
image: aquasec/trivy:latest
script:
- trivy image --severity HIGH,CRITICAL --exit-code 1 docker-archive://image.tar
allow_failure: false

scan:grype:
stage: scan
image: anchore/grype:latest
script:
- grype docker-archive://image.tar

generate:sbom:

stage: scan
image: anchore/syft:latest
script:

- syft docker-archive://image.tar -o cyclonedx > sbom.xml
artifacts:

reports:

sbom: sbom.xml

sign:
stage: sign
image: gcr.io/projectsigstore/cosign: latest
script:
- cosign sign --key $COSIGN_KEY $IMAGE_NAME:$CI_COMMIT_SHA
only:
- main

push:
stage: push
image: docker:latest
services:
- docker:dind
script:
- docker load < image.tar
- docker login -u $REGISTRY_USER -p $REGISTRY_PASSWORD $REGISTRY
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- docker push $IMAGE_NAME:$CI_COMMIT_SHA
only:
- main

18.6.6 EMRAS R{ESCER
Q: AR S PHBEIEIEY CVE, WfabiE?
A: RLE CVE AIREE S B E B HIBEREH, AL

o FRRIEREHT BEEMA
o EATAMZERFIRINEE (30 Trivy BY . trivyignore)
o EHREMIIE T AR REIERE
Q: I FERERNNRLM?
A:
o EAZMEBMERDREFRERN
o (FREEIEMEG (Alpine. Distroless)
o TEHAEMMKHMAZ AR/
o RN, ARz
Q: A EEMICMERTHA?
A:
o EEABIERL (W HashiCorp Vault) F1FEEZHA
o THARMEIR (BINE 90X)
o {EF Keyless &R HMRRIAEIES M
o RETPARMAEITHESE
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FEING

Docker W& M KM T ZRERENGRINELE, FNFERFPEERELRK,

B&HKE, Docker BRIERTHREN, FrIRERSFZATER root INRFKTITHIZATIE,

55, BREILERIIBETIA, bl Apparmor, Seccomp,
SELinux, GRSEC Xigg=elf;, BEEEHEAEPLNES R
B LHH,

7 RSB IRRAEBOHEIN? WPIRZ Issue B PR,
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FThEARBLESHAS

TEFIRER, ARUNABBERMGE, ENEZEEFBNEITREUMRNABEFEEEE, xEF
L Docker/Compose B E, NARRKIES BEEENEMERS &/LEAIIR,

3t F Kubernetes =, Al MMM RRSHHGEFEESERARE (He0EEHR Prometheus
Operator. HE&EXE DaemonSet %), AERAEXBRALIBIRET, EFEAAITEN
Kubernetes #i2,

BITFERRKITUTRE:

o AFBIEEE: LU Prometheus AE, HRMAIREN B RALSEREIET.
o HEEE: LLELK (Elasticsearch, Logstash, Kibana) E1f, NEAEHFXAETWRETE,

AT ILREEBEEFIMRREERER, SERTUT “S/NAR:

° %%@*E*’]—“—ﬁ E 10N E’JL'LETU_ /i
o ENHPEHERR
o R/IEZFIF (Prometheus -> Alertmanager -> & UK %)

o AEREREMNR/)EE

FEAR

e Prometheus Y¥51F

o AFINITEM. FEITRESEERE,
o EIKHEER

o EFAAEKE. FHESKER,
L 3: W

o AB!MMNAMEREM LK.
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19.1 Prometheus
Prometheus #1 Grafana @ HRIRMITMNIFRRITAHE, RIENTHIERESENE, EENREIE
EIEN S

Prometheus @R — M H RN AL KIENIRET A B, EX Google Borgmon BB %, H
SoundCloud 7£ 2012 F8lIE,

19.1.1 ZRH9fE 7Y
Prometheus BIEEHHEEIE:

Prometheus Server: #Z0AM, faRUREMEMERT B F IR,
Exporters: fa133[@ Prometheus 85 51T%K4E (40 Node Exporter, cAdvisor).
Alertmanager: BIRERIX,

Pushgateway: FAF#FEEdanEHAR Job HExEE,

19.1.2 fRIREPE
A TATLAER Docker Compose RIREFZE—E Prometheus + Grafana &iTIF 15,
AHRGIERT :

® node-exporter: XEBENISIR (CPU. RE. HE. MEEHF),
e cAdvisor: RERZHER (B2s CPU/RTE/MNLE 10. XHERAEFE),

EEFRER, EiUE Prometheus BVEHER RIEIFTAL, HENEEBURREF.

1. EEEEH

BlI%2 prometheus.yml:
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global:
scrape_interval: 15s

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

- job_name: 'node-exporter'
static_configs:
- targets: ['node-exporter:9100']
- job_name: 'cadvisor'
static_configs:

- targets: ['cadvisor:8080']

rule_files:
- /etc/prometheus/rules.yml

2. "5 Docker Compose X

8% compose.yaml (3¢ docker-compose.yml)s FEURFIERBIBEMN IR ERDE, BEREE
. Zs;Rffld Prometheus. Grafana. node-exporter. cAdvisor BURRASSNANEE, EF=IFIEE
Zfl, BERAUNTEARERIARIHETFRE

e Prometheus EA X4

e Grafana EA %%

e node-exporter X

e cAdvisor £%m
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services:
prometheus:
image: prom/prometheus:v3.11.2
volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml
- ./rules.yml:/etc/prometheus/rules.yml
- prometheus_data:/prometheus
ports:
"9090:9090"
command :
- --config.file=/etc/prometheus/prometheus.yml
- --storage.tsdb.path=/prometheus
- --storage.tsdb.retention.time=15d
networks:
- monitoring

grafana:
image: grafana/grafana:13.0.1
ports:
"3000:3000"
environment:
- GF_SECURITY_ADMIN_PASSWORD=admin
networks:
- monitoring
depends_on:
- prometheus

node-exporter:
image: prom/node-exporter:vi.11.1
ports:
"9100:9100"
networks:
- monitoring

cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
ports:
"8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
networks:
- monitoring

networks:
monitoring:

volumes:
prometheus_data:

3. BRIBRSS

$ docker compose up -d

Brhia, iR T
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e Prometheus: http://localhost:9090

e Grafana: http://localhost:3000 (BAIANMKSZH5: admin/admin, BERERESHILEMER
#Zh5)
19.1.3 BigE Grafana EiR

1. 7£ Grafana #7510 Prometheus #4385, URLIEE http://prometheus:9090s

2. S NILALHY Dashboard &k, 40 Node Exporter Full (ID: 1860) #1 Docker Container (ID:

193),

XiF, REiRE T — TP EUNEREERR.

19.1.4 EFBIS5EEAR
TEREHER, BYATUTESER.
FEARRER “B/NAR
1. 7€ Prometheus T1E$] 7 Status -> Targets, ffiIA prometheus. node-exporter. cadvisor
B state 3949 P,
2. 7£ Graph F=iAZE8:

Oup

O rate(container_cpu_usage_seconds_total[5m])

3. £ Grafana Dashboard HE S %73

o fEEH CPU/Load/ N7z /HiER

o R CPU/AEFEFBHE. NEREBXE
MRMERI “ERAZT", BEARZE Grafana By, M2 Prometheus ‘&MEIHIENEIITES
Dashboard RILHELD,
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B EHE
e Targetdown: KERBNEEEERE, MOSEEZRIIR—ME, UK exporter EHRER 28
WIEE .
o cAdvisor TEIRTREE : HINEH T Docker BRSBENM /sys. /var/run FHR, HH#
REEWNLL Docker BITIEH,

o IEFRERS: HBIAIREY Docker/RiZhRZAS cAdvisor #ZA; T containerd FHi&fT8Y, X&EH
G W=7 N =i S

KBIEAEE:. TR/528
FEEFIFRHIERY, B XETE/LEIENR, FH1E Grafana BRI NAYE BIE,
e T CPU flEA=: 100 - (avg by (instance)
(rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100)

o TRAGFEERE: (1 - (node_memory_MemAvailable_bytes /

node_memory_MemTotal_bytes)) * 100

o PRHETIEMERZE: (1 - (node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} /

node_filesystem_size bytes{fstype!~"tmpfs|overlay"})) * 100
o ZAEECPU: sum by (name) (rate(container_cpu_usage_seconds_total[5m]))

o ZRFBMTE: sum by (name) (container_memory_working_set_bytes)

WEH: KR[E A4S BY cAdvisor/Docker 3f label s R AIBEEEZE R (U0 name. container .
container_name), YIREWANZT, EINSH label_values(container_cpu_usage_seconds_total,

__name__) 3¢7E Prometheus B E@ZEE A A label,

Targets down HisE 58

Y Status -> Targets i3 pown BY, EBIELLTIRFHE:
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1. MEEM: Prometheus B3 E A FH 4R B4x (Bl— Docker network. DNS. #®H)o

2. WO /B8R HaIA exporter ¥IFIFEOS Prometheus BRBE—2; HEARITE Prometheus A28
curl http://node-exporter:9100/metricseo

3. WPR/#EE#EL: cAdvisor BEIARIBEEN] /sys. /var/lib/docker FHEHERR, MREASEEBIER
reFdiRE,

4. WER: BEENSARNEREIAITESE “WEEEKRIE", FENE NTP/RKXE
1

5. BB RE: ik exporter RE3BEEER, &TF docker logso

Alertmanager &&=

IR EINGIN Alertmanager iIEER S 58 B, H1E Prometheus FECE alerting 5

rule_fileso

ATRE "®NEERFT, BNEDEEMERS

%

o REHREE: flWlup == o, AT X exporter T MLEHE,
o RENEE: fINTREETERAE, ATFRALZIESENXMK,

1. EEEENXH

23 rules.yml:

groups:
- name: docker_practice
rules:
- alert: PrometheusTargetDown

expr: up == 0

for: 2m

labels:
severity: warning

annotations:
summary: "Prometheus HMEXEAFAALX"
description: "Job={{ $labels.job }}, Instance={{ $labels.instance }}"

- alert: HostDiskSpacelLow
expr: |
(node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} / node_filesystem_size_bytes{fstype!
~"tmpfs|overlay"}) < 0.10
for: 10m
labels:
severity: critical
annotations:
summary: "WEEABAZERE"
description: "Instance={{ $labels.instance }}, Mountpoint={{ $labels.mountpoint }}"
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WEA: XEMANZE “FTAZEMRT 10%” NEESE, FHiF “KEK24/NHE

IR W E X AR SHEH S MERRIT IR,
2. i2E Prometheus MEFAMHEN Alertmanager
{EE4 prometheus.yml, I&A0:

rule_files:
- /etc/prometheus/rules.yml

alerting:
alertmanagers:
- static_configs:
- targets: ["alertmanager:9093"]

F1E Compose AHEEFINI T4
3. #& Alertmanager

Bl#2 alertmanager.yml:

route:
receiver: default

receivers:
- name: default
webhook_configs:
- url: http://example.com/webhook

B1E compose.yaml EANARSS :

alertmanager:
image: prom/alertmanager:v0.32.0
volumes:
- ./alertmanager.yml:/etc/alertmanager/alertmanager.yml
ports:
- "9093:9093"
networks:
- monitoring

S99

V]

AUFM, /73R

£, BIRSEELAXIAEIRNERE (N IMYBBA. BHTE. TRAL%), HESEHH

™ Dashboard R SHEAND, BREEMNIES,
BINAIXHES

AT BETRERELUER, BNER—BRTESUATIXM:
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compose.yaml: Prometheus. Grafana. exporters. Alertmanager BIZBE
prometheus.yml. Prometheus {EXECE 5 EZEE
rules.yml: HZEHM

alertmanager.yml: EERBSEWIERE
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19.2 ELK &%

ELK (Elasticsearch, Logstash, Kibana) 2BaIWRERITHHRBAERRAE, MES ST,
BT Fluentd BMNRERXKE N BT HFEIF, EFK (Elasticsearch, Fluentd, Kibana) A&t T1E
EERT.
19.2.1 5EREH
BAVERALUTEEH:

1. Docker Container: A2 HEMH EIFRERE (stdout/stderr)o

2. Fluentd: fE}7 Docker B9 Logging Driver SRiz1T TIPS, IKEREAS,

3. Elasticsearch: 7Ffi#M Fluentd W EIMYH EEIR,

4. Kibana: M Elasticsearch JZEXEEFH#HITRIMILE T
19.2.2 SERIE
(14515 Docker Compose K—HEEPEREN A& H %,

1. 485 Compose X

1. 485 compose.yaml (8 docker-compose.yml) BRE I T, hRAET: 2A<n{5IfER Elasticsearch
9.x. Kibana9.x. Fluentd FHMHMRIERAES, IENEE, EF=IMNEHER, BEEA
Elastic EA X4 # Fluentd EA X HWIARFIRASEERA M.
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services:
elasticsearch:
image: docker.elastic.co/elasticsearch/elasticsearch:9.3.3
container_name: elasticsearch
environment:
- "discovery.type=single-node"
- "xpack.security.enabled=false"
"ES_JAVA_OPTS=-Xms512m -Xmx512m"
ports:
"9200:9200"
volumes:
- es_data:/usr/share/elasticsearch/data
networks:
- logging

kibana:

image: docker.elastic.co/kibana/kibana:9.3.3
container_name: kibana
environment:

- ELASTICSEARCH_HOSTS=http://elasticsearch:9200
ports:

"5601:5601"

links:

- elasticsearch
networks:

- logging

fluentd:
# elasticsearch8 i@ REST API 5 ES 9.x ®A
image: fluent/fluentd-kubernetes-daemonset:vl.17-debian-elasticsearch8-1
container_name: fluentd
environment:
- "FLUENT_ELASTICSEARCH_HOST=elasticsearch"
- "FLUENT_ELASTICSEARCH_PORT=9200"
- "FLUENT_ELASTICSEARCH_SCHEME=http"
- "FLUENT_UID=0"
ports:
'24224:24224"
"24224:24224/udp"
links:
- elasticsearch
volumes:
- ./fluentd/conf:/fluentd/etc
networks:
- logging

volumes:
es_data:

networks:
logging:

2. B2E& Fluentd

B3 fluentd/conf/fluent.conf:
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<source>
@type forward
port 24224
bind 0.0.0.0
</source>

<match *.**>

@type copy

<store>
@type elasticsearch
host elasticsearch
port 9200
logstash_format true
logstash_prefix docker
logstash_dateformat %Y%m%d
include_tag_key true
tag_key @log_name
flush_interval 1s

</store>

<store>
@type stdout

</store>

</match>

3. e BN AREERERA fluentd IXED
Boi— MR E2E, 8EBEIRTNA fluentd:

docker run -d \
--log-driver=fluentd \
--log-opt fluentd-address=localhost:24224 \
--log-opt tag=nginx-test \
--name nginx-test \
nginx

AR IR fluentd DR ERBEIH MIFTE localhost: 24224, EAEFIFIER, NRIFZEERBEMN
28, FEEH 1ocalhost BIEAIETT fluentd BIFEA IP,

4, 7£ Kibana #&EEBQE

1. 35i8) http://localhost :5601,

2. i## )\ Management->Kibana->Index Patterns,

3. SIEHFHHY Index Pattern, % docker-* (FRA1TE fluent.conf FECERIFIZ),
4. 77%HF otimestamp YEABIE]FER,

5. % Discover T1H, fREiEEEE Nginx B28HHE T,
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Kibana %5 [1EX & iR

BRIEN EFK/ELK BY, “Elasticsearch B#3E(E Kibana EARE” RENR, @E X Kibana E2&E sat
18] & EinlE

e Index Pattern RITEZ: #iA Kibana Y Index Pattern 532525 | 5I&—3, BILISCH
_cat/indices EEFEEILFETF R

o ME|FENEREIR: EE5IBES otimestanp, —AVERE; NRERTHIZNFE, 28X
Discover Jo £ #% B8] i,

o EJEIEA/BYX: Discover H_LAMBTESECEZIARTRERERIT 15 %, BRNXAIRERIMETR.
N SCIBSEEY ARIRIE 24 /N BIIE,

o WURMAAN:. HEATRIFEMUXE, MANEEFERANA; £FHEEIGEL JSON H
TER SRR

5. BEAER2EE A Elasticsearch: £=HsENSE
WORTE Kibana EREAER, BINEBGD Ul, MEHIBEEEZERIE “BEESTNE,
1. BEERSIZTE:

curl -s http://localhost:9200/_cat/indices?v

WNER Fluentd B T logstash_format true B logstash_prefix docker, BESFIF U

docker-YYYY.MM.DD BYZZ5 |,

2. ZEERIE—EREENBAEXE:

curl -s -H 'Content-Type: application/json' \
http://localhost:9200/docker-*/_search \
-d '{"size":1,"sort":[{"@timestamp":"desc"}]1}"'

1R Elasticsearch FELZEXH, B Kibana AAT, BEREERE:
e Index Pattern ZILECEIZRS| (FIADE AL T docker - * {BSCFRZR 5 | BIZRAE)o
o BHE|FESRENHAIXAR—E, SE Discover BYa)EORE R EIE,
19.2.3 B4

@i Docker WAEIKENHIE, L5 ELK/EFK BARIWEM DEEST, FAIAI LABRMAME—1EEDS
NFBERSHSETE, XNTFHEEFREEXEE,
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19.2.4 &£ E 5
EEFFIED, BERSAERLUERAERREN “BES5SNEHN" HIaHE, BiUSI%E:

o AEMY: BEEKRESHE SAEREX, BISEREREBAPSES | EanAHARE
(ILM), 2% Elasticsearch EREER K Ifif A& RiRo A AT,

o HIFACE: Elasticsearch 3t JUM Heap 58UK. BRRBIFEY ES_JAVA OPTS Fb, &F=IFIESE
HFETRANGFE. PHRE. TWEHBIT.

o HERFIEM: RERIFHHELENMEE D). BESEIRXEK; & Elasticsearch EAEIE
B, RERNEPSEERBAETESEEEHT.

o AERIN: HENBMBEWKAS (JSON) HEEXHEFEL (80 trace_id. request_id.
service. env), MAERFLIESXKEXST Mo

F5| SR RBERVTE RN
Tt EFKIRE ELK, &= LEFEELIZE N nl

o AEREZA?

o REBEHINHASMARIEANER. AIESBEFE?
BIRIE S SERENBEERE, HEERERNERZEE, F0:

o E£FFIfIE: T~30K
o MWAIFR: 1~TX
SHMARBEERE:
o WXRBIFES|: %0 docker-vyyy.mM.oD, FHEHAMIFRIHAZRSI,
e A ILM: EX Hot/Warm/Cold/MIERMER, #%Btial5EEBNRENS O,

X FAFNIREERE, S8 “RRRDh + JHIMIBR” LSS, EERBERRR 80% WA ERE,; HBE
2 Lk, BHENEKRE, BEDSIAN LM, DEFHESERARND AR,

=ATAN “SRARSIFE 6

WMNRIRF AR KARENZES| (5150 docker-YYYyY.Mm.DD), BILLUE T Elasticsearch API EHAEIE T HAZR
5o

TEREFRABTETRBE: REXFAE docker- BIZRSIHMPFEERS. EFMEEZNET BT
8. REBIESKRIZHIEBHITEMLEE,
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1. 5|HZR5]:

curl -s http://localhost:9200/_cat/indices/docker-*?v

2. MFFFENTHAZRS| (HB):

curl -X DELETE http://localhost:9200/docker-2026.02.01

NRIRFHLEEBhLRREET], AJUE—TEA ILM ARSI ECERE SRR,
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19.3 FARMEREM LS

BRNEERFEIARIEERNAZBIHEKR, ELMFE%ET, MHREMIMATEERE CPU RE. AE
. B /0. MESRESZINEE. ATRANTICERERELRIT. 12875 AR,

19.3.1 AE 4 AELSIEEIR

B REIRIR A R

B RE RIS R LU T R BIEAT

CPU HEX151R:
® cpu.usage_usec: Aes CPU EFABTE] (f4#))
e cpu.stat.nr_throttled: CPU PRMALXNEL
e cpu.stat.throttled_usec: CPU PR3 EATE]
e cpu_percent: CPUERESLL
® cpu_quota: CPU FR8ig&E ()

REFRXIENR:

® memory.usage_bytes: HEINEERZ

® memory.max_usage_bytes: N{FEERAIEE

® memory.limit_in_bytes: RTEPEHI

e memory.fail_cnt: OOM (Out of Memory) KKRER
® memory.stat.cache: DIEI%E{F G

e memory.stat.rss: EFRRTESHE (RSS)

® memory.stat.swap. SWAP {EH=

PIZEAE KA -
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e rx_bytes: EWFTI
e tx_bytes: RIXFTH
® rx_packets: 1ZULEIEX
e tx_packets: KRiXEEKX
e rx_errors. EUNEEIREL
® tx errors. ARIXIEHIRH
e rx_dropped: EWEBE
e tx_dropped: RiZEBE

1/0 HEX$E4R:

e io_service bytes: |/O IEFTIHK

e io service time: |/O }2{EFERY

e io_queued: /O BAFTHEE

e fs_limit_bytes: XHRFIRHI

o fs_usage_bytes: XHRFAFEHE

19.3.2 5 docker stats SERFIA

docker stats BEREMERANKIETR, RELNNAH[ERERBE R,

EAfER:
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# LR ISIEEIETHNASS
docker stats

# WAl

# CONTAINER ID NAME CPU % MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
# abc123def456 nginx 0.45% 24.3 MiB / 256 MiB 9.49% 1.2kB / 3.4kB 6 B/ 0 B
# def789ghie12 redis 0.23% 12.5 MiB / 512 MiB 2.44% 2.1kB / 1.5kB 6 B / 0 B

# REITRERSE
docker stats nginx redis

# —RERETENZEER
docker stats --no-stream

# 1EERFTEME (B 7, BN 1 )

docker stats --no-stream --interval 2

# B fEE (A co &iR)
docker stats --format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}" --no-stream

# SHA IsoN BXAFHEEIER

docker stats --format json --no-stream > stats.json

TERI AR {ER -

#!/bin/bash

# FEEEHIEREIXG
while true; do
timestamp=$(date '+%Y-%m-%d %H:%M:%S')
docker stats --no-stream --format "{{.Container}}, {{.CPUPerc}}, {{.MemUsage}}" | \
awk -v ts="$timestamp" '{print ts","$0}' >> container_stats.log
sleep 10
done

MEREFEARAEIR

# CPU % #Bd 80%: EEIN cPu FRHISLLILIA
# MEM % i 100%: B2E1F ooM, FEEEIMAEFHAERELR
# WIS NET I/0 & dropped HIEE: WKRAMENEE

19.3.3 cAdvisor AR UIERS
cAdvisor & Google AAHN A2 EIT TR, 1RMLL docker stats EIFHRIMRELIE,

Docker Compose &8 cAdvisor:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

services:
cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
container_name: cadvisor
ports:
- "8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
- /dev/disk/:/dev/disk:ro
privileged: true
devices:
- /dev/kmsg
networks:
- monitoring

networks:

monitoring:
driver: bridge

BEhfEIA18) http://localhost : 8080 BE :
o RERMBESAIT
o RAERERSE
o [AEMREEIE

M cAdvisor 1REXEHR:

# IRENFRERERHY ISON S MREEIE
curl http://localhost:8080/api/vi.3/machine | jq .

# REVFERSRER
curl http://localhost:8080/api/vl.3/docker | jq '.docker | keys' | head -5

# RARFIHER
curl http://localhost:8080/api/v1.3/docker/abc123/ | jq '.stats[-1]'

5 prometheus £5%;

# prometheus.yml ECE&
global:
scrape_interval: 15s

scrape_configs:
- job_name: 'cadvisor'
static_configs:
- targets: ['localhost:8080']
metrics_path: '/metrics'
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19.3.4 Prometheus B BITHIE

{85 Prometheus #1 node-exporter #1TK IR B 22 M AEISIZ,

RIS

¢ Tip

LU TFREIFESIRS (80 prom/prometheus:v3.11.2, prom/node-exporter:vi.11.1.

ghcr.io/google/cadvisor:v0.56.2. grafana/grafana:13.0.1) NAEZE, EFEFIFIESE
gi, FIHRIEIERE 7 &SRR TR A S
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services:
prometheus:
image: prom/prometheus:v3.11.2
container_name: prometheus
ports:
"9090:9090"
volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml
- prometheus_data:/prometheus
command :
'--config.file=/etc/prometheus/prometheus.yml’
- '--storage.tsdb.path=/prometheus’
- '--storage.tsdb.retention.time=30d"'
networks:
- monitoring

node-exporter:
image: prom/node-exporter:vi.11.1
container_name: node-exporter
ports:
"9100:9100"
volumes:
- /proc:/host/proc:ro
- /sys:/host/sys:ro
- /:/rootfs:ro
command :
'--path.procfs=/host/proc'
- '--path.sysfs=/host/sys'
- '--collector.filesystem.mount-points-exclude=7/(sys|proc|dev|host|etc) ($$|/)"'
networks:
- monitoring

cadvisor:
image: ghcr.io/google/cadvisor:v0.56.2
container_name: cadvisor
ports:
"8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/1lib/docker:ro
privileged: true
networks:
- monitoring

grafana:
image: grafana/grafana:13.0.1
container_name: grafana
ports:
""3000:3000"
environment:
- GF_SECURITY_ADMIN_PASSWORD=admin
- GF_INSTALL_PLUGINS=grafana-piechart-panel
volumes:
- grafana_data:/var/lib/grafana
networks:
- monitoring

volumes:
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prometheus_data:
grafana_data:

networks:
monitoring:
driver: bridge

Prometheus BEEEX % (prometheus.yml):

global:
scrape_interval: 15s
evaluation_interval: 15s

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

- job_name: 'node-exporter'
static_configs:
- targets: ['node-exporter:9100']

- job_name: 'cadvisor'
static_configs:
- targets: ['cadvisor:8080']

- job_name: 'docker'
static_configs:
- targets: ['localhost:9323']

=AM Prometheus Zi§ (PromQL):

# 72 CPU EHESRDL

rate(container_cpu_usage_seconds_total[5m]) * 100

# DBRRNEFEERAESL
(container_memory_usage_bytes / container_spec_memory_limit_bytes) * 100

# BEMBENLRE (MB/S)
rate(container_network_receive_bytes_total[5m]) / 1024 / 1024

# DEMZLHILRE (MB/S)
rate(container_network_transmit_bytes_total[5m]) / 1024 / 1024

# DEREEIEEURE (MB/s)
rate(container_fs_io_current[5m]) / 1024 / 1024

# CPU [RARIER
rate(container_cpu_cfs_throttled_seconds_total[5m])

# AEEEFAL

container_memory_cache_bytes / container_memory_usage_bytes

# REBRFITRER

count(container_memory_usage_bytes) by (image)
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19.3.5 B2 OOM HIESHZEREIAN
OOM RIRZIZ i

# MERBESE 00M #HARZE
docker inspect <container_id> | grep OOMKilled

# TEAMBHE: 137 R 00M RIE
docker ps -a --format "{{.ID}}\t{{.Status}}" | grep "137"

# TEABETHHN oom E8
docker logs <container_id> 2>&1 | grep -i "out of memory\|oom"

# MBEENBHEEE ooMm HfF
dmesg | grep -i "oom\|kill"
journalctl -u docker -n 100 | grep -i "oom"

AR
ERETMTRDITNARNEFER:
Python N ARTF R

# Dockerfile

FROM python:3.14-s1lim

WORKDIR /app

COPY requirements.txt .

RUN pip install -r requirements.txt memory_profiler tracemalloc

COPY app.py -
CMD ["python", "-m", "memory_profiler", "app.py"]

# app.py - RFMRRG
from memory_profiler import profile
import tracemalloc

@profile
def memory_leak():
# RHTRIEARRMAITR
data = []
while True:
data.append([0] * 1000000)
print(f"List size: {len(data)}")

# {5 tracemalloc RIZNEDE
tracemalloc.start()

# PITRIRERRAIAES
# ...

current, peak = tracemalloc.get_traced_memory()

print(f"Current: {current / 1024 / 1024:.2f} MB")
print(f"Peak: {peak / 1024 / 1024:.2f} MB")
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Java MAARES:

# EARRHPEA IV ZIEFER

docker run -e JAVA_OPTS="-Xmx512m -Xms256m -XX:+UseG1GC" \

-p 5005:5005 \
myapp: latest

# E/A jstat KRELIRLOIUKIER
jstat -gc <pid> 1000 # SHWRFE—X

# HHRG:
# SOC sic S0U S1U EC

EU

# 6144 6144 (0] 6144 39424 12288

RTFPRFI R

# NBBRRERFIRE

oc
149504

docker run -m 512m --memory-swap 1g myapp:latest

SERREA:
-m / --memory: RTERE (XER 512MB)

* O H

# Docker Compose ECE
services:
app:
image: myapp:latest
deploy:
resources:
limits:
memory: 512M
reservations:
memory: 256M

AFEEIR3Z (Memory Overcommit) :

# £ Docker Compose HIX%PREIFNFRZ
# limits: @REEBIMNRAE
# reservations: Compose HHARSHIZE(E

services:
web:
memory: 512M # R
memswap_limit: 16 # SWAP PR#|

db:
memory: 2G

memory_reservation: 16 # Fi® 1GB, AA¥FXR%ZEl 26B
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19.3.6 FRERERN LS ZMERAE
BERAERITIA
/A dive DITEGE:

# BRI dive
wget https://github.com/wagoodman/dive/releases/download/v0.13.1/dive_0.13.1_linux_amd64.deb
sudo apt install ./dive_0.13.1_linux_amd64.deb

# DITRE
dive myapp:latest

# BHFANDERER, ERs—BHNXNMIRS

f5F Dockerfile ST A :

# R¥ hadolint

curl https://github.com/hadolint/hadolint/releases/download/v2.14.0/hadolint-Linux-x86_64 -L -0 hado
lint

chmod +x hadolint

# & Dockerfile mIEH
./hadolint Dockerfile

MR RIER
Go M ARR/IVLREHE:
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# Stage 1: MEMER
FROM golang:1.26-alpine AS builder

WORKDIR /build

# TR

RUN apk add --no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

# MIEERS TS| (FF scratch EREHE®)

RUN CGO_ENABLED=0 GO00S=1inux GOARCH=amd64 go build \
-a -installsuffix cgo \
-ldflags="-w -s" \
-0 app .

# Stage 2: BfTMER
FROM scratch

# M builder ERIHEH M
COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/
COPY --from=builder /usr/share/zoneinfo /usr/share/zoneinfo

COPY --from=builder /build/app /app

EXPOSE 8080
ENTRYPOINT ["/app"]

# REBEGHAKIER < 15MB (HBEL golang:1.26-alpine B ~1GB)

Node.js MR Z M MR :
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# Stage 1: {REI%RZE
FROM node:24-alpine AS dependencies

WORKDIR /app

COPY package*.json ./

RUN npm ci --only=production && \
npm cache clean --force

# Stage 2: MEMER
FROM node:24-alpine AS builder

WORKDIR /app
COPY package*.json ./
RUN npm ci

COPY .
RUN npm run build

# Stage 3: BfTMER
FROM node:24-alpine

WORKDIR /app

# MIKTPEREH node_modules
COPY --from=dependencies /app/node_modules ./node_modules

# MIDZEMN R ERIEFY)
COPY --from=builder /app/dist ./dist
COPY --from=builder /app/package*.json ./

# MIBRFF R KR RSB

RUN rm -rf src tests *.config.js

USER node
EXPOSE 3000

CMD ["node", "dist/index.js"]
# RGRIEL:

# AMfL: ~500MB
# SMEEMERE: ~120MB (RZD 76%)

Python RZFRZ B ERHIER:
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# Stage 1: MEMER
FROM python:3.14-slim AS builder

WORKDIR /build
RUN apt-get update && apt-get install -y --no-install-recommends \
build-essential \

&& rm -rf /var/lib/apt/lists/*

COPY requirements.txt
RUN pip install --user --no-cache-dir -r requirements.txt

# Stage 2: BITMER
FROM python:3.14-s1lim

WORKDIR /app

# M builder EFIEINIFE
COPY --from=builder /root/.local /root/.local

# 1&H PATH

ENV PATH=/root/.local/bin:$PATH \
PYTHONUNBUFFERED=1 \
PYTHONDONTWRITEBYTECODE=1

COPY .

USER nobody
EXPOSE 5000

CMD ["python", "app.py"]
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REERRLCEERR

# MEJFR
O {ERfEERMEEE (Alpine. Distroless)
O EEEEEEERF (apt-get clean. rm -rf /var/cache/*)
0 7EF— RUN }5<SHREFFIRMKI
O f#F .dockerignore HBRTRHKEMI MG
O ZMEEEEMERBISRRERE
O ERIARRTS: -1dflags="-w -s" (Go). strip % (C/C++)
O EaERHSTRMEB A
O A BuildKit FEFMIINELE

# ARG
FROM ubuntu:24.04

# X =

RUN apt-get update

RUN apt-get install -y curl wget git
RUN apt-get clean

# v HE
RUN apt-get update && \
apt-get install -y --no-install-recommends \
curl \
wget \
git && \
apt-get clean && \
rm -rf /var/lib/apt/lists/*

19.3.7 B Wi aEinI B R R R
iA)RR 1: FERIAEH OOM R3E
ER . BB IZITHRIE, exitcode 137 fERFZER:

# EIMAERS

docker update -m 1g <container_id>

# HERAFHR

docker exec <container_id> ps aux | grep -E "VSZ|RSS"

# {5 docker stats SZRfiA#E
docker stats <container_id>

# BREREXR ((FAKEFR)

docker run -m 512m --memory-swap 1g myapp:latest

[A]RH 2: CPU #FR7 (CPU Throttling)

ER: NMAMRERATEE, B CPU AXARE 12k
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# BF CPU R4t
docker exec <container_id> cat /sys/fs/cgroup/cpu/cpu.stat

# MR throttled_time > 0, WHHLLET CPU BR
# FRRTSER: BN cPu PREI
docker update --cpus 2 <container_id>

B 3: A& E B RIERE

U

# HENBBIOEMERS
docker exec <container_id> ip -s link show

# KERKAF DNS
docker exec <container_id> cat /etc/resolv.conf

# MIRRSRIER
docker exec <container_id> ping 8.8.8.8

# RERRMLIRE
docker inspect <container_id> | grep -A 10 NetworkSettings

# RRSGER. BIMKZIRENE A MTU
docker run --net=host myapp:latest # {EEBENME (MEERE)
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FEING

REMBMEENB T BN
o IEARMAHE: LU Prometheus + Grafana A, STREIRRE. FES AL,
o HEERE: LIEFK/ELK fl, el B RAETNEPRE. ©R591.
EFRIER, BICR IS S EEEN RE>FE BT > &8 > HE > BB

A,

Y RBifi%: Docker HEIREN

Docker &t T Z# HEIRG (Log Driver), AT REAFnER L HER A2 REGiR.
BERHNETEEE:

e json-file: ERIADRZN, RFHELL JSON KB NAHIS A

e syslog: HEFAE syslog fRS523.

® journald: HHEE A systemd journal,

e fluentd: ¥AETEAET fluentd Yk,

e gelf: Z¥FGELF thiXBYBEGEH (40 Graylog).

e awslogs: &iXZF| Amazon CloudWatch Logs.
£ TIeXAWMMIRE), HEEHATHNERERN. SELRSEHIESE, #% “AEE
HEEHR = “ERENSHRERT .
19.4 BEF 8RB SERFEM
ASTREER “RE/ME/EFHE/EART JLEDHEM. SREEEHE:

e EFK/ELK: Elasticsearch + Fluentd/Logstash + Kibana, @& £XKERSEMLEM,

o Loki+Grafana: Eff “BEGIET—FFE NWER, BESHAFIERERS, BEEFEE
S5ERIRAR.

PERIB RN E
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ENENEEE: SEFH#HEEN, XEKESEREP. BE. B, EEaxmls.
AERE:. BERREKRX/BA/NRE. REREE. EmAREE (ILM) F&eH.
RE58M: ¥/ TLS. &#Hit. SRFERHRE

ANEENE . ARERES. EME. SEETEETE.

19.5 &R EFE

RE] A THRERRENE “ERASR/NEFTAL:

Prometheus #iEB REFHANL, HiRE T SERNFRE AR,

Prometheus Targets £&89 up, HEXHEZE (CPU/ATE/B281E61R) BEIE.

Grafana BES NERFFREEMFI BALH/BEE; FRIAKSEIEERN.
EDE—FXRELECETE Alertmanager RUIZIEEERR, HIIEEZERERIEFRAIXSINH,
Elasticsearch #IEEREHFAK, HEPHNASREBRSETE LIRER,

Kibana BEEWRIRMBEZE; = Ul BEBYEEA Elasticsearch API I&IENE,

AU A REERREI AN, HREMENRE TR,

S EMEIRHEXOHEIN? WODRZ Issue 3 PR,
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BTE LHRA - BRIERSA
ST

RNERNE Docker EREHRER ARG IR THIKEZEG, SIRERRULAN, EESENE
HMIBEGREXEE, FENRERABRREARN. DHENEEFESERES, SRATARNERT
8, AEELEENEG, FMHREIUME Docker FEBERRERAE SR, BRERERER
(Busybox. Alpine) f15E21hEEsR & (Debian. Ubuntu. CentOS ).

hivzs35iER
KRERGIPERRNIRERRTRRIRASEBL TR
e Alpine. Debian. Ubuntu. CentOS FiZERALKHEGRAAMEIRRAIFE (A0
alpine:3.21. ubuntu:26.04), EREH latest iR HRIIEN AT BN
o OS KhARY, UERBRINZLITHEES
o THFIMRH, BIURIELGRERAFSENRE, HEHEHRURFLLEE

AT AERSENVRFRARGREE
ERRUTBTLS, SREEENEMSERABREEPMEBNOAN. BHEE, REMAE
iR, RRBEIRE T FEAhREEAIZRS

o REREER (Busybox. Alpine) - BB AIMXLMB, BollRiR, EEMARS. loT IR&FMITE
TESBURRVIFIE, Busybox e/ HUIERE, T ERAY Unix TR, Alpine M E T TEMNE
EEE, FERETINTEA,

o B (Debian. Ubuntu) - I2EZEM Linux THREFMEEMHREGES, BERANMNEETR
100-300 MB Z[8), EEFERELREZMEKEMN TRNNBIZR.

o IVEREE{R (CentOS. Fedora) - EF Red Hat &7, ZNAFEWIFEBENERRSNAH, #
77 yum BEEBNBANRAETIET R,

ERREIXBRNE “I\WMEA" —EFBRNATROENESR. IFALURDZEFRRER
ER. MPRRERIEHEIRERE. BRFMERAE, Bt ERSEEET O AMEBE,
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®RRERFHRGNL

b1

Busybox

Alpine

Debian

Ubuntu

CentOS

Fedora

3
M

B7

-

.U

~1 MB

~5MB

~100 MB

~80 MB

~200 MB

~200 MB

BEFIRERNS, (RFEB:

o EMEARREIRIER

o THMNAEREREFRARRTRE.
EZMBRWESSAKTD, &IMERERERGAN

=
o F2{FH Docker Compose RHEZ MEIER AR ZIFIE

BEER

apk

apt-get

apt-get

yum

dnf

RGBSR KNIERTR
o EETE Docker FEARKIRERLIRERII S AN RIELE
o FIWMAIMRIESEAFERIEFSENEMIFER, KIVREMK
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=ML ITEE.
initrd
RS . FESKN

F
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2/l Debian, I
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WA, #E
1R
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RENEENBER

ns

REEZE, BEh
R
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S
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TE MR
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ot

R, €
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%

ETARSEM

e Busybox — BREEHRTAKHES, EBEHARME/NMELELE
o Alpine — RBRE% Linux 1%, ZRATFEFIFREHRS

e Debian Ubuntu — IHEETEEERYEMA Linux 8%, £85FFE

e CentOS Fedora — V4R Linux $81&, EaERALKNE
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20.1 Busybox

20.1.1 f&7y
TEEWMERTR T ATAR:
QBusybox -Linux lEZE7]

BusyBox e— NMEEM T —EHZ M &EH Linux as A ITE (W cat. echo. grep. mount. telnet %)
HiEE TR, ERFE/LMBHA/), BAEHITEMRRIGIE, WEAN “Linux RENIREE
777

BusyBox AIIEZTTFZ K posIx IMRHRIER AR, 40 Linux (B2FE Android). Hurd. FreeBSD %,
20.1.2 RMESHHK
B LA docker pull 3§82 & busybox: latest FR1%:

$ docker pull busybox:latest

latest: Pulling from library/busybox

5c4213be9af9: Pull complete

Digest: sha256:c6b45a95f932202dbb27c31333¢c4789145184a744060f6e569cc9d2bf1b9ad6f
Status: Downloaded newer image for busybox:latest
docker.io/library/busybox: latest

T#HE, ATLIEZR busybox 7% 2H 2.433 MB:

$ docker image ls

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIz
E
busybox latest e72ac664f4f0 6 weeks ago 2.433 MB
—g—
20.1.3 =17 busybox

BEI— busybox 28, HIERLEHHIT grep <5
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$ docker run -it busybox

/ # grep

BusyBox v1.22.1 (2014-05-22 23:22:11 UTC) multi-call binary.

Usage: grep [-HhnlLogqvsriwFE] [-m N] [-A/B/C N] PATTERN/-e PATTERN.../-f FILE [FILE]...

Search for PATTERN in FILEs (or stdin)

-H Add 'filename:' prefix

-h Do not add 'filename:' prefix

-n Add 'line_no:' prefix

-1 Show only names of files that match

-L Show only names of files that don't match
-C Show only count of matching lines

-0 Show only the matching part of line

-q Quiet. Return O if PATTERN is found, 1 otherwise
Y Select non-matching lines

-S Suppress open and read errors

-r Recurse

-i Ignore case

-w Match whole words only

-X Match whole lines only

-F PATTERN is a literal (not regexp)

-E PATTERN is an extended regexp

-m N Match up to N times per file

-AN Print N lines of trailing context

-B N Print N lines of leading context

-C N Same as '-A N -B Nfj

-e PTRN Pattern to match
-f FILE Read pattern from file

EERRAREHIES.
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/ # mount

overlay on / type overlay (rw,relatime, lowerdir=/var/lib/docker/overlay2/1/BOTCI5RF24AMC4A2UWFAN6ZWF
P:/var/1lib/docker/overlay2/1/TWVP5T5DMKJIGXZOROR7CAPWGFP, upperdir=/var/1lib/docker/overlay2/801efobféc
ce35288dbb8fe00adf9cc47760444693bTdf339edoObdcf926e12a3/diff, workdir=/var/1lib/docker/overlay2/801ef0b
f6ccel35288dbb8fe00adf9cca7760444693bfdf339edObdcf926e12a3/work)

proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)

tmpfs on /dev type tmpfs (rw,nosuid,size=65536k, mode=755)

devpts on /dev/pts type devpts (rw,nosuid, noexec,relatime, gid=5,mode=620, ptmxmode=666)

sysfs on /sys type sysfs (ro,nosuid, nodev, noexec,relatime)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid, nodev,noexec, relatime, mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (ro,nosuid, nodev,noexec,relatime,xattr,release_agent=/1
ib/systemd/systemd-cgroups-agent, name=systemd)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (ro,nosuid,nodev,noexec,relatime,net_cls,net_p
rio)

cgroup on /sys/fs/cgroup/freezer type cgroup (ro,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (ro,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup on /sys/fs/cgroup/cpuset type cgroup (ro,nosuid,nodev,noexec,relatime, cpuset)

cgroup on /sys/fs/cgroup/blkio type cgroup (ro,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/perf_event type cgroup (ro,nosuid,nodev, noexec,relatime,perf_event)

cgroup on /sys/fs/cgroup/memory type cgroup (ro,nosuid, nodev, noexec,relatime, memory)

cgroup on /sys/fs/cgroup/devices type cgroup (ro,nosuid, nodev, noexec,relatime, devices)

cgroup on /sys/fs/cgroup/pids type cgroup (ro,nosuid,nodev,noexec,relatime, pids)

mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)

shm on /dev/shm type tmpfs (rw,nosuid,nodev,noexec,relatime, size=65536k)

/dev/vdal on /etc/resolv.conf type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hostname type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hosts type ext3 (rw,noatime,data=ordered)

devpts on /dev/console type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620, ptmxmode=666)

proc on /proc/bus type proc (ro,relatime)

proc on /proc/fs type proc (ro,relatime)

proc on /proc/irq type proc (ro,relatime)

proc on /proc/sys type proc (ro,relatime)

proc on /proc/sysrq-trigger type proc (ro,relatime)

tmpfs on /proc/acpi type tmpfs (ro,relatime)

tmpfs on /proc/kcore type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/keys type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/timer_list type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /proc/sched_debug type tmpfs (rw,nosuid, size=65536k, mode=755)

tmpfs on /sys/firmware type tmpfs (ro,relatime)

busybox IR EIANIG, BEETAEE R Linux 87, REFTLUATREAE Linux 852,

20.1.4 HHX AR

e Busybox BEM: https://busybox.net/
e Busybox B EE: https://git.busybox.net/busybox/
e Busybox EA % https://hub.docker.com/_/busybox/

e Busybox BEAEE: https://github.com/docker-library/busybox
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20.2 Alpine

20.2.1 &5y
TEEWMBTR T ATHE:
QAlpine Linux #21ER %

Alpine BRERZR—TEMBEZT LSRR Linux £1THR. EXRETEE Linux Ziﬁh‘&, Alpine KRBT
musl libc 1 busybox LUB/NARGHMATRFIZI TSR IREFE, BINEELLL busybox XFEEMNZ, At
BAFARHXHERHEZHNER, ERFFESHNREE, Alpine RiRHTHCHNEEETHA apk, AJ
181Z Alpine Packages it EEIEEER, WAIMEZEET apk tn S ERFRETONREZMIRG,

Alpine HHIFFWAALRAIFH), T IZHRM Linux K1ThR, ERFANAER/EE Linux BRI
, XFRE, MEMZRFENEE. Alpine REAILUERATELZERYSR, HEAR—MIFHNEILUE
RFEFREL RS IR,

Alpine Docker SRRBAKET Alpine Linux RIThREVXLEM S, MBLLFEM pocker 37, ENEE

E=E/N, EFEEFNL 5 MB (XFLL ubuntu R55EEL 28 vB), BIREEERTFHEEEV G, BA
$515:3K H docker-alpine IH,

B &1 Docker EAZBFRHERFERA Alpine BUZATRY ubuntu AEMREIFR. XFEIHRS T
b, BHESRETHREMR, e, ENZBENIMELE, SREVHBETEF.

TREEARGHA/NLER (EEFA), KFREHEL Docker Hub J9if) |

REPOSITORY TAG COMPRESSED SIZE
alpine latest ~5 MB
debian latest ~30 MB
ubuntu latest ~28 MB

R REKXNMERAEHMEN, HFHEHEIBER Docker Hub F3RIKAY Tags T1E. Alpine
BB RMRETHER), EETFEDNFRESHRE)NNWREH.

20.2.2 FEHEAEHFHE

HFHREED, THEFERIE, EETLUEEFER docker run I8 EHIZFEIT— Alpine &
28, HIEFEEITH Linux 8<%, fila0:
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$ docker run alpine echo '123'
123

20.2.3 T E Alpine B &
Bail, K289 Docker EFFBRGEELEZIF Alpine ENRMFEG, AIURAZHITER,
fFlgn:

® ubuntu/debian->alpine
® python:3->python:3-alpine

® ruby:2.6->ruby:2.6-alpine

598, MR Alpine JREEHR vbuntu BMIRE, RERHENERR apk B EEREM apt T
A, i

$ apk add --no-cache <package>

Alpine F T R BN BFIRsEHEHMATRERARBR, A UE
https://pkgs.alpinelinux.org/packages MILERHBELE L. IRFENREEREE
#5|A, BRENAHMHXERS|H, ABATUIRBUTAEFERXELRE,

$ echo "http://dl-cdn.alpinelinux.org/alpine/edge/testing" >> /etc/apk/repositories
$ apk --update add --no-cache <package>

RATEERIR apk BEFEREE, BINEER apk ZBIAEREEMIENERNTGE K.

RUN sed -i "s/dl-cdn.alpinelinux.org/mirrors.aliyun.com/g" /etc/apk/repositories \
&& apk add --no-cache <package>

20.2.4 HHXAER

e Alpine EM: https://www.alpinelinux.org/
e Alpine BEAEEE: https://github.com/alpinelinux
e Alpine EFEMR: https://hub.docker.com/_/alpine/

e Alpine BEAHBBZREE: https://github.com/alpinelinux/docker-alpine
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20.3 Debian Ubuntu

Debian #1 ubuntu #BE BRI ATITH Debian & HIARSZFHRER S, + D EESMAIH S, Docker
Hub EIRETEAHRER, ENZARRRBUEREIRME 7 HENIZHE,

20.3.1 Debian R4E7T
TEEMMERT ATHRE:
QDebian 2ERG

Debian B ePL M EH M B HIRHE TR iR B HREARNRIERS, B Debian itXl
(Debian Project) H4R4E1F, Debian i8I 8—MRIZHI. SEEVALR, H 3000 AEREHLR, 1
SHAZNERFIALNEESTHF, software in the Public Interest IS IFHIFERINEN
RIPHLA, Debian LAERSF unix MIEBRRENE®, URELTFTHFNRZEEMESZ. WE
Debian B#E 7B 25, 000 NRAEH 2 HF 12 MHENARFLEM,

Debian fEA— N ARKHNARFGAHRIELR, HTFEEMARIRERAZ O DI, EFEHNXA Linux
1% CVBY pebian GNU/Linux #4E, HMEBRA eNu Hurd #0\BY Debian GNU/Hurd REE. KA
FreeBSD #Z/0\HY Debian GNU/kFreeBSD Z4t, LAKRFH NetBSD #Z/0\HY Debian GNU/NetBSD R&t. &
ZIXBFF pebian WARSLZEMFI TR, FF opensolaris ZOMEETMAHY Nexenta 0S &S, EX
Lt pebian RFAH, LAKRA Linux #0O\EY Debian GNU/Linux BRAER.

AREZB Linux £9ThR, 140 ubuntu. Knoppix #] Linspire M Xandros %, #E T pebian

GNU/Linuxo

fEF Debian B A&
Debian 2— 1M E BRI,

BAHIRMET AXIAIM debian =& AN E ARSI AT neurodebian $21&, B LI{EH docker run
Hi&151T pebian Hi%o

$ docker run -it debian bash
root@668e178d8d69:/# cat /etc/issue
Debian GNU/Linux 13

Debian IRERESIEAEMTELR, WEBEXHERK.
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20.3.2 Ubuntu &4&T
TEEMMERT ATHREA:

le2Ubuntu 12525

Ubuntu B— MURENANERN enu/Linux B1ERS, HEMRKBENEHEEEBERRFIEN
“‘ubuntu” —IR (BEAER “KREIR", 38 “BER. ‘BUE". “BFX ¥ ‘BHR" FF
F)o Ubuntu BER ‘AN UK “BNFEERRAARKNEFE", RIEMERBN—MNEW, FEM
AR 287 B8, ubuntu BTF pebian KITHRAN GNOME/Unity REIIFE, 5 pebian FIR[E
ETES 6 TASAHT—IRE, &2 F#H—1KHHF (Long Term Support, LTS) ks,

—A&SZ 5§ 3 BT[],
5/ Ubuntu EA &

Ubuntu @ BaIsMR{TAY Linux RITHRZ—-

TE ubuntu:26.04 A, FERIMAERZRERE—LE RNt

BGERA -ti SHBHEEE, ¥R bash, BE ubuntu IRIThRAS,

$ docker run -ti ubuntu:26.04 /bin/bash
root@7d93de0@7bf76:/# cat /etc/os-release
PRETTY_NAME="Ubuntu 26.04 LTS"
NAME="Ubuntu"

VERSION_ID="26.04"

VERSION="26.04 LTS (Resolute Raccoon)"
VERSION_CODENAME=resolute

ID=ubuntu

ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs. launchpad.net/ubuntu/"

LiAEBEEFEH apt -get TE—PIHENIBNE, =$87RE: Unable to locate packageo

root@7d93de0@7bf76:/# apt-get install curl

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

E: Unable to locate package curl

XHIERFARZIF apt-get 5%, Docker FRIRTERIIEET A T ¥5(EE

BIEl/B

BT apt BEER, RLEEL

1T apt-get update i SREFECEEE. EFEEREIAIEINET apt -get Ap R LN,
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root@7d93de0@7bf76:/# apt-get update
Get:1 http://archive.ubuntu.com/ubuntu noble InRelease [256 kB]
Get:2 http://security.ubuntu.com/ubuntu noble-security InRelease [126 kB]

Fetched 25.8 MB in 8s (3215 kB/s)
Reading package lists... Done

B, ¥ curlIE,

root@7d93de0@7bf76:/# apt-get install curl
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

ca-certificates krb5-locales libasni1-8-heimdal libcurl4 libgssapi-krb5-2 libgssapi3-heimdal libhcr
ypto4-heimdal libheimbasel-heimdal libheimnt1lm@-heimdal 1ibhx509-5-heimdal

libk5crypto3 libkeyutilsl libkrb5-26-heimdal libkrb5-3 libkrb5support® libldap-2.4-2 libldap-commo
n libnghttp2-14 1libpsl5 libroken18-heimdal librtmpl libsas12-2 libsasl2-modules libsasl2-modules-db
libsqlite3-0 libssl1.1 libwind®@-heimdal openssl publicsuffix

root@7d93de0@7bf76:/# curl
curl: try 'curl --help' or 'curl --manual' for more information

B TR, BRE apache RS,

root@7d93de0@7bf76:/# apt-get install -y apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils file libapril libaprutill libaprutili-dbd-sqlite3 libaprutil
1-1ldap libexpatl libgdbm-compat4 libgdbm5 libicu60 liblua5.2-0 libmagic-mgc libmagicl libper15.26 1i
bxm1l2 mime-support netbase perl perl-modules-5.26 ssl-cert xz-utils

BhiX apache BRSS, SARTER curl KM ZSHi5R],
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root@7d93de0@7bf76:/# service apache2 start

* Starting web server apache2
AHOO558: apache2: Could not reliably determine the server's fully qualified domain name, using 172.1
7.0.2. Set the 'sServerNamel] directive globally to suppress this message

*
root@7d93de@7bf76:/# curl 127.0.0.1
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtm

1l1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtm1">
<!--
Modified from the Debian original for Ubuntu
Last updated: 2016-11-16
See: https://launchpad.net/bugs/1288690
-->
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen">

FCEER -p SEXIMNREIARSS RO, AT R BRINKIBIEIZARSS .

20.3.3 HHXAR

e Debian EM: https://www.debian.org/

e Neuro Debian EM: http://neuro.debian.net/

e pebian BEAEE: https://github.com/Debian

e Debian BEAEM: https://hub.docker.com/_/debian/

e Debian BEAHRMZREE: https://github.com/tianon/docker-brew-debian/
e ubuntu EM: https://ubuntu.com

e Ubuntu BEAEE: https://github.com/ubuntu

e Ubuntu BESEMR: https://hub.docker.com/_/ubuntu/

e Ubuntu BAHBMEZREE: https://github.com/tianon/docker-brew-ubuntu-core
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20.4 CentOS Fedora

20.4.1 CentOS RZEE

centos 1 Fedora # @& T Redhat FIE I Linux 993, centos @ BHEIT W KARS R EBIRIER
4; Fedora MEE@MHENAREREF

[ centos 12ER %

CentOS (Community Enterprise Operating System, X ERZE: Xt IgERY), E2ET
Red Hat Enterprise Linux JR{XEBZRIEMAL. HTF centos 5 Redhat Linux JRFHEEIRICISESR,
FRARZHAHZETESREMN QT MEEA centos KEAE Wik Red Hat Enterprise
Linux. Centos BEAEEHAIRIRM.

£/ CentOS EFES
Cent0S B A EGHEAIEE R E,

AR CentOS 8 BEF 2021 £ 12 B 31 HfFELL44P (EOL), CentOS7 BEF 2024 £ 6 A 30 HF
IE#EP, W TFFHEPE, HFEFEMER Rocky Linux. Almalinux 3 CentOS Stream EE XX 1ThR.

{5 docker run HIEB{T centos 7 iR, HE R pbasho

$ docker run -it centos:7 bash

Unable to find image 'centos:7' locally

7: Pulling from library/centos

3d8673bd162a: Pull complete

Digest: sha256:a66ffcbh73930584413de83311calla4ch4938c9b2521d331026dad970c19adf4
Status: Downloaded newer image for centos:7

[root@43eb3b194d48 /]# cat /etc/redhat-release

Cent0S Linux release 7.9.2009 (Core)

20.4.2 Fedora R4EET
TEEWMER T ATRE:
[Fedora RIERS

Fedora HH Fedora Project ftXF %, LAMEABI TN Linux X1ThR. EIBEITEEIE—EMA. %
IhaeH B BB BREIIRIER S Fedora WIHEER TFRAMES, B —EIRETEN, ATLIEHN
REFRIRERSG, MAERENE Red Hat TS, ERFZSHRANMAFTEG. WIANTHANEARES

IONZEI Red Hat Enterprise Linux H,
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/A Fedora EA 8%

{5 docker run B8 EHIEZIEIT Fedora EFRE, HE = basho

$ docker run -it fedora bash

Unable to find image 'fedora:latest' locally

latest: Pulling from library/fedora

2bf01635e2a0: Pull complete

Digest: sha256:64a02df6aac27d1200c2572fe4b9949f1970d057f74d367ced4af994bas5dc3669e
Status: Downloaded newer image for fedora:latest

[root@196ca341419b /]# cat /etc/redhat-release

Fedora release 43 (Forty Three)

20.4.3 {HXAERE

e Fedora BEM: https://getfedora.org/

e rFedora BEAEE: https://github.com/fedora-infra

e redora BEAEM&: https://hub.docker.com/_/fedora/

e redora BAHBBZEE: https://github.com/fedora-cloud/docker-brew-fedora
e centos EM: https://www.centos.org

e centos BEAEE: https://github.com/CentOS

e centos EFEMR: https://hub.docker.com/_/centos/

e centos BEAHEMBEEE: https://github.com/Cent0S/CentOS-Dockerfiles
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E /N

NERE T HENRER ARGV T HAER.
bR T ERMIRERIN, 7E pocker Hub EIRBIFZE=HFARNM A LRI Docker iR
BE A LURIEAARERAOE R, —RRFN:

o ERNRGAHREILE/ N, RFE-LEEXHNAN. BENRZAEHNTRE. RENSHHIE
17, WEGHTMELES,

o HTFREZER, JIFEEBABIFNRGEZIERE SSH kS, TAEIAFRZNENEEE
REIFEFHo

7 RIFERACOHEI? DR Issue 5 PRo
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B =+—E L= - DevOps
hiZsi5% B3

ARG ERRRGRhRAETE AT RN

e GitHub Actions (actions/checkout@vé &) KAKIRAITE, KREHMOINEEMRASIAEER
ol

o RIBIBE=EM (golang:1.26-alpines rust:1.95-alpine %) RAXRAITE, MR APIFRE M
EIRIGREEH

o BUEFETRR (postgres:16-alpine. redis:8-alpine &) REAAMAINE, EFRFEEMZCH

o EMERMR (alpine:3.21. debian:12 F) RAKRAFRIRAITE, BE latest UBRATEIR
i3

o LRRINEHIIRBERIBREIRA, £FIRREINERERMURMEZ ST

DevOps HENA

DevOps B—MEBMFALMEBHEXN, RIFFLKBENNSLERNZERIMENBEIL. EBAOTE

o B UAHIRERL, IMRREZMARE, FHRSRANREENAISES. Docker fEABZRILE

ANAFE, ERNIN DevOps TIERFAATHRNTE, BIFHFMNA, FREAETLUIHR
—RIE, WRAE1TT, HEAR. MEHMEFHFRRNES, KKENK T 8E AR

Docker 7£ DevOps HHIAE

Docker 7£ DevOps TERAAIELZ N XEA®, BT, BIiVECTRANFANZIBIINSG, FEH
PARY SITEAE[ERY Docker B8R ITE, #&hT “EIEHAINZE LAILUETIT” BRI, HIR, Docker 5
Cl/CD RIZTAEER, BE BURGME. MIXMEE, SIMIRRAECLE, b, Docker
R 2RSS R A 234w HE, FEHEIPARENSE R IEHY BN A EEER I,

Cl/CD BEEmEEM

FrE S 51542 aRE (CI/CD) 2L DevOps BIZiLy @ BapbIAREHT. K. WEFMEBER
12, HIPAAJIAEMSREM A HThRA, R RFRASNREEMAIFESE. Docker 7E CI/CD HET
EEfRGE:
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FRAEATERIFIR - Docker BRA L. MR AEF MR —H, HIRTIMREERTRARR
IEFIKE - BERREBDNEERFIE, RBMRT CI/CD RIEHHITHER
RGBRMAAESR - TR 2L ARNEASE, H1TEiTE Ml

BEhEERE& %A - CI/CD TRRILIAEME. 3. ARISHIHEX Docker SRKEI G
BERNENSLERT - VARSNEBEENTESS, SMSRLHRE

KERFEII N AR GitHub Actions. Drone FR1THY CI/CD T A, BEBRINMEITELPRINE PHETERN
Boifbimkék. BINERERMNAEDMF LIFIERER Docker, {#F IDE BB &3EMH, MR
HIEEER

o I2fZ DevOps X1k. CI/CD RIEMIARSBUHNEERRR

o EREFEER Docker TIEM, MAEIRREIL EHNENS—NIFD

o FIYU{AIEA GitHub Actions SEERBTHME CI/CD, UMRIERIIRSFMK
o Tf# Drone £ =7 CI/CD TAMZRM. BPEMEESR

o FTEZHN IDE (VS Code) %R Docker, FIRRSRALZTRIRAFAME

o EELHFEIR DevOps =, RELRBMBIEHESE

e DevOps EETIER — MABEIEEN 2RI
e GitHub Actions — {3 GitHub Actions 53 CI/CD

e Drone — Drone CI/CD & ENHEE

e Drone Demo — Drone S ¢§7E AN A

e 7£ IDE Hf#H Docker — IDE 5 Docker SER AL
e VS Code — Visual Studio Code BEsFF 4157

o SLHIBIF — ESCIE AR DevOps R AR

o BE/NE
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21.1 DevOps BT ER

KERET—MET Docker. Kubernetes #1 Jenkins/GitLab Cl BY5E% DevOps T{E.

21.1.1 TYEFREEYE

1. Code: AR AGRRRZAIIE GitLab,

2. Build: GitLab CI iR i5ES

3. Test: m{TETTNIHAMERN o

4. Package: ## Docker $Rf&H#EIXE] Harbor/Registry,

5. Deploy (Staging): BEpEREEIMIXIFIR Kubernetes &84,
6. Verify: AT =BILIIIE,

7. Release (Production): Ei#t/5BEIEEDEF~FIE,

21.1.2 XREETHI
BT —HR/ NI BENFER, BREE DevOps MiZ2H 5 Docker XY X BECE,

1. Dockerfile ZERHaIER
8 Docker Z/M ERMIE A LI RUR/ R IR AT,

## Build stage

FROM golang:1.26 AS builder
WORKDIR /app

COPY . .

RUN go build -o main .

## Final stage

FROM alpine:3.21

WORKDIR /app

COPY --from=builder /app/main .
CMD ["./main"]

2. GitLab CI Ei¢E&

GitLab Cl (.gitlab-ci.yml) ECEIIT:
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stages:
- test
- build
- deploy

unit_test:
stage: test
image: golang:1.26
script:
- go test ./...

build_image:
stage: build
image: docker:29
services:
- docker:29-dind
script:
- echo "$CI_REGISTRY_PASSWORD" | docker login -u "$CI_REGISTRY_USER" --password-stdin $CI_REGIST
RY
- docker build -t $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA .
- docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

deploy_staging:

stage: deploy

image: dtzar/helm-kubectl

script:
- kubectl config set-cluster k8s --server=$KUBE_URL --insecure-skip-tls-verify=true
- kubectl config set-credentials admin --token=$KUBE_TOKEN
- kubectl config set-context default --cluster=k8s --user=admin
- kubectl config use-context default
- kubectl set image deployment/myapp myapp=$CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

-n staging

only:

- develop
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21.1.3 F{EEE
1. A TEMIEH: —BREGWETH, T MNFE (Dev. Staging. Prod) H#BRZERRE—
ME& tag GBEER commit hash), MAREIHME,
2.BBB9E: £/ ConfigMap # Secret BB IEHRENEE, FETEHIER,
3. BZ%t Docker Hub P& (Rate Limits):
o Docker Hub 3t E R HIEXIHE T M™A&EIPRHY (6 /NEFNLY 100 R). H7TE CI/CD HEnZEHy
#, RS HE& toomanyrequests F81Ro
o ER{ENRRE:
n TETUKEFRBEMITR B DINIE (A PAT, mMIAEZED),
B EBANEMEGEEEIBEEMN Harbor/Nexus, A Pull-Through Cache,

» FF/E Docker #9252 (BuildKit) B9 inline 2% registry &77IhEE, LR EESERHIEUN
=

P23
=+-o

4. GitOps: &5\ ArgoCD, FEHEECE M IFNAIEMETE Git B, KU Git WEpRIHERD .
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21.2 GitHub Actions

GitHub Actions £ GitHub #H#—%k CI/CD T &,

AT LLEE job BY step FEA Docker UITHET B,

21.2.1 /eI ARG

BZiEE. NORERA AT action, 5L GitHub Actions E A X4 A,

YE
ECERBREIE . github/workflows/ci.yml:

name: CI

on:
push:
pull_request:

permissions:
contents: read

jobs:
build:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v6
- uses: docker/setup-buildx-action@v4
- uses: docker/build-push-action@v7
with:
context: .
push: false
tags: local/test:ci

ZRBI=TE GitHub Actions R HET R Docker 7R (RIEIEEF registry)o

21.2.2 BR{ESCER

o [EE action B9FERRA (5190 @va / @ve) , EERFEF emaster XIEF N5,

o IGEEH/IMPE (51490 contents: read), EEE ANERBITH,

o FBRRHEEFN, MAERELFINEFAR (FlINH a5 2EERHY cache B BuildKit

cache),

MRFRBAR NP BREERGTARHRES (MARWEERE), AU docker:// EE:
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- name: Run container step
uses: docker://golang:alpine
with:

args: go version
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21.3 Drone

E? Docker E’\] cx/cp TE pbrone, Fﬁﬁéﬁﬁ\ ﬂ“ﬁtﬂ’ﬂiﬁ*ﬁ%ﬁﬁgﬁqﬂiﬁﬁo

FAAERFEMEFRES .drone.yml X, FIBHIXE git ©F, prone FLEEE BahLtH TSR
E M. &,

Z/NTILL GitHub + Drone 3R&7R prone N TERTE. HATEEMGALAIRER, RAKBHIFERTE
GitHub £, BBAfREILAZIR{ER cogs + Drone 3i#1T CI/CD,

21.3.1 XEXIWH

7 GitHub Fi#Z—1"% 7 drone-demo I E,

ITARITEL 478 Drone WiL3, & Drone Cloud, {#M GitHub KE%F, TAREPXEENIRI
HEEEY drone-demo B,

21.3.2 REW R IR
A —1 git B F:

mkdir drone-demo
cd drone-demo

git init

git remote add origin git@github.com:username/drone-demo.git

XELU—NERR co I2F B, ZIZFHIL Hello World!

"5 app.go X1

package main
import "fmt"
func main() {

fmt.Printf("Hello World!'\n")
}

YBE .drone.yml X{¥:
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kind: pipeline
type: docker
name: build

steps:
- name: build
image: golang:alpine
pull: if-not-exists
environment:
KEY: VALUE
commands:
- echo $KEY
- pwd
- 1s
- CGO_ENABLED=0 GOOS=linux go build -a -installsuffix cgo -o app .

- ./app

trigger:
branch:
- master

MEEREWINT:

— .drone.yml
L— app.go

21.3.3 XTI HIRABEE GitHub

git add .
git commit -m "test drone ci"

git push origin master

21.3. 4 EFTHWESERER
FIFFAIEFE TR prone MLl E Drone Cloud, EIRIEEIMELER,
e

LARFNTE T LUBHELE R EE 3 GitHub. Docker Registry. =IRSEIRMEHXREME, HEE
PR,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

21.4 Drone Demo

21.4.1 Demo TiH%EA
XE—MET GoBSHTHIE S Web RG], BT ET Drone Cl BISEER T,

21.4.2 BSR4

® drone_demo.app.go: [EEEHY Go Web RS 281 X5,

® drone_demo.drone.yml:. Drone Cl BERE XM, X T HEMMIRRIE,

21.4.3 d{aIfEA

1. R4 E 24 Docker IF 15,
2. BRI ER S N Drone BRI

cp drone_demo.app.go app.go
cp drone_demo.drone.yml .drone.yml

3.5 app.go 5 .drone.yml HEIXEIREY drone-demo €%, BIEJTE Drone REEIMELER,
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21.57E IDEE

n{&E A Docker

fEF IDE #1TH A, FEERAMELEGF T HE, —L IDE X#F Docker BT T AR, XEFRD
AT Docker LR, MILTHTRESMELE,

EURE-MLOER: B “FREH” BoHRE, 8 RBHEEFER" BEZM IDE,

21.5.1 SR

o FARELG—FLIFIR (Go/Node/Python higZds. R, WX
o FMARFARHELEMM (140 Windows, ABIEITIFIR).
o MBMKMIRE (BINNFE gcc. HIBERF IR, HERAE).

AXREENTR: BEMAN GPU/USB 18&E. HFBIFEMERM I0 WTIE (L ETRERER

MRS/ B REK) o

21.5.2 /AT AER

docker compose + FR A EE

TEA— “KEETHALRSER" FRGF (L Go A, fRETLIERA Node/Python),

1. T B 832 compose.yaml (HERIREER compose XH)

services:
dev:

image: golang:1.26
working_dir: /work

volumes:
- ./:/work

command: sleep infinity

2. BRI AR

docker compose up -d

3. ENB SR REMH/ TS

docker compose exec dev bash

go version
go test ./...

XMERAH RS “BEREEE. IDEXX", a2 IDEEEBHMINCE (B EiniefERE/18S
BRs3, Z¢fEMA VS Code Dev Containers).
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21.5.3 BREHSPPREIN

o Linux THNRBIIBREBASXHNIRAI, MIiTHREREZB[ARAFLSBEEN UID/GID 3475, VS
Code Dev Containers 23 BnhibiE; FE Dockerfile/compose BHBRI LI E X IGERF.

o MRBEXHTERIFAEN (BEMTF macOS/Windows FIEIME X RSE) , KA ERIES/
T AZFEFHNRIFRAHIES watcher BRI,
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21.6 VS Code

VS Code BY Dev Containers AJ LR “FRIFIE” HBuER2E, FNEDZ VS Code B4R, #h2. A
&35,

ATRE— NIRRT BEEHE (U Go Afl) Tk “4THEAL" BWESFINIFR,

21.6.1 BIESH

o R4 Docker Desktop (3% Linux £HJ Docker Engine).

e VS Code R E: Dev Containers (ms-vscode-remote.remote-containers)o

21.6.2 &/\iffl: .devcontainer/devcontainer.json

EUEIEE R A2 . devcontainer/devcontainer. json:

"name": "docker-practice-dev",
"image": "golang:1.26",
"workspaceFolder": "/work",
"workspaceMount": "source=${localWorkspaceFolder}, target=/work, type=bind",
"customizations": {
"vscode": {
"extensions": [
"golang.Go"
1
3
H

"postCreateCommand": "go version"

}

SAFSTE VS Code i< HEMRIESE:
® Dev Containers: Reopen in Container

VS Code ZHUBREH B AR, MEIRMAUERENIETT:

go test ./...

21.6.3 454 Docker Compose (FAJi%)

SNSRI B BRI ERIEE/E7F (51490 Postgres/Redis) , BILAfER dockercomposeFile fEARHH—Fi
g,
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5l (devcontainer.json FEX):

{
"name": "compose-dev",
"dockerComposeFile": [
"../docker-compose.yml"
]l
"service": "dev",
"workspaceFolder": "/work"
}

AR service EEXN compose EMIARS B,
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21.7 SEEEZEMI: Go/Rust/HUERE /MRS

AFESELFINEZFERMEAANRELEENY BHERMME Docker 5%, UKRUFEIEER
Docker Compose 2 FEERF A4 =R,

21.7.1 Go M AAMER/IMYIRGERE

o BERHRFNFHS —HEIFREZHMITAES TR . UTRTMAWER/NB Go MAH
1%0

#8/)\ Go Web AR5
MAAE (main.go):

package main

import (
Ilfmtll
n 'Logll
"net/http"
IIOS"

)

func healthHandler(w http.ResponseWriter, r *http.Request) {
w.Header ().Set("Content-Type", "application/json")
fmt.Fprintf(w, ~{"status":"healthy", "version":"1.0.0"}")
}

func helloHandler(w http.ResponsewWriter, r *http.Request) {
hostname, _ := os.Hostname()
w.Header ().Set("Content-Type", "application/json")
fmt.Fprintf(w, “{"message":"Hello from %s","version":"1.0.0"}", hostname)

3

func main() {
http.HandleFunc("/health", healthHandler)
http.HandleFunc("/hello", helloHandler)
http.HandleFunc("/", helloHandler)

port := ":8080"
log.Printf("Server starting on %s", port)

if err := http.ListenAndServe(port, nil); err != nil {
log.Fatalf("Server failed: %v", err)
}
3
Z B Ek Dockerfile:
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# Stage 1: MEMER
FROM golang:1.26-alpine AS builder

WORKDIR /build

# TR
RUN apk add --no-cache git ca-certificates tzdata

# SRRt (FIREE)
COPY go.mod go.sum ./
RUN go mod download

# EHRAES
COPY .

# MERS TS

# -ldflags="-w -s" ERIEIRFTSREYIMETR

RUN CGO_ENABLED=0 G00S=1linux GOARCH=amd64 go build \
-a -installsuffix cgo \
-ldflags="-w -s -X main.Version=1.0.0 -X main.BuildTime=$(date -u +'%Y-%m-%dT%H:%M:%SZ"')" \
-0 app .

# Stage 2: BTTMNEX (scratch %)
FROM scratch

# 8%l cA IEH (BF HTTPS)
COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/

# BFINXEE (BFeEtE)
COPY --from=builder /usr/share/zoneinfo /usr/share/zoneinfo

# SEHIRAEZ#HE
COPY --from=builder /build/app /app

EXPOSE 8080

# ERLITIREIEN ENTRYPOINT
ENTRYPOINT ["/app"]

PR :
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# MERER
docker build -t go-app:latest .

# KWERGRND

docker images go-app

# BITRSR
docker run -d -p 8080:8080 --name go-demo go-app:latest

# MRz
curl http://localhost:8080/health | jq .

# FHNBRWIE
docker exec go-demo ls -la /

# REE /app MAKHKEXHF

# SEBEAIEE < 10MB (1AL golang:1.26 EABFEERA ~900MB)
docker history go-app:latest

go.mod H go.sum =fl:

module github.com/example/go-app
go 1.26

require (
// NRFEMLKH

HRHE Go RZFA
RIS (6EA Gin 4E59):
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package main

import (
"github.com/gin-gonic/gin"
n 'Logll

func main() {
router := gin.Default()

router.GET("/health", func(c *gin.Context) {
c.JSON(200, gin.H{
"status": "ok",
b
b

router.GET("/api/users", func(c *gin.Context) {
Cc.JSON(200, gin.H{

"users": []string{"alice", "bob"},
1))
1))
log.Fatal(router.Run(":8080"))
}
L 1kB9 Dockerfile:

FROM golang:1.26-alpine AS builder

WORKDIR /src

RUN apk add --no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

RUN CGO_ENABLED=0 G00S=1inux GOARCH=amd64 \
go build -a -installsuffix cgo \
-ldflags="-w -s" \

-0 app .

# RAHER
FROM alpine:3.21

RUN apk add --no-cache ca-certificates tzdata

WORKDIR /root/

COPY --from=builder /src/app .

EXPOSE 8080

CMD ["./app"]
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21.7.2 Rust i AMER/IMEE G
Rust AEMEMNZEMERALNBAHEZT TR,
BMARE (main.rs):

use actix_web::{web, App, HttpServer, HttpResponse};
use std::sync::Mutex;

#[actix_web::main]
async fn main() -> std::io::Result<()> {
println!("Starting server on 0.0.0.0:8080");

HttpServer::new(|| {
App::new()

.route("/health", web::get().to(health))
.route("/hello", web::get().to(hello))

1}

.bind("0.0.0.0:8080")7?

.run()

.await

async fn health() -> HttpResponse {
HttpResponse: :0k().json(serde_json::json!({
"status": "healthy"
M)

async fn hello() -> HttpResponse {
HttpResponse: :0k().json(serde_json::json!({
"message": "Hello from Rust"

M)

Cargo.toml:

[package]

name = "rust-app"
version = "0.1.0"
edition = "2021"

[[bin]]
name = "rust-app"
path = "src/main.rs"

[dependencies]

actix-web = "4.13"

tokio = { version = "1.35", features = ["full"] }
serde = { version = "1.0", features = ["derive"] }
serde_json = "1.0"

Z M E&HIEE Dockerfile:
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# Stage 1: #wiF
FROM rust:1.95-alpine AS builder

RUN apk add --no-cache musl-dev
WORKDIR /src

COPY Cargo.* ./
COPY src ./src

# MR RTBhRE

RUN cargo build --release

# Stage 2: BT
FROM alpine:3.21

RUN apk add --no-cache ca-certificates
COPY --from=builder /src/target/release/rust-app /app
EXPOSE 8080

CMD ["/app"]

FIEELEIIE :

docker build -t rust-app:latest .
docker run -d -p 8080:8080 rust-app:latest
curl http://localhost:8080/health | jq .

# Rust MFA@ELL Go /v 5-20MB (BURTFHKH)
docker images rust-app

21.7.3 BIEEA BV R (ELEE
PostgreSQL 4= E

BTENX PostgreSQL §%:
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FROM postgres:16-alpine

# REHGINTA

RUN apk add --no-cache \
postgresql-contrib \
pg-stat-monitor \
curl

# SERFELRZ
COPY init-db.sql /docker-entrypoint-initdb.d/
COPY health-check.sh /

RUN chmod +x /health-check.sh

HEALTHCHECK --interval=10s --timeout=5s --start-period=40s --retries=3 \
CMD /health-check.sh

EXPOSE 5432

M (init-db.sql) :

-- BIEBEXAR
CREATE USER appuser WITH PASSWORD 'secure_password';

-- BUEEUERE
CREATE DATABASE myappdb OWNER appuser;

-- BV RE
Nc myappdb

CREATE EXTENSION IF NOT EXISTS uuid-ossp;
CREATE EXTENSION IF NOT EXISTS hstore;
CREATE EXTENSION IF NOT EXISTS pg_trgm;

-- fUEE

CREATE TABLE users (
id UUID PRIMARY KEY DEFAULT uuid_generate_v4(),
username VARCHAR(255) NOT NULL UNIQUE,
email VARCHAR(255) NOT NULL UNIQUE,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)i

-- fIEERS|
CREATE INDEX idx_users_username ON users (username);
CREATE INDEX idx_users_email ON users (email);

-- BFNR

GRANT CONNECT ON DATABASE myappdb TO appuser;

GRANT USAGE ON SCHEMA public TO appuser;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO appuser;
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA public TO appuser;

B#EIEMZ (health-check.sh):
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#!/bin/bash
PGPASSWORD=$POSTGRES_PASSWORD pg_isready \
-h localhost \
-U $POSTGRES_USER \
-d $POSTGRES_DB \
-p 5432 > /dev/null 2>&1

exit $7?

Docker Compose A= :
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services:
postgres:
build:
context:
dockerfile: Dockerfile.postgres
container_name: postgres-db
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: postgres
POSTGRES_PASSWORD: postgres_password
POSTGRES_INITDB_ARGS: "--encoding=UTF8 --locale=en_US.UTF-8"
volumes:
- postgres_data:/var/lib/postgresql/data
- ./backups:/backups
ports:
"5432:5432"
networks:
- backend
restart: unless-stopped
logging:
driver: "json-file"
options:
max-size: "10m"
max-file: "3"

# EINIRS
backup:
image: postgres:16-alpine
depends_on:
- postgres
environment:
PGPASSWORD: postgres_password
volumes:
- ./backups:/backups
command: |
sh -c 'while true; do
pg_dump -h postgres -U postgres -d myappdb > /backups/backup_$$(date +%Y%m%d_%H%M%S) .sql
echo "Backup completed at $$(date)"
sleep 86400
done'
networks:
- backend

volumes:
postgres_data:
driver: local
networks:

backend:
driver: bridge

MEREMECE |
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services:
postgres:
image: postgres:16-alpine

environment:
POSTGRES_DB: myappdb
command:

"postgres"

"_g"

"max_connections=200"

"_c"

"shared_buffers=256MB"

"_g"
"effective_cache_size=1GB"
"_g"
"maintenance_work_mem=64MB"
n_g"

"checkpoint_completion_target=0.9"

n_g"
"wal_buffers=16MB"

"_c"
"default_statistics_target=100"
"_g"

"random_page_cost=1.1"

"_g"
"effective_io_concurrency=200"
"_g"

"work_mem=1310kB"

n_g"

"min_wal_size=1GB"

n_g"

"max_wal_size=4GB"

"_c"

"max_worker_processes=4"

"_g"

"max_parallel_workers_per_gather=2"

"_g"
"max_parallel_workers=4"
"_g"

"max_parallel_maintenance_workers=2"

volumes:

- postgres_data:/var/lib/postgresqgl/data
ports:

volumes:

""'5432:5432"

postgres_data:
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MySQL/MariaDB &B

FROM mariadb:11

# ERIEENEE

=

COPY my.cnf /etc/mysql/conf.d/custom.cnf

# F9aTLRZS

COPY init.sql /docker-entrypoint-initdb.d/

EXPOSE 3306

HEALTHCHECK --interval=30s --timeout=10s --retries=3 \
CMD mariadb-admin ping -h localhost || exit 1

BEX my.cnf:

[mysqld]

# MEREMIL

max_connections = 20
default_storage_engi
innodb_buffer_pool_s
innodb_log_file_size
query_cache_type = 0
query_cache_size = 0

# BEERE

log_error = /var/log
slow_query_log = 1
slow_query_log_file
long_query_time = 2

# BFHIEE
server_id = 1

log_bin = mysql-bin
binlog_format = ROW

Redis BF20E

FROM redis:8-alpine

# E%l Redis ECE

(0]
ne = InnoDB
ize = 1GB

= 256MB

/mysql/error. log

= /var/log/mysql/slow. log

COPY redis.conf /usr/local/etc/redis/redis.conf

# EREEXHEN

CMD ["redis-server",

EXPOSE 6379

"/usr/local/etc/redis/redis.conf"]

HEALTHCHECK --interval=5s --timeout=3s --retries=5 \
CMD redis-cli ping || exit 1

redis.conf BiiE& :

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

# SRTEMIE
bind ©.0.0.0

# im0
port 6379

# ISR

requirepass your_secure_password

# REEE
maxmemory 512mb

maxmemory-policy allkeys-1lru

# FAK

save 900 1
save 300 10
save 60 10000

# AOF FAML
appendonly yes
appendfsync everysec

# BE
loglevel notice
logfile ""

# B P i R IR

client-output-buffer-1limit normal © 0 @

client-output-buffer-1limit slave 256mb 64mb 60
client-output-buffer-1imit pubsub 32mb 8mb 60

21.7.4 HARS3Z°4989 Docker Compose 4RHE

ZERARSS SR A
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services:
# HIEARSS
frontend:
build:

context: ./frontend

dockerfile: Dockerfile
container_name: frontend
ports:

""3000:3000"
environment:

REACT_APP_API_URL: http://localhost:8000

NODE_ENV: production
depends_on:

- api
networks:

- frontend-network
restart: unless-stopped
healthcheck:

test: ["CMD", "curl", "-f", "http://localhost:3000"]

interval: 30s

timeout: 10s

retries: 3

# API RS
api:
build:
context: ./api
dockerfile: Dockerfile
container_name: api
ports:
"8000:8000"
environment:
DATABASE_URL: postgresql://appuser:password@postgres:5432/myappdb
REDIS_URL: redis://redis:6379
LOG_LEVEL: info
depends_on:
postgres:
condition: service_healthy
redis:
condition: service_healthy
networks:
- frontend-network
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "curl", "-f", "http://localhost:8000/health"]
interval: 30s
timeout: 10s
retries: 3

deploy:
resources:
limits:
cpus: '1'
memory: 512M
reservations:
cpus: '0.5"'

memory: 256M

# PostgreSQL #EREE
postgres:
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image: postgres:16-alpine
container_name: postgres
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: appuser
POSTGRES_PASSWORD: password
volumes:
- postgres_data:/var/lib/postgresql/data
- ./db/init.sql:/docker-entrypoint-initdb.d/init.sql
networks:
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD-SHELL", "pg_isready -U appuser -d myappdb"]
interval: 10s
timeout: 5s
retries: 5

# Redis 4&7F
redis:
image: redis:8-alpine
container_name: redis
command: redis-server --appendonly yes --requirepass redispass
volumes:
- redis_data:/data
networks:
- backend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "redis-cli", "--raw", "incr", "ping"]
interval: 10s
timeout: 5s
retries: 5

# Nginx REHE

nginx:
image: nginx:alpine
container_name: nginx

ports:
"80:80"
"443:443"

volumes:

- ./nginx/nginx.conf:/etc/nginx/nginx.conf:ro
- ./nginx/conf.d:/etc/nginx/conf.d:ro
- ./ssl:/etc/nginx/ssl:ro
depends_on:
- frontend
- api
networks:
- frontend-network
restart: unless-stopped
healthcheck:
test: ["CMD", "wget", "--quiet", "--tries=1", "--spider", "http://localhost/health"]
interval: 30s
timeout: 10s
retries: 3

volumes:

postgres_data:
driver: local
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redis_data:
driver: local

networks:

frontend-network:

driver: bridge
backend-network:
driver: bridge

nginx.conf it & :
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upstream frontend {
server frontend:3000;

upstream api {
server api:8000;

}
server {
listen 80;
server_name localhost;
client_max_body_size 100M;
# REINERS
location /health {
access_log off;
return 200 "OK\n";
add_header Content-Type text/plain;
3
# RIUHEZFE
location / {
proxy_pass http://frontend;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
}
# API #0O
location /api/ {
proxy_pass http://api/;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_redirect off;
# WebSocket i%
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
}
# BHERRER
location ~* A.+\.(js|css|png|jpg|jpeg|gif|ico|svg|woff|woff2|ttf|eot)$ {
proxy_pass http://frontend;
expires 30d;
add_header Cache-Control "public, immutable";
}
}

21.7.5 {5/ VS Code Dev Containers
Dev Containers Lt BNFRIFER 2R, T©FHFIA—EUIE,

.devcontainer/devcontainer.json:
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"name": "Python Dev Environment",
"image": "mcr.microsoft.com/devcontainers/python:3.14",

"features": {
"ghcr.io/devcontainers/features/docker-in-docker:2": {3},
"ghcr.io/devcontainers/features/git:1": {}

H

"customizations": {
"vscode": {
"extensions": [
"ms-python.python",
"ms-python.vscode-pylance",
"ms-python.pylint",
"charliermarsh.ruff",
"ms-vscode-remote.remote-containers"
]!
"settings": {
"python.linting.enabled": true,
"python.linting.pylintEnabled": true,
"python.formatting.provider": "black",
"[python]": {
"editor.formatOnSave": true,
"editor.defaultFormatter": "ms-python.python"

3
iy

"postCreateCommand": "pip install -r requirements.txt && pip install pytest black pylint",

"forwardPorts": [8000, 5432, 6379],
"portsAttributes": {

"8000": {
"label": "Application",
"onAutoForward": "notify"
H
"5432": {
"label": "PostgreSQL",
"onAutoForward": "ignore"
i
"6379": {
"label": "Redis",
"onAutoForward": "ignore"
}
H
"mounts": [
"source=${localEnv:HOME}/.ssh, target=/home/vscode/.ssh, readonly"
1
"remoteUser": "vscode"

.devcontainer/Dockerfile:
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FROM mcr.microsoft.com/devcontainers/python:3.14

# REHINTA
RUN apt-get update && apt-get install -y \
postgresql-client \
redis-tools \
curl \
git \
&& rm -rf /var/lib/apt/lists/*

# BIEEIITIR
RUN python -m venv /opt/venv
ENV PATH="/opt/venv/bin:$PATH"

WORKDIR /workspace

Docker Compose AiF Dev Containers:

# .devcontainer/docker-compose.yml
services:
app:
build:
context:
dockerfile: Dockerfile
environment:
DATABASE_URL: postgresql://dev:dev@postgres:5432/myapp
REDIS_URL: redis://redis:6379
volumes:
- ..:/workspace:cached
ports:
- "8000:8000"
depends_on:
- postgres
- redis

postgres:

image: postgres:16-alpine

environment:
POSTGRES_USER: dev
POSTGRES_PASSWORD: dev
POSTGRES_DB: myapp

volumes:
- postgres_data:/var/lib/postgresql/data

redis:
image: redis:8-alpine

volumes:
postgres_data:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

ZE/)\
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fiR—: BRIASEHREE
EIETEES
AR BB R IR R AR S 12

. BILAER docker image prune 85

MRAIERRGSZIFNFRER?

Z: BILUEA docker run IMAGE env 9<%,

AHBYRE SR IBAE R E?

% 5 Docker BB ASHIZFRERIATERNIE /var/lib/docker/ BE T, Ll overlay2 XEERG A,
Hrh containers BEREFRBREE, image BRENFEZREE, overlay2 BR FEREMANEGE
X1,

¥IE Docker SRR iZEERPLERNI?

% BARN b, REFREFREGINENRHBNASTHGE, B

o REZEUHEFRERNNWERMARERE, HIAIAEBSEHERTLURE alpine iR, XETRRENS
JEKN;

o FEFEFEMNXM. TEONEFFIREIXHE;

o TRENNUHEERRTE ERNRAS, HiEt% 5 A\REENKRI;

o NZ2AEZER, NAEREMEARFKMENK;

o MRLENAMEEBRE—LHHNIFETE, TREGEARFEERFNETEE;

o {FFH Dockerfile S| ZHRIGIHMEE M, dockerignore XS ERATENIEB R,

BZAAIEES Dockerfile R{ELE

REBIRLLIRIEA, Toik pull B, wmLITIERE http_proxy TX4?

%: 1£ Docker ECB X FHANN export http_proxy="http://<PROXY_HOST>:<PROXY_PORT>", Z[5
&3 Docker BRSZENA],
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VTUERS

ABBRHE, & docker container Is SEEARE, FIEEEKRA?

% RRRHEERVTAILE (exited) KRE, LLBIAILUEIE docker container ls -a &FH., HAHEK
B A=EK, EBAJLUBE docker start BFLRBEIE. REMIIRIER ST 2IEMRFIE IR

A LEFR B IETEETTHIR 887

% AILUEHA docker stop $(docker container 1s -q) B3<o

MEHEFECLELNER?

% BJLUM#EH docker container prune <
SOfEIERENZE A 2889 PID (582

%: AILfERA

docker inspect --format '{{ .State.Pid }}' <CONTAINER ID or NAME>

WEIERENE A 288 IP Hidt?
% BJLUER

docker inspect --format '{{ .NetworkSettings.IPAddress }}' <CONTAINER ID or NAME>

L AB[EE—TEIE P #ilk, MAREREEEE IP HABRE?
% ERANTHCEHARTUESS P EETE

$ docker network create -d bridge --subnet 172.25.0.0/16 my-net

$ docker run --network=my-net --ip=172.25.3.3 -itd --name=my-container busybox

MANIGE R H—MEER BRI A RIVLNR, MALLEE?

& Hctrl-p ctri-qo MR ctri-c FEZUBBANAHIZA L, HMIRIESSE,
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f5F docker port MRS AZNIRON, RSGIREE “Error: No public port
‘80° published for xxx” ?

.
= .

o BIFERRIRET Dockerfile Ei@id EXPOSE 15E IEFARIARIRO

o ANEEoHEIIETE PublishAllPort = trueo

AUE— A RBFREITZ TN AHEA?

. —RAREEER—TBHRRNETEIUAHE. NREEMUEXR, i@ —Emibs#Ee
BN, LbU0 supervisord REEFMIEITRIHIZ. FIIAEE Docker E77 PR,

A HIAZR G CPU. RESRSGHFNNE?

% TE{ER docker create BRLBIBRAEITIER docker run BIEHSIAZHIEHE, AJLUER -c|--
cpu-shares[=0] S#KAERRER CPU BINE; £/ -m|--memory[=MEMORY] ¥ RIFE A 25
ERRERIA D,

BEMEX

R, EMARSSEE. EMRSIBRXR?
B, CERFR—AXKRGENES, LE— 1 NANFRMAEIHRE.

MRS B R FMKRIRRREX RIS, EMRSIMAREFAFRNKS. R, R, 1EF
NEE, A, EMIRSHEFRAEMRS IRLIDMEFER,

ECEMEX

Docker NECEXHBEME, MNFEHEE?

% {FH systemd BIRS (30 Ubuntu 22.04+. Debian 12+, Rocky/Alma/CentQOS Stream 9+) AYEL

BXMHTE /etc/docker/daemon. jsone
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WNEIERK Docker IERIATEAENIE?

% . Docker IBRIATZERIEE /var/lib/docker, SNRAE LI Docker A X HZEEI EH Mt 5
X, BAILAEA Linux BEEN AR, HEEBRECE XY /etc/docker/daemon. json B data-

root Wi, BJLAfEH docker info | grep "Docker Root Dir" BFH HaIFEAMEFHEME,

0, SNTRERECAEEMIE TS E] /storage/docker,

[root@s26 ~]# df -h

42G  12% /

48G 1% /dev/shm
420M 9% /boot
210G 1% /home

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1lv_root 506G 5.3G
tmpfs 48G 228K
/dev/sdal 485M 40M
/dev/mapper/VolGroup-1lv_home 222G 188M
/dev/sdb2 2.7T 323G

[root@s26 ~]# service docker stop
[root@s26 ~]# cd /var/1lib/
[root@s26 1ib]# mv docker /storage/

2.3T 13% /storage

[root@s26 1ib]# 1ln -s /storage/docker/ docker

[root@s26 lib]# 1ls -la docker

lrwxrwxrwx. 1 root root 15 118 17 13:43 docker -> /storage/docker

[root@s26 lib]# service docker start

ERATEM swap FREIS IR BIHEIRAZAFZFES?

Z . 9ERIEZF WARNING: Your kernel does not support cgroup swap limit HZEE, X

GEENNR B FF BN ATEFN swap EASITINEE, SINZINESHRIEENTRF. BF

BT LUKERIN T 2(E:

o RiE /etc/default/grub X (Ubuntu 25 A6, EBCE

GRUB_CMDLINE_LINUX="cgroup_enable=memory swapaccount=1"

e i grub: $ sudo update-grub

o EEAY, B

Docker 5E#i{k

Docker 5 LXC EfAIFRE?

% LXC#A Linux XA T B28. Docker MTFEINTFHY LA EHIT T 20 !
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o BIEM. BIMRBREE, FRUAULIAM—NFEBEIIEZ—NFE;

o WEARY: BT OverlayFS FIRERAZNB RN AHR T RSIEN, RNELFRGER
FEFE—, KIUSHERNEE;

o IRAEIE: XUUTF Git WRAEERER, BREUUELENEIE. EEFEHMN,;
o BERY: BERGAKNERTREND KNEEIIRLE;

e FINTA: EMMEILA ((EEE. =FA8) X Docker B932#F, UUKET Docker B PaaS.
CIZEZ&S, it Docker N AEMAEMZ K,

Docker 5 Vagrant BfARR?
& MENEITERFE,

e Vagrant {l Boot2Docker (—Ri&1T Docker NE/\A%), B—ERIMNINEIEIFR,
Vagrant Bl LATE SRR LR BN HIETT, BILIE Windows, Mac F3E Linux £& LA
Docker 1tz ¥, BSABAREFNEREMMBEEL,

o [REMY Docker B REEIETTIE Linux F5 £, EESIFIEITRIMEREEBLLEEMNER, FEE
EEREFAMEENANTR.

BEY: Vagrant &S AREEEM, M Docker EEFAREEN AR,
F&RIFEH Docker #l Vagrant ZH0{AER?

% Docker REREMMN, MRBHIEIRE, WTRRIVEFRRLD, BREMNFEE Linux IR H.
Vagrant BEM LIEVEE, EIWASZEFER IR

WNRZAHEREY Linux 718, #EFEFERERA Docker,

MRAMBEARE macOS & Windows I8, BRRIHREAEMNL, B—FAIFIET Vagrant B
B ; ZIFIRF A THEE Vagrant EEE A Docker #1TIFERRS,

HE

Docker 8E7E3E Linux & Ei51747? Lkl Windows 8¢ macOS

% Te2rble REFFIEEBRLE Docker —1
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M —AEEENE Docker IMEEBEIFZ I —BBEEN?

% {F1k Docker fR55. REEN Docker FEX AR EFIFIZI—aBEEN, ARRERI—GE
FENBECERNE],

N{eTE N\ Docker B2HIMILE a2 ==iE]?

Z: Docker ZRIiEREE, MBETEEENL /var/run/netns BRHHIERXHIMNEZ R T BIX
. Alt, EEETIFV LR EFIHIFRRIHIMEmETIER.

RPRAILLES I T AERFHREE,
B, FRATEHNGSEERRHIZES, LINXER 1234

$ docker inspect --format='{{ .State.Pid }}' $container_id
1234

ETE, £ /proc BRET, EXMNAHMNEZ R T EINXEFEZEE /var/run/netns B%.

$ sudo 1n -s /proc/1234/ns/net /var/run/netns/

e, EEEEN LM UBRARNNEGRTENEE. F

$ sudo ip netns show
1234

e, ARALBEEENRSRSREENIRERBNBITE T, FIUERAEM IPHUHESR

59 172.17.0.100/16,

$ sudo ip netns exec 1234 ifconfig etho 172.17.0.100/16

SN{RIIREN A 2R E B At AR 1 veth 200 2

% Docker RgEEohfE, =@ veth IHEOXMEZIAMMITF, veth BOGRERSIMRELX
&, TOMLUREIRN X R,

REBHN—FMARAEEIEEEZEONERS|S, ERSPHRITip athS, EFIFSMIEORIIEIE
OZ5|S, 205, FUHEMLE 1, BD 206, ARERMENIINIT ip a®S, EHIZEORSISH 206
IO, ®EBIAERER veth 120031,
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R—: ARG A

FMRNEBBEREALRENAE. BEFRZEZ5ERAR, BTFREER.

e Ubuntu: Ubuntu BABGIERA %o

e CentOS: CentOS $HE&ESERLITARAVLER,
e Nginx: Nginx EAHEGIERS %o

e PHP: PHP BEAREHEERT .

ode.js: Node.js EFRENERT %o
ySQL: MySQL EAHEGMERA .

e WordPress: WordPress B A HE&HIER o

°
=

°
<

e MongoDB: MongoDB B AH&MERA .
e Redis: Redis EAHRGHERA %,
e MinlO: MinlO EARERERT .
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Ubuntu

BEER
Ubuntu @71THY Linux &Z1THR, HBHRFMRAETEH—LE,

ZEEATF Docker Hub 8 Ubuntu EL %R, BATIBERZLL Docker Hub EHY tags 515k
hi:

e %
BIAR BRI — MR/ VLE) Ubuntu Fi.

$ docker run --name some-ubuntu -it ubuntu:24.04
root@523c70904d54: /#

Dockerfile

53] Ubuntu EA S LERBE,
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CentOS

BEER

CentOS FARITHY Linux Z1ThR, HIHFEARZER RedHat RFIREF—E

I\ EERR: Cent0S8 BF 2021 £ 12 A 31 HF1L4ER (EOL), CentOST7HETF 2024 F 6
B 30 B SE2455R %K. Docker Hub £#J CentOS EA % EFLLER EFEREENT LR

Mo

2026 7, MFEFAFIE, BB ERUTEFRERLE:
e Rocky Linux: CentOS REIig A &N XIKsINE, BaiEiA Rocky Linux 9,
e Almalinux: H CloudLinux eIk &1ThR, RIS,
e CentOS Stream: RHEL B EFAHA7D X (EEHLMIR, FENBFESIFER),

ZEEALTF Docker Hub B9 CentOS B AT, RMET CentOS M 5~ 8 B NRENER ((NEH
AR, RBEH),

ERAZ*
f#F Rocky Linux 9 4t (%)

$ docker run --name rocky -it rockylinux:9 bash

£ IBhRk CentOS 7 (A TF4HFIAME, )

$ docker run --name centos -it centos:7 bash

Dockerfile

153 CentOS EFBENEBER BF,
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Nginx

EXER
Nginx @FFRIEREH Web ARSZ285CHL, Z#FHTTP. HTTPS. SMTP. POP3. IMAP ZFihi¥,

Z BT Docker Hub B9 Nginx E77 55501, BEARIFAhRZASLL Docker Hub £/ tags 53R,

R %
TENSSEEA— M S RERS 2 A

$ docker run --name some-nginx -v /some/content:/usr/share/nginx/html:ro -d nginx

PP BT LU R AT MBRST /53, SRR Dockerfile REISHBSRENSKIIESES, WEN

FROM nginx
COPY static-html-directory /usr/share/nginx/html

ZRERFHEFESR, HFEH—TAH.

$ docker build -t some-content-nginx .
$ docker run --name some-nginx -d some-content-nginx

FrimO, FHARETE|Zs#tAY sose ik,

$ docker run --name some-nginx -d -p 8080:80 some-content-nginx

Nginx BFIFRIABCE XFER1E /I /etc/nginx/nginx. conf, AJLUEEBRESEREBAHBIECES A, 5l
gn

$ docker run -d \
--name some-nginx \
-p 8080:80 \
-v /path/nginx.conf:/etc/nginx/nginx.conf:ro \

nginx

Dockerfile

A Nginx ERREXIEHER &5,
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PHP

BAER

PHP (Hypertext Preprocessor XA TRV FBES) & — M 2N AN ABUREHZ
BHAIES, ERIMAE HTML &, £EHES web FFk.

ZBEEALT Docker Hub 89 PHP B 55101, E{ARIAARZ<LL Docker Hub B tags FlIFR A%,

e &
TENS BT BB PHP BIZ,

$ docker run -it --rm -v "$PWD":/app -w /app php:alpine php your-script.php

Dockerfile

152 PHP EAREXIEER EEF
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Node.js

BAER

Node.js BETF JavaScript BIEIH RARSS Ml ARG &K T80

ZEEAITF https://hub.docker.com/_/node/. E{KFFRRZ<LL Docker Hub £RY tags 5I&R 0,

ERAE
FIEHeIE— Dockerfile,

FROM node:22
## replace this with your application's default port

EXPOSE 8888

RiEtIB5G, FHEtAR.

$ docker build -t my-nodejs-app
$ docker run -it --rm --name my-running-app my-nodejs-app

WAL EEIE T E 2R

$ docker run -it --rm \
--name my-running-script \
# -v "$ ":/usr/src/myapp \

--mount type=bind,src="$(pwd)", target=/usr/src/myapp \
-w /usr/src/myapp \

node:22-alpine \

node your-daemon-or-script.js

Dockerfile

538 Node EF B YISBER BE,
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MySQL

EFER
MySQL RFFIREIX REIERESE I,

ZBENT Docker Hub B MySQL E A&, EARAAkaALL Docker Hub LHY tags FI&R A,

EA5%
EFRIASTE 3306 In BB,
$ docker run --name some-mysql -e MYSQL_ROOT_PASSWORD=mysecretpassword -d mysql
ZEMAIAEREENAREZEZE R,
=R ek

$ docker network create my-mysql-net

AIEBth MySQL &28

$ docker run --name some-mysql -d --network my-mysgl-net -e MYSQL_ROOT_PASSWORD=mysecretpassword mys
ql

REBINARE
$ docker run --name some-app -d --network my-mysql-net application-that-uses-mysql
HE BT mysql AR LITIEZ,

$ docker run -it --rm \
--network my-mysql-net \
mysql \
sh -c 'exec mysql -hsome-mysql -P3306 -uroot -pmysecretpassword’

Dockerfile

BRI MySQL ELHENIEHER B,
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WordPress

BEXER

WordPress 25 Blog INAEEASAESS, ©ET PHP M MySQL.

B EEIF https://hub.docker.com/_/wordpress/. EAE]FAARZSLL Docker Hub B9 tags 5%
Nk,

ERAZ*

BIAREE MySQL B, BIAwmO A se.

[ERgnelfed

$ docker network create my-wordpress-net

Bah MySQL &28

$ docker run --name some-mysql -d --network my-wordpress-net -e MYSQL_ROOT_PASSWORD=mysecretpassword
mysql

Bzl WordPress A28

$ docker run --name some-wordpress -d --network my-wordpress-net -e WORDPRESS_DB_HOST=some-mysql -e
WORDPRESS_DB_PASSWORD=mysecretpassword wordpress

BT WordPress B2l LIS E M —LEIF BT 2 61E:

® WORDPRESS_DB_HOST: MySQL ARSZHIEMNF
e WORDPRESS_DB_USER: MySQL #iEEMAF &
® WORDPRESS_DB_PASSWORD: MySQL #UiEEERIZRED

e WORDPRESS_DB_NAME: WordPress B{EBHIAIEESZ

Dockerfile

153 WordPress EFBGXIBR BE,
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MongoDB

EAER
MongoDB ZFFJREY NoSQL #3EEESCHL,

ZBFEALTF https://hub.docker.com/_/mongo/. H{ABIARRZALL Docker Hub £ /Y tags 5% 7
o

ERTTE
BRINRTE 27017 BB THEIRE.
$ docker run --name mongo -d mongo

EREMNAERIAE, BRtIZME

$ docker network create my-mongo-net

SAIEBEh MongoDB A28

$ docker run --name some-mongo -d --network my-mongo-net mongo

BN AR

$ docker run --name some-app -d --network my-mongo-net application-that-uses-mongo

5, & i#85d mongo

$ docker run -it --rm \
--network my-mongo-net \
mongo \
sh -c 'exec mongo "some-mongo:27017/test"’

Dockerfile

5%l Mongo EASHEBRXEHER &5,
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Redis

BEXER
Redis @FHRHIATE Key-Value #HEZESLIN,

ZEEALTF Docker Hub 89 Redis B/ 551551, EARTARRZ<LL Docker Hub B tags FIZR 9%,

e %
BUARTE 6379 I S EIEUREE

$ docker run --name some-redis -d -p 6379:6379 redis

SINERI LUB A TZ#.

$ docker run --name some-redis -d -p 6379:6379 redis redis-server --appendonly yes

HKINIEFZE L & 7€ VOLUME/datao EJLX@FH --volumes-from some-volume-container Y -v
/docker/host/dir:/data SFEUEFREI A<M,

EREMNAERTAE, BLeIBMS
$ docker network create my-redis-net
RSB redis 28
$ docker run --name some-redis -d --network my-redis-net redis
REBRMN AR
$ docker run --name some-app -d --network my-redis-net application-that-uses-redis
FHE S redis-cli

$ docker run -it --rm \
--network my-redis-net \
redis \
sh -c 'exec redis-cli -h some-redis'
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Dockerfile

5% Redis EARENIEHER &F.
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Minio

MinlO @— &7 Apache License v2.0 FRRMMYBI N REFERS. ERBLSH S3 =FERSE
O, EBEETEEATESIEEMMNEIE, FINER. WM. BEXH. SHBIBFE R/ EIM
BEE, M—TINKRXEATUZERKD, ML kb FI&RK 5T 7%,

MinlO E— 1M IEEREMNRS, JUREENMNEMNENGE S, XM NodelS, Redis &
MySQLo

B
eI SR fEF
M. FFRIE FAE AR ME0ER T A UER TEASH ST BRSS.

$ docker run -d -p 9000:9000 -p 9090:9090 minio/minio server /data --console-address ':9090'

B&akE

WEEFHRR—MRERALANARY, XMEFBEMNELNFRIVIRS S LBRES L, ARSA
HFBIETHRENAMARS 2.

SHERR
TEBEANZIRIIARSS 28 £ TFEGF minio/minio $RR

$ docker save -0 minio.tar minio/minio:latest

5 docker save RYBY{E, BEILUER image id kRS, EZIESHNME, MEERERN
WERIN, #E, EREMRREGRFtag REHFER

SUN: S
BEEXHERZIAMRSE L, EATEHRNGLIANRE

$ docker load -i minio.tar
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iZ4T minio

o i /mnt/data AN EBMMEIEE R

o it MINTIO_ROOT USER BYE

o I MINIO_ROOT_PASSWORD HY{E

o &1t name,miniol (AI3%E)

e Y05 9000. 9090 iwH3e, E#ilmFIERIYI 9009: 9000

$ sudo docker run -d -p 9000:9000 -p 9090:9090 --name miniol \
-e "MINIO_ROOT_USER=HEZEER" \
-e "MINIO_ROOT_PASSWORD={MBEDFEEZM" \
-v /mnt/data:/data \
--restart=always \
minio/minio server /data --console-address ':9090'

1518 web EIETIE

FIFF http://<server-ip>:9090 iia) Web %18,
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Mi®R=: Docker #ph$Eif
BEAiEE

Docker Ss R BMAE, FFR RIS HmE L. AIESETEREFEND, FERARBE) Docker

Daemons

o XPIRpS: BAESHRILN docker [OPTIONS] COMMAND [arg...];
o RFBiImm<: EARiSMILN dockerd [OPTIONS]o

BRI HITNR,
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ERimes< - docker

& P iR <%

--config="": IBEEZFIREEXMH, EXIAJ ~/.docker;
-D=true|false: A debug Hit, EARFE;

-H, --host=[]: }8EE LI Docker SFIFHFHIERISIFIED, RAILLA unix BiEF
unix:///path/to/socket, XA fd://socketfd B tcp E#EF tcp://[host[:port]], #A

A unix:///var/run/docker.sock;

-1, --log-level="debug|info|warn]|error|fatal". e BEmEHE;
--tls=true|false: B&X] Docker SFIFHIZZF TLS ZEWHl, FRIANE;
--tlscacert=/.docker/ca.pem: TLS CA ZEZMEZIEPBXHEFKRRF;
--tlscert=/.docker/cert.pem: TLS AI{ZIEPNXHIKF;
--tlskey=/.docker/key.pem: TLS ZFANXHFIKIF;

--tlsverify=true|false: B TLS&L, ERIANT.

EFiRdn

B LUEIT docker COMMAND --help REEXLHGSHEEAE,
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attach: fKMIE—NEEEITHNERF;

build: M— Dockerfile BIE—MNE&;

commit: M—ELEMERPRIZ—IIIRE;

cp: ERBHAMBEERFZEEFINXMGH,

create. BIE—MHIAEE, BHFETE;

diff: WE—PBRBAXERFKEN, SIEERAIEM;

events: MARSSIRIRENEBIHIEM;

exec: TEBITHEBARITHS;

export: SHABABTHN— tar &,

history: BR—MREMHLESR;

images: FIHTFIERIRSL;

import: SA—NXH (BE) tar B) BRIFSERKEIE—DAHIFE;
info: BR—EHEXNARRER;

inspect: ER— 1 RBNEAKEEREE,;

kill: XKE—MBITHNE R (EEHENREEXER);

load: M— tar BHRINE—N RS,

login: JFMEHEREI— Docker W EEIRSES;

logout: M Docker B ERSHREH;

logs: FREXNE M log B8

network: EHIE Docker WL, BIFEH. G, bR, =&, HHF,;
node: BIE swarm £EHPNTR, GFEE. B, Wik BA/BUHEED RS,
pause: EE—EBPHIPTEHIZ;

port: &BH— nat Fl— M FABERMONAHO;

ps: FIHEN EHELE;

pull: M— Docker WG ERRS 88 FHI—MEGRHCRE,;

push: R—NREHE CEHIEEI—1 Docker B EMARSS 28 ;

rename. EEZ— 1 B2s;
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e restart: BER—NMEITHHNEE;

o rm: MFRAENEF B,

o rmi: MIBRAENETNESR;

e run: BIE—NIER, HEHPBITAERS;

* save: IRTF—PHREN tar B

e search: TE Dockerindex RIEE—1EE;

e service: BIE Docker FIBEIMIRZ MRS, EIECIE. B, MRS,
o start! BEI—1 A2,

e stats: ¥l (—PHE) BHENABREARITER;

e stop: &IE—NETHNEEE;

e swarm: BIE Docker swarm &E8f, SECIRE. MA. BEH. FHFE,;
e tag: N—NEEGITIRE,;

o top: BEE—NMERPFHELSITHHZES;

* unpause: F—IMERBAPMENHABENEEREPME;

* update: EFIEENETERNEERES;

e version: Hith Docker BhRA(E S ;

o volume: EIE Dockervolume, BIEEER. BIE. MRS,

o wait: [ARBER—TARLLE, ARRBHENRER,

—IKE B4 Docker B8 S

Y0 16-1 Fiin, Docker %A% P ines < Al 1RINAE HIERR,

QDocker gt
A-1: Docker EFPIRmSHEREE
B

[—] A/
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PRS3EREE < - dockerd

fERHA

dockerd B EMERAT 4. BN ILEBIRVIZS EHIT dockerd --help, FFLL daemon.json AFE
HITHANKEE,

Y. Docker Engine 29.x

e __config-file="/etc/docker/daemon.json": ¥S%E daemon E0E& KR,
e _.data-root="": Docker #iEE R (BRIA /var/1ib/docker);

e -H, --host=[]: ¥E7E daemon Mt (Unix socket / TCP);

e D, --debug: ABRIAKXBE;

® -1, --log-level="debug|info|warn|error|fatal": HEL;

e __group="": Unix socket FrE B4 (B docker);

e --containerd="": $§7 containerd socket;

® - _exec-opt=[]: BITEHAITIEIN (40 cgroup IXzh);

--default-ulimit=[]: IREARREAIA ulimit;

--dns=[]/ --dns-search=[]/ --dns-opt=[]: DNS EZ&;
® __registry-mirror=[]: FR{EENRMIUE;

® ._.insecure-registry=[]: RFIHRALLEE,;

--iptables=true|false/ --ip-forward=true|false/--ip-masq=true|false: MEE K5
NAT A= ;

--ipve=true|false: 2 IPv6;

® __storage-driver=""/--storage-opt=[]. TFEIRINESEL;

e __log-driver=""/--log-opt=[]: BesHERHS5EE;

e __authorization-plugin=[]: ©=A3GEH;

® __selinux-enabled=true|false: JEF SELinux SR (fk#i &R IThRERRE);
e __userns-remap=.... FAPApRZE)MET;

e __tls/--tlscacert/--tlscert/--tlskey/--tlsverify. TLS Z£HlE,
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ASESHRT
T BHEBIHRR TR SER:

® - _graph: 154 --data-root;
e __cluster-store/--cluster-advertise/ --cluster-store-opt: B%bk;

® --disable-legacy-registry: Bk

2%

[—] A/
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MiRIH: Dockerfile SR{EEE

U REBEE T Docker B 5 X4 Best practices for writing Dockerfiles BYIRARSE]Z,

—RRIERYHE R I
BRNZBEEN

83T pockerfile IEMVRIRFABEIN AR BN X R A EFTE (£ ARKE). BE EREFIUFLE
MEHRLE, HREBE—THERHIBBIFIRINRENEE TFENIZZR)B.

{5 .dockerignore Xf#

68 pockerfile BRI RIT B pockerfile RETE—TMMENTERT. AEBMBEREE
SENXHRIMNEZERH, yﬂ??ﬁ%*@@%ﬁf?ﬂ'\ﬁ‘ﬁ%, RAIUEERTHE— .dockerignore
XHRIEEBREIIXHFEBE R, .dockerignore XHFBIHEBRETNIEEM Git B .gitignore X4
PBho

ERAZHERE
7£ Docker 17.05 LA ERRZS A, {RE]LAER Z 5 B M2 SRR D RIS SRR BI RN
BRREFVENE

ATRRREZRMSE. BRI, B/NXHER/N TTAMENE, FMiZEEREEMALENE. §
o, FEREHREFREPES — XA RERS,

— P BERIABIT—NEHEE

NZRIEE—TNBHRPRBT MR BSINAEBIFRERF, RIETASFEDY RN
SR, i web NANZEE =158 web V. iEE. &7

INRABBEARMH, (RAILUER Docker B IE M LS RHEIX Lo 2 SR HEEC Ko
RIEEHRATRED

fREBETE Dockerfile AIIRE (1 ELEKEABYAILEIAE) AR D B ERZ B — 1
BT8R

BETEHRFEBINFHF (LLNEREZTE), XTUBHrREEEasFE—18, Bt
FIRIEERF, BET Prs FIRMEE, BIERFMILES \ ZERM—NEMR, LUEME3
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%,
TEZEXH buildpack-deps FBRIERIFIF:

RUN apt-get update && apt-get install -y \
bzr \
cvs \
git \
mercurial \
subversion

MR

TEEINWEISTIED, Docker £IB[H pockerfile XIEHMIES, RBEKINFERIT. EHRITERE
2280, Docker I SEEFIEHRTELFENEANER, MREMERNEFNESR, FBE
6, NMRMRAEEWEILIERFERERE, (RAILTE docker build S8 H{EMA - -no-cache=true
I,

B2, MRMEENENIRERERET, MEBAAMTARESR, ARMERFAIILEITRENGRE,
EERESNLNT:

o M—1EMIRGEIIE (FRoMFELIETE), T—FIEHMZEBMTERIIPIE FREHTE,
EXEFHEEHIBNERRESESNROBIIESTE—F. NRFE, WEEFRXK.

o EARZHIBERT, REEEPEMITLL pockerfile PHIELTFiEG, M, BLESHEES
BN,

o ¥fF app # copry 5<%, FEFMNUXHFNRNBHEWINE, SMXHHRRITEL — MR,
XN REEENENREHFINEASANR, TREFNERIER, IFXLERBNS
EBEEHRETPHIXHREMHITI . MRXGEEFRRE, LLIRBHTEE, NEFE
o

e [R7T ApD # coPY 5%, BELREIBRFAREEIGNARFTHIXGRREERFEELE. Fi0,
SHHITTCRUN apt-get -y update 3EX/T, BDEP—LEXHKET, 1B Docker FEIEXLE
X, XMERT, RERSFRBERIHARLIET,

—BREFRM, FiBEER pockerfile IELEI = LEMAVIRER, EFEASWER,

Dockerfile 5%

TEER Dockerfile REMIELHRERS 5 TVA HEN.
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FROM

RAJREEA ERIE S CEFAMMWEREGNEM, HFER Alpine 1%, ENEHK™RIZHHRST
&/\R~ (BT 5 MB), BEMAR— T TERIRITR

LABEL
RETLUASREGARINAT R REBAR R G, BRFHUER. WEBADUEES, 8MIE—1T, B
LABEL FFKM E— 1B MREN . TENTARTR T EMAENAERI. # FFRBIITEERA

=
o

AR MRIFNFHHEFEETN, DIFEFHTHEBRNG| SHRENTRERRE X NRFAH
REESMESSS, HIAN5ISERREN.

## Set one or more individual labels

LABEL com.example.version="0.0.1-beta"
LABEL vendor="ACME Incorporated"

LABEL com.example.release-date="2015-02-12"

LABEL com.example.version.is-production=""

—PMREFUEEZS MR, ERMEZS MREBNE— LABEL 5L H,

## Set multiple labels at once, using line-continuation characters to break long lines

LABEL vendor=ACME\ Incorporated \
com.example.is-beta= \
com.example.is-production="" \
com.example.version="0.0.1-beta" \
com.example.release-date="2015-02-12"

XTI UIESHEEX, 22 Understanding object labels, X FEBRIFEELE, 8%

Managing labels on objects,

RUN

0T 145 Dockerfile XEERIRIEME, FTIRARME, LUREIAPM, B KNNEZM runIELAR
ST\ HEINSTT
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RUN IR RE W AERREE AR apt-geto FAIRUN apt-get IELERRER, FILUBLNREE

AEfEMH RUN apt-get upgrade Bf dist-upgrade, EAFZEMBEGEHN “Wi”° 8F=F—1
RN B P AL, NEEMBERIHNENEINT, (AN ZBERTEHHEIFE, WRIRBEFE M
EHE, tbUl foo, BEFLK, {FF apt-get install -y foo FA1T, ZIESBEINFL foo B,

KT RUN apt-get update 0 apt-get install (AER—%% RUN EEH, flan:

RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo

¥ apt-get update ME—FKBMH ruUN ERAF R SREFRIBMLUINEEY apt -get install KK,
Eban, Ri&IRE— pockerfile {4 :

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl

MEE&E, FIENEERTE Docker WEEFH, BRIRMRERIENR T HPR apt-get install HIT
— e

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl nginx

Docker X IMELA/SHY RUN apt-get update I8 ZREIMNFTEE—1¥, PILL, apt-get update A=
17, MeFERAZENEFRE®&. BN apt-get update ZHIEIT, /GEHAY apt-get install RIRERZEE
YL BYREY cur L 1 nginx ARESo

f£F3 RUN apt-get update && apt-get install -y AJLAFA{RIREY Dockerfiles @R ZENEEEH
BMBRRAS, MEXNEREARFTEH—PHRIEEININ T, XN ARIE cache busting, FRHA]
LR TRIEE—1MNEREASS FIAE] cache-busting, XFtEFTBRIEERRZS, Fla0:
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RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo=1.3.*

EERSZEEMEIROREENRE, MAEEZFFEFL. XTERABAILURDEPIFEEH
RIEI BV Z M S EBIK K.

THEE— RN IELSHIRIIER, BRTPIEXT apt-get BIEIN,

RUN apt-get update && apt-get install -y \
aufs-tools \
automake \
build-essential \
curl \
dpkg-sig \
libcap-dev \
libsqlite3-dev \
git \
redis-server \
&& rm -rf /var/lib/apt/lists/*

Hr redis-server @nil8. MAFRZENERTRES,

B, BB apt &7F var/lib/apt/lists A LUR/NRIG KN EJ9 RUN FELBIFF LT apt-get
update, BIEFZERTE apt-get install ZEIRIFT.

AR BRI Debian #1 Ubuntu $R& = BahiE1T apt-get clean, FRAURREEZNAVIEA apt-get
clean.

CMD

c ECTHATHITENEGTEENEUMY, AIUEEEH. cvo KESHIBER TR 1Z L cvp
['executable', 'parami', 'param2'...] BFEEREA. Fit, MNREIBBREGEHNENENTHEE
MRS (Eb80 Apache), fRETBESHITZEINT cMD ['apache2', '-DFOREGROUND'] FERMIEE <, Ffi]
B FIRS SREEER XM GH L.

ZHIERT, cvo BBEE—PNRXEIH shell (bash, Python, perl &), ffla0 cvp ['perl', '-
de0'], ZLFE CMD ['PHP', '-a'l. EAXMMEXERKE, HIRHITEL docker run -it python
B, RR#HEN—TESIFRY shell Fo oMb RIZTERDBIIBR TABELL cvD [ 'param', 'param'] HY
25 entryPoINT tHEIERE, FRIEMRAIVRAVERGREREERT enTRYPOINT I TEA R+ D&
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EXPOSE

EXPOSE I8 A FIEE R ERIAMNIR L. Ak, RN ZAMRNNBERERENKRO. 40,
et Apache web RSB BIRB N 1% E A ExPOSE 80, MiE{H MongopB AR 55 BY %5 15 B EXPOSE

27017,

XFSMEBIAIR], PRI LATEHRAT docker run B — MRS RIS AR 5 RE BY in I BRET Bl At %
8w o

ENV

AT HEHBERIBIT, MAILUER env RABRBPLENZEFEHN PATHIMREE, HIWIEEA env
PATH /usr/local/nginx/bin:$PATH SRR cMD ["nginx"] BEIEFRITT T,

ENV IES AT BT MR ER S UHNRSIREGENIMETE, thil Postgres FREH PGDATA.

&/a, ENnv EEATIRERENANRAS, L TERE):

ENV PG_MAJOR 9.3
ENV PG_VERSION 9.3.4
RUN curl -SL http://example.com/postgres-$PG_VERSION.tar.xz | tar -xJC /usr/src/postgres && ..

ENV PATH /usr/local/postgres-$PG_MAJOR/bin:$PATH

KUTEFHONEE, XMFARTLOLIRRAFRE env i8R BB E B EPEVIR TR,
ADD #1 COPY

& 74 App F copy THAEZEMN, 1B—RRMLIEER copy. EAELL AoD BiFEEH, copy B iFE B A
NHEDERZH, M AoD B—EHAAERIIHEE (Ebunasith tar 1I2EXAIZAZ URL 25F). HLt, Abp
NRERGIZRE A tar XHBEEhiREXEIE S A, 540 ADD rootfs.tar.xzo

YNRIREY Dockerfile BZ N T REBBEMEA L TR AENX M. B cory BIXMHF, MAR—X
PE8Y cory FREX M, XFBRIEB T T ERIMEEFRERENXHTUR R, F140:

COPY requirements.txt /tmp/
RUN pip install --requirement /tmp/requirements.txt

COPY . /tmp/
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SORKE copy . /tmp/ MEE RUNIERZET, RE . BRPEM—IXHZL, BESHEHESH
EL S

HNTUHEERE/), RFAEFER Aop 152 MiFE URL SREXE, MEER curl #l wgeto XHEF{RA]
UEXHRNEZ ERiEFBREN X RBRERGPIINAIN—B, tbINREBE TENA
k.

ADD http://example.com/big.tar.xz /usr/src/things/
RUN tar -xJf /usr/src/things/big.tar.xz -C /usr/src/things

RUN make -C /usr/src/things all

MR X fER FEXMGA:

RUN mkdir -p /usr/src/things \
&& curl -SL http://example.com/big.tar.xz \
| tar -xJC /usr/src/things \
&& make -C /usr/src/things all

FEERNEERRE, FRLUSE RIEXHFEE2M R,
X FHEHMAEE aoo BB EENEERI XA EE R, REIZER copY.
ENTRYPOINT

ENTRYPOINT URERALARIREFRENES L, RIPHREIMS RS HKIEIT (A cvo IRHEIRINE
7)o

fan, TEAEIRAIRERM T SLITIA ssemd:

ENTRYPOINT ["s3cmd"]

cMD ["--help"]

REEEETIZREGIEN BRI E R

$ docker run s3cmd

HERMBIERBISERAITE NGRS

$ docker run s3cmd ls s3://mybucket

EEFRER A UM LTSS,
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ENTRYPOINT 35 A] LA S —MEBIMIARER, MeiEs<TXEEMN, BERH TAFERLE—
M,

590, postgres B IR ER THEBIMIZAIES ENTRYPOINT:

#!/bin/bash
set -e

if [ "$1" = 'postgres' ]; then
chown -R postgres "$PGDATA"

if [ -z "$(1ls -A "$PGDATA")" ]; then
gosu postgres initdb
fi

exec gosu postgres "$@"
fi

exec "$@"

AR ZMAERT Bash WRES < exec, FMURBIEITTHHIZTES SR PID 73 1 AU#HIE,
XiF, HER A LIRREHERRIXLBER Unix 55 T,

ZEHBNR A E D 2 B2, HIER I BsIET @I ENTRYPOINT 117!

COPY ./docker-entrypoint.sh /

ENTRYPOINT ["/docker-entrypoint.sh"]

Zi A e LALE BB P LM AR5 A postgres R B,

{RAE] AR (S BB 5 Postgres:

$ docker run postgres

WA LAHTT Postgres FHLESE:

$ docker run postgres postgres --help

&/, RERUBEISIM—1TeFRENIA, thilsash:

$ docker run --rm -it postgres bash
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VOLUME

VOLUME FE L AT RBEMBIEEEFMEXMG, BEXH, AR ENXGMBER. BIRNER
VOLUME REIRTRRPBI A T EB M A P A LACLZERIER 73

USER

MRENIRSAEESRENIT, BINER user IETIIREIIE root BF . 5TTE Dockerfile FRfEMASE
{A RUN groupadd -r postgres && useradd -r -g postgres postgres FViS<RIZEBEFP AR 4H,

AR TG, BRPNBFPASRIESECR UID/GID #HZAHER, TRAEHMERGRES
FcZ/RY UID/GID AJgE=A—1F. WIRBKHBER UID/GID, RN IZEIBIFEE—T UID/GID.

{REZiZEE R AER sudo, RATARATRAN TTY FES LT A R8RSR AYA)E L © BEfRRAY 0] A
%, WMRIRENEEH sudo KMARITNEE (180, LA root SRFIIALFENTIFHIZ, LUIE root BRH,
7€), {REILAfER gosu,

&G, NTHOEBMERE, BRIMEMER user RENIRAF.
WORKDIR

RNTBEWMMEMATEM, (RN1ZE2 27 workDIR R{FE AL KF, FIb, FRIZIZ{FEA WorRKDIR RE
EMPIF RUN cd ... && do-something VIS, EEMELURE. HEEEFIL4ER,

BARGTH

XLEEE H %A Dockerfile Z8@ 5 £ 8155, 1%£0 docker-library/docs.
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fiRA . @0{eliEid Docker

FF/& Debug &5
7£ dockerd BEE X daemon.json (BRIALTF /etc/docker/) HiaRN

{

"debug": true

}

BERTIFHE,

$ sudo kill -SIGHUP $(pidof dockerd)
ttBY dockerd 2TEHEPFRNE ZERHE DT,

RERZES

$ sudo dmesg |grep dockerd
$ sudo dmesg |grep runc

Docker FIaRzZEF MR
A LAZRFE dockerd HIEEE HERIARIE o

$ sudo kill -SIGUSR1 $(pidof dockerd)

& E Docker Zs##iiE
EE, FIEIEAFEBRFTEEI Docker ZMIHIE, CIIFHEGHIZES,
BRe2MNBERAREMSEAUT R SHITEE:
$ docker system prune
MRIRAZE “MEHIEE”, 7£ Docker Desktop BHIRMH TN N,

$ sudo rm -rf /var/lib/docker
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& NBFEHE
ARBEIEK
R RBohEILENRY, BILUER docker logs EFER,

e ExitCodel: WHERFEIR, BE ACEHIRIKIERK,
e Exit Code 137: OOM (Out Of Memory), B2ERERBHAZIIE,

o KWEBENAT.
o FAERIBAEREH (- -memory)o

e Exit Code 127: @< K1kE, PIRER ENTRYPOINT BY cMD 1EEHIER < R FTEo
IR R L
BRNEIIEEM

1. %27 Docker DNS B2 & (/etc/docker/daemon.json)s

2. EBENBH NS (iptables/firewalld) @F=8 T % %o
3. B2ZMMA: ping 8.8.8.8 (MiX1%E&E M), nslookup google.com (Mt DNS),
i 1 BRES E

1. RERRIHOSEIEMSIT: netstat -tunlp (fBEWM) 3¢ docker exec <container> netstat

-tunlpo

2. MBIAN ISR #HIER 0.0.0.0 TIARE 127.0.0. 10

o MBMMUIFE 127.0.0.1, REEBIEEIAT, BETIEIHINEIERINBIER
31,

BRAGHIENRIK

e connection refused: KMENZHIEIZE,
e image not found: KEFGZMH Tag H 5.
e EOF/timeout: WEARE, ZHXECEREEGMESES,
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fYR7N: HWIREERR

FARFREESEN—FRENONELT AR,

BAAO

e Docker 314

e Docker \['J#5F]

e Docker &173B

e Docker Desktop &£1Ti%AR

Docker Compose &%

Docker Hub >7#Y4

Docker Blog

Docker Roadmap

Kubernetes X4

Kubernetes X%

A/

kubeadm %%

containerd 4%

GitHub Actions 3#4
Drone X#4

S2ENH

Docker CLI &%
Dockerfile &
Docker 1932 SR {EIEE
Docker 7tigY B API
Docker fZfi#> 1
Docker P4E 14

BT EhizA
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TR
o Moby BB
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fiRt: RER

KREE T APPE RN —ET R EREER,

A

Alpine: —MEELRM Linux R1THR, HFAEMTGRATHEETRE/B Docker 555,

API (Application Programming Interface): WATEF4RTZEO, Docker Daemon it
RESTful API #t%& R imskIMBTEF 5 2 32 B,

Base Image (BHRIRK): REIRENHRE, BERRERAANS/NTEES (W ubuntu sl

alpine)o

BuildKit: Docker T—EVES|%E, RETESHMENRE. BIFrHIERFLENHLWES
o

Buildx: Docker CLI BY—"M&fF, R THEINEE, ¥ BuildKit WFrEERISE, FlNZ A
SEIRMRIGIIR.

Cgroups (Control Groups): 1Z#I4H, Linux R4, BTFRE). iR, REHEAFERN
YRR (30 CPU. ATE. HE 1/0 F),

Cluster (5£8f). —4HMRETIENT = (WNEN. EPNZE), EFITHEE Kubernetes &

B
Compose (Docker Compose): BFENXMIEITZE A 2s Docker MAREFHNTE, @i YAML
X4 BN ARS .

Container (&28): $REMIZITRA, HFHEITINMITEXHE, BEFEMIMN,

Containerd: 1TIRAENRREITH, MONEREEEIN LERBNEMER RIB. B
. fFLE. ) o
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Daemon (SFF##2): Docker WEBFIFHIZ, HSTIZEWALIE Docker APl B3R, HEIEH
%, B8 MENBIBEEENR,

Docker: FFEMNER2R5Z, HALKERLITENBERREKHEE — R ENS S
f, REAFEMEMRZRITH Linux B Windows #1128 .

Docker Desktop: €& Docker Engine. Docker CLI ¥ if. Docker Compose #l
Kubernetes R REN AR, &ATF macOS # Windows.

Docker Hub: Docker EFHARRECERS, IRER[DHENEFMEMN D K.

Dockerfile: BERATHEHREIRSHINAEXMH, Docker i@i3i%EN bockerfile FRYIESED
B B ISR RIS,

Eted: —N"ErIH. B—HMEMNDGXNREEFERS, FRHTIREEE (U0 Kubernetes) AIAR
SERMIRSELEE R,

Image ($%51%): Docker fHf&2— M RiEIER, HHOIE Docker B3V,

Kubernetes (K8s): FRIVA2EHSI1E, AT ARSI ARRZFHIE. ¥ ENEE

Layer ($R&E): Docker BEGHEZ N RIREESTNK, B—B@EEK Dockerfile PI—515
SHIRIESE R, BIBREEXUHERES (UFS) SNE—RERRENSXHtE RS,

Multistage Build (ZFE&HIR): Dockerfile 945, RIFER—1 Dockerfile FERZ N
FROM 18], M— M EREFIFFEHMESYEIB — 1 MER, MMAIER/RZREIETR,
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Namespace (882 =j8]): Linux Wiz, BTRESMAARR, HE. WL, EES
%, FRSELRMGE— IR ERT,

Node (FR): B23&8% (40 Kubernetes) HI—& TIENIES, vILLEYIENZEILo

OCI (Open Container Initiative): FHRAZRME, HSRITIGTLEWHEHIENRIIETT
B ARSI T AL AT
Orchestration (4&HE): BoILEE. BIE. ¥ ENMNSBEEERRMNASNFEA (W0

Kubernetes),

Pod: Kubernetes fg/\#9. AIFEBNHESET, BE— MRS MEBHEXNER, HZEHEE
BYPILE B 2 == (B) R o

Prometheus: FEHNRAGBEMNSEILASR, HZNATRRENEFRERT,

Registry (GEMARSS2S): 121 Docker BE THM LEHFFMH D RIRZHIIRSE 25

Repository (BFF): SEPREFHENANFMBHRGHNMS, BERBFEEZEX. —1 Registry
el LB E % Repository,

Swarm (Docker Swarm): Docker RERNEHMEHEIERTE, AIREZ1 Docker EHAS
B— 14— Docker EAA,

UFS (Union File System): BEX&EXH RS, —ME. BRERHESHENIXHRS, €%
PR RGER—REEM,
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Vv

e Volume (#iE%): THEIKEXHGRAMIZITRIHRER, BTRINBT[EIENFALL,
HES N EHRZEREXHHE,
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MiR/\: Docker ZIHBEESHIIR{EHHR

AHIRAFIERMBMHFEIRE. MEIREHXA. INHEEANERERNSE, BEREKKN
Docker #1 DevOps & &,

F I EERI5
Docker FIA] 3 A MEFHINEL, S EEREBAFRAIYE S BRI N0
E—BEL: ERINIT (0-2 )
FI Bt
o IEEARJ[UHERME
o HENZIETT. BIEEXHNEEE
o THERGN CEREAIRME

BODRE:

Docker f&7Y

F— RAAFZE Docker

— &8 vs Bl vs mitHE

L— Docker HIZARZOBER
— %% (Image)
— &2 (Container)
L— &% (Repository)

Ehitan<

|— docker run / create / start / stop / rm
— docker ps / logs / exec / inspect

— docker pull / push / tag

L— docker build -t

Docker REFRIE
F— Linux FERE
— mac0s #1 Windows &%

— SRGIMEREE
— WRMAFEE

EIWR:

=) 2

o APE1-3IZ: NIEEMES
e DockerCLI &=
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BHEHEN -
o IFIRFI): 3-4 /B¢
o TIRHRS): 8-10 /B
o SEit: 2/F
BAFESIRR

# ST TESIHBEEMNI IR

1. BfTEA nginx %, ihiAl http://localhost
2. f£F docker exec FHNBREHETT

3. RREBHRAHESR

4. HEE$EET Docker Hub (ERIEMWKA)

BME: BOFAR (2-6 &)
FIBH:
o 24 Dockerfile BE
o HEBMEBCHINARE
o IBFNUREIENMMEERE

e K Docker Compose #wii

BODAE:
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Dockerfile ¥&<i¥##
'— FROM / RUN / COPY / ADD
l— WORKDIR / ENV / ARG
l— EXPOSE / CMD / ENTRYPOINT
l— VOLUME / USER / HEALTHCHECK
L— RELEAMRERL

— SEEENG

— BB AER

— ZMEE

L— ReREREK

BREUIEEE

#3EE (Volume)

— &5

— E&5

L— BEIRELR
#EHEE (Bind Mount)
F— BENBRFRIRES
L— IPRAIPRES

tmpfs #EEH

L GBS RS

T T

Docker Compose
— compose.yml/docker-compose.yml &5
— services EX
— volumes ECE&E
— networks EC&
— &RHXR
— FRTE
— RIE
F— up / down / ps / logs
— exec / run
L— build / push

FIHFR:
o AHEL11E: HMME
e Docker EAFFRELE
e Dockerfile &%

B {ElEN -
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o IBPFT]: 8-10 /B

o LHR4RS): 30-40 /Y (ZLATE)

e 2it: 46 F
WE LM

IME 1: Python Web WA (Flask/Django)
- ‘RE%MEE Dockerfile

- {£F compose ECEUEE

- TIMASHFLIFE

TE 2: Node.js #HARS

- BB

- E2E& compose Z MRS

- REMEMIFRIELTE

WME 3: #HEERSML

- PostgreSQL/MysSQL ERE

- BUERAKL
- EiNERRE

E=ME: £k (6-128)
FIBR:

o BRABREFETE

o IBFMREISIEAM

o FAERIEHE (Kubernetes Efif})

o K CI/CD &R

X
3
i)
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t
e Wt
B
= W
Xt
[0S

R (Trivy/Grype/Snyk)
BHIREZMIGIE (Cosign)
SBOM 4mFNERE

R R

NZe

AP FRSR

Linux BEAIWH]

AppArmor F1 SELinux
Rootless &2

Z4R Docker socket Al
Nz

F— API ipialf=sl

F— TLS AN

— ®itEE

[TTT

i
peN
dl

R I I
[TTTT

it
H

MERENIERAIL

— EIEERER

| F— cpPu / AFE / ML / 1/0
|  — MBRIER

— &&ETH

|

|

|

|

— MRefiik
| = &R

| F— A cPu FREI
| — oom iZ#rFnakiE
| L WEERERL
L
— BEREEE
— ELK Stack

L AEEE

BERAEEA
— Kubernetes #ZiM#E&
| |— Pod / Deployment / Service
| }|— configMap / Secret
| ' BEREMENE
F— BSRRITHER
| f— containerd
| f— CRI-O
| L— Docker
F— PR
| |— CNI iR
| — calico / Flannel / Cilium
| L MR
— EFENERERA
— PV / PVC
|— StorageClass
L— statefulset

CI/CD £k

— GitHub Actions

| | BREEENEER
| | R28E

| ' Bt
— GitLab CI
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— Jenkins Docker ££F§

L— Drone

£8IAR

F— Buildx (ZZe#aiER)
— Skopeo (SB&EM)
— Podman (BRX7A=)
|— Buildah (BE&IHE)

L— Kollabot

FIHR:
o ABF 12215 FRNBMLLR

e Kubernetes E

o CNCF F3)R8%k

BB |

o IEILFS]: 15-20 /B
o LB4RS]: 60-80 /N (BZANEFLINR)
o Fit: 6-12

WE LM

ME 1: L2HREEERE
- &/ Trivy 138

- SBREZMMIE

- 5 SBOM XY

mME 2: TEEEE

- ¥ Prometheus + Grafana
- BREEFZMM

- HRERUBREM DT

IME 3: CI/CD it

- GitHub Actions ¥ GitLab CI &
- BvHRGEE

- REPRENEMNE

- B&EEEFEZ) Kubernetes

IE 4: Kubernetes HEIZE
- Z#h K3s/Kind EEEE

- BEBRSNA

- BREFANEE

Bk TRFE (12+A)

FIE8¥5:

Built with mdPress


https://kubernetes.io/docs/
https://landscape.cncf.io/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

o EiR Kubernetes SR 4F M

o EBRRBTITHEREEN

o BENSIRITAMMU AR SR FS
o TIAFRRMX

BOAE:
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Kubernetes SR4F4

— &EEIE

| F— TREEMKE

— SEEmT#ES
TRENERERER

fEdmHE

ohSEMELE

BREHAEE (statefulset)
EHMISERE

P& (Service Mesh)

Istio / Linkerd / Cilium
MEEIE

AN SR

pIEZN

RBAC (F&I5IRIEH!)
Network Policy RN

Pod Security Policy
HENIEHI28 (Admission Controller)
[EEERNY R

F— REMREEHLK

— BEX operator

L— SR

iy

7T

=
S

|
|
|_
|
|
|
-
|
|
-
|
|
|

[TTTRITT

ET

L

BBETHKERE

F— Linux PIRZHNE]

| — Namespace ¥fi#
| | Cgroup vi # v2

| |— overlayFs # UnionFs
| L— SELinux #1 AppArmor
— AaiEiTh

| |— containerd JRERBIAE
|  F— runc =}

| |— gvisor # Kata

| '— Firecracker

L— ocI 17k

— Image Spec

L— Runtime Spec

o

DevOps T#2fL

F— RAUREREIE

| |— Helm / Kustomize
f— Gitops (Flux / ArgoCD)
L— RREEE

AXE'}\E*DI_J_JFH

o

A1k
F— ZRERIERPR
— B %R
L— mAsiEE
L— FIBAWME
F— GitFlow L&
— KBEE
L— RIS (ESSE LR

|

|

-

| = st
|

-

|

|

[

"R
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Kubernetes
Cilium
Prometheus

Docker/Moby,
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IR R R

EHES (week 0-2)
F— &2 vs B
— Docker =AM
L— Ehita<
!
Dockerfile FERGEITE (Week 2-4)
— Dockerfile %
— ZMEiE
— SBE&MK
Ll
BIEEE - WMEKEE — Docker Compose (Week 4-6)
— volume |— Bridge F— YAML 4RE
— Bind Mount|— oOverlay |— Z&240HE
L— tmpfs L— BEXMSE— FEIER
! ! !
L |
LHIMEFL (Week 6-10)
F— web MAREL
— #iEER2E
F— AR5
L— AHIFRIFIR
!
BRRL - HEEMRNK - BIEMEE (Week 10-14)
— $5GEE — KMUE  |— Prometheus
— RRE®E | — WEFEMRHE  |— Grafana
— $%%%% |— cpu fift — ELK Stack
L— SBoM L— ZHTHR
! l !
L |
REEFINE (Week 14-18)
— c1/cp FiAg
— SBReE
— BE&EH
L— EERR
!
Kubernetes Effi (Week 18-24)
— Pod / Service / Deployment
— RREE
— =iEERE
L— MR
!
Kubernetes #B (Week 24-36)
|— statefulSet / DaemonSet
— operator FF&
— &BEE
— BRS W
!
AR EIGIT (Week 36+)
— &R
— Gitops IfEf
— miasfiuil
— FiREEk
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EEFIRR
B XA
#i
Docker B75 324
Docker Hub

Kubernetes B/

CNCF =1

TR

URL

docs.docker.com

hub.docker.com

kubernetes.io/docs

landscape.cncf.io

e Udemy: Docker #1 Kubernetes 52842 (70-100 /J\BY)

e Linux Academy: Linux M1B2REHE

e ACloud Guru: AWS/Azure BR2EARS

e Pluralsight: Docker {IBRBRES RS

PHHEE

e (Docker RN%) - ABHRIR

e (Kubernetes tXEif5@) - RN Kubernetes B+
o (BHEAZUDAENA) - ERKESEIN

o (SRE Google iZ#7i8) - £ IF R aRIELEE

BEMEX

e Docker EFEE

<

e Kubernetes E

e CNCFE%

e DZone
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NSRS
Docker iAIE
Docker Certified Associate (DCA)
ZER:
o FE: 55&
o HYEIPRHI: 90 7334
o NI&SDE: T3% (£941 &)
e ZEA: $199USD
o BXHR: 24

ZHAELLHE:

BREMEE (20%)
- RERENEE
- REENEE
- WECERE

==

- BREHEH
- HIRRE
- BEREE

ML (15%)
- MEIREN
- BREEE
- ImORRET

=E (10%)

- Volume EIE
- BUERA

- GPEER

i (20%)
- Docker Compose
- Docker Swarm Efi

=% (15%)

- APPSR
- HAEE

- ERRE

- SFiPEERS

MEE (5%)

- Logging drivers

- EfFRE
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HEFRIN:

# 1. FIXRPE 1-11 T (BMEIPER)

# 2. 5% 20+ PRETIR

# 3. BEEREIEE

curl https://docker.training.kodekloud.com/dca-guide

# 4. EIER
- Linux Academy DCA #:SJRR
- wWhizlabs DCA 1RIAER

# 5. BEREENGS

docker build / push / pull / tag

docker run / exec / logs / inspect / ps
docker volume / network / service
docker compose up / down / logs / ps
docker stats / events / inspect

Kubernetes i\iiE
INER&R

1. CKA - Certified Kubernetes Administrator
o ¥ME: 5

BYiE]: 3 /0By (S24)

o Z&F: $395

RE . EHBTE B8, HEHE

(e

o

2. CKAD - Certified Kubernetes Application Developer
o ME:
o BYiEl: 2 /Bt (K1)
o ZEM: $395
o NA: NAARMEE

3. CKS - Certified Kubernetes Security Specialist
o ME: R
o BYiEl: 2/)EYt (K1)
o ZEM: $395

o AR Re&fE

it

D

54
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ERHRESERER
ERESERE

Q1: Docker ZSEMEMNEHAKEI?
A (BR):

REIARL:

- TEIRERARE (6B £)
BEhEtia: Dk

RELS: EeEtRESE

- HEEFH: B (5-20%)

BER:
- HERZ, GENBEMKH (MB &)

- BnhtEl: #%

- fREL&R. #Hi2RRE (Namespace/Cgroup)
- MEREFFEH: MR (1-5%)

B4 ARERE. FR. BEES

Q2: f+4 = Docker Hf&? ©IAIFAER?
A (BR):

g

- RIRBIXHRYIRE
- DETHEEN

- S-RERN—RONE

EEA:

- Union FS: ZNRFEE + — M AIERE
- 4 RUN/COPY/ADD E<tIE—E

- BziE@d diff EeEEeE, BEsE

I

.

- HEERMERRTFE
- BREFMRE
- ZHERIR

Q3: REBMNAISCIRRE?

A (BER):
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BRAFE:

1. Namespace (AJRFRE):
- PID Namespace: 2[R
- Network Namespace: W4E[RE
- Mount Namespace: X ZRZIRE
- UTS Namespace: T#&MRE
- IPC Namespace: #iZE@E/RE

2. Cgroup GEIRBRH) :
- [RH cpu M
- [REINTFEEA
- [REEER 1/0
- PREIMEE S

3. Linux #EZIWE] (APRIZH)
- HUBAHBER root R
- [REIA288E7

4. SELinux / AppArmor (SB&|ifiml=4!)

Dockerfile EHiXE
Q4: WAl {k Docker $Ef&A/N?
A (ER):

1. EESENERTEG:
scratch < alpine:3.21 < python:3.14-slim < python:3.14

2. ZMERME:
- MEMRIAREHEFLR
- BITMEBREERE T
- HAHS: Go. Node.js. Java
3. BEOEERERF
apt-get clean & rm -rf /var/lib/apt/lists/*
yum clean all && rm -rf /var/cache/yum

pip install --no-cache-dir

4. &7 RUN 352
BB BRER

5. {#F .dockerignore:
HER RN ERER T

6. ERERAFS:
Go: -ldflags="-w -s"
C/C++: strip binary
7. EHEER:
gzip BEXH, EEER

Q5: CMD #1 ENTRYPOINT HHAXZ?

A (ER):
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CMD:

- EXBRRIUNGL

- RBE1TREIES docker run image_name custom_cmd
- AESD oMb, HERE—IMEXN

ENTRYPOINT:
- EXABARITIER

- REBRETRBSHEMMIEES
- 5 cvp EEEER

WERE:
ENTRYPOINT ["python", "app.py"]
CMD ["--port", "8000"]

# i&{T docker run image --debug &HIT:
# python app.py --debug

&R 7F I
Q6: Docker FI4EIREIRIX F?
A (BR):

Bridge (BKIA):

- RIS, AfsEEEMITEE
- iSO

- [REBMEF, HEEEP

Host:

- EREENIMEE

- tEERML, REESRE

- ARHOEEMRSTEIEEN

Overlay:

- BINBEE, &F VXLAN

- Swarm 1 Kubernetes #rf
- MEBERRMR, ST

macvlan:

- BEIRIE MAC it
- RIMAWIEN, MEEST
- BFEMRER

None:
- EWE, T2IRS

Q7: Volume F Bind Mount BHAKX3?

A (BER):
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Volume:

- Docker &I, 7FE{IE: /var/lib/docker/volumes/
- BEERS, BBk

- ZFEREN, BIYR

- WEEEFTEER

Bind Mount:

- BEVER, FRUE
- BEAREM—R

- %REEF, ATFAHAIFIR
- NREEE R

tmpfs:

- WEXHESE, TRAKL
- BATIRECH. BUREEE
- MBERY, EREX

ZeME~mRE
Q8: MfaiRE Docker Z214%?
A (BR):

HERe:

- FREARGHAEESRR

- EHARRRA (Trivy/Grype)
- BEHEEZWIE (Cosign)

- £FEE SBOM

BEE1T:

- LHE root AFIBTT

- £ read-only XH&R%

- PRE Linux BB

- £ AppArmor I SELinux

BENRE:

- BA TLS JANE API

- R#|EE /var/run/docker.sock
- f#fM Rootless A2

- EHAE# Docker

MERE:

- FREEXRERS
- BB LR

- PREIHNIERE

Q9: A& OOM R3E, WMISEAMIARR?

A (BER):
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Ll
1. KWERBEEHM 00M RIE:
docker inspect <container> | grep OOMKilled

2. BEBINES:
dmesg | grep -i oom
journalctl -u docker | grep -i oom

3. BIEREFER:
docker stats <container>
docker exec <container> ps aux --sort=-%mem

fER:
1. EINRTERS:

docker update -m 2g <container>

2. WERER:
ERARNEPITIE (heapdump. pprof)

3. fRLLRzA:
- IEANGIIR USRS
- BDERERN
- EANSMIERN

4. ERREXRBR (REFR):

docker run -m 512m --memory-swap 1g

Q10: #AI7E CI/CD Hh&ERR Docker?
A (BR):
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TR ER

- fh%k2:: Push / PR EHff
- WER&: docker build
- #82: git sha. k&S
- 3 Trivy SEREHE

- &L cosign BEBER

BN ER :
- HXEIHREREE: docker push
- iR SBoM FHEREG

EREMEL:

- WIFEGRER

- RERGEE

- EMHELE

- % Gitops IfEA

SRR
- WENABRE

- MEiRIEREIEAT
- FEREBER

R TIER:

GitHub Actions / GitLab CI Y0f push
BT8R TR

32 Docker &

#iXZ| Docker Hub / ECR

filiZ ArgoCD / Flux HTHEPE

IR EERES

o g b~ W N R
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F S B IRERIRAR

# Docker FIJHEERER

## B—MNEL: BN (B 2 A)
1 =% 1-3 E (6 /)\H)

1 EREMBSEHES (10 )

1 BITEAEKZ

1 BUEMMEXE—NREE Docker Hub
1 ERRE: %

'
L e B B B |

# BME O (BIF: 4-6 A)

] BRE 4-11 B (15 /A

1 5% 3 4 Dockerfile RfESLEKINE
1 248 Docker Compose (5 NIHA)
1
1

FIHIREIENMLEE (8 /BT
SERRE: %

[ B Bl e B e B |

# B £ (Bir: 6-12 F)
] ¥5=E 12-21 F (25 /)\Y)
] BRETEARNESR

] BiERELER

1 B2E& CI/CD ifg

1 Kubernetes £t (30 /)\BY)
] ERE %

]
L i W B e B B |

## BIUMEL: ERRE (B 12+ &)
] Kubernetes SRIFE
1 RESMIEFES]

] KEEZWMHAR
1
1

A Sa =
SERRE: %

L B Bl e Bl e B |

## IEPBBR

[ ] Docker DCA 3JAIE
- [ 1 CKA JANIE

[ 1 CKAD 3JAIE

## LAYIEBER

Python web AR
Node.js BRSS
BIBRERZHRL

SEEHMRS S
BEMEERA

CI/CD RIS

L B B e B e B B |

1
1
1
1
1
1

RESERER

ERGSEE.
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# RIREE

docker build -t image:tag .
docker images

docker rmi image:tag

docker tag source:tag target:tag
docker push registry/image:tag
docker pull image:tag

docker history image:tag

docker inspect image:tag

# BREE

docker run [OPTIONS] image

docker ps [-a]

docker stop/start/restart container
docker rm container

docker logs [-f] container

docker exec -it container cmd
docker inspect container

docker stats [container]

# MIKEE

docker network 1s

docker network create name

docker network connect/disconnect
docker network inspect name

# HEE

docker volume 1s

docker volume create name
docker volume rm name
docker volume inspect name

# Docker Compose

docker compose up [-d]

docker compose down

docker compose ps

docker compose logs [-f] [service]
docker compose exec service cmd
docker compose build

# MRERG

H OH W W OH O H B H oH H ¥ W B W

H* oH #H OH#*

* OH H

H* OH O B H H#*

FIHRER
ERERER
TRCIRER
HEIXRG
RIERSR&
BEERGHE
BERGFR

BITRER
FIH AR
REREaEH
il
EERE
PN
EERREMA

FIHPZE
ellFeR S
HERE/ ML
BEEMKIFE

FIHE
ellf=Ees
RS
EEEIFE

=il

= 1EBRSS

Hl RS
EERE
ERSPIITHRS
WEIRSHRE
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